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6.1 Legal basis

Article 17 of the UNTOC provides for the transfer of sentenced persons.

Article 17. Transfer of sentenced persons

State Parties may enter bilateral or multilateral agreements or arrangements on the transfer
to their territory of persons sentenced to imprisonment or other forms of deprivation of
liberty for offences covered by this Convention, in order that they may complete their
sentences there.

Source: United Nations Convention against Transnational Organized Crime.

'The United Nations Model Agreement on the Transfer of Foreign Prisoners provides a model for
bilateral transfer agreements.’’” Two regional agreements on transfer of sentenced persons: the
Council of Europe Convention on the Transfer of Sentenced Persons and the Inter-American
Convention on Serving Criminal Sanctions Abroad, are often used as the basis for transfer of
sentenced persons even between countries outside the region.

6.2 Making a request for transfer

Consider the governing legislative provisions, treaties or conventions that set out the process for
the transfer of prisoners. These provisions will set out the requirements for the sentencing or
sending State and those for the administering or receiving State. Generally, the process of trans-
ferring a sentenced person may involve the following steps:

® A request for transfer will usually be sent to the administering State in writing, and the
reply from the administering State to the sentencing State should also be sent in
writing

® 'The request and response are usually sent directly from and to the competent national
authority in each state, often being the Ministry of Justice. In some instances a diplomat,
consular official, or authority from the department of corrections may need to be involved.

® 'The sentencing State should provide:

Information relating to the offence, conviction, sentence and remaining term to be
served (certified copy of the judgment and sentence)

Details of the behaviour of the offender while serving sentence (case file and statement
from corrections officer)

Request by the offender for transfer (declaration or sworn affidavit from the offender)

Other relevant details and special considerations such as health issues (medical
reports)

Relevant legislation and governing procedures (copies of these provisions)

37 For more information, sce UNODC Compendium of norms and standards on crime prevention and criminal justice (2006),
www.unodc.org/unodc/en/justice-and-prison-reform/compendium.html
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Evidence of the ties between the offender and receiving State (relevant documenta-
tion, passport or identification)

6.3 Executing the request

If an agreement is reached to transfer the offender, the States will arrange the physical transfer
of the prisoner. If the prisoner is to be transferred through a third State, permission from that
State should be obtained. The sentencing and administering States will need to agree in advance
as to the costs for the transfer.

Once the prisoner arrives in the administering State, he or she will begin serving his her sentence
in that State. The general principle of the transfer of sentenced persons requires that the admin-
istering State maintains the sentence that was imposed by the sentencing State; some exceptions
may apply where the sentence is incompatible in the administering State. In such instances, the
sentence may be adapted to reflect the original sentence as closely as possible. Another possibility
is that the sentence will be converted; the administering State will consider the facts and evidence
upon which the conviction was based, and will then sentence the offender according to the provi-
sions in the administering State’s domestic legislation. The understanding between the States is
that the sentence will still be reasonably similar to that originally imposed. In order to respect
this principle, the administering State should carefully consider whether to alter the original
sentence.

7. Summary

7.1 Key points

When preparing a request for MLLA, extradition or other form of international cooperation, con-
form to procedures determined in relevant treaties and domestic legislative provisions in the
requested State.

All requests for assistance should be in writing, and should contain sufficient detail to enable the
Central Authority of the requested State to make an informed decision.

When requests for assistance are received they should be interpreted flexibly, processed expediently,
and with open communication with the State who made the request.

Any reasons that a requested State has for refusing a request for assistance should be discussed
with the requesting State in the event that concerns can be addressed and international coopera-
tion can take place.

States are required to assist each other to confiscate proceeds of crime, property, equipment or
other instrumentalities used in the commission of migrant smuggling. When making requests for
such assistance, the requirements of MLA will apply along with additional considerations.

A person who has been convicted and sentenced to a term of imprisonment or a penalty that has
resulted in a deprivation of his or her liberty in one State, may be able to serve this sentence in
another State. The original sentence that was imposed should be upheld, within reason, by the
administering State.
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7.2 Self-assessment questions

® What are some different types of mutual legal assistance?

® What is the process of making a request for mutual legal assistance?
® What should be included in a request for mutual legal assistance?

® Who should receive requests for mutual legal assistance?

® What is the process for making and executing an extradition request?
® What should be included in an extradition request?

® What is the purpose of provisional arrest or detention?

® Why may a request for mutual legal assistance be refused?

® When a requested State refuses to extradite one of its nationals, what are they obliged
to do instead?

® What is the framework involved for the confiscation of assets internationally?

® What are some relevant considerations involved in deciding whether or not to transfer
a sentenced person to serve his or her sentence in another State to the one in which he
or she was convicted and sentenced?

® How do the processes of international cooperation described in this module differ to the
processes used in your jurisdiction.

® Describe situations in which you have used international cooperation in the course of
investigating and/or prosecuting migrant smuggling.
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I. Objectives

After completing this module users should be able to:

® [Explain different types of law enforcement cooperation

® Discuss some of the challenges involved in achieving effective law enforcement coopera-
tion and potential responses to those challenges

® Describe types of information that States Parties are obliged to share with each other in
accordance with the Smuggling of Migrants Protocol

® Explain different mechanisms for law enforcement and cooperation
® Describe different types of joint investigation teams

® Describe the types of information that should be included in an agreement to establish
a joint investigation team

2. Introduction

The fact that migrant smuggling is a crime that crosses borders, means that law enforcers are
often required to investigate, share information, collect evidence, and prosecute in more than one
jurisdiction.

Module 7 discussed processes and mechanisms for making requests for and providing international
cooperation in criminal justice matters. This module is concerned with operational cooperation
between law enforcement actors in different jurisdictions, which may include exchange of infor-
mation and documents, assistance with investigative operations or even may involve running joint
operations across jurisdictions.

UNTOC offers a legal basis for operational law enforcement cooperation, providing for:

® Joint investigations (article 19)
® Cooperation for use of special investigative techniques (article 20)

® Cooperation between law enforcement authorities including exchanging information and
cooperation in conducting inquiries (article 27)

In addition, States Parties to the Smuggling of Migrants Protocol are obligated to:

® Cooperate in respect of migrant smuggling by sea (article 7 and article 8)

® [Exchange information with other relevant States regarding the smuggling of migrants,
consistent with domestic legal systems (article 10)

® Comply with conditions imposed upon it by States sending such information

(article 10(2))

® Consider strengthening cooperation among border control agencies, including by
establishing and maintaining direct channels of communication (article 11(6))
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Cooperate with each other and competent international organizations and non-
governmental organizations to ensure adequate training to prevent and eradicate smuggling
of migrants (article 14(2))"

3. Law enforcement cooperation

Article 27 of UNTOC, which is applicable to the Smuggling of Migrants Protocol, obligates

States Parties to cooperate with each other to:

Enhance the effectiveness of law enforcement action (article 27(1))

Enhance and strengthen channels of communication between competent authorities,
agencies and services to facilitate information exchange (article 27(1)(a))

Conduct inquiries with respect to persons and movements of the proceeds and instru-
mentalities of crime (article 27(1)(%))

Share items or substances for analytical or investigative purposes (article 27(1)(c))

Facilitate effective coordination and promote exchange of personnel and other experts

including posting liaison officers (article 27(1)(d))
Exchange information on the criminal means and methods used (article 27(1)(e))

Exchange information and coordinate measures for the purpose of early identification of

offences (article 27(1)(f))

Consider entering into bilateral or multilateral agreements of arrangements on direct
cooperation between their law enforcement agencies (article 27(2))?

'The following case study is an example of successful law enforcement cooperation between police

agencies
migrant

from different jurisdictions, resulting in strong criminal justice results in respect of a
smuggling investigation.

=

Case study

from

were

Successful law enforcement cooperation

A truck containing 36 migrants was found in country |. The truck had entered country |

country 5. Country | began investigations and identified a local smuggling group in
country |.

Police in country | informally communicated this information to a regional police agency,
which in turn found connections between the smuggling group in country | and another
smuggling group in destination country 2. Both groups were found to be involved in smug-
gling migrants from origin country 5. At the same time, country 3 intercepted migrant
smuggling from destination country 5 and informed the regional police agency. The regional
police agency again established a link between the criminal smuggling group in destination
country 3 and other smuggling groups in country | and 2. The three smuggling groups

ferry from transit country 4. All the migrants found in the truck were from origin

found to be a part of a larger organized network of migrant smugglers.

1Articles 7, 8(3), 8(4), 8(6), 10(1), 10(2) and 14(2) of the Smuggling of Migrants Protocol.
2Article 27, UNTOC.
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Parallel investigations were conducted in all three countries, and coordinated at the regional
level by the regional police agency. Information was fed to the regional police agency lead
to extensive mapping of the connections between the criminal smugglers. Once adequate
evidence had been collected to support apprehension and prosecution of key members of
the smuggling network, a day of action was decided upon. On that day, police in countries
[, 2 and 3 simultaneously took action against the criminal smuggling groups in their respec-
tive countries. More than 60 smugglers were arrested.

3.1 Types of law enforcement cooperation

Types of law enforcement cooperation are often delineated along “formal” and “informal” lines.
The distinction between these types of cooperation is not always clear; in some cases informal
cooperation will become formal cooperation, but once cooperation is formalized, informal
cooperation may still continue to take place. Laws may prohibit a particular type of cooperation
or only allow one type.

The discussion of whether to cooperate formally or informally is often difficult, but reality both
may be pursued in a given case. For instance, during the early stages of an investigation, informal
law enforcement cooperation can be helpful to efficiently gain investigative leads when there are
time constraints. At a later stage, the information obtained informally may need to be re-obtained
through formal means to ensure it is admissible at court.

3.1.1 Informal law enforcement cooperation

In some cases law enforcement agencies have a strong rapport with agencies from other jurisdic-
tions, and routinely assist each other in international migrant smuggling investigations through
officer-to-officer communication and information sharing.

For example, a law-enforcement agency is provided with information that a smuggling venture is
occurring across a particular border. The officer who received the information may contact another
officer in the jurisdiction across the border to inform him or her and collectively develop a strategy
to further investigate.

Informal cooperation may include:

® Officer-to-officer or agency-to-agency information sharing, investigations, and
assistance

® Assistance with communications, witness statements, contact information, and referrals

® Cooperation in conducting inquiries

Informal cooperation has a number of advantages. Indeed, officer-to-officer contact is arguably
the fastest, cheapest and most flexible way to seek information or intelligence and should be used
wherever appropriate. Although informal cooperation may be as simple as a phone call or email,
it should always comply with local procedures which may include use of central liaison officers,
central intelligence agencies or specifically designated task forces.

One disadvantage to informal cooperation is that information obtained through informal means
may not be admissible as evidence as the method of collection may not pass judicial scrutiny.
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Another disadvantage is that information may not be shared effectively with central intelligence
agencies when it is acquired through informal means.

3.1.2 Formal law enforcement cooperation

Formal cooperation can be helpful to law enforcement officers at the investigation stage. For
example, officers may be seeking to gather evidence in other jurisdictions and need to conduct
surveillance across borders and collect intelligence or documentary evidence in other jurisdictions.
They can use many methods of formal cooperation to achieve these goals, such as setting up joint
investigations with other law enforcement agencies to conduct surveillance across border or sharing
intelligence based on existing memorandums of understanding (MoUs).?

Formal cooperation may include:

® Joint investigations and prosecutions
® Use of special investigative techniques

® Posting liaison officers (LOs) to facilitate cooperation with the host government’s law
enforcement officers in criminal investigations

¢ Bilateral and multilateral agreements and MoUs on law enforcement cooperation and on
sharing of law enforcement information

® Cooperation within structures such as the international criminal police organization
(Interpol) or regional police or judicial cooperation structures

® Programs where officers from each State will be exchanged in undercover operations,
training programmes, or to conduct investigations

® Memorandums of understanding (MoUs)

Formal cooperation often involves treaties, MoUs or other written agreements. When agreements
are in writing, there are generally fewer misunderstandings as the goals, investigative parameters
and methods of conveying information are set out in detail. Agreements have usually been reviewed
in light of domestic and international legislation by prosecutors and legal advisors. The result is
that evidence obtained will generally be admissible and withstand judicial scrutiny in the courts.

Often treaties and international agreements set out procedures or provisions for member States
to request and share information, and receive assistance or authorization to investigate in a timely
fashion. Processes and agreements can be relatively simple or extremely complex depending on
the number of States and the type of agreements involved.

Though written agreements may expedite formal cooperation, this is not always the case. More
often, formal cooperation will be a much slower process than informal cooperation which can be
a disadvantage if there is an urgent request. Another disadvantage is that in some instances States
will not share information easily when the communication is formalized and subject to written
agreements.

3For more on MoUs, see section 5.1.
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3.2 Considerations for law enforcement cooperation

The following are considerations for law enforcement cooperation in migrant smuggling
investigations:

® List all information and intelligence gathered

® Identify what information is missing, and/or what cooperation is required to obtain
missing information

® Identify the jurisdiction where that information will be found or where the cooperation
will be requested from

® If informal channels for law-enforcement cooperation exist between relevant jurisdictions,
consult with criminal justice practitioners to confirm if it is lawful to make an informal
request in a given situation

® If the cooperation must be formalized, consult with criminal justice practitioners to
determine the process for making a formal request

® Consider using INTERPOL or international or regional law-enforcement cooperation
bodies/organizations

® Requesting States should make requests as early as possible to allow adequate response
time, and requested States should respond as quickly as possible

® Review existing MoUs carefully and understand the terms. For example, some agreements
specifically include or exclude exchange of personal data

® Before acting, consider seeking legal advice to ensure that information or assistance being
requested falls within the scope of the MoU, and is being provided in accordance with
relevant domestic legislation

® Take a systematic approach to building and maintaining effective law enforcement coop-
eration; there are many benefits in establishing international agreements and there may
be serious consequences in not doing so

Because of the nature of migrant smuggling, often at least two or three countries will be involved
and not all will have MoUs in place. Sophisticated organized crime groups may use this fact to
their advantage knowing that they cannot be pursued into certain States. The operational plan for
joint investigations should therefore include analysis of the anticipated routes of smugglers, and
the authority pursuant to existing MoUs and relevant domestic legislation to pursue suspects.

3.3 Challenges in and responses to law enforcement
cooperation

There are a number of challenges to international law enforcement cooperation largely relating to
the differences in States legislation, procedures, languages, cultures, resources and priorities. These
challenges can be overcome in several ways, beginning with training criminal justice practitioners
about treaty obligations to cooperation against migrant smuggling. Other measures can respond
to multiple challenges; for instance, exchanging liaison magistrates between States can help to
bridge differences in approaches and priorities facilitate exchange of information and also build
trust between jurisdictions and systems.

The following considerations are offered in response to some challenges that may be
encountered.
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Challenge

Response

Diversity of legal systems: Information sharing
procedures may be different, as may legislation
criminalizing migrant smuggling. Alternatively,
States may not have specific migrant smuggling
legislation but instead rely on alternative
offences to charge smugglers.

Before it is possible to compose a formal
request for information or assistance, criminal
justice practitioners may have to exchange
memoranda of law explaining the judicial sys-
tem, migrant smuggling legislation, and legisla-
tion governing information sharing and evidence
collection.

Willingness to make concessions in line with
human rights obligations will also help to over-
come this challenge.

Timely and thorough implementation of treaty
and convention obligations will address the
challenge in the long term; a cooperative
approach can be taken by implementing an
international framework for action to assist
States identifying for
implementation.

in procedures

Diversity of law enforcement structures: Policing
and prosecutorial roles may be very different
in the jurisdictions involved in cooperation.

Roles and duties in each jurisdiction should be
understood before the formal process to
request international cooperation can begin.

Diversity of information technology, intelligence and
communication systems: Different resources and
processes used to store and exchange informa-
tion may make it difficult for law enforcers to
cooperate and communicate in a structured
way across jurisdictions.

Diplomat or liaison officers may be able to
assist. A Central Authority should be desig-
nated to process requests for foreign assist-
ance. Contact
Authority, and international or foreign affairs
offices should be circulated nationally and
internationally among States with whom fre-
quent cooperation is required. Policing agen-
should be provided with updated
information for foreign affairs officers, LOs,
Interpol, etc including on which agencies are
available on a 24 hour, 7 day/week basis.

information for this Central

cies

Diversity in and

priorities:

investigative  approaches

States should find common ground and create
a joint investigative plan in order to work
together. For instance, by creating a migrant
smuggling working group.
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Challenge

Response

Lack of trust: Trust and open communication
are essential to foster cooperation.

Over time, trust can be established between
States through formal and informal coopera-
tion. Treaties may set out common goals and
expectations which can serve as a platform to
build trust. Joint training sessions, conferences
and meetings open lines of communication and
build rapport and understanding between
members of each State.

Linguistic and cultural differences: May lead to
misunderstandings and slow down the process
of building trust and establishing cooperation

Centralized agencies with efficient and readily
available translators will assist to expedite
requests between States. Where translation
needs can be anticipated, translators should be
on standby to facilitate efficient processing of
requests. In the long term, language training
can be provided to officers and prosecutors
in relevant languages, and/or by employing
officers and prosecutors who already speak
relevant languages.

Education and awareness of the culture, poli-
tics and traditions of countries that States are
cooperating with will also help to overcome
cultural challenges.

Resource constraints: States have varying levels
of human, technical and financial resources
available with  international

to assist

cooperation.

Some States may be able to share costs for
investigations and/or share technical resources.
Resource constraints can be taken into account
in joint investigative plans to properly budget
according to resources available.

4. Information sharing

As mentioned, article 27(1)(¢) of UNTOC obliges States Parties to exchange information on
criminal means and methods used (article 27(1)¢). The types of information to be exchanged in
respect of migrant smuggling are explained in article 10 of the Smuggling of Migrants Protocol,
requiring States to exchange information about:

® Embarkation and destination points as well as routes, carriers, means of transportation

known to be or suspected of being used by migrant smugglers (article 10(1)(a))
® Identity and methods of migrant smugglers (article 10(1)(2))

® Authenticity and proper form of travel documents issued by a State Party and the theft
or related misuse of blank travel or identity documents (article 10(1)(c))
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® Means and methods of concealment and transportation of persons and the unlawful
alteration, reproduction or acquisition or misuse of travel or identity documents used to

smuggle migrants (article 10(1)(d))

® Legislative experiences and practices and measures to prevent and combat migrant

smuggling (article 10(1)(e))

® Scientific and technological information useful to law enforcement, so as to enhance each
other’s ability to prevent, detect and investigate migrant smuggling (article 10(1)(7))

'The case study below illustrates how law enforcement agencies in two countries began cooperating
to exchange information in the wake of a tragedy.

@ Case study

Law enforcement cooperation arising out of a tragedy

Migrants were being smuggled from origin country | to destination country 2 in a container
truck. Because it was tightly sealed, all 54 people died from suffocation. Shortly after the
incident a consultation between the destination and origin country was organized in the
province where the migrants had died. The meeting was attended by central and provincial
level authorities from concerned agencies of both countries. At the meeting, agreements
on the selection of key witnesses, duration of the pre-trial testimony, joint investigation
and exchange of information, and focal points for both countries were reached. A special
task force was formed combining law enforcement officers from both States. Meetings
were held on a quarterly basis, at which information was shared and followed up on with
email and phone communication as needed.

The result was that six people from a well known smuggling gang in the destination
country 2 were arrested, while eight smugglers from the origin country | were arrested.
The smugglers were prosecuted and sentenced to imprisonment. Assets were seized and
confiscated, including six residences.

4.1 Considerations when sharing information
The following considerations apply to sharing of information:

® Always look for opportunities to share information that may help stop or disrupt migrant
smuggling in other jurisdictions

® Find out the authority that governs information sharing before sharing or discussing
information with another State

® Find out and follow information exchanging procedures in the relevant State
® Consider legal guidance before sharing or discussing information with another State

® Obtain clear written instructions outlining information to be shared and methodology
to share information as governed by domestic legislation and international agreements

® Use secure lines of communication to transmit the information if possible

®  Only use information in a way that complies with the sending State’s restrictions®

*Article 10(2), Smuggling of Migrants Protocol.
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Obtain the request for information in writing including instructions about the use of the
information

Sensitive, confidential, and privileged information as it may relate to informants or ongo-
ing investigations must be properly discussed and vetted before being used and distributed;
failure to do so could endanger life and public safety

Obtain written agreements about maintenance, destruction or return of the information
once it has been used for the agreed purpose

When communicating through Interpol and seeking direct contact, include required
personal contact details in order to be quickly and easily reachable

Review and consider impact of legislation (including media or public “access-to
information” laws, official secrecy laws and similar legislation) to ensure balance between
confidentiality and disclosure

Establish a system or mechanism of integrated cooperation to exchange information
between law enforcement, border, immigration and other relevant authorities and coor-
dination of activities

Agree upon data formats and models when exchanging information

Have a number of established and publicized points of contact such as central and regional
offices, for information sharing. These points of contact should include a number of people
and agencies to expedite information sharing

4.2 Formal intelligence sharing procedures

Regardless of the original method used to obtain information, formal intelligence procedures
should always be used to obtain information that will or can expected to be needed as evidence
at trial. Formal intelligence sharing procedures and systems will help to ensure that evidence is
collected in an admissible fashion, and will keep other agencies informed about developments.
This form of communication can be carried out through:

INTERPOL, Europol and other regional law enforcement agencies
Local crime liaison officers (LLOs)

Applicable MoUs

International letters of request (LoR) or

Regional arrangements

5. Mechanisms for cooperation and information
sharing

There are several mechanisms which can be used to facilitate and systematise operational law
enforcement cooperation and information sharing between and among States, including:

Memorandums of understanding
Treaties or other agreements
Specialized law enforcement agencies, and

Joint investigation teams
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Depending on the circumstance of the law enforcement cooperation, a combination of these
mechanisms may be employed in the investigation of migrant smuggling offences.

5.1 Memorandums of understanding

Memorandums of understanding (MoUs) can set out agreements between police agencies and
prosecutors. Such agreements often address objectives of the agencies, investigative approaches,
and roles and responsibilities. It is important that the MoU is signed at an appropriate level
depending on the scope of the agreement; an MoU with a strategic scope may be signed by
ministers, whereas an MoU between two agencies may be signed by the heads of those
agencies.

® MoUs should include the following contents:
¢ Title of the MoU

® Parties to the MoU

® Acknowledgements and purpose of the MoU
® Agreements made by parties

® Procedures

The following example shows how such information may be reflected in a MoU.

O Example of a MoU between countries |, 2 and 3

Title: MoU on Cooperating in the Fight against Migrant Smuggling
Parties: Country |, country 2, country 3.
Acknowledgements:  This MoU recognizes that migrant smuggling is detrimental to the

national security, economic, fiscal and social interests of our
countries, and can threaten the lives and safety of people in our
countries.

Purpose: States wish to develop and strengthen practical cooperation, capacity
building and information sharing in matters of mutual interest.
Cooperation will be built on mutual trust, with common goals of
preventing and combating migrant smuggling while protecting the
rights of migrant.

Agreement: States agree to provide capacity-building and support through joint
training, conferences, and the exchange of knowledge and expertise,
legislative and regulatory documents and relevant scientific and tech-
nical information. States also agree to operational assistance by
obtaining evidence and willing witness testimony and by exchanging
information.

Procedures: The requesting participant will pay ordinary costs, and the request
should be addressed in a timely manner by the participant receiving
the request.
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Ideally MoUs will relate specifically to migrant smuggling. However, some States will not have
migrant smuggling legislation nor bilateral agreements or MoUs specific to migrant smuggling.
In those circumstances, MoUs that have been established to combat other transnational crimes
such as trafficking in persons may be helpful to establish communication and foster formal and
informal cooperation against smuggling. For instance, communication mechanisms that have been
established through the related MoUs can be used to facilitate cooperation to combat migrant
smuggling.

When developing MoUs consider the ultimate goal; some MoUs will be agency to agency, some
country to country, and some will involve many agencies at many levels such as marine or coast
guards, border officers, law enforcement and prosecutors.

5.2 Treaties or other agreements

States may establish formal agreements related to migrant smuggling investigations. Such agree-
ments can be extremely complex, involving large political processes and several countries. Provisions
may specifically provide for information sharing and cooperation in relation to migrant smuggling
by encouraging:

® [Exchange of information on routes and modus operandi used by smugglers

® Increased practical cooperation between law enforcement, border and protection
authorities

® Increased cooperation between these authorities and liaison officers in third countries

® Exchange of officers between Parties by mutual agreement in order to monitor the
effectiveness of measures to prevent migrant smuggling

Other regional or multilateral agreements may address a number of investigative considerations,
such as:

® Authorizing officers to continue an investigation or conduct surveillance across the border
without obtaining further authorization in exigent circumstances

® Authorizing information sharing between enforcement agencies

® Providing a framework for joint investigations

O Examples: INTERPOL Model [bi-lateral] Police Cooperation
Agreement

Interpol offers a Model Bilateral Police Cooperation Agreement, with Articles addressing:

General provisions

Information exchange
Protection of personal data
Right of observation and pursuit
Participation in investigations

Special investigative techniques
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Other forms of cooperation
Implementation assessment
Resolving implementation problems
The 22 articles of the Model agreement have been drafted in general terms so that States

can adapt it to their own needs, specificities and legislative restrictions. Each article is
annotated with guiding notes.?

*The Model Police Cooperation Agreement is available at: www.interpol.int/Public/ICPO/LegalMaterials/cooperation/
Model.asp#chap2

Authorities should be familiar with treaties, conventions and agreements that govern investigations
and prosecutions in their jurisdiction. This is important for two reasons:

® Requesting States will rely on such agreements and have legitimate expectations in rela-
tion them which authorities in requested States must be familiar with in order to best
assist requesting States

® ‘There may be serious consequences of not understanding the extent and limits of one’s
authorization to investigate in another jurisdiction. For instance, if an officer has authority
to pursue a suspect across a border but does not do so because of uncertainty about the
governing authority, an opportunity to apprehend a smuggler is missed. Alternatively, if
an officer crosses into another jurisdiction to investigate or arrest a smuggler without
having authority to do so, there may be serious political and legal consequences

5.3 Specialized law enforcement agencies

International law enforcement cooperation and information exchange can be greatly facilitated
through specialized regional and international law enforcement agencies such as the International
Criminal Police Organization INTERPOL), or regional cooperation structures such as the Euro-
pean Police Office (Europol).

Regional and or international law enforcement cooperation bodies and organizations have a pres-
ence in every country in the world and can facilitate efficient, cost-effective and flexible police-
to-police contact. Such agencies can also act as clearing houses for information and intelligence.
INTERPOL for instance has a colour-coded notice system which it uses to quickly inform all
member countries about specific facts, including about migrant smugglers and their methods.
Secure databases managed by such organizations can also be a powerful tool in information sharing;
data can be retrieved from and fed into such systems thereby strengthening collective information
and intelligence against smugglers.’

For a list of links of police agencies around the world, see the INTERPOL database at www.interpol.int/Public/Links/PolJust.
asp.
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5.4 Joint investigation teams (JITs)

Joint investigations can be effective means of cooperating to investigate and prosecute high level
migrant smugglers. Joint investigations may be reactive or proactive, established on a small or
large scale, and created to combat migrant smuggling in general, or be targeted to combat migrant
smuggling in a specific context.

Article 19 of the UNTOC sets out measures that can be implemented to establish joint
investigations between States, by:

® Obliging States Parties to consider entering into bilateral or multilateral agreements or
arrangements in relation to investigations, prosecutions or judicial proceedings and
encouraging competent authorities to establish joint investigative bodies

® In the absence of such agreements or arrangements, encouraging joint investigations to
be undertaken by agreement on a case-by-case basis

Article 19 also obliges States Parties involved in joint investigations to fully respect the sovereignty
of the State Party in whose territory such investigation is to take place.

When commencing a joint investigation, it is useful to:

® Identify which origin, transit and destination countries may be able to assist and how
they may be able to assist.

® Consider the type of information and intelligence required.

® Review domestic legislation in light of international obligations and agreements, including
agreements between other policing agencies.

® Establish how information exchange and coordination of activities is to take place. An
agreement on joint investigation may already be in existence but if not it is advised to
create an agreement which to define roles and responsibilities.

There are various ways to establish joint investigation teams. Some models of joint investigation
teams are summarized below:

®  (Co-located: Teams work together in the same location:

Integrated supportive team: Could include situations where a foreign law enforce-
ment official is integrated with officers from the host State in an advisory or con-
sultancy role or, in a supportive role based on the provision of technical assistance
to the host State

Integrated operational team: Would include officers from at least two jurisdictions
with the ability to exercise operational powers under host State control in the ter-
ritory or jurisdiction where the team is operating. This is a specially created infra-
structure enabling officials from at least two countries to work in one jurisdiction
with at least some equivalent operational powers

® Non co-located: Teams are not physically in the same location. The officials involved are
non co-located and able to work jointly on the basis of long-standing cooperative practices
and/or existing mutual legal assistance legislation depending on the nature of the legal
system(s) involved
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5.4.1

Considerations when establishing joint investigative teams

Consider the checklist below when establishing a joint investigation team:

Practicalities

® THave an early discussion about the investigation

® Clarify who are to be the parties in the discussion, including law enforcers, prosecutors,
magistrates and/or others

® Discuss relevant cultural and language issues

® Put in place coordination mechanisms and language interpretation resources

Coordination

® Appoint and use liaison officers or a single point of contact

® LEstablish a clear operational plan including goals and objectives, roles of officers, a
command structure and resource requirements

® Set out clear lines of responsibility

® Consider risk assessment

® Level of assistance and special facilities available

o

Review all joint operation plans to ensure that they specifically prohibit refoulement

Inwestigative considerations

5.4.2

Whenever possible, ensure the MoU between law enforcement agencies details the meth-
ods of investigation, judicial authorizations required, mutual agreements, and procedures
for protecting human rights

Compare legislation in both States to ensure that the investigation and prosecution relates
to the same substantive offence. Consider the point at which there is a completed oftence;
the point at which conspiracy or “attempt” has been established

Clarify which techniques will be used (eg electronic interception of communications,
surveillance); whether judicial authorization will be required; what search powers are
authorized by States involved; whether adequate resources are available for surveillance;
a review of national and international agreements with respect to pursuit policies and the
parameters on pursuit

Clarify detention, release and terms of release; determine if warrants are required
Determine who will prosecute offender(s)

Decide which State will seize and retain assets confiscated from smugglers
Confirm if witness or target can be contacted by agents of the State

Determine the extent of disclosure obligations, including the treatment of privileged
information

Evaluate

Agreements for joint investigation teams

When law enforcement officials from two States are establishing a joint investigative team, they
will create and sign an agreement. Such agreements can serve to facilitate mutual legal assistance
more generally, so that individual requests for assistance do not need to be made throughout the
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course of the investigation. Some parts of the agreement may contain sensitive information which
should be marked and treated as such.

The agreement may include:

Names

® Names of the parties who are entering into the agreement. This section may also specify
the agency which initiated the agreement. The agreements should include all of the law
enforcement officials and agencies who will be involved during all of the phases of the
investigation, which may include agencies such as coast guard, immigration officials, the
military and law enforcement officials

® The name of the operation or the JIT established by the agreement

® Specifications as to whether parties may invite other parties and/or make arrangements
with third countries

Purpose and action

® A description of specific purpose of the JIT. For instance, the JIT may be established to
investigate the offence(s) of migrant smuggling organization X with the aim of providing
information and evidence for judicial proceedings

® C(Clarification as what actions are agreed to in response to the stated purpose. For instance,
to adopt a joint agency approach in respect of the investigation and any subsequent
prosecution

® It may also be noted here that the purpose of the agreement may change/adapt

Background

® Investigative methods that have been deployed or are being deployed such as particular
investigative techniques used (such as surveillance, informants, undercover operations, etc)

® Investigative outcomes that have been achieved to date, such as number of persons
arrested, number of disruptions to criminal organizations, number of seizures made,
number of confiscations/forfeitures, intelligence material gathered, evidence gathered
against targets

® Any other relevant background information, intelligence and data

The anticipated time period for the investigative team to be in place

® Generally JITs are established for a limited period of time which may be terminated or
extended by mutual consent

State(s) in which the JIT will operate

® Where the JIT will be located and clarification that it will be subject to the laws of the
State in which it operates

Roles and responsibilities

® Names of persons designated to be JIT leader(s), members of the JIT, judicial and police
authorities, listed with their State, Rank, and name of agency

® (larification of the mechanism for informing other States in the event that designated
persons are replaced i.e. in writing
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General and specific arrangements of the agreement

® Clarification that conditions shall apply as implemented by each Party in which the JIT

operates

® Terms under which members of the JIT may be excluded when investigative measures
are taken, conditions for carrying weapons, and data protection rules. For instance, specific
arrangements can address:

Limitations on the transfer of the joint investigation (law enforcement agencies,
prosecuting authorities)

Whether seconded (foreign) law enforcement officers can participate in operational
investigative measures in the host state

Whether seconded (foreign) law offers can carry firearms

Organizaﬁonal arrangements

® Details of arrangements necessary to enable the JIT to carry out its work including for
instance, office accommodation, use of vehicles, allowances, insurance, use of liaison
officers, use of judicial networks and cost-sharing arrangements

Signatures of all parties

® Signatures of all parties, the date that the signatures were made, and the location where
the agreement was entered into

6. Summary

6.1 Key points

International law enforcement cooperation and information sharing is essential to combat migrant

smuggling.

Both formal and informal cooperation should be utilized in migrant smuggling investigations;
informal cooperation is often more expedient, however, for evidence to be admissible at trial it
must usually be obtained through formal means.

Establishing trust and strong lines of communication between State authorities is critical for
effective international cooperation and information sharing.

States Parties to the Smuggling of Migrants Protocol are obliged to share information relating
to migrant smuggling with each other.

There are several mechanisms which can be used to systematize international cooperation and

information sharing, including MoUs, treaties or other agreements, specialized law enforcement
agencies and joint investigation teams.

6.2 Self-assessment questions

® What are the different types of international law enforcement cooperation which can be
used to investigate migrant smuggling?
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® What are some of the challenges involved in achieving effective law enforcement coop-
eration? What are some ways of overcoming these challenges?

® According to the Migrant Smuggling Protocol, what types of information should be
shared in relation to migrant smuggling?

® What are the different mechanisms for law enforcement cooperation and information
sharing?

® What are the different types of joint investigation team?
® How is a joint investigation team established?

® Describe experiences you have had cooperating with other jurisdictions in migrant smug-
gling cases by use of MoUs, treaties or other agreements, specialized law enforcement
agencies or joint investigation teams.
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Abbreviations and acronyms

API Advance passenger information

CCTV Closed-circuit television

Cl Confidential informant

CRC Convention on the Rights of the Child

DNA Deoxyribonucleic acid

ECOWAS Economic Community of West African States

EU European Union

Europol European Police Office

FATF Financial Action Task Force

FIU Financial Investigation Unit/Financial Intelligence Unit
GPS Global Positioning System

Interpol International Criminal Police Organization

IMEI International Mobile Equipment Identity

IMO International Maritime Organization

IMOLIN International Money Laundering Information Network
IOM International Organization for Migration

IT Information technology

ICT Information communications technology

ITC Information technology and communication

IVTS Informal value transfer systems

JIT Joint investigation team

LO Liaison officer

LOR Letter of Request

MLA Mutual legal assistance

MOU Memorandum of understanding

NCIS National Crime Intelligence Service

NGOs Non-governmental organizations

OHCHR Office of the High Commissioner for Human Rights
PNR Passenger name register
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SAR Convention International Convention on Maritime Search and Rescue

SIM Subscriber identity module; or Subscriber identification module

Smuggling of Migrants United Nations Protocol against the Smuggling of Migrants by
Protocol Land, Sea and Air, supplementing the United Nations Convention
Against Transnational Organized Crime (2000)

SOP Standard Operating Procedures
Trafficking in Persons United Nations Protocol to Prevent, Suppress and Punish Traf-
Protocol ficking in Persons, especially Women and Children, supplementing

the United Nations Convention Against Transnational Organized
Crime (2000).

uco Undercover officer

UN United Nations

UNCAC United Nations Convention against Corruption

UNHCR Office of the United Nations High Commissioner for Refugees

UNODC United Nations Office on Drugs and Crime

UNTOC United Nations Convention against Transnational Organized
Crime and its Protocols

VolP Voice over the internet protocol

1951 Refugees 1951 Convention Relating to the Status of Refugees

Convention

1967 Refugees 1967 Protocol Relating to the Status of Refugees

Protocol
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'The definitions provided in this glossary are neither official nor universal. They are provided here
purely for the purpose of facilitating use of the UNODC In-depth training manual on investigating

and prosecuting the smuggling of migrants.

Term

Definition

Admissible

Acceptable or allowable by a court of law at trial.

Aggravating factor/
circumstance

A factor or circumstance that makes a situation or action
worse than it would otherwise be.

Anti-surveillance

Actions which attempt to evade surveillance.

Asset seizure

Assuming custody or control of property on the basis of an
order issued by a court or other competent authority.

Asylum seeker

A person seeking to be admitted into a country as a refugee.

Bilateral treaty

Treaty involving two or more States.

Border officer

Includes border police and others involved in processing new
arrivals at airports, ports and other frontier crossing points.

Case file

File containing papers, evidence, transcripts, intelligence
reports, etc., that is relevant to a particular case.

Cell site analysis

The analysis and marking on a map of the transmitter (mast)
locations where a mobile phone has been used. This can often
show that the telephone has been in various areas and can
map out routes or narrow down possible sites for safe houses
or similar.

Child According to international law, any person under eighteen
years of age (also see Minor).

Classified Information or communication which is arranged in classes or
categories so as to be available to authorized persons only.

Collate To bring together different pieces of information so that
similarities and differences can be seen or established.

Confidential Something done or communicated in confidence/secrecy.

Controlled delivery

The technique of allowing illicit or suspect consignments to
pass out of, through or into the territory of one or more
States, with the knowledge and under the supervision of their
competent authorities, with a view to the investigation of an
offence and the identification of persons involved in the
commission of the offence (UNTOC, article 2(i)).
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Term

Definition

Corroborate

Independent confirmation of information received; to confirm
and or add substantiating value to the testimony of a witness
or party in a trial.

Counterfeited document

A document that has not been legitimately manufactured or
issued.

Counter-surveillance

Actions which attempt to identify those conducting
surveillance.

Covert

Discreet or hidden. Used in operational work. For example,
covert policing means discreet policing where the primary aim
is for suspects not to know that police are engaging in
operations.

Criminal enterprise

An organized crime group engaged on criminal activity or
enterprise.

Criminal organization

An organized criminal group engaged in criminal activity or
enterprise.

Debrief

To question for the purposes of obtaining knowledge or
information, or to provide information or instruction.

Decision log

Document recording all decisions made and policies and
objectives set with respect to a particular investigation.

Disrupt/Disruption

To disrupt a crime group without necessarily arresting the
ringleaders. For example you could arrest the forger of pass-
ports used by migrants.

Drop-down device

A portable audio recorder, concealed in an everyday object
(such as an empty Coke can) dropped or placed near a point
where a criminal meeting is to take place.

Entrapment

The act of a law enforcer officer or government agent induc-
ing or encouraging a person to commit a crime.

Exit strategy

Strategy by which a person can be removed from a situation
where changed circumstances or events put them or an
operation in danger.

Forensic

Science or technology used in the investigation and establish-
ment of facts or evidence in a court of law.

Fraudulent document

A document that has been altered but was originally legiti-
mately manufactured and issued

Fraudulently obtained
document

A document that is unaltered, legitimately manufactured but
not “legitimately” issued.

Gang master

Someone providing labourers to someone else, such as tempo-
rary labourers for agriculture, fisheries or other industries.

Genuine document

A document that is unaltered, legitimately manufactured and
legitimately issued.
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Term

Definition

Green border

A land border between State checkpoints.

Hard wired device

An audio recorder or transmitter (or location device) con-
cealed within a vehicle or premises. Provides a longer battery
life and the possibility for real time listening or tracking.

Informant Someone who provides information to law enforcers on an ad
hoc or regular basis, and is often recruited for the purpose.
Information Raw data that is received by law enforcement.

Instrumentalities of crime

Property used in connection with the commission of an
offence or the equivalent value of such property.

Intelligence

Information that has had something done to it to give it more
meaning (for example, corroboration, analysis, evaluation and
dissemination) and is passed on or used by another person/
agency/unit.

International Convention
or Treaty

A treaty or convention involving all of the States Parties to
that treaty or convention.

Investigation

Process carried out by law enforcement personnel of inquiring
into a matter through research, follow-up, study, or formal
procedure.

Irregular migrant

Someone who, owing to illegal entry or the expiry of his or
her visa, lacks legal status in a transit or host country. The
term applies to migrants who infringe a country’s admission
rules and any other person not authorized to remain in the
host country (also called clandestine/illegal/undocumented
migrant or migrant in an irregular situation).

See IOM Glossary on Migration

Irregular migration

Movement that takes place outside the regulatory norms of
the sending, transit and receiving countries. There is no clear
or universally accepted definition of irregular migration. From
the perspective of destination countries it is illegal entry, stay
or work in a country, meaning that the migrant does not have
the necessary authorization or documents required under
immigration regulations to enter, reside or work in a given
country. From the perspective of the sending country, the
irregularity is for example seen in cases in which a person
crosses an international boundary without a valid passport or
travel document or does not fulfill the administrative require-
ments for leaving the country. There is, however, a tendency
to restrict the use of the term “illegal migration” to cases of
smuggling of migrants and trafficking in persons.

See IOM Glossary on Migration
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Term

Definition

Law enforcement officer

Police officers or other officials responsible for enforcing the
law.

Migrant

At the international level, no universally accepted definition of
migrant exists. The term migrant is usually understood to
cover all cases where the decision to migrate is taken freely
by the individual concerned for reasons of “personal conven-
ience” and without intervention of an external compelling
factor. This term therefore applies to persons, and family
members, moving to another country or region to better
their material or social conditions and improve the prospect
for themselves or their family.

See IOM Glossary on Migration

Throughout this manual, the term “migrant” has often been
used to refer to those who have been smuggled enabled by
smugglers to remain in a State where they are not authorized
to remain.

Minor

According to international law, any person under eighteen
years of age.

Mission creep

When an investigation advances in directions or tangents that
are not in line with the objectives of that investigation.

Mitigating factor/
circumstance

A factor or circumstance that makes a situation or action
better than it would otherwise be.

Multilateral treaty

Treaty involving two or more States.

Non-national

A person who is not a national of the State.

Non-refoulement

The principle that a State cannot expel or return a person to
the frontiers of territories where his or her life or freedom is
threatened because of his or her race, religion, nationality,
membership of a particular social group or political opinion.

Open source

Information that is made freely available to the public.

Operation

Process or series of acts to achieve a law enforcement goal.

Organizational log

Document recording all actions taken with respect to a par-
ticular investigation.

Proactive investigation

An investigation commenced in response to the receipt of
information/complaint or intelligence.

Profiling

Analysis of information or intelligence, to develop indicators to
enable easier identification of, for instance, smuggled migrants,
migrant smugglers, routes, communication methods, false
passports, etc.
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Term Definition

Property Assets of every kind, whether corporeal or incorporeal,
moveable or immovable, tangible or intangible, and legal docu-
ments or instruments evidencing title to, or interest in, such
assets (UNTOC, article 2(d)).

Pull factor The factors that draw would-be migrants towards particular

countries. For example: language, family ties, employment,
benefits, schooling, health care, etc.

Push factor

The facts that would push would-be migrants away from
particular countries. For example: war, poverty, conflict,
natural disaster, lack of employment, crime, etc.

Reactive investigation

An investigation commenced as a law enforcement response
to a particular incident.

Refoulement

The expulsion or return of a refugee to the frontiers of
territories where his or her life or freedom is threatened
because of his or her race, religion, nationality, membership of
a particular social group or political opinion.

Refugee

A person who, owing to a well-founded fear of persecution
on the grounds of race, religion, nationality, membership in a
particular social group, or political opinion or political reasons,
including conflict and war, is unable or unwilling to return to
his or her country of origin (or, if stateless, to his or her
country of habitual residence).

Regional treaty

Treaty involving States from a particular region.

Resources The human, financial, technical, logistical, informational and
other assets which can be utilized in combating migrant
smuggling.

Risk The possibility of suffering harm, loss or danger.

Separated child

A child who has been separated from both parents, or from
legal or customary primary caregiver, but not necessarily from
other relatives. This may, therefore, include children accompa-
nied by other adult family members.

Sham marriage

A marital union entered into for the purpose of circumventing
immigration laws.

Smartphone

Mobile phones that are capable of advanced computing and
connectivity and can run multiple applications. Smartphones
include personal digitial assistants.

Smuggled migrant

A person whose illegal entry or stay in a country of which he
or she is not a national or permanent resident has been
facilitated by another person, for the purpose of financial or
other material benefit.

Smuggler

Throughout this module, the term “smuggler” refers to
migrant smuggler.
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Term Definition

Strategic intelligence Intelligence that informs the bigger picture of migrant smug-
gling, beyond specific investigation or investigations.

Strategy A detailed plan outlining specific measures to reach a specific
goal.
Surveillance Observing persons engaged in criminal activity through the use

of static (observation posts), mobile (following by foot, in a
car, etc.) or technical (tracking device) surveillance.

Tachograph A device that measures the speed of a vehicle and the
distance that it covers, and produces a record (or tachogram)
of its readings.

Tactic An operational procedure or approach used to achieve a goal.
For example, use of covert monitoring.

Tactical intelligence Intelligence that supports investigations.

Target hardening Making an object being targeted by a crime group more
difficult to achieve. For example imposing scanning devices at
ports to scan lorries in the hope of detecting concealed

migrants.

Technique A means by which a tactic is performed. For example, use of
wiretapping.

Top-up information Some mobile telephones do not operate on a contract and

must be paid in advance. Where these phones are topped up
can show regular locations or shops used and indicate usage.

Trafficking in persons The recruitment, transportation, transfer, harbouring or
receipt of persons, by means of the threat or use of force or
other forms of coercion, of abduction, of fraud, of deception,
of the abuse of power or of a position of vulnerability or of
the giving or receiving of payments or benefits to achieve the
consent of a person having control over another person, for
the purpose of exploitation. Exploitation shall include, at a
minimum, the exploitation of the prostitution of others or
other forms of sexual exploitation, forced labour or services,
slavery or practices similar to slavery, servitude or the
removal of organs.

Trafficking in Persons Protocol supplementing the United
Nations Transnational Organized Crime Convention

Trauma Psychological or emotional injury that creates substantial,
lasting psychological damage to a person.

Treaty A formal agreement between two or more States. Depending
on the jurisdiction of a State, the treaty may become directly
affective at the domestic level, or may required to be transposed
into national laws before becoming affective.
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Term Definition

Unaccompanied child A child who has been separated from both parents and other
relatives and is not being cared for by an adult who, by law
or custom, is responsible for doing so.

Vessel Large boat or ship.

Victim of crime Person who has been harmed by perpetrator of a crime
according to international and/or domestic law.

Wiretap Also known as telephone interception. The listening to
telephone calls (or reading email/SMS messages) between
criminal suspects by law enforcement.
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