Fourth session of the Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use of Information and Communications Technologies for Criminal Purposes
Working document for co-facilitated informal negotiations - Group C

The present document was prepared at the request of the co-facilitators of informal negotiation group C and is without prejudice to a final decision by the plenary of the Ad Hoc Committee. 
Source: UNODC Model Law on Mutual Assistance in Criminal Matters (2007), as amended with provisions on electronic evidence and the use of special investigative techniques (2022) (available here). 

Computer system
Computer system means any device or group of interconnected or related devices [consisting of hardware and software (Iran, Venezuela) (delete: Canada)], one or more of which, pursuant to a program or other software, [receives (Mexico, Venezuela) (delete: Canada)], [stores (delete: UK)], transmits or otherwise processes [computer (delete: Venezuela)] data [or any other function (Iran) (delete: Canada)].
Support original: Caricom, Algeria, Venezuela
Alt.: Computer system means any device or group of interconnected or interrelated devices, one or more of which, pursuant to a program, performs automatic processing of data. (EU and mS, Australia, USA, Canada, Japan, Turkiye, Liechtenstein, Chile, UK, New Zealand, Switzerland, Dominican Rep., Peru, Norway, Colombia)
Alt2.: Computer system is a combination of hardware equipment the functioning of which is achieved primarily with the use of computers, operating systems and processors. (Russian Fed.)
ICT device[footnoteRef:2] [2:  Definition added at the request of the co-facilitators. ] 

ICT device means a diverse set of technological tools and resources used to communicate, and to create, disseminate, store, and manage information.
(Pakistan)

Computer data
Option 1 
[bookmark: _Hlk95492264]Computer data means any representation of data or information [or concepts (Iran)] that [has been stored (alt. may be stored: Venezuela)], transmitted or otherwise processed in a computer [and/or electronic (Iran)] system. It includes subscriber, traffic and content data.
(Iran, Venezuela)



Option 2 
Computer data means any representation of [facts (delete: Singapore)], information or concepts in a form suitable for processing in a computer system, including a program suitable to cause a computer system to perform a function.[footnoteRef:3] [3: 	 This is the definition of “computer data” in Article 1(b) of the Council of Europe’s Cybercrime Convention. ] 

(UK, Australia, Canada, EU and mS, USA, Japan, Singapore, Peru, Caricom, Turkiye, Namibia, Dominican Rep., Algeria, Chile, Tanzania, Norway, Colombia)
Delete option 2: Iran

Electronic information[footnoteRef:4] [4:  Definition added at the request of the co-facilitators.] 

Electronic information means any form of information that is created, distributed, used, integrated, or manipulated in an electronic format, such as through the use of computers, the internet, and other digital technologies. 
(Pakistan)

Content data
Content data means any computer data relating to a communication [by means of a computer system (delete: Japan, Singapore)]  concerning the substance or purport of that communication, such as text, voice, images[, video (Mexico, Australia, Canada) (delete: Netherlands)] [, meta-data (Mexico) (delete: Australia)] and sound [or data stored in a computer system (Dominican Rep., Australia, Canada)].
Retain original: USA, UK, EU and mS, Nigeria, New Zealand, Australia, Canada, Peru
Delete: Japan, Canada, Australia, Singapore
Alt: electronic information relating to content of the data transferred by means of ICTs including text messages, voice messages, audio recording, video recording as well as other types of information. (Russian Fed., India, Namibia, South Africa, Pakistan, Iran, China, Algeria)
Alt2. Content data means any computer [and/or electronic (Iran) (delete: Netherlands)] data relating to a communication by means of a ICT device concerning the substance or purport of that communication, such as text, voice, images[, video (Mexico, Australia, Canada) (delete: Netherlands)] [, meta-data (Mexico)] and sound [or data stored in a computer system (Dominican Rep., Australia, Canada)].

Traffic data
Traffic data means any computer data collected in the normal course of business by a service provider, related to:
(a) the type of service provided and its duration where it concerns technical data and data identifying related technical measures or interfaces used by or provided to the subscriber or customer, and data related to the validation of the use of the service, excluding passwords or other authentication means used instead of a password, that are provided by a user, or created at the request of a user;
(b) the commencement and termination of a user access session to a service, such as the date and time of use, or the log on to, and log out from the service; and
(c) communications metadata as processed in an electronic communications network for the purposes of transmitting, distributing or exchanging content data, including data used to trace and identify the source and destination of a communication, data on the location of the terminal equipment used in the context of providing communications services, and the date, time, duration and the type of communication.
Alt: traffic data means any electronic information excluding the content data relating to the transfer of data by means of ICTs and indicating in particular the origin, destination, route, time, date, size, duration and type of the underlying network service. (Russian Fed., China, Iran)
Alt.2: traffic data means any [computer data alt: data (India)] relating to a communication by means of a computer system [and/or computer network (India)], generated by a computer system [and/or computer network (India)], that formed a part in the chain of communication, indicating the communications origin, destination, route, time, date, size, duration or type of underlying service. (USA, Australia, Canada, UK, EU and mS, Japan, India)
Alt.3: traffic data means any electronic information/computer data excluding the content data relating to the transfer of electronic data/data by means of ICT/computer system and indicating the quantity of calls, messages or data transmission offered or attempted over a specified period of time and over a specified circuit or network in particular the origin, destination, route, time, date, duration and type of underlying network service. (Pakistan, China, Iran)  
Replace computer system for ICT device: South Africa

Subscriber data
Subscriber data means any computer data, collected in the normal course of business by a service provider, pertaining to the name, date of birth, postal or geographic address, billing and payment data, device identifiers, telephone number or email address, which can serve to identify the subscriber or customer, as well as the type of service provided and the duration of the contract with the service provider.
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