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V.

Additional submissions
Introduction

This addendum contains submissions from Member States for the second session of
the Ad Hoc Committee to Elaborate a Comprehensive International Convention on
Countering the Use of Information and Communications Technologies for Criminal
Purposes received after 14 April 2022; the submissions are not organized into
thematic chapters.

India

[Original: Engli
[12 May.2022]

Background

1. Cyberspace, being a complex environment of people, software

the world as a key tool used by criminals and ant
cybercrime. With a borderless cyberspace coupled ibility of instant
communication and anonymity, the potential for committin ercrime through the
use of social media and the Internet is higher ver in the country, like elsewhere
in the world.

2. Cybercrime has also become a maj there is an upsurge in usage of
information and communication technology «devices globally. The advancement of
technology has made humans de n information and communication
technologies for all their requiréments. conventional crime, cybercrime has no
geographical boundaries, a ec criminals are unknown and even anonymous,
which affects all stakeholders, including common citizens. The following section
at occur globally.

ted through the use of information and

broad term that is used to define criminal activity in which
networks are a tool, a target or a place of criminal activity and
ing from electronic wrecking to denial-of-service attacks. In general,
be classified as “cyber-enabled crime”! and “cyber-dependent

information and communications technologies” as it will be able to cover new and
emerging technologies as well.

Criminalization

4. Each State party shall adopt such legislative and other measures as are
necessary, as provided in the following points, to establish as an offence or its
equivalent clauses under its domestic law. (The list given below is indicative and more

Such as theft, harassment, child exploitation, fraud and scams that can be committed without a
computer but are enabled by a computer in certain circumstances.

Hacking, ransomware, distributed denial-of-service attacks and malware, distribution of a virus
and cyberterrorism.

[N}
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crimes may be added that are committed through the use of information and
communication technologies.)

4(a) Damage to a computer, computer system, etc.

Each State party shall adopt such legislative and other measures as are necessary
to establish as an offence under its domestic law, if any person without the permission
of the owner or any other person who is in charge of a computer, computer system or
computer network:

(a) Accesses or secures access to such computer, computer system or
computer network or computer resource;

(b) Downloads, copies or extracts any data, computer database or information
from such computer, computer system or computer network, including informatio

data held or stored in any removable storage medium,;
y

(¢) Introduces or causes to be introduced any computer contanm
computer virus into any computer, computer system or computer network,% “
r

(d) Damages or causes to be damaged any computer, co y
computer network, data, computer database or any other programmes resi in .
computer, computer system or computer network;

com u!! system or

(f) Denies or causes the denial of access to an orized to access

(e) Disrupts or causes disruption of any
computer network;

(g) Provides any assistance to any peg
computer system or computer network in con
or rules or regulations made thereunde

o facilitate access to a computer,
ravention of the provisions of this Act

A 4

(h) Charges the services availed of a person to the account of another
person by tampering with owl ing any computer, computer system or

computer network;

(i) Destroys, deletes o
or diminishes its valu ility

. ' 4
(j)  Steals,.eo S, oys or alters, or causes any person to steal, conceal,
coWer source code used for a computer resource with an

age.

andling any sensitive personal data or information in a computer resource
wns, controls or operates, is negligent in implementing and maintaining
reasonable security practices and procedures and thereby causes wrongful loss or
wrongful gain to any person.

4(c)

Tampering with computer source documents

Each State party shall adopt such legislative and other measures as are necessary
to establish as an offence under its domestic law, when any person knowingly or
intentionally conceals, destroys or alters or intentionally or knowingly causes another
to conceal, destroy, or alter any computer source code used for a computer, computer
program, computer system or computer network, when the computer source code is
required to be kept or maintained by law for the time being in force, shall be
punishable.
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4(d)

4(e)

40

4(g)

4(h)

Sending offensive messages through communication service, etc.

Each State party shall adopt such legislative and other measures as are necessary
to establish as an offence under its domestic law, if any person sends, by means of a
computer resource or a communication device:

(a) Any information that is grossly offensive or has a menacing character;

(b) Any information which he knows to be false, for the purpose of causing
annoyance, inconvenience, danger, obstruction, insult, injury, criminal intimidation,
enmity, hatred or ill will, persistently, by making use of such a computer resource or
a communication device;

(c¢) Any electronic mail or electronic mail message for the purpose of causing
annoyance or inconvenience or to deceive or to mislead the addressee or recipient
about the origin of such messages.

Dishonestly receiving stolen computer resource or communication device ﬂ

Whoever dishonestly receives or retains any stolen computer fe ce o

communication device knowing or having reason to believe the s be
computer resource or communication device.

Identity theft (impersonation)

Each State party shall adopt such legislative and
to establish as an offence under its domestic law,
dishonestly make use of the electronic signature, pas
identification feature of any other person.

er measures as are necessary
fraudulently or
any other unique

Cheating by personation by using computer urce (impersonation)

Each State party shall adopt suchlegislati other measures as are necessary
to establish as an offence under its domestic law, if any person, by means of any
communication device or comw eats by impersonation.

Violation of privacy

Each State party s
to establish as an o
knowingly, capt
without his or/her

adop legislative and other measures as are necessary
der/its domestic law, if any person, intentionally or
s'or transmits the image of a private area of any person
der circumstances violating the privacy of that person:

it” means to electronically send a visual image with the intent that

r
it be vi by a person or persons;

re”, with respect to an image, means to videotape, photograph, film

or rec y means;

“Private area” means the naked or undergarment-clad genitals, public area,
or female breast;

(d) “Publishes” means reproduction in printed or electronic form and making
it available for public;

(e) “Under circumstances violating privacy” means under circumstances in
which a person can have a reasonable expectation that:

(i) He or she could disrobe in privacy without being concerned that an image
of his or her private area was being captured; or

(i) Any part of his or her private area would not be visible to the public,
regardless of whether that person is in a public or private place.

“’ 7
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4(i)  Cyberterrorism

1. Each State party shall adopt such legislative and other measures as are necessary
to establish as an offence under its domestic law, if any person:

(a) With the intent to threaten the unity, integrity, security or sovereignty of
State or to strike terror in the people or any section of the people by:

(i) Denying or causing the denial of access to any person authorized to access
a computer resource; or

(i) Attempting to penetrate or access a computer resource without
authorization or exceeding authorized access; or

(iii) Introducing or causing to introduce any computer contaminant;

and by means of such conduct causes or is likely to cause death or injuries to per

or damage to or destruction of property or disrupts or knowing that it is likely to.cause
damage or disruption of supplies or services essential to the life of the commun
adversely affect the critical information infrastructure; or e N “

(b) Knowingly or intentionally penetrates or accesses a compul

without authorization or exceeding authorized access, and conduet .
obtains access to information, data or a computer datab tricted for reaso

of the security of the State or foreign relations, or an i i jon, data or
computer database, with reasons to believe that suc ata or computer
database so obtained may be used to cause or likely t
the sovereignty and integrity of State, the security of th
foreign States, public order, decency or morality, or in rela o contempt of court,
defamation or incitement to an offence, or tg advantage of any foreign nation,

i other measures as are necessary
e commission or conspiracy to
(a) and (b).

2. Each State party shall adopt such
to establish as an offence under its
commit the offence as described in p

4(j)  Publishing or transmitting o eneyal in electronic form communications
Each State party s adoptsuch/egislative and other measures as are necessary
to establish as an offence r its domestic law, if any person, publishes or transmits
or causes to be publ 0 nsmitted in electronic form, any material which is
tot rient interest or if its effect is such as to tend to deprave

and ¢ sons.who are likely, having regard to all relevant circumstances, to
atter contained or embodied in it.

ate party shall adopt such legislative and other measures as are necessary
ish as an offence under its domestic law, if any person, publishes or transmits
or causes to be published or transmitted in the electronic form any material which
contains sexually explicit act or conduct.

4(l) © Publishing or transmitting of material depicting children in a sexually explicit act,
etc., in electronic form

Each State party shall adopt such legislative and other measures as are necessary
to establish as an offence under its domestic law, if any person:

(a) Publishes or transmits or causes to be published or transmitted material in
any electronic form which depicts children engaged in sexually explicit act or
conduct; or

V.22-03011 528
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4(m)

(b) Creates text or digital images, collects, seeks, browses, downloads,
advertises, promotes, exchanges or distributes material in any electronic form
depicting children in obscene or indecent or sexually explicit manner; or

(c) Cultivates, entices or induces children to online relationship with one or
more children for and on sexually explicit act or in a manner that may offend a
reasonable adult on the computer resource; or

(d) Facilitates abusing children online; or

(e) Records in any electronic form own abuse or that of others pertaining to
sexually explicit act with children;

provided this section does not extend to any book, pamphlet, paper, writing, drawing,
painting representation or figure in electronic form:

(i) The publication of which is proved to be justified as being for the pu

good on the ground that such book, pamphlet, paper, writing, drawing,ﬁg
representation or figure is the interest of science, literature, art or learning or
other objects of general concern; or i ) |

N

(ii) Which is kept or used for bona fide heritage or religious/purp . ‘

The age of “children” is as defined in the domestic legislation of that State.

Disclosure of information in breach of lawful contrac

contract, such material to any other pe

Other unlawful acts committed using.information and communication
technologies

Without prejudice to i yrotection of sovereignty) the Contracting
Parties shall mutually e on other unlawful acts committed using information
and communication tgchn i the purpose of cooperation established under this
Convention. (There shou rovision in this Convention entitled “Other unlawful
e ad ment in information and communication technologies).

wing cybercrimes may be further extended, as criminalization
d Nations Office on Drugs and Crime document,’ through this

on-public transmissions of computer data to, from or within a computer system,
uding electromagnetic illegal interference

» Computer misuse tools

* Identity offences

* Personal harm

* Racism and xenophobia

* Terrorism support offences

« Ransomware

3 Source: United Nations Office on Drugs and Crime, Comprehensive Study on Cybercrime, draft
of February 2013, p. 22.
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13. Terms of usage

(a) “Communication device” means cell phones, personal digital assistance or
combination of both or any other device used to communicate, send or transmit any
text, video, audio or image;

(b) “Computer” means any electronic, magnetic, optical or other high-speed
data processing device or system which performs logical, arithmetic, and memory
functions by manipulations of electronic, magnetic or optical impulses, and includes
all input, output, processing, storage, computer software or communication facilities
which are connected or related to the computer in a computer system or computer
network;

(¢) “Computer network™ means the interconnection of one or more computers
or computer systems or communication device through:

(i) The use of satellite, microwave, terrestrial line, wire, wireless er
communication media; and N

’ F A
(ii) Terminals or a complex consisting of two or more 1nter ecte

computers or communication device whether or not the i
continuously maintained;

(d) “Computer resource” means computer,
network, data, computer database or software;

ompu er

(

(e) “Computer system”™ means a device or c vices, including
input and output support devices and excluding which are not
programmable and capable of being used in conjunction with external files, which
contain computer programmes, electronic ins ns, input data and output data, that
performs logic, arithmetic, data storage a rieval, communication control and

other functions;

. 4

(f) “Computer contaminant™ means any set of computer instructions that are

designed:
~

(i) To modify, destroy, rec transmit data or programme residing within a
computer, computer s or uter network; or

(ii) By any mean usu e normal operation of the computer, computer
system or computer, S

pmputer virus” means any computer instruction, information, data or
ramme that destroys, damages, degrades or adversely affects the performance of
er resource or attaches itself to another computer resource and operates when
a programme, data or instruction is executed or some other event takes place in that
computer resource;

(i) “Damage” means to destroy, alter, delete, add, modify or rearrange any
computer resource by any means;

(j) “Computer source code” means the listing of programme, computer
commands, design and layout and programme analysis of computer resource in any
form;

(k) “Cybersecurity” means protecting information, equipment, devices,

computer, computer resource, communication device and information stored therein
from unauthorized access, use, disclosure, disruption, modification or destruction;

(1) “Data” means a representation of information, knowledge, facts, concepts
or instructions which are being prepared or have been prepared in a formalized

V.22-03011 728



A/AC.291/9/Add.3

8/28

manner, and is intended to be processed, is being processed or has been processed in
a computer system or computer network or cloud, and may be in any form (including
computer printouts magnetic or optical storage media, punched cards, punched tapes)
or stored internally in the memory of the computer;

(m) “Information” includes data, message, text, images, sound, voice, codes,
computer programmes, software and databases or microfilm or computer-generated
microfiche;

(n) “Body corporate” means any company and includes a firm, sole
proprietorship or other association of individuals engaged in commercial or
professional activities;

(o) “Reasonable security practices and procedures™ means security practices
and procedures designed to protect such information from unauthorized acc
damage, use, modification, disclosure or impairment, as may be specified in a
agreement between the parties or as may be specified in any law for the time n
force and in the absence of such agreement or any law, such reasonable secur

practices and procedures, as may be prescribed by the States parties in !(W

N

with such professional bodies or associations as it may deem fit;
(p) “Sensitive personal data or information” mea pe@rm%/
1

as may be prescribed by the States parties in consulfation with Wessio
bodies or associations as it may deem fit;

(@) “Electronic mail” and “electronic mail
information created or transmitted or received on a omputer system,
computer resource or communication device including a ents in text, image,
audio, video and any other electronic reco ich may be transmitted with the
message;

S a message or

(r) “Social media intermediar ermediary which primarily or
solely enables online interaction between two or more users and allows them to create,

(s) “Electronic record’ , record or data generated, image or sound
stored, received or sent in lectronie’ form or microfilm or computer-generated
microfiche;

() “Originlat
electronic mess or cau

person who sends, generates, stores or transmits any
electronic message to be sent, generated, stored or

rectly, through the commission of an offence or other unlawful act as
established under this Convention;

(w) “Confiscation” includes forfeiture where applicable and shall mean the
permanent deprivation of property by order of a court or other competent authority;

(x) “Predicate offence” shall mean any offence as a result of which proceeds
have been generated that may become the subject of an offence as defined in this
Convention;

(y) “Child pornography” means any representation, by whatever means, or a
child engaged in real or simulated explicit sexual activities or any representation of
the sexual parts of a child for primarily sexual purposes.

V.22-03011
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14. Data-oriented Jurisdiction

Data-oriented jurisdiction means that the country whose citizen’s data are being
stored/processed/screened/federated anywhere in the world should be having the
broader jurisdiction of the data immaterial of where the data are physically
stored/processed/screened/federated. This data-oriented jurisdiction will ensure the
primality of data ownership and the issue of privacy (an acknowledged fundamental
right of a global citizen) and human rights.

(Brief explanation: In the current day scenario, the classical Westphalian
model-based jurisdiction does not hold good in cyberspace, especially involving
cloud resources that result in a jurisdictional nightmare. An example of a typical
scenario may involve a cybercrime executed involving the processing power in the
cloud originating in one country and the storage aggregation in another country, wi
the cloud service provider registered in a third country, and the user (the victim
the attacker) whose data are being held by the service provider may be the j
of a fourth country. Clearly in such a situation, it is extremely difficult t
Jjurisdiction based on the classical territorial models. In view of the
proposes that rather than a territorial-based jurisdictional model, the

forgotten. The right to privacy is also linked to human rights, which has been raised
by large number of countries in the Ad Hoc Committee, and the data-oriented
Jjurisdiction will help protect the right to privacy, fi
rights.)

15. “Jurisdiction” may be defined as follows

1. Each State Party shall adopt such meas as_may be necessary to establish its

cordance with this Convention when:

(b) The offence is
State Party or an aircr istered under the laws of that State Party at the

2. , a State Party may also establish its jurisdiction over
is committed against a national and legal person of that State

fence is committed by a national and legal person of that State party
erson who has his or her habitual residence in its territory; or

The offence is committed outside its territory with a view to the
sion of an offence established in accordance with this Convention within its
territory;

(d) The offence is committed against the State Party; or

(e) The offence is committed targeting computer resources located within its
territory;

(f) The offence involves the digital/electronic data of their nationals,
irrespective of the place of its physical storage/processing/screening/federation.

3.  For the purposes of this Convention, each State Party shall take such measures
as may be necessary to establish its jurisdiction over the offences established in
accordance with this Convention when the alleged offender is present in its territory
and it does not extradite such person solely on the ground that he or she is one of its
nationals.

V.22-03011 9/28
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4.  Each State Party may also take such measures as may be necessary to establish
its jurisdiction over offences established in accordance with this Convention when the
alleged offender is present in its territory and it does not extradite him or her.

5. If a State Party exercising its jurisdiction under paragraph 1 or 2 of this article
has been notified, or has otherwise learned, that any other States Parties are
conducting an investigation, prosecution, or judicial proceeding in respect of the same
conduct, the competent authorities of those States Parties shall, as appropriate, consult
one another with a view to coordinating their actions. For the purpose of consultation
under this article, the Contracting Parties shall take into account the data-oriented
jurisdiction, i.e. data belonging to the victim of the cybercrime or unlawful act
committed using information and communication technologies.

6.  Without prejudice to norms of general international law, this Convention shall
not exclude the exercise of any criminal jurisdiction established by a State Par

accordance with its domestic law. p—
Search and seizure of information stored or processed electronically % “
1. Each Party shall adopt such legislative and other measures as e

to empower its competent authorities to search or similarly’access:

data storeWand ’

(b) A computer-data storage medium in which computer data may be stored in
its territory.

(a) A computer system or part of it and compu

2. Each Party shall adopt such legislative and other m may be necessary
to ensure that where its authorities search or similarly access a specific computer
system or part of it, pursuant to paragraph 1 d have grounds to believe that the
data sought are stored in another computer part of it in its territory, and
such data are lawfully accessible from ai e initial system, the authorities
shall be able to expeditiously extend the search or similar accessing to the other
system.

3. Each Party shall adopt
to empower its competent
accessed according to p

and other measures as may be necessary
seize or similarly secure computer data

(a) Seize or i } secure a computer system or part of it or a
computer-data s

herein to provide, as is reasonable, the necessary information, to enable the
ing of the measures referred to in paragraphs 1 and 2.
eal-time collection of traffic data

1.  Each Party shall adopt such legislative and other measures as may be necessary
to empower its competent authorities to:

(a) Collect or record through the application of technical means on the
territory of that Party; and

(b) Compel a service provider, within its existing technical capability:

(i) To collect or record through the application of technical means on the
territory of that Party; or

V.22-03011
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(ii) To cooperate and assist the competent authorities in the collection or
recording of traffic data, in real-time, associated with specified communications
in its territory transmitted by means of a computer system.

2. Where a Party, due to the established principles of its domestic legal system,
cannot adopt the measures referred to in paragraph 1 (a), it may instead adopt
legislative and other measures as may be necessary to ensure the real-time collection
or recording of traffic data associated with specified communications transmitted in
its territory, through the application of technical means on that territory.

3. Each Party shall adopt such legislative and other measures as may be necessary
to oblige a service provider to keep confidential the fact of the execution of any power
provided for in this article and any information relating to it.

19. Collection of content and metadata

1. Each Party shall adopt such legislative and other measures as may be
to provide metadata expeditiously without the need of mutual legal assistange treaties,
The service provider that has such metadata shall provide such informati direc

request of the law enforcement agencies through the designated nom
State. .

chssa’y
nism for such  expeditious

2. Each Party shall adopt such legislative and other,
to provide content data expeditiously. The me
data-sharing will be developed under this Conventio

20. Interception of content data

1. Each Party shall adopt such legislative an er measures as may be necessary,
in relation to a range of serious offences be determined by domestic law, to
empower its competent authorities to:

(a) Collect or record through the app Mlon of technical means on the
territory of that Party; and

(b) Compel a service ptrov w its existing technical capability:

(i) To collect or record through the application of technical means on the
territory of that or

7 T :
e /an ist the competent authorities in the collection or
cont ata, in real-time, of specified communications in its
itte means of a computer system.

ue to the established principles of its domestic legal system,

content data associated with specified communications transmitted in
rough the application of technical means on that territory.

ch Party shall adopt such legislative and other measures as may be necessary
to oblige a service provider to keep confidential the fact of the execution of any power
ovided for in this article and any information relating to it.

21. Expedited preservation of stored computer data

1. Each Party shall adopt such legislative and other measures as may be necessary
to enable its competent authorities to order or similarly obtain the expeditious
preservation of specified computer data, including traffic and content data, that have
been stored by means of a computer system, in particular where there are grounds to
believe that the computer data are particularly vulnerable to loss or modification.

2. Where a Party gives effect to paragraph 1 above by means of an order to a person
to preserve specified stored computer data in the person’s possession or control, the
Party shall adopt such legislative and other measures as may be necessary to oblige
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that person to preserve and maintain the integrity of that computer data for a period
of time as long as necessary, up to a maximum of 180 days, to enable the competent
authorities to seek its disclosure. A Party may provide for such an order to be
subsequently renewed.

3. Each Party shall adopt such legislative and other measures as may be necessary
to oblige the custodian or other person who is to preserve the computer data to keep
confidential the undertaking of such procedures for the period of time provided for
by its domestic law.

4.  Each party shall create a nodal point for coordination by which such request for
preservation can be carried out by the other state.

Jamaica (on behalf of the Caribbean Community)
[Original: q
[12 my 20

Chapter 1. General provisions
Article. General provisions

The purposes of this Convention are as follows:

1.  To promote and strengthen measures aimed at preventing and combating crimes
and other unlawful actions directed against the ity, integrity and
availability of information and communication technolog and computer data
more efficiently and effectively.

2. To promote, facilitate and support i ational cooperation and technical
assistance to prevent and combat criminal offen and other unlawful actions
directed against the confidentiality, rity “and availability of information and
communication technology systems

3. To promote, facilitate and su

ernational cooperation and technical

assistance in the recovery ass esulting from criminal offences and other
unlawful actions referred to in'this Convention.
Article. Scope of appligat 7

In accordance with ovisions, this Convention shall apply to the prevention,

he purposes of implementing this Convention, it shall not be necessary,
otherwise stated therein, for the criminal offences established pursuant to

rticle. Protection of sovereignty

1. States parties shall carry out their obligations under this Convention in a manner
consistent with the principles of sovereignty, sovereign equality and territorial
integrity of States and that of non-intervention in the domestic affairs of other States
Parties or States.

2. Nothing in this Convention shall entitle a State Party to undertake in the territory
of another State Party or State the exercise of jurisdiction and performance of
functions that are reserved exclusively for the authorities of that other State Party or
State in accordance with its domestic law and in accordance with international law
and obligations.

V.22-03011
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Chapter 2. Criminalization
Article. Illegal/unauthorized access to computer systems or data

Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences when committed intentionally and without
right, the access to the whole or any part of a computer system. A State Party may
require that the offence is committed where there is a breach or infringement of a
security measure or with the intent of obtaining computer data or other dishonest
intent, or in relation to a computer system that is connected to another computer
system. (Based on the Budapest Convention, article 2 — Illegal access)

Article. Illegal/unauthorized interception

1. Each State Party shall adopt such legislative and other measures as are neces

to establish as a criminal offence, when committed intentionally, the interggmion
without right or authority of a computer system or data, where such inte{cn‘s
done by technical means to intercept traffic data and data processed b eans of
information communication technology which is not intended fgz_l)u us

including electromagnetic emissions from a computer system carryi co r
data.

mitted wittht inte;t,

another computer system.

2. A State Party may require that the offence be ¢
or in relation to a computer system that is connected

Article. Illegal data interference

1.  Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offenc en committed intentionally, the
inputting, damaging, deletion, deterioratio eration or suppression of computer

data without right or authority.

2. A State Party may reserve the right toirequire that the conduct described in

paragraph 1 result in serious harm.

o

Article. Illegal system interféerence

1.  Each State Party la ch legislative and other measures as may be
necessary to establish as crimi ences, when committed intentionally and without
right or authority, the/ hi ing of the functioning of an information and

communication te nolchstem by inputting, transmitting, damaging, deleting,
or suppressing computer data.

may reserve the right to impose an aggravation of penalty
where ions as outlined in paragraph 1 involve or affect critical infrastructure.

(a) The production, sale, procurement for use, import, distribution or
otherwise making available of:

(i) A device, including a computer program, designed or adapted primarily
for the purpose of committing any of the criminal offences established in
accordance with articles (Unauthorized/illegal access, unauthorized/illegal
interception/data interference/system interference);

(ii) A computer password, access code or similar data by which the whole or
any part of an information, communication and technology system is capable of
being accessed, with the intent that it be used for the purpose of committing any
of the criminal offences established in articles (Unauthorized/illegal access,
unauthorized/ illegal interception/data interference/system interference); and
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(b) The possession of an item referred to in subparagraphs (a)(i) or (ii) above,
with the intent that it be used for the purpose of committing any of the criminal
offences established in articles (Unauthorized/illegal access, unauthorized/illegal
interception/ data interference/system interference). A State Party may require by law
that a number of such items be possessed before criminal liability attaches.

2. This article shall not be interpreted as imposing criminal liability where the
production, sale, procurement for use, import, distribution or otherwise making
available or possession referred to in paragraph 1 of this article is not for the purpose
of committing a criminal offence established in accordance with articles
(Unauthorized/illegal access, unauthorized/illegal interception/data interference/
system interference) of this Convention, such as for the authorized testing or
protection of a computer system.

3. Each State Party may reserve the right not to apply paragraph 1 of this arti
provided that the reservation does not concern the sale, distribution or otherwise
making available of the items referred to in paragraph 1 (a)(ii) of this articl Q%

Article. Content-related offences

1.  Each State Party shall adopt such legislative and other me
necessary to establish as criminal offences, when commi
right, the following conduct:

(a) Producing child sexual exploitation and .abuse material through an
information and communication technology system;

(b) Offering or making available child sexual explo n and abuse material

through an information and communication t ogy system;

(¢) Distributing or transmitting ch11 ual exploitation and abuse material
through an information and communic t system;

(d) Procuring child sexual ex
system/information and comm
person; K

itation and abuse material through a computer
logy system for oneself or for another

(e) Possessing chil al exploitation and abuse material in a computer
system/information a mu ion technology system or on a computer-data
storage medium. ) 4

For the purpases o graph 1 above, the term “child sexual exploitation and
include material that visually depicts:

the purposes of paragraph 2 above, the term “child” means every human
belng below the age of eighteen (18) years unless under the law applicable to the
child, majority is attained earlier. (Convention on the Rights of the Child, article 1)

Article. Violation of privacy/non-consensual distribution of sexual images

1. Each State Party shall adopt such legislative and other measures as are necessary
to establish as a criminal offence, when committed intentionally and without right,
the following conduct:

(a) Knowingly publishing, distributing, transmitting, selling, making
available or advertising an intimate image of a person knowing that the person
depicted in the image did not give their consent to that conduct;

V.22-03011



A/AC.291/9/Add.3

(b) The publishing, distributing, transmitting, selling, making available or
advertising of an intimate image of a person is done with the intention to harass or
cause harm to the person depicted in the image.

Definition of “intimate image”

2. In this article, “intimate image” means a visual recording of a person made by
any means including a photographic, film or video recording:

(a) In which the person is nude, is exposing his or her genital organs or anal
region or breasts, or the person is engaged in explicit sexual activity;

(b) Inrespect of which, at the time of recording, there were circumstances that
gave rise to a reasonable expectation of privacy; and

(c¢) In respect of which the person depicted continues to have a reaso
expectation of privacy at the time the offence is committed.

Article. Intellectual property

Computer-related offences
Article. Computer-related forgery

1.  Each State Party shall adopt such legis
necessary to establish as criminal offences,
right, the input, alteration, deletion or
inauthentic data with the intent tha
purposes as if they were authentic, r
readable and intelligible. A

2. A State Party may req an W) defraud, or similar dishonest intent, before

sidered or acted upon for legal
ardless of whether or not the data are directly

criminal liability attaches.

Article. Computer-lre% ' d

1.  Each State Party dopt such legislative and other measures as may be
S as criminal offences, when committed intentionally and without
causing of a loss of property to another person by:

Article. Inchoate offences

Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences participation in any capacity such as an
accomplice, assistant, instigator, abettor or conspirator in an offence established in
accordance with this Convention.

2. Each State Party may adopt such legislative and other measures as may be
necessary to establish as a criminal offence any attempt to commit an offence
established in accordance with this Convention.

3. Each State Party shall adopt such legislative and other measures as may be
necessary to establish as a criminal offence the preparation for an offence established
in accordance with this Convention.
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Article. Liability of legal persons

1. Each State Party shall adopt such measures as may be necessary, consistent with
its legal principles, to establish the liability of legal persons for participation in the
commission of a criminal offence established in accordance with this Convention,
committed for its benefit by any natural person, acting either individually or as a part
of an organ of the legal person, who holds a leading position within it, by virtue of:

(a) A power of representation of the legal person;
(b) An authority to take decisions on behalf of the legal person;
(c) An authority to exercise supervision or control within the legal person.

2. In addition to the cases already provided for in paragraph 1 of this article, each
State Party shall take the measures necessary to ensure that a legal person can be h
liable where the lack of supervision or control by a natural person referred to i
paragraph 1 has made possible the commission of a criminal offence establi in
accordance with this Convention for the benefit of that legal person bys.a natu
person acting under its express or implied authority.

3. Subject to the domestic law of the State Party, the liability of lega on‘y
be criminal, civil or administrative. Y
iminal liabiM: natural

s held liable in
ate and dissuasive

4. Such liability shall be without prejudice to the
persons who have committed the criminal offences.

5. Each State Party shall, in particular, ensure th
accordance with this article are subject to effective, p
criminal or non-criminal sanctions, including etary sanctions.

Article. Sanctions and measures

1.  Each State Party shall make the iss criminal offence established in
accordance with this Convention liable to sanctions that are commensurate to the
gravity of that offence, and arw&ct roportionate and dissuasive, including the
deprivation of liberty.

2. Each State Party shall e e that legal persons held liable in accordance with

article (Liability of 1 erso all be subject to effective, proportionate and
dissuasive criminﬁl iminal sanctions or measures, including monetary
sanctions.

L

ural law and law enforcement

ArticlesSeope of procedural provisions

Party shall adopt legislative and other measures as may be necessary
powers and procedures provided for in this chapter for the purpose of
vestigations or proceedings.

cept as otherwise provided in article (Interception of communication), each
State arty shall apply the powers and procedures referred to in paragraph 1 of this
article to:

(a) The criminal offences established in accordance with articles (the
criminalization provisions) of this Convention;

(b) Other criminal offences committed by means of an information,
communication and technology system; and

(¢c) The collection of evidence in electronic form of a criminal offence.

3. Each State Party may reserve the right to apply the measures referred to in article
(Real-time collection of data) only to criminal offences or categories of criminal
offences specified in the reservation, provided that the range of such offences is not
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more restricted than the range of criminal offences to which the State Party applies
the measures referred to in article (Interception of content data).

4.  Where a State Party, due to limitations in its legislation in force at the time of
the adoption of this Convention, is not able to apply the measures referred to in article
(Real-time collection of data) and article (Interception of content data) to
communications being transmitted within a computer system of a service provider,
which system:

(i) Is being operated for the benefit of a closed group of users; and

(ii) Does not employ public communications networks and is not connected
with another computer system, whether public or private;

that State Party may reserve the right not to apply those measures to su
communications.

5. Each State Party shall consider restricting such a reservation to e e
broadest application of the measures referred to in articles (Real-time cgllection
data and interception of content data).

p— \/
Article. Conditions and safeguards ‘ \ ‘ .

1. Each State Party shall ensure that the establi imwmn aJd
application of the powers and procedures provided for in this article subject to

conditions and safeguards provided for under its domestic law, which shall provide

2. Such conditions and safeguards shall, a ro iate in view of the nature of the
procedure or power concerned, inter alia,
supervision, grounds justifying appli and
duration of such power or procedure.

3. To the extent that it is con$istent public interest, in particular the sound
administration of justice, e Stat. rty shall consider the impact of these powers
and procedures in this article n the rights, responsibilities and legitimate interests
of third parties.

eserve specified computer data, including traffic data, in
e. there are grounds for believing that the data are particularly

>a State Party gives effect to paragraph 1 above by means of an order to a
including to a legal person, to preserve specified stored computer data in the
person’s possession or control, the State Party shall adopt such legislative and other
measures as may be necessary to require that person to preserve and maintain the
integrity of that computer data for a period of time as long as necessary, but no longer
than the period determined by the domestic law of that State Party, to enable the
competent authorities to seek disclosure of the data. A State Party may provide for
such an order to be subsequently renewed.

3. Each State Party shall adopt such legislative and other measures as may be
necessary to require the person who is tasked with preserving the information to keep
confidential the undertaking of such procedures for the period of time provided for
by its domestic law.

4.  The powers and procedures referred to in this article shall be established in
accordance with the articles (Scope of procedural provisions, and conditions and
safeguards).
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Article. Expedited preservation and partial disclosure of traffic data

1. Each State Party shall adopt, in respect of traffic data that are to be preserved
under the article (Expedited preservation of computer data), such legislative and other
measures as may be necessary to:

(a) Ensure that such expeditious preservation of traffic data are available
regardless of whether one or more service providers are involved in the transmission
of that communication; and

(b) Ensure the expeditious disclosure to the State Party’s competent authority,
or a person designated by that authority, of a sufficient amount of traffic data to enable
the State Party to identify the service providers and the path through which the
communication was transmitted.

2. The powers and procedures referred to in this article shall be subject to arti

(Scope of procedural provisions, and conditions and safeguards). pr—
Article. Production order o, | |

1.  Each State Party shall adopt such legislative and other me S
necessary to empower its competent authorities, where there.is reasonable belie t .

a criminal offence was committed or is being committe

(a) A person, including to a legal person, in i
data in that person’s possession or control, which are
a computer-data storage medium; and

territory to u&l! computer

red in a computer system or

(b) A service provider offering its services in that ory of the State Party
to submit subscriber information relating to ervices in that service provider’s
possession or control.

2. The powers and procedures refi t is article shall be established in
accordance with articles. (Scope procedural provisions, and conditions and
safeguards)

3. For the purpose of this artic
information held by a servi
traffic data or content data

subscriber information” shall mean any
ting to subscribers to its services other than
of which it is possible to establish:

identity, postal or geographic addresses, telephone and
including TP addresses and billing and payment information,

relating to the location of information and

Article. Search and seizure of information stored or processed electronically

1 Each State Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities, where there is reasonable belief that
a criminal offence was committed or is being committed, to search or similarly access:

(a) An information and communication technology system or part of it and
computer data stored therein; and

(b) A computer-data storage medium in which computer data may be stored in
its territory.

2. Each State Party shall adopt such legislative and other measures as may be
necessary to ensure that where its authorities search or similarly access a specific
computer system or part of it, pursuant to paragraph 1 (a), and have reasonable
grounds to believe that the data sought are stored in another computer system or part
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of it in its territory, and such data are lawfully accessible from or available to the
initial system, the authorities shall be able expeditiously to extend the search or
similar accessing to the other system.

3. Each State Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to seize or similarly secure computer
data accessed according to paragraphs 1 or 2. These measures shall include the power
to:

(a) Seize or similarly secure a computer system or part of it or a computer-
data storage medium;

(b) Make and retain a copy of those computer data;
(¢) Maintain the integrity of the relevant stored computer data;

(d) Render inaccessible or remove those computer data in the accesse
computer system.

4.  Each State Party shall adopt such legislative and other measures ay Q
necessary to empower its competent authorities to order any person h
knowledge about the functioning of the computer system or medsur pl to
protect the computer data therein to provide, as is nable, the necess
information, to enable the undertaking of the measureg referred to ths 1;
and 3.

5. The powers and procedures referred to in this a bject to articles

(Scope of procedural provisions, and conditions and sa

Article. Real-time collection of traffic data

1. Each State Party shall adopt such le tive and other measures as may be
necessary to empower its competent a iti there is reasonable belief that
a criminal offence was committed or is being.committed, to:

(a) Collect or record thro tion of technical means in the territory

of that Party; and
(b) Compel a servic Vlde ithin its existing technical capability:

(i) To collect gh the application of technical means in the
territory of that

(ii) To coo erate assist the competent authorities in the collection or
of t fﬁc , in real time, associated with specified communications
nsmltted by means of a computer system.

arty, in accordance with its domestic law, cannot adopt the
ed to in paragraph 1(a), it may instead adopt legislative and other

d with specified communications transmitted in its territory, through the
tion of technical means in that territory.

ach State Party shall adopt such legislative and other measures as may be
necessary to require a service provider to keep confidential the fact of the execution
fany power provided for in this article and any information relating to it.

4.  The powers and procedures referred to in this article shall be subject to articles
(Scope of procedural provisions, and conditions and safeguards).

Article. Interception of content data

1.  Each State Party shall adopt such legislative and other measures as may be
necessary, in relation to a range of serious criminal offences to be determined by
domestic law, to empower its competent authorities, where there is reasonable belief
that a criminal offence was committed or is being committed, to:

(a) Collect, record or store through the application of technical means in the
territory of that Party, and
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(b) Compel a service provider, within its existing technical capability:

(i) To collect, record or store through the application of technical means in
the territory of that Party, or

(i) To cooperate and assist the competent authorities in the collection or
recording of content data, in real time, of specified communications in its
territory transmitted by means of a computer system.

2. Where a State Party, in accordance with its domestic law, cannot adopt the
measures referred to in paragraph 1 (a), it may instead adopt legislative and other
measures as may be necessary to ensure the real-time collection or recording of
content data on specified communications in its territory through the application of
technical means in that territory.

3. Each State Party shall adopt such legislative and other measures as ma
necessary to require a service provider to keep confidential the fact of the exeeution
of any power provided for in this article and any information relating to it.. Q%

4.  The powers and procedures referred to in this article shall be subjew

(Scope of procedural provisions, and conditions and safeguards). ("‘\ ‘
Malaysia V ’

[Original: English]
[20 April 2022]

Chapter 1. General provisions
Article 1. Statement of purpose
The purposes of this Conventio

.

(a) To promote and strengthen measures to prevent and combat/counter
cybercrime more efficiently anﬂc

(b) To promote and yational cooperation;
ilding and technical assistance to enable Member

To support ¢

pose of this Convention:
ild” means any individual under the age of 18;

“Competent authority” means a judicial, administrative or other
rcement authority that is empowered by domestic law to order, authorize or
undertake the execution of measures under this Convention with respect to criminal
investigations or proceedings;

(¢) “Computer” means an electronic, magnetic, optical, electrochemical, or
other data processing device, or a group of such interconnected or related devices,
performing logical, arithmetic, storage and display functions, and includes any data
storage facility or communications facility directly related to or operating in
conjunction with such device or group of such interconnected or related devices, but
does not include an automated typewriter or typesetter, or a portable hand-held
calculator or other similar device which is non-programmable or which does not
contain any data storage facility;

(d) “Cybercrimes” means offences established in accordance with this
Convention;
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(e) “Data” means representations of information or of concepts that are being
prepared or have been prepared in a form suitable for use in a computer;

(f)  “Function” includes logic, control, arithmetic, deletion, storage and
retrieval and communication or telecommunication to, from or within a computer;

(g) “Program” means data representing instructions or statements that, when
executed in a computer, causes the computer to perform a function.
Article 3. Scope of applications

1.  This Convention shall apply, except as otherwise stated herein, to the
prevention, investigation and prosecution of the offences established in this
Convention.

2. This Convention may also apply, where stated herein, to the collectio
evidence in electronic form of a criminal offence. pr—

3. The provision and conduct of technical assistance and capacity bui '!ding on
~, ) |

matters covered by this Convention.
this Conv i mangr
territorial integrity of States

her States.

Article 4. Protection of sovereignty

1. States Parties shall carry out their obligations un
consistent with the principles of sovereign equality
and that of non-intervention in the domestic affairs o

2. Nothing in this Convention entitles a State Party in the territory of
another State the exercise of jurisdiction or performance o ions that are reserved
exclusively for the authorities of that other S its domestic law.

Chapter II. Criminalization and law enfor ent

Article 5. Unauthorized access =
Each State Party shall a S islative and other measures as may be
necessary to establish as crimi 0 s, when committed intentionally, the
unauthorized access of an db person to any program or data held in a
computer.
v
inte ion

h as criminal offences, when committed intentionally, the
ion of any kind by any person to any data or communications.

without right.

A State Party may reserve the right to require that the conduct described in
paragraph 1 result in serious harm.

Article 8. Obstruction of a computer, program or data

Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences, when committed intentionally, the serious
obstruction of a computer program or data by interfering with, interrupting,
supressing, impeding, preventing access to or impairing.
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Article 9. Misuse of data, program or computer

Each State Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences, when committed intentionally and without
right, the production, adaptation, sale, procurement for use, import, offer, distribution,
supply or otherwise making available any data, program or computer.

Article 10. Offences related to child pornography

1. Establish as criminal offences, when committed intentionally and without right,
the following conduct:

(a) Making, producing or directing the making of production of any child
pornography for the purpose of its distribution through a computer system;

(b) Using, or causing to be used, a child in the preparation to make or pro
or in the preparation to direct the making or production of, or in the making or
production of, or in the directing of the making or production of child po,r&
for the purpose of its distribution through a computer system; gl

(¢) Exchanging, publishing, printing, reproducing, selling
distributing, exhibiting, advertising, transmitting, promoting, imp
conveying, offering or making available, through a
pornography;

(d) Obtaining, collecting or seeking any
computer system;

(e) Participating in or receiving profits from any ness that the person
knows or has reason to believe is related to an pornography through a computer
system;

(f) Accessing, or having in 0 ssion or control, any child

pornography through a computer system.

2. For the purpose of paragr “child pornography” is as defined in
the Optional Protocol to th

children, child prostitution

tablish as a criminal offence, in accordance with its domestic law, any
mit an offence established in accordance with this Convention.

State Party may adopt such legislative and other measures as may be
necessary to establish as a criminal offence, in accordance with its domestic law, the
preparation for an offence established in accordance with this Convention.

Article 12. Liability of legal persons

1. Each State Party shall adopt such measures as may be necessary, consistent with
its legal principles, to establish the liability of legal persons for participation in the
offences established in accordance with this Convention.

2. Subject to the legal principles of the State Party, the liability of legal persons
may be criminal, civil or administrative.

3. Such liability shall be without prejudice to the criminal liability of the natural
persons who have committed the offences.
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4.  Each State Party shall, in particular, ensure that legal persons held liable in
accordance with this article are subject to effective, proportionate and dissuasive
criminal or non-criminal sanctions, including monetary sanctions.

Article 13. Prosecution, adjudication and sanctions

1. Each State Party shall make the commission of an offence established in
accordance with this Convention liable to sanctions that take into account the gravity
of that offence.

2. Each State Party shall endeavour to ensure that any discretionary legal powers
under its domestic law relating to the prosecution of persons for offences covered by
this Convention are exercised to maximize the effectiveness of law enforcement
measures in respect of those offences and with due regard to the need to deter t
commission of such offences.

3. In the case of offences established in accordance with this Conventi h
State Party shall take appropriate measures, in accordance with its domestic law a
with due regard to the rights of the defence, to seek to ensure that condition

in connection with decisions on release pending trial or appeal take i i i
the need to ensure the presence of the defendant at subsequent criminal procee .
4.  Each State Party shall ensure that its courts or other competeWies b

in mind the grave nature of the offences covered by this Convention when considering
the eventuality of early release or parole of persons convicted of such offences.

5. Nothing contained in this Convention shall a
description of the offences established in accordance with

rinciple that the
onvention and of the

applicable legal defences or other legal pri s controlling the lawfulness of
conduct is reserved to the domestic law of Party and that such offences shall
be prosecuted and punished in accordance with that

A 4

Chapter III. Criminal procedures and law enforcement
Article 14. Scope ofproceduramu

1.  Each State Party sha opt legislative and other measures as may be
necessary to establish t ow ndprocedures provided for in this chapter for the

ion proceedings.

vided otherwise, each State Party shall apply the

Each State Party shall adopt such legislative and other measures as may be
ecessary to empower its competent authorities to order a person in its territory to
submit specified computer data in that person’s possession or control, which are
stored in a computer system or a computer-data storage medium.

Article 16. Search and seizure of stored computer data

Each State Party shall adopt measures as may be necessary to empower its
competent authorities to search for, seize and detain any such evidence, and the
competent authorities shall be entitled to any program or data held in any computer
or have access to, inspect or check the operation of, any computer and any associated
apparatus or material which the competent authorities have reasonable cause to
suspect is or has been in use in connection with any offence under this Convention.
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Article 17. Jurisdiction

1. Each State Party shall adopt such measures as may be necessary to establish its
jurisdiction over offences established in accordance with this Convention when:

(a) The offence is committed in the territory of that State Party; or

(b) The offence is committed on board a vessel that is flying the flag of that
State Party or an aircraft that is registered under the laws of that State Party at the
time that the offence is committed.

2. Subject to the sovereignty article of this Convention, a State Party may also
establish its jurisdiction over any such offence when:

(a) The offence is committed against a national of that State Party; or

(b) The offence is committed by a national of that State Party; or
(¢) The offence is committed against the State Party.

3.  For the purposes of the extradition article of this Convention, each&e Para
shall take such measures as may be necessary to establish its jurisdiction t
offences established in accordance with this Convention when the alleged offender is
present in its territory and it does not extradite such pers ely on the ground t

he or she is one of its nationals.

4.  Each State Party may also take such measures ay be necessary to establish
its jurisdiction over offences established in accordance wi
alleged offender is present in its territory and it does n

5. If a State Party exercising its jurisdiction
has been notified, or has otherwise lear
conducting an investigation, prosecution, or cial proceeding in respect of the same
conduct, the competent authorities of t

6.  Without prejudice to nor
not exclude the exercise of
accordance with its domesti

@ ablish appropriate procedures to provide access to
offences covered by this Convention.

shall, subject to its domestic law, enable views and concerns

[Original: English]
[28 April 2022]

General provisions

Terminology and definitions

2. The definitions of terms to be used in the Convention should be made clear at
the outset. In particular, there are two key terms which have been proposed to describe
the subject matter of the Convention, namely “cybercrime” and “use of information
and communication technologies for criminal purposes”. The term “cybercrime” is
widely accepted as including cyber-dependent and cyber-enabled crime. The second
term, “use of information and communication technologies for criminal purposes”
would cover a wide spectrum of communication technology-related issues beyond the
scope of “cybercrime”.
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3. Singapore is of the view that the Convention should be based on the term
“cybercrime”, as it is a widely accepted term that covers the current and emerging
cybercrime threats that Member States are facing. This will sharpen the focus of the
Convention on the crimes which are specific to or enabled by cyberspace and will
enable a more pragmatic approach to dealing with these threats.

4.  There were also deliberations in the first session on whether “prevent and
combat™ or “counter” should be used in the Convention. Singapore prefers to use
“prevent and combat”, which has been used in previous instruments, including the
United Nations Convention against Transnational Organized Crime.

Data privacy

5. Data privacy considerations should be balanced against the need to ensu
public safety, including combating cybercrimes to ensure online safety, and allo
enforcement agencies to take necessary action to combat cybercrime quic nd
effectively.

Criminalization and law enforcement

world. In Singapore alone, victims of scams lost at
with scam cases increasing by 52.9 per cent from the

technology to commit scams across national boundarie

7.  Singapore’s drafting suggestions are set _out below. We believe that these
suggestions form a realistic and reasonable s point on how key cyberscams can
be targeted in this Convention.

.

Illegal access

1.  Each State Party shall a
necessary to establish as cri

ative and other measures as may be
, when committed intentionally, access to

the whole or any part of a ¢ without right.

2. A State Party may i e offence be committed by infringing a security
measure, with the i’nt ) ining computer data or other dishonest intent, such as
to assume the identity of ther person, or in relation to a computer system that is
connected to co er system.

Any input, alteration, deletion or suppression of computer data;

Any interference with the functioning of a computer system;

(c) Using a computer system to deceive or induce another person or an entity
to do or omit to do anything which the person or entity would not otherwise do or
omit to do, with the fraudulent or dishonest intent of procuring for oneself or for
another person, without right:

(i)  An economic benefit; and/or

(ii) Computer data or personal information that would not otherwise be made
available to the perpetrator.
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Illegal access to passwords and credentials

Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law, when committed
intentionally, the procurement, obtaining, receiving or distribution of passwords or
access credentials to a computer system or computer data without right.

Procedural measures and law enforcement
Preservation, collection, obtaining and sharing of electronic evidence and data

8.  Onthe preservation, collection, obtaining and sharing of electronic evidence and
data, we would like to make three points:

(a) With more data being stored in the cloud and more transactions bei
carried out digitally, criminal investigations, especially in relation to cybercri
predominantly involve digital evidence. Investigations and prosecutions will be
hindered if digital evidence is not preserved, collected and obtained in @ ti
manner;

that such evidence will be overwritten by the time ¢
MLAT request. We thus support the need for meas
expedited preservation of data;

Provisions for cross-border sharing of electr idence and data will allow our law
enforcement agencies to obtain actionable s for their investigations, as well as
facilitate the successful apprehension
the recovery of assets. The Conve
requests if the execution of the reque to prejudice the sovereignty, security,
public order or other essential jifitétest equested Party.

9. In addition, we note t Me States have different legal systems and
circumstances which could u tely affect their ability to implement procedural
ate

measures, especially thos the real-time collection and interception of data.
We note that in S es ybercrime, the inclusion of measures to preserve,
shar?tronic evidence and data would already significantly

ses, particularly in a multilateral treaty that has broad
We should thus avoid being too prescriptive in terms of

ow Parties the option to reject

;ing for wider accession/ratification. This can then allow us to tackle
effectively in a concerted manner globally.

ingapore has heard from many Member States on the need for an asset recovery
mechanism. We support this. Cybercrime groups run sophisticated transnational
erations which are not easy to detect or dismantle. They are well-resourced and
adept at using technology to cover their tracks. When criminal proceeds have already
been transferred out of a country, recovery is often very difficult.

11. This Convention therefore provides the opportunity to implement concrete,
timely, efficient and concerted global measures to recover assets, since any country’s
ability to recover criminal proceeds that have already been moved out of its
jurisdiction would depend on cooperation from overseas law enforcement agencies.
It is important that countries work together on asset recovery so that criminal
organizations do not benefit from their criminal proceeds and grow in capability,
capacity and sophistication.
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Uruguay

[Original: English]
[6 May 2022]

1. This Convention shall take into consideration the existing international
instruments and efforts at the national, regional and international levels in preventing
and combating the use of information and communications technologies for criminal
purposes, in line with General Assembly resolution 74/247.

In this line, the Convention should also establish a provision on the connection
between the Convention and other pre-existing instruments, including matters such as
priority application and non-exclusion.

Uruguay considers that the text should include a call for coherence within
United Nations system in preventing and combating the illicit use of information an
communications technologies as a general provision.

2. The Convention should be provided with a flexible mechanism f&ow-ﬁ
and revision, taking into consideration the progress and permanent S existi

in the matter.
0 s o
em or software, aiming at

in the context of a rapidly

The Convention should be based on neutral tec
the use of language related to a specific operating sy
providing a broader approach that can be interpre
changing environment.

Uruguay considers it important for the Convention the formulation of
interpretative declarations, in addition to including an agile amendment procedure to
facilitate its updating and that establishes m sms to settle disputes.

A conference of the parties shou ke place periodically to study significant
changes in the subject, and reflect th the content of this Convention. Article 69,
paragraph 1, of the United Nations Convention against Corruption provides a guide:

The Conference ofﬁtat ies shall make every effort to achieve
consensus on each am men‘. 911 efforts at consensus have been exhausted
and no agreement has be ached, the amendment shall, as a last resort, require
for its adoptio -thir ajority vote of the States Parties present and
voting at the m onference of the States Parties.

The provision of i es of participation and inputs from the private sector,
emia should be taken into consideration.

eless, if a State party exercising its jurisdiction under any offence
d in this Convention, committed in its territory; on board a ship flying the
at Party; or on board an aircraft registered under the laws of that Party has
been notified or has otherwise learned that any other States parties are investigating,
osecuting or conducting a judicial proceeding with respect to the same act, the
competent authorities of those States parties shall, as appropriate, consult each other
with a view to coordinating their actions.

The Party shall also take the measures established in this Convention when the
offender is present in the territory of its country and cannot be extradited based on its
nationality. The State in whose territory is located the perpetrator of the crimes
established in this Convention shall submit the case without further delay to its
competent authorities for the purpose of legal prosecution in accordance with the law
of that State.
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5. Countering cybercrime is a timely and pressing challenge that should be
addressed taking into full consideration the protection, respect and fulfilment of
human rights and fundamental freedoms.

All provisions of this Convention shall be understood and used in accordance
with the respective international obligations in the field of human rights. Therefore,
there should be a preambular paragraph reaffirming the Universal Declaration of
Human Rights, the International Covenant on Civil and Political Rights and other
relevant instruments on human rights.
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