United Nations Commission on Crime Prevention and Criminal Justice
(CCPCJ) — 14 May 2018, Vienna — Cybercrime Workshop

PROGRAMME
DATE: Monday 14 May 2018, starting at 15.00
VENUE: UNODC Vienna International Centre
THEME: Criminal justice responses to prevent and counter cybercrime in all its

forms, including through the strengthening of cooperation at the
national and international levels

Time Participants Topic

15:00-15:15 | Chair Introduction to Workshop
CCPCJ First Vice-Chair, H.E.
Ambassador Alena Kupchyna
of Belarus

John Brandolino, UNODC, Introduction to theme and scope of Workshop
Director, Division for Treaty
Affairs

Moderator
Dr Rick Brown
Australian Institute of

Criminology
(PNI Representative)

15:15-16:00 | Professor Michael Levi Keynote address (Topic 1): Policing economic
Cardiff University cybercrime: Current challenges and future

strategies

Expert Panelists: Questions for general discussion:
Professor David Wall 1. How can law enforcement intelligence be
University of Leeds shared more effectively across national borders?
Professor Monica Whitty 2. What problems does data overload create for
University of Melbourne law enforcement during investigations, and how

can these be ameliorated?
Dr Russell G Smith

Australian Institute of 3. What problems does encryption create for law
Criminology enforcement during investigations, and how can
(PNI Representative) these be ameliorated?

Ms Francesca Bosco 4. What policies are needed to improve cybercrime
UNICRI training and retention of law enforcement

(PNI Representative) personnel?

16:00-17:00 | Break

17:00-17:50 | Professor Jonathan Clough, | Keynote address (Topic 2): Legislative
Monash University, Australia harmonization and procedural reform across

borders
Expert Panelists: Questions for general discussion:
Mr Neil J Walsh 1. How adequate are cybercrime laws globally?

Chief Cybercrime, UNODC
2. To what extent do privacy and data protection
Professor Dr Shenkuo Wu laws impeded criminal investigations of

Beijing Normal University cybercrime?

Dr Seong-Jin Yeon




Korean Institute of
Criminology
(PNI Representative)

Dr Ariane dePalacio
International Centre for the
Prevention of Crime

(PNI Representative)

3. What evidentiary issues does access to dark
web create for cybercrime investigations?

4. What sanctions and sentences are most
effective in deterring and punishing
cybercriminals?

17:50-18:05

Moderator: Dr Rick Brown,
AIC

Discussion and reporting

18:05-18:15

Chair

CCPCJ First Vice-Chair, H.E.
Ambassador Alena Kupchyna
of Belarus

Closing address




