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1.1

Foreword

It is with great pleasure that | present the “Digest of Firearms Trafficking and Related
Crimes Cases”, a comprehensive review of criminal cases, emerging good practices
and lessons learned in the global fight against illicit firearms trafficking and related
forms of crime. This Digest stands as a testament to the tireless efforts of national
practitioners and the international community to implement the Protocol against the
lllicit Manufacturing of and Trafficking in Firearms, their Parts and Components and
Ammunition, supplementing the United Nations Convention Against Transnational
Organized Crime and address the complex and multifaceted challenges posed by
this grave menace.

The United Nations Office on Drugs and Crime (UNODC) is committed to make the
world safer from drugs, organized crime, corruption and terrorism. Firearms traffick-
ing, with its intricate web of criminal networks and devastating impact on societies, is
a crosscutting challenge in this endeavour. This Digest serves as a valuable resource,
offering insights into the evolving nature of such criminal activities and highlighting
successful approaches to combat them.

In examining cases from around the world, the Digest underscores the need for a
holistic response. From the illegal manufacturing of and trafficking in firearms, their
parts and components and ammunition, to links with other forms of organized crime
and terrorism, the contributors to this Digest have provided cases that illustrate
challenges and opportunities in investigations, prosecutions, and adjudication. The
diverse array of cases featured reflects the global reach of this issue.

One of the key strengths of this Digest lies in its emphasis on good practices emerg-
ing from national jurisprudence. By sharing successful strategies we aim to inspire
collaboration and peer-to-peer learning in the ongoing fight against illicit firearms
trafficking. As we navigate the challenges presented by firearms related crimes, we
can enhance our collective ability to dismantle criminal networks and hold perpetra-
tors accountable by learning from each other.

I commend the dedication and expertise of the contributors to this Digest. Together,
we can build a safer and more just world, free from the scourge of illicit firearms
trafficking and related forms of crime. Let this Digest be a source of inspiration and a
catalyst for renewed determination to protect our communities from the devastating
impact of these crimes.

Mr. John Brandolino
Director of the Division for Treaty Affairs
United Nations Office on Drugs and Crime



AFRIPOL
ATF
ATT
Clu

UNTOC COP

DDA

DEA
DIMABEL
DNA
EAW
ECHR
ECtHR
EIO
EMPACT
EU
EUROPOL
FARC

FBI

FIU
FUSINA
GFP

GIABA

IBIN
IFRT

INTERPOL

Abbreviations

African Union Mechanism for Police Cooperation

United States Bureau of Alcohol, Tobacco, Firearms and Explosives
Arms Trade Treaty

Central Intelligence Unit

Conference of the States Parties to the United Nations Convention
against Transnational Organized Crime

Direzione Distrettuale Antimafia (Italian Antimafia
Investigation Division)

United States Drug Enforcement Agency

Directorate of War Materiel of Paraguay

Italian National Anti-Mafia and Counter-Terrorism Directorate
European Arrest Warrant

European Charta of Human Rights

European Court of Human Rights

European Investigation Order

European Multidisciplinary Platform Against Criminal Threats
European Union

European Union Agency for Law Enforcement Cooperation
Fuerzas Armadas Revolucionarias de Colombia

United States Federal Bureau of Investigation

Financial Intelligence Unit

Fuerza de Seguridad Interinstitucional Nacional in Honduras
Global Firearms Programme

Inter-Governmental Action Group against Money Laundering in
West Africa

INTERPOL Ballistic Information Network

INTERPOL Firearms Reference Table

The International Criminal Police Organization



ISIL
ISIS
JIT
MLA
NABIS
NCA
NCB
NFFP
NIBIN
NTC

NWEST

OJEU
SALW
SAPS

SEESAC

SHERLOC
SIPRI
SIT
UNCAC
UNGA
UNIDIR
UNODC
UNSC
UNTOC
VOIP
WCO

Islamic State of Iraq and the Levant

Islamic State of Iraq and Syria

Joint Investigation Team

Mutual Legal Assistance

United Kingdom National Ballistics Intelligence Service

United Kingdom National Crime Agency

INTERPOL National Central Bureaus

National Firearms Focal Points

United States National Integrated Ballistic Information Network
National Tracing Center

National Weapons Enforcement Support Team of the Canadian
Firearms Program

Official Journal of the European Union
Small Arms and Light Weapons
South African Police Service

South Eastern and Eastern Europe Clearinghouse for the Control of
Small Arms and Light Weapons

UNODC Sharing Electronic Resources and Laws on Crime-Database
Stockholm International Peace Research Institute

Special Investigative Techniques

United Nations Convention Against Corruption

United Nations General Assembly

United Nations Institute for Disarmament Research

United Nations Office on Drugs and Crime

United Nations Security Council

United Nations Convention against Transnational Organized Crime
Voice Over Internet Protocol

World Customs Organization



"/

\<
ju




L

Introduction

In its fifth session, in October 2010, the Conference of States Parties to the United
Nations Convention against Transnational Organized Crime (UNTOC COP) recog-
nized the value of analyzing case law on organized crime to assist States in better
implementing the Convention, and requested UNODC to “continue to work with
States to address threats posed by transnational organized crime, particularly
with regard to various forms of crime, and to develop technical assistance tools
with a high degree of added value, such as Digests of relevant case law and legal
commentaries”’.

Pursuant to this resolution 5/1, UNODC developed the Digest of Organized Crime
Cases2. Building on the positive experience of this Digest, the Working Group on
Firearms, a subsidiary body to the UNTOC COP, at its fifth meeting held in Vienna
from 8-10 May 2017, requested UNODC in its recommendation 21 to “collect and
analyze relevant cases and good practices to investigate and prosecute firearms
trafficking cases, including cases linked to terrorism and organized crime, and to pro-
duce a compendium of good practices and measures that helps States to efficiently
prevent and address the trafficking in firearms, their parts and components and
ammunition”3. It further recommended that UNODC should “facilitate the exchange
of information, lessons learned and best practices regarding emerging threats and
new forms of crimes, such as urban crime committed by gangs, arms trafficking
through parcel services and the darknet, the assembly of firearms from spare parts,
the modi operandi of traffickers, including in cases linked to terrorism and organized
crime, and other emerging topics.”

Against this backdrop, the Firearms Trafficking Section of UNODC started the pro-
cess of developing a Digest of Firearms Trafficking and Related Crimes Cases to
enhance the understanding of different trafficking and manufacturing modalities and
reflect on good practices, lessons learned and pitfalls in investigating, prosecuting
and adjudicating these crimes.

The Digest compiles and analyzes firearm related crime cases from different coun-
tries with the objective of illustrating and promoting the concrete application and
implementation of the United Nations Firearms Protocol and the parent Convention
against Transnational Organized Crime (UNTOC).

1 CTOC/COP/2010/17, Resolution 5/1, Ensuring effective implementation of the Organized Crime Convention
and its Protocols.

2 Digest of Organized Crime Cases (UNODC 2012).
3 CTOC/COP/WG.6/2017/4.


http://undocs.org/CTOC/COP/2010/17
https://www.unodc.org/documents/organized-crime/EnglishDigest_Final301012_30102012.pdf
https://undocs.org/CTOC/COP/WG.6/2017/4
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On a practical level, the Digest aims to contribute to identifying promising approaches and
strategies, as well as operational protocols and effective measures related to the effec-
tive investigation, prosecution and adjudication of firearms trafficking and related crimes
cases. It further contributes to strengthening international cooperation in criminal matters
by improving mutual understanding of national jurisprudence.

At a policy level, the Digest aims at helping States parties to implement more effectively
the United Nations Firearms Protocol. It is intended to shed light on loopholes and short-
comings in national and international legal frameworks and practices related to firearms
and identifies potential areas for their reinforcement. Finally, the Digest is designed to help
government officers and legislators to address or re-address domestic policies, including
the adoption of holistic and pro-active responses, with the aim to tackle more effectively
firearms trafficking and related crimes (including emerging threats and challenges).

The Digest is directed to a wide range of readers. It is intended to serve as a reference
point for law enforcement officials, prosecutors and judicial officials to help them address
the many challenges posed by firearm related offences. The Digest will also be useful to
authorities responsible for national criminal policy against firearms related crime as well as
to legislators and other proponents of legislative reform. Academics, researchers, practi-
tioners, policymakers and administrative State officials such as central authorities, cus-
toms and others may also find this Digest useful.

Structure and methodology

The Digest is divided into eight chapters, including an introductory chapter illustrating
global and regional legal frameworks relevant for firearms control. Each chapter is divided
into sections and includes text boxes containing relevant case studies, as well as good
practices and lessons learned. A list of the cases with references to their content and rel-
evant aspects is included in an annex. Some cases are analyzed in the various chapters of
the Digest from different perspectives.

The Digest is based on an analysis of more than 170 cases and national legislation submit-
ted by experts and collected through desk-research, using open case law databases (gov-
ernment databases, legal information institutes), secondary literature (e.g., law journals
and academic publications) and media sources (where needed). Detailed case summaries,
official judicial documents and relevant pieces of legislation are accessible through the
UNODC SHERLOC databases, by using the hyperlinks in the online-version of the Digest.

Cases are labelled by the initials of the country where the case was adjudicated and with
a consecutive number, to align with previous case collection numbering (e.g. ALBx001).
Cases that have been examined for the Digest but are not uploaded to the UNODC SHER-
LOC caselaw database are labelled by the initials of the country and consecutive Roman
numerals; they appear in italics (e.g. ALB(i)). Annex 2 contains the list of cases examined
for the Digest, detailing the years and the names of the cases.

The Digest presents a snapshot of the criminal justice response to firearms related crime,
including its dynamic nature, at a given time and in given parts of the world, but does
not pretend to provide an exhaustive analysis of all forms of trafficking or responses to
it. Due consideration was given to ensuring a balanced geographical distribution and to
encompassing cases reflecting different legal traditions, as well as to capturing the most
representative national, regional and global experiences in the fight against various forms
of organized crime.


https://sherloc.unodc.org/cld/en/st/home.html
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Moreover, the Digest only refers to practices directly demonstrated by the cases pre-
sented, discussed and commented on by the participating experts. Although some sub-
mitted cases have not been concluded by a definite judgment, they were not excluded,
but any possible good practice emerging from those cases may require a definitive judicial
decision to establish their validity.

Participating experts were asked to use a standardized template to present the cases.
Often, they supplied additional documents, including legislative and administrative sources,
either at their own initiative or upon request of the Digest's drafters. Desk research was
also performed.

Several meetings of practitioners (UNODC Community of Practitioners against Firearms
Trafficking) were critical to the development of the Digest:

m On 12-13 December 2017, UNODC's Global Firearms Programme (GFP) and the United
Nations Development Programme’s regional project “South-East European Clear-
inghouse for Small Arms Control (SEESAC)” organized a regional meeting for crimi-
nal justice practitioners from six Western Balkan countries in Belgrade, Serbia, for an
exchange of good practices and experiences in combatting illicit firearms trafficking.

m From 2-4 July 2018, in close collaboration with the National Commission for the Collec-
tion and Control of lllicit Arms (CNCCAI) of Niger, UNODC organized a workshop under
the title “Analysis of firearms trafficking cases in Niger and neighboring countries — per-
spectives on law enforcement and prosecution”.

m On 29-30 May 2018, UNODC organized a regional workshop for prosecutors from
Western Balkans countries and the European Union (EU) in Vienna to exchange on good
practices and experiences in prosecution of illicit firearms trafficking and its links to
other forms of organized crime.

® On13-14 and 16-17 December 2021, UNODC held two back-to-back Regional Meetings
of the Community of Practitioners against Firearms Trafficking and related Crimes for
respectively Latin America and the Caribbean in Panama.

m On 14 January 2022, UNODC organized a meeting in the margins of the Second Expert
Group Meeting to develop Guidelines on the investigation and prosecution of firearms
trafficking cases. During the meeting the general structure of the Digest was presented
and discussed.

In all those meetings, experts presented many concrete cases of trafficking in firearms and
engaged in in-depth analysis of the national regulations, factual and normative context of
the cases, the investigative and prosecutorial strategies applied to those cases and shared
good practices and lessons learned.

Finally, during the Expert Group Meeting held in Vienna, from 8-10 May 2023, experts con-
sidered and validated the first draft of the Digest. They agreed on the general structure
and content of the Digest, provided additional case examples and good practices emerg-
ing from those experiences, and proposed some additions and modifications. A broad
discussion enabled experts to elaborate on their concrete experiences and to describe
specific aspects of individual cases that were of particular relevance and what approaches
to those cases they had found to be effective or ineffective.
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and regional
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4 See also Section 1.2 of the UNODC Guidelines on the Investigation and Prosecution of Firearms
Offences.



Global instruments on
firearms control and
trafficking

1.1

lllicitly trafficked and acquired firearms are frequently
involved in a wide range of criminal conducts, from
homicides and other violent crimes, to organized crime
and terrorism. The illicit manufacturing of and traffick-
ing in firearms, their parts and components and ammu-
nition is a criminal activity that often precedes the
commission of other crimes, and is also closely related
to other firearms offences, owing to the nature of fire-
arms as regulated goods. The illicit acquisition and
trafficking of firearms oftentimes starts at a domestic
level, through the diversion of legal firearms to the ille-
gal market, before they are transferred and continue
their way across the borders to other States.

Contemporary firearms trafficking has two pre-
dominant features: a growing transnational
dimension (involving two or more States) and a
global character (it is a problem of concern for
most States of the world).

Over the last few decades, there has been a growing
acknowledgement by the international community that
concerted policies and actions at an international level
are indispensable for adequately tackling firearms traf-
ficking and related offences, and that the vulnerability
of even one single State to address this criminal activ-
ity can negatively impact other States as well.

Since the late 1990s, the international community has
elaborated comprehensive multilateral and multilevel
responses to enhance arms control and address illicit
firearms trafficking and related forms of crime. This
complementary global framework encompasses five
major instruments, containing a wide range of preven-
tive and criminal justice measures. These instruments
include (in order of their adoption date) the UNTOC®
adopted in 2000 by the United Nations General Assem-
bly, and its supplementary Protocol against the lllicit
Manufacturing of and Trafficking in Firearms, their Parts
and Components and Ammunition (hereafter the Fire-
arms Protocol)® adopted in May 2001, and the United
Nations Programme of Action to Prevent, Combat
and Eradicate the lllicit Trade in Small Arms and Light

5 AJRES/55/25.
6 A/RES/55/255.
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Weapons in All Its Aspects (hereafter the Programme of
Action)’, adopted as a political document by the Gen-
eral Assembly in July 2001. In 2005, the Programme
of Action was complemented by another political com-
mitment, the International Instrument to Enable States
to Identify and Trace, in a Timely and Reliable Manner,
lllicit Small Arms and Light Weapons (hereafter the
International Tracing Instrument). In 2013, the General
Assembly adopted the Arms Trade Treaty (ATT), which
complements with its focus on legal arms trade the
existing international framework. Ultimately, in Decem-
ber 2023, the General Assembly adopted the “Global
Framework for Through-life Conventional Ammunition
Management”, developed by the Open-ended Working
Group to elaborate a set of commitments for the man-
agement of conventional ammunition®.

Each of the above-mentioned instruments has specific
relevance in countering firearms trafficking and related
offences. The Firearms Protocol is the only legally
binding global instrument that addresses illicit firearms
from the angle of criminal justice, combining preventive
with enforcement measures. The Protocol’s purpose
is to promote, facilitate and strengthen international
cooperation in order to prevent, combat and eradicate
the illicit manufacturing of and trafficking in firearms,
their parts and components and ammunition (Art. 2).
States parties are required to criminalize certain activ-
ities, establish crime prevention measures, and coop-
erate internationally. It comprises a set of standards
necessary to ensure adequate control over the pro-
duction and transnational movement of firearms, their
parts and components and ammunition. This includes
measures requiring the marking of firearms and the
maintenance of records that permit to trace them, as
well as measures related to international transfers and
brokering. These preventive measures are comple-
mented with the mandatory requirement for Member
States to establish certain criminal offences as set out
in Article 5, as well as the obligation to provide inter-
national cooperation and information exchange. In
addition, the provisions of the UNTOC are fully appli-
cable in the detection, investigation, prosecution and
adjudication of the Protocol's offences, and can serve
as a legal basis for the purpose of requesting or pro-
viding international cooperation in criminal matters.
Each State party to the Firearms Protocol shall take the
necessary measures, including legislative and adminis-
trative measures, in accordance with the fundamental
principles of its domestic law, to ensure the full compli-

7  A/CONF.192/15
8 See UNGA Res. 76/233, 24 December 2021.


https://undocs.org/A/RES/55/25
https://undocs.org/A/RES/55/255
https://digitallibrary.un.org/record/447095/files/A_CONF-192_15-EN.pdf?ln=en

ance with and implementation of its obligations under
the Protocol®.

The Programme of Action, which was adopted in the
same year as the Firearms Protocol, is a political com-
mitment, which, similarly to the Protocol, aims at pre-
venting, combating and eradicating the illicit trade
in small arms and light weapons. It provides for the
adoption of measures of various kinds, at the national,
regional, and globallevels. It encourages United Nations
Member States to improve domestic legislation, ensure
effective control over the production, exports, imports,
transit and stockpile management of small arms and
light weapons, and suppress the illicit trade in such
weapons. Measures recommended include provisions
on licensing systems, marking, national record keeping,
tracing, and brokering activities, and the criminaliza-
tion of certain conducts related to small arms and light
weapons as well as the enhancement of international
cooperation (technical, financial, and judicial). The sub-
sequent International Tracing Instrument urges States
to take measures that ensure the traceability of small
arms and light weapons and enhance international
cooperation with regard to their tracing. The measures
contained in the Programme of Action and the Inter-
national Tracing Instrument complement and reinforce
the legally binding provisions of the Firearms Protocol.
Furthermore, the political process that accompanies
the two instruments can also provide States parties to
the Protocol with guidance relevant for the implemen-
tation of the Protocol’s provisions and vice versa.

The ATT addresses firearms trafficking from the per-
spective of arms trade regulation. It aims at defining
the highest possible common standards for regulating
the international trade in conventional arms (encom-
passing small arms and light weapons), including with
a view to preventing and eradicating the illicit trade in
such arms and preventing their diversion. These stan-
dards are complemented by security and human rights
considerations. States parties to the ATT have an obli-
gation not to authorize transfers of arms, their parts
and components and ammunition, when they have
“knowledge” that these items could be used to commit
genocide, crimes against humanity and war crimes, but
also if the transfer would violate international agree-
ments relating to the transfer of, or illicit trafficking in,
conventional arms, which would include the Firearms
Protocol (Art. 6). States parties are also obliged to con-
duct an assessment before granting authorization to

9  See Art. 34, para. 1 of UNTOC which is applicable mutatis mutandis
to the Firearms Protocol.
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export arms. Authorizations cannot be granted if there
is an overriding risk (that is a prevailing or predominant
risk) that the arms could be used to commit or facilitate
the commission of serious violations of international
humanitarian law and human rights law or other serious
offences, which might also include the onward traf-
ficking of legally exported arms (Art. 7). Such onward
trafficking may occur, for instance, because of the
diversion of weapons to the black-market or unautho-
rized end users (rebels, armed groups, organized crime
groups, terrorists, etc.). These export prohibitions and
criteria of the ATT are complemented by a set of norms
on diversion, brokering, transparency (record keeping
and reporting) and international cooperation. The ATT,
however, builds on the acquis of previous instruments
as it does not contain new definitions of terms such
as small arms and light weapons or firearms, and also
does not require the adoption of criminal offences or
a legal basis for international cooperation in criminal
matters to enforce the above-listed obligations, but
refers broadly to pre-existing instruments such as the
UNTOC, the Firearms Protocol and the Programme
of Action.

Finally, the “Global Framework for Through-life Con-
ventional Ammunition Management”'© contains a set of
political commitments for strengthening and promot-
ing existing initiatives on and addressing existing gaps
in through-life conventional ammunition management,
including international cooperation and assistance. Its
purpose is to contribute to reducing the dual risks aris-
ing from ineffective through-life conventional ammu-
nition management, including unplanned conventional
ammunition explosions and the diversion and illicit
trafficking of conventional ammunition to unautho-
rized recipients, including to criminals, organized crime
groups and terrorists. This Global Framework aims,
furthermore, to support safe, secure, and sustainable
through-life ammunition management at the subre-
gional, regional, national, and global levels, building
upon and complementing existing frameworks.

1.2 Complementarity
and synergies

The cases examined in this Digest demonstrate the
importance of transposing and applying the commit-
ments and obligations contained in the international

10 See A/CONF.239/2023/CRP.1/Rev.5document, 9 June 2023.



and regional frameworks™ on arms and crime control
to domestic legislation. In this context, synergies and
complementarities can be observed both horizontally
(among global instruments) and vertically (between
global and regional instruments).

Albeit different in scope, the existing instruments can
be seen as complementary building blocks of a com-
prehensive global framework to prevent and address
the diversion of arms — and more specifically for the
present Digest — firearms.

Against this backdrop, the joint and parallel implemen-
tation of these instruments is key to ensure a global
minimum standard on firearms control. At the same
time, the harmonization of national legislations is a pre-
requisite to enable practitioners of different States to
foster coordination and cooperation with one another
and to strengthen national responses against firearms
trafficking and other firearms offences by mitigating the
risk that criminals exploit legal loopholes and heteroge-
neous legislations to escape justice. This Digest offers
some insights on this issue through the cases studied.

The synergies between different international and
regional instruments are acknowledged and high-
lighted by the international community through various
resolutions. For example, the Preamble to the UNTOC
COP Resolution 10/2 of 20202 underlines the comple-
mentarity of the Firearms Protocol with other instru-
ments such as the ATT, the Programme of Action, and
the International Tracing Instrument, as well as other
relevant regional instruments, aimed at reducing the
risk of diversion.

11 Alist of most relevant regional binding instruments includes:
Central African Convention for the Control of Small Arms and
Light Weapons, Their Ammunition and All Parts and Components
That Can be Used for Their Manufacture, Repair and Assembly
(A/65/517-S/2010/534, annex); Economic Community of West
African States Convention on Small Arms and Light Weapons, Their
Ammunition and Other Related Materials; Inter-American Convention
against the lllicit Manufacturing of and Trafficking in Firearms,
Ammunition, Explosives and Other Related Materials (United
Nations, Treaty Series, vol. 2029, No. 35005); Regulation (EU) No
258/2012 of the European Parliament and of the Council of 14
March 2012 implementing Article 10 of the United Nations’ Protocol
against the illicit manufacturing of and trafficking in firearms, their
parts and components and ammunition, supplementing the United
Nations Convention against Transnational Organized Crime (UN
Firearms Protocol), and establishing export authorization, and import
and transit measures for firearms, their parts and components
and ammunition (OJEU, L 94/1, 30/03/2012); and Directive (EU)
2021/555 of the European Parliament and of the Council of 24
March 2021 on the control of the acquisition and possession of
weapons (codification) (OJEU, L 115/1, 6/4/2021).

12 Resolution 10/2 “Strengthening international cooperation against
the illicit manufacturing of and trafficking in firearms, their parts and
components and ammunition”, Preamble, para. 13.

The ATT clearly recognizes the mutual reinforcing
character of the different international instruments
and processes as well. Pursuant to Article 6 “a State
Party shall not authorize any transfer of conventional
arms [...], if the transfer would violate its obligations
under measures adopted by the United Nations Secu-
rity Council acting under Chapter VIl of the Charter
of the United Nations, in particular arms embargoes”.
Such embargoes usually prohibit the direct or indirect
supply, sale or transfer of arms, including small arms
and light weapons to States, regions, organizations or
individuals and often encourage neighbouring coun-
tries to prevent and detect illicit trafficking and diver-
sion in violation of the embargo. Thereby, the parallel
implementation of the ATT and the Firearms Protocol
can support the enforcement of sanction regimes, as
will be illustrated by some cases in the present Digest.

In the same vein, according to Article 6 of the ATT a
“State Party shall not authorize any transfer of conven-
tional arms [...], if the transfer would violate its relevant
international obligations under international agree-
ments to which it is a Party, in particular those relating
to the transfer of, or illicit trafficking in, conventional
arms”. It is evident that this provision indirectly refers,
among others, to legal obligations arising from the
UNTOC and the Firearms Protocol. Concretely there-
fore, a State party to both the ATT and the Firearms
Protocol shall only authorize an export, if the exported
arms are duly marked and registered (Article 7 and 8 of
the Firearms Protocol) and if the importing State and all
transit States have authorized the transfer (Article 10
of the Firearms Protocol).

Finally, pursuant to Article 7 of the ATT, the exporting
State shall assess the potential that the arms could be
used to commit or facilitate offences under the UNTOC
or the Firearms Protocol. This mandatory export
assessment is of particular relevance if the exporting
State sees an overriding risk that the arms might be
onward trafficked (Article 5 of the Firearms Protocol) in
the importing State.

In addition, the Programme of Action and the Inter-
national Tracing Instrument contain various recom-
mendations to address diversion at a domestic level,
including through appropriate physical security and
stockpile management of small arms and light weap-
ons, and refer explicitly to the Firearms Protocol.

Vertically, regional and global instruments can be com-
plementary. The Inter-American Convention on the
lllicit Manufacturing of and Trafficking in Firearms and



Ammunition (CIFTA), adopted in 1997, was the precur-
sor that inspired the Firearms Protocol.

More direct synergies can also be exemplified by the
implementation of the Firearms Protocol's provisions
on convertible weapons and deactivation into the legal
framework of the European Union. The Firearms Pro-
tocol includes convertible weapons in the definition of
firearms and requires States parties to take the nec-
essary measures to prevent the illicit reactivation of
deactivated firearms. However, the Protocol does not
establish technical specifications to clarify when a
weapon is “convertible” nor which deactivation mea-
sures render a firearm “permanently inoperable”. Fol-
lowing the 2015 terrorist attacks in Paris'® and Copen-
hagen, inter alia, the use of trafficked firearms that
had been incorrectly deactivated as well as of acous-
tic weapons being converted into real firearms raised
concern among European Union policy makers. Exist-
ing loopholes and shortcomings in the European Union
legislation and differences in national approaches
created access to reactivated and converted firearms
and posed several obstacles for law enforcement and
judicial cooperation. In response, the European Union
amended its legislation on deactivated and converted
firearms (EU Directive 2017/853)"4. The new European
Union legislation marked also a significant step forward
in the application and implementation of the firearms
control measures contained in the Firearms Protocol'®.
Examples like this are considered in the Digest as good
practices arising from regional legal frameworks, which
might provide source of inspiration for States beyond
the regional context of their adoption, to review their
national legislations.

Finally, synergies and complementarities can also be
observed across the arms-crime-terrorism and the
arms-crime-conflict nexuses. Since firearms traffick-
ing heavily contributes to and fuels terrorism, armed
conflict and various forms of crime, such as organized
crime, drug trafficking, poaching and illegal mining,
among others, diversion and illicit transfers of firearms
cannot be addressed in isolation.

13 See also in Section 2.8.3 of Chapter 2, infra.

14 See Directive (EU) 2017/853 of the European Parliament and of
the Council of 177 May 2017 amending Council Directive 91/477/
EEC on the control of the acquisition and possession of weapons
and Commission Implementing Directive (EU) 2019/69 laying
down technical specifications for alarm and signal weapons under
Council Directive 91/477/EEC on the control of the acquisition and
possession of weapons (OJEU, L15/22), annex.

15 For an examination of some cases of reactivated and converted
firearms, see Sections 2.3.1.4 and 2.3.1.5 of Chapter 2, infra.
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The adoption, in 2001, of the Firearms Protocol as the
third Protocol supplementing the UNTOC clearly shows
the shared understanding of Member States of the
strong links between firearms trafficking and transna-
tional organized crime. Many of the cases examined
in the Digest illustrate these linkages. Similarly, in
resolution 2370 (2017) on preventing terrorists from
acquiring weapons the Security Council recognizes
that illicit transfer, theft from national stockpiles and
illicit craft production can be a source of small arms
and light weapons that can enable terrorist groups to
considerably increase their armed capabilities. The
Security Council further calls upon all States to con-
sider becoming party to the related international and
regional instruments, with a view to help eliminate the
supply of weapons to terrorists, and to fully implement
their respective obligations.

From a legal point of view, these cases demonstrate
the mutual reinforcing character existing between the
Firearms Protocol and its parent Convention, whose
provisions are applicable, mutatis mutandis, to prevent
and suppress firearms trafficking and other firearms
offences (unless otherwise provided therein)®. In their
daily work practitioners can take concrete advantage of
potential synergies existing between the Firearms Pro-
tocol, the UNTOC and other regional instruments with
the aim to strengthen operative cross-border investi-
gation coordination and cooperation efforts among law
enforcement authorities on firearms trafficking cases
(for instance, using special investigative techniques
provided for by the UNTOC)", as well as reinforce
international judicial cooperation in tackling firearms
trafficking and related offences, thanks to norms on
extradition and mutual legal assistance established to
that purpose by the UNTOC'8,

16 See Preamble (para. 5) and Art. 1 paras. 1-2 of the Firearms Protocol.
17 See Chapter 4 of the Digest.

18 These provisions are examined in Chapter 5 of the Digest.



2.The complex
and multifaceted
nature of criminal
cases involving
illicit firearms



2.1 Framing the context

Unlike illicit drugs, firearms are not illicit per se. In all
countries, firearms fall under more or less strict requ-
latory regimes that regulate their manufacturing, pos-
session and use. Before they divert into the illicit mar-
ket at a certain stage of their life cycle, most illicit fire-
arms have once been legally manufactured. Depending
on the applicable domestic, regional and international
framework, such diversion can constitute administra-
tive and/or criminal offences, in particular the offences
of the Firearms Protocol and domestic implementing
criminal provisions. While domestic criminal offences
related to firearms may diverge significantly, this
Digest uses the offences established in the Firearms
Protocol as a starting point to analyze how jurisdictions
address different categories of misconduct related to
firearms. It analyzes cases of both firearms that have
been illicitly manufactured from the outset as well as
cases of firearms that become illicit at different stages
of their life cycle.

The Firearms Protocol is at the centre of these interna-
tional regimes. It envisages a phased strategy involving
a dual level of control. The first includes the adoption
of a series of administrative measures. It comprises a
set of standards necessary to ensure adequate pre-
ventive control over the production and transnational
movement of firearms, and concerns mandatory pro-
visions aimed at regulating the manufacturing, mark-
ing, record-keeping and international transfer of fire-
arms. Each State party to the Firearms Protocol shall
take the necessary measures, including legislative
and administrative measures, in accordance with fun-
damental principles of its domestic law, to ensure the
implementation of its obligations under the Protocol.
This obligation indirectly comports that States parties,
when adopting in their legal frameworks the preven-
tive measures established by the Firearms Protocol,
shall provide correspondent domestic administrative
offences to sanction potential breaches that individu-
als or legal entities commit of such norms. Section 2.2
of this Chapter provides a general overview of crimi-
nal offences in the Firearms Protocol. Sections 2.3 to
2.6 focus on cases involving criminal offences estab-
lished by the Firearms Protocol (illicit manufacturing of
and illicit trafficking in firearms, their parts and com-
ponents and ammunition, and tampering with mark-
ings on firearms) including ancillary firearms offences.
The offences enforce the regulatory firearms control
framework by creating a criminal liability and sanctions
for the infringement of the preventive measures estab-
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lished in the Firearms Protocol. The sections investi-
gate the applicability of the Firearms Protocol's criminal
offences to a vast array of illegal conducts and how
national authorities investigate, prosecute and adju-
dicate these conducts. The criminal activities that are
assessed in the following contain traditional and new
illegal production methods of firearms, various traffick-
ing modalities and emerging modi operandi to smuggle
domestically and transnationally firearms, their parts,
and components and ammunition. This Digest analyzes
cases of both firearms that have been illicitly manufac-
tured from the outset as well as cases of firearms that
become illicit at different stages of their life cycle.

Section 2.7 analyzes offences that are associated to or
facilitate the illicit manufacturing of and trafficking in
firearms, their parts and components and ammunition.
These include the offences of illicit possession and
illicit carrying of firearms, which are typically contained
in domestic legal regimes, providing misleading or false
information in licensing procedures or failing to comply
with record-keeping requirements but also economic
crime, particularly money laundering and corruption.

As mentioned above, illicit firearms are closely linked
to and enable various forms of crime. These linkages
that are sometimes considered as aggravating circum-
stances are addressed in Section 2.8.

Section 2.9 provides an overview of the different actors
involved in producing illicit firearms or moving them
around. It further addresses the linkages between illicit
firearms offences and other crimes. Cases examined
range from simple unauthorized transfers between
individuals to complex trafficking cases, some of which
present strong ties with other crimes such as drug
trafficking or involve organized criminal groups and
terrorist networks. Finally, Section 2.10 focusses on the
impact and transformations of technological develop-
ments on illicit firearms markets in recent years.

2.2 Criminal offences
under the
Firearms Protocol

The definition of certain firearms related offences in
the Firearms Protocol and the corresponding obligation
of State parties to establish such offences in domestic
criminal legislation is a crucial aspect of the legislative
harmonization efforts that the Protocol pursues. This,
not only to ensure harmonized approaches against fire-



arms trafficking and related offences domestically but
also to strengthen international cooperation in criminal
matters to that purpose’™.

According to Art. 5 of the Firearms Protocol, States par-
ties have a legal obligation to introduce three groups of
criminal offences into their domestic systems. The first
group is the illicit manufacturing of firearms, their parts
and components, and ammunition (three offences).
The second group of offences concerns trafficking in
firearms, their parts and components and ammunition
(two offences). Finally, the third group pertains to tam-
pering with firearms markings (two offences).

The material examined for the purpose of the Digest
revealed that most States criminalize at least the con-
ducts of illicit manufacturing and trafficking. How-
ever, the offences are not necessarily identical to the
offences in the Protocol and/or might have different
titles. For instance, some States criminalize trafficking
as unauthorized import or export, as customs offence
or as violation of foreign trade law. Due to the different
scope of the offences, in some States only unautho-
rized incoming firearms transfers are criminalized while
outgoing transfers or transfers that do not touch the
territory of the respective country are exempted from
punishment.

National differences in the establishment of criminal
offences create the risk of forum shopping by crimi-
nals. This concept refers to the ability of traffickers
to exploit gaps and loopholes between different juris-
dictions to source illicit firearms. In some countries,
for instance Canada and the United States, only the
receiver of firearms is regulated while in other coun-
tries, including Austria, various firearm parts except
the receiver are regulated. These legal discrepancies
can be problematic and incentivize trafficking in parts,
as criminals could easily obtain the receiver and the
other parts from the countries where these parts are
not regulated, assemble them into new firearms and
traffic them to third countries where they cannot be
traced back to their origins. Against this backdrop, the
harmonization of regulatory frameworks and criminal

19 Various forms of international cooperation under the UNTOC are
based on the double criminality principle. According to this principle
States parties shall afford extradition and to a certain degree mutual
legal assistance requested by another State party “provided that
the offence for which extradition is sought is punishable under the
domestic law of both the requesting State party and the requested
State party” (Art. 16, para. 1). Moreover, pursuant to Art. 18, para.

9 of UNTOC “States parties may decline to render mutual legal
assistance [...] on the ground of absence of double criminality”.
Issues dealing with judicial cooperation in criminal matters are taken
up in Chapter 5, infra.
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offences is crucial to effectively prevent criminals from
exploiting loopholes and enhance law enforcement and
judicial cooperation.

As for the mens rea, the Firearms Protocol establishes
a minimum requirement, namely that States parties
criminalize each conduct therein provided, if commit-
ted intentionally. However, pursuant to Art. 34, para. 3
of UNTOC which applies, mutatis mutandis, to offences
embodied in the Firearms Protocol, States parties may
adopt more severe measures for the purpose of pre-
venting and combating firearms trafficking and related
offences. These may include the provision of lower
subjective elements of the offences, such as gross
negligence, recklessness, etc.

States parties to the Firearms Protocol shall imple-
ment each of the Protocol’s offences as serious crime.
However, some States consider them as administrative
offences, customs violations or misdemeanors, with
different levels of penalties. Furthermore, States par-
ties are also required to establish the criminal, civil or
administrative liability of legal persons for participation
in the Protocol’s offences.

It is up to the States to determine the appropriate
sanction depending on their existing national sanc-
tions regime. The Firearms Protocol does not estab-
lish common penalties. However, sanctions adopted
in domestic law for firearms offences must consider
and should be proportionate to the gravity of such
offences (UNTOC, Art. 11, para. 1). For legal persons,
this may include monetary sanctions, for example, dis-
solution, disqualification from participation in public
procurement, publicization of the decision or freezing
of assets.

2.3 lllicit firearms
manufacturing?®

The Firearms Protocol criminalizes three different
conducts as illicit manufacturing, which concern all
stages of the production process, from the individual
raw materials to the assembled and finished weap-
ons. First is the manufacturing or assembly of firearms
from parts and components illicitly trafficked. The spe-
cific purpose of punishing this conduct is to prevent
that firearm traffickers circumvent the basic import

20 See also Sections 2.5.1 and 4.4 of the UNODC Guidelines on the
Investigation and Prosecution of Firearms Offences.



and export requirements of the Protocol by transfer-
ring firearm parts across borders before assembling
them. In these cases, it can theoretically happen that
the same person is cumulatively responsible for two
offences, such as illicit manufacturing of firearms from
illicitly trafficked parts and components and trafficking
in these parts and components of firearms. Second is
the manufacturing or assembly of firearms, their parts
and components and ammunition without a licence or
authorization from a competent authority of the State
where the manufacture or assembly takes place. Third,
the manufacturing or assembly of firearms without the
markings required by the Protocol?’. This enforces the
marking requirements of the Protocol to ensure that
recovered firearms can be identified by their markings
and traced back. In contrast to firearms and ammu-
nition, licensing or authorization of the manufacture
of parts and components shall be in accordance with
domestic law, meaning that countries may impose
manufacturing licences or authorizations for the pro-
duction of parts and components but are not required
to do so. Inevitably, this also has effect on the scope of
the criminal offence of unlicensed manufacturing.

The importance of domestic legislations establishing
the three above-referred offences emerged through
the cases studied in linkage with different non-indus-
trial modalities of manufacturing firearms illicitly, such
as artisanal and rudimental firearms, 3D printed fire-
arms, reactivated and converted or otherwise modi-
fied firearms?2. None of the cases examined included
illicit industrial manufacturing of firearms. Cases exam-
ined involve predominantly the offence of manufac-
ture or assembly of firearms without legal permit and
from illicitly trafficked parts and components?3. In the
Expert Group Meetings, only in one case (CRI(i)) involv-
ing homemade rudimentary firearms (armas hechizas)
was the applicable offence manufacture or assembly
of firearms without markings.?

Even though the manufacturing of firearms without
markings happens frequently, in particular in the con-

21 If a State chooses to require manufacturers to mark not only the
firearm as such but also its essential parts and components or
ammunition, the criminal offence of manufacturing without marking
should extend to these markings.

22 See next Section of this Chapter.

23 See for instance ARG(i) (2019), ARG(ii) (2017), ARG(iii) (2021),

CHL(ii) (2021), ESP(i) (2017) and ESP(ii) (2018).

24 However, the domestic legal provision applicable to this case,
namely Art. 68 of “Ley de Armas y Explosivos n. 7530, Capitulo VII,
fabricacion, comercio, importacion, exportacion” only establishes
the offence of manufacturing or assembly of firearms without a legal

permit.
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text of assembling ghost guns, many States still do not
provide for this specific offence in their legislations. But
even in those jurisdictions where the offence exists,
investigators and prosecutors in most cases prefer to
apply the offence of illicit possession to avoid eviden-
tiary issues in proving if the defendant only possesses
the unmarked firearm or has also assembled it. Various
experts reported that the waterproof application of the
offence of manufacturing or assembling unmarked fire-
arms would usually require catching the offender in the
act and that even in these cases, the offence is often
consumed by the offence of unlicensed manufacturing.
If both offences exist, the manufacture or assembly of
unmarked firearms and without a licence would consti-
tute a case of two concurrent and cumulative offences
committed together.

Most illicit firearms begin their life cycle as legal prod-
ucts before they enter the black market, but in some
cases they are illicitly manufactured from the outset.
lllicitly produced firearms are hard to trace, as they
usually do not have any serial numbers and are not reg-
istered in national record-keeping systems. Over the
past few decades, in addition to artisanal and rudimen-
tary firearms production, new illegal production meth-
ods of firearms have emerged, posing numerous chal-
lenges to lawmakers and criminal justice practitioners.
These include different non-factory modalities such as
additive manufacturing (3D printing), conversion of gas
and alarm weapons into live-firing firearms, assembly
of semi-finished parts and components and so called
“buy, build, shoot kits” into firearms, and reactivation
of deactivated firearms. These modalities have in com-
mon that the process results in a firearm as defined
under the Protocol.?5 In accordance with Article 5(1)(a)
of the Protocol, States parties are required to criminal-
ize these conducts as illicit manufacturing if they are
carried out without authorization or without marking
the firearms.

In addition to such conducts, various other forms of
unauthorized modification are frequently reported that
do not fall under the Protocol’s offence of illicit man-
ufacturing but, nevertheless, might be criminalized by
national law. This includes, for instance, the conversion
of semi-automatic into fully automatic firearms or the
shortening of shotgun barrels.

25 Pursuant to Art. 3 subpara. (a) of the Firearms Protocol, firearms are
defined as any portable barrelled weapon that expels, is designed to
expel or may be readily converted to expel a shot, bullet or projectile
by the action of an explosive.



2.3.1 Artisanal and
rudimentary firearms

Craft production of firearms can take place at small
scale with very basic technical expertise (e.g., rudimen-
tary firearms made by hunters) but also at larger scale in
specialized workshops or with a high degree of sophisti-
cation. Firearms produced illicitly in artisanal settings are
well developed in some parts of the world. Blacksmiths
in West Africa, for example, produce a range of inexpen-
sive small arms including pistols and shotguns. In some
countries, these types of firearms are widely available
to people who do not have access to factory-made fire-
arms, constituting a relevant source of illicit firearms.
Their legal status as produced by illicit manufacturing is
not always clearly established by national law.

Some cases in Latin America unveil how the artisanal
production of firearms makes use of online resources to
either distribute homemade firearms or as a source of
information for the production process. In ARG(ii) (2017)
the accused was arrested for manufacturing revolvers
and shotguns at his home and publishing tutorials on a
YouTube channel with 1.5 million views. While the illicit
manufacturing of firearms is not explicitly criminalized
in Argentina, Art. 189bis (para. 3) of the Argentinian
Criminal Code criminalizes “the stockpiling of firearms,
parts or ammunition thereof, or the possession of
instruments to produce them, without the due authori-
sation”. The offence prescribes as punishment deten-
tion or imprisonment from four to ten years. In this case,
the YouTube tutorials raised the interest of law enforce-
ment authorities that started to investigate the operator
of the channel and could prove the criminal offences.

Of particular interest is that some cases of artisan
crafts dealt with single parts and components instead
of complete firearms. In ARG(i) (2019) the criminals set
up an online shop “Airgun Store”, through which they
irregularly marketed silencers for firearms, which were
assembled in an artisanal manner using different tools
and resources without the required authorization.

A few Latin American and Caribbean cases also con-
firmed the relevance of “armas hechizas” (result of
illicit rudimentary forms of production). These home-
made firearms are essentially arms manufactured with
parts, components or materials that were not origi-
nally designed to be parts of a firearm but have been
adapted for this purpose.

Although rudimentary firearms are less reliable because
they are predisposed to malfunctioning, several recent
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high-profile cases shed light on the fact that they can
be the weapon of choice for terrorists to avoid the risk
of being uncovered in the process of purchasing illicit
firearms on the black market. Moreover, their manu-
facture does not require specific technical knowledge.
Anybody with the time and minimal resources required
can learn to fashion a rudimental deadly weapon on
various websites.

CASE STUDY
JPN(i) (2022) - Killing of former Japa-
nese Prime Minister Shinzo Abe

On 8 July 2022 T.Y., a 42-year-old man shot and
killed with an improvised homemade firearm for-
mer Japanese Prime Minister Shinzo Abe, who
was delivering a campaign speech in the city of
Nara. According to an initial reconstruction of the
facts, the suspect fired two shots from a device
that resembled a sawed-off shotgun, made
by taping steel pipes together with parts pur-
chased online. Investigators recovered several
other homemade firearms from the suspect’s
home following the attack. T.Y. was arrested
at the scene for attempted murder; the charge
was later upgraded to murder after Abe passed
away. T.Y told investigators that he had shot Abe
due to a grudge he held against the Unification
Church, to which Abe and his family had political
ties, over his mother’s bankruptcy in 2002. T.Y.
then underwent a nearly six-month mental eval-
uation that prosecutors said showed he was fit
to stand trial.

On 30 March 2023, T.Y. was also indicted by Nara
District Public Prosecutors Office on charges of
violating the Sword and Firearms Possession Con-
trol Law (a 1958 Japanese law concerning fire-
arms and firearm parts/ammunition, and bladed
weapons, revised a number of times, most
recently in 2008) and Japanese explosives Con-
trol Law of 1950 regulating explosives. The lat-
est charges stem from six homemade guns and
2.2 kilograms of gunpowder produced by T.Y.
before Abe was killed in July 2022. The suspect
is believed to have test-fired the homemade guns
eight times in Nara between December 2021 and
June 2022. Investigators also suspect T.Y. fired a
weapon at a facility in Nara that houses a group
related to the Unification Church the day before
Abe’s death.




The aforementioned ARG(ii)) (2017) and ARG(i)
(2019) cases confirm that the availability of tutorials
on online and social media platforms and channels
contribute to loosely structured groups or single
individuals with limited resources engaging in the
illegal production and sale of artisanal and rudimen-
tary firearms, domestically or internationally. The
lack of adequate legislation to monitor the internet
and the dark web in many countries represents a
fertile soil for such criminal activities. At the same
time, the online sharing of manufacturing details
may also create important investigative leads. In
ARG(ii) (2017), the fact that the accused uploaded
the video tutorials on YouTube enabled investiga-
tors, also thanks to internet patrolling, to identify
the accused and prosecute the case. In fact, sev-
eral practitioners explained that police authorities of
their countries systematically or on an ad hoc basis
patrol social media platforms and relevant forums to
search for manufacturing tutorials.

GOOD PRACTICE

States should consider establishing nationally
ad hoc or standard procedures for cyber-pa-
trolling with the purpose of monitoring social
media platforms and relevant forums to search
for manufacturing tutorials.

2.3.2 Ghost guns, “buy, build,
shoot”-kits and semi-finished
components

Ghost guns (un-serialized firearms that are difficult
to trace due to missing identification marks) are
a growing concern in the realm of gun control and
public safety in various countries. These firearms are
typically built from so-called “buy, build, shoot” kits
or semifinished parts that can be legally purchased
in some countries without any background checks or
registration. The firearm kits can be easily assembled
at home, bypassing traditional gun sales regulations.
The lack of a serial number makes it difficult to trace
these weapons, posing challenges for law enforce-
ment agencies in investigating crimes involving ghost
guns. The availability and anonymity of ghost guns
have raised concerns about their potential use by
criminals or individuals who are prohibited from own-
ing firearms. A recent report by the United States
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Bureau of Alcohol, Tobacco, Firearms and Explosives
found that recoveries of ghost guns increased by
1,000 per cent from 2016 to 2021. A total of 45,000
such firearms were recovered in that period; nearly
700 were linked to homicides or attempted homi-
cides?5. Efforts to regulate ghost guns and address
this issue have gained attention from lawmakers and
law enforcement agencies, aiming to close loopholes
and enhance public safety?’.

In North America for instance, an emerging line of
litigation revolves around this issue. In USAx277
(2021)%8, the defendant bought 13 firearm kits at a
gun show in Pennsylvania, where ghost guns are
legal, before driving back to New Jersey, where they
have been banned since 2018. He was stopped soon
after and a search of both his vehicle and his home
yielded the kits, ammunition and an AR-15 style semi-
automatic rifle without a serial number. The defen-
dant was charged with several firearms offences,
including unlawful possession of an assault firearm
and purchasing firearm parts to manufacture untrace-
able firearms.

Several lawsuits have been filed against companies
selling those firearm kits. In USAx273 (2022)2°, for
instance, the Attorney General for the District of
Columbia filed a suit against the American company
Polymer80 in 2020 for illegally advertising and sell-
ing untraceable firearms. The company sold gun kits
and parts that come without serial numbers or other
identification numbers and can be assembled into
fully functional, untraceable firearms - including
semi-automatic AR-15 rifles and a variety of hand-
guns - in less than 2 hours. The plaintiff alleged
that Polymer80 violated consumer protection law
by falsely claiming that its weapons are legal in the
above-mentioned jurisdiction and by selling illegal
guns to DC consumers. The court ruled in favour
of the plaintiff, affirming that Polymer80 violated

26 United States, Bureau of Alcohol, Tobacco, Firearms, and Explosives,
"ATF, releases national firearms in commerce and trafficking
assessment report on privately made firearms, imports, export

statistics provided”, 18 May 2022.

27 For an overview on recent regulatory efforts to control “buy,
build, shoot” kits and semi-finished firearms components see
Implementation of articles 3 (Use of terms) and 4 (Scope of
application) of the Firearms Protocol, Background paper prepared by
the Secretariat of the Working Group on Firearms, https://undocs.
org/CTOC/COP/WG.6/2023/3.

28 For more information on this case, see UNODC, SHERLOC case law

database, Case No. USAx277 (2021).

29 For more information on this case, see UNODC, SHERLOC case law

database, Case No. USAx273 (2022).
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consumer protection law by selling illegal firearms
and by making false and misleading claims about
the legality of its products. The court ordered Poly-
mer80 to permanently end sales of its illegal ghost
guns to DC consumers, inform consumers that its
products are illegal in DC, and pay more than USD 4
million in penalties.

Similarly, in USAx274 (2023)3°, the New York Attorney
General filed a lawsuit against ten national gun distrib-
utors who allegedly unlawfully sold tens of thousands
of unfinished frames and receivers, violating several
laws by selling weapons to felons and others with-
out background checks. The plaintiff asserted that
these businesses sell these unfinished firearms in the
understanding that their customers will convert them
into working weapons and have even offered instruc-
tions on how to do so. They routinely sell their prod-
ucts inside a “jig”, a plastic structure that guides the
user’s tools through the simple steps required to finish
the frame. By one of the defendants’ own admissions,
the jigs “make it ridiculously easy for a non-machinist
to finish their [handgun frame] in under 1 hour with
no drill press required.” This process is designed to
work around federal gun serialization, recordkeep-
ing, and background check requirements. This case
is still being adjudicated, but a preliminary injunction
preventing the defendant from selling those types of
weapons in the meantime has been granted by the
court in March 2023.

GOOD PRACTICE

In an effort to crack down on ghost guns, the
United States Department of Justice issued a
final rule in April 2022, clarifying that “buy, build,
shoot” kits are considered firearms under the
Gun Control Act, and that commercial manu-
facturers of such kits must, therefore, become
licensed and include serial numbers on the kits’
frame or receiver. | 2

30 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx274 (2023).
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The definition of a firearm in the United States
Code of Federal Regulations was amended to
include a weapon parts kit that is designed to or
may readily be completed, assembled, restored
or otherwise converted to expel a projectile by
the action of an explosive. In turn, the defini-
tion of a frame and receiver was amended to
include a partially complete, disassembled or
non-functional frame or receiver, including a
frame or receiver parts kit that is designed to or
may readily be completed, assembled, restored
or otherwise converted to function as a frame
or receiver. As clarified in the final rule, in con-
formity with the new definitions of a firearm
and a frame or receiver, parts kits must also be
marked as any other firearm and records must
be maintained.®

2.3.3 Additive manufacturing and
3D printing3?

As additive manufacturing (3D printing) technology
significantly improved in recent years and is becom-
ing less expensive, 3D printed firearms evolved from
a potential to an effective source of illicit firearms and
particularly firearms parts and components33. In many
cases, 3D printed components are combined with fac-
tory-made but unregulated parts of firearms or gas and
alarm weapons?4. Today, blueprints for the manufac-
turing/production process can be found online and 3D
printers, CNC-mills and automated metal carving tools
only cost a fraction of what they cost some years ago.

Although these weapons have only recently emerged
and are not as widely spread, in some regions of the
world, 3D printed firearms and their parts and compo-

31 United States, Bureau of Alcohol, Tobacco, Firearms, and Explosives,
Department of Justice, “Definition of ‘Frame or Receiver’ and
identification of firearms”, Federal Register, vol. 87, No. 80 (April
2022), sects. 47811 and 478.12.

32 See also Section 4.5.1 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

33 For an overview of the use of additive manufacturing in firearms
production see Responsiveness of the Firearms Protocol and
national legislation to new and emerging threats relating to the
illicit manufacturing of and trafficking in firearms, their parts and
components and ammunition, Background paper prepared by the

Secretariat, CTOC/COP/WG.6/2020/2, 14 January 2020; para. 48.

34 See Report from the Commission to the European Parliament
and the Council on the application of Directive (EU) 2021/555 of
the European Parliament and of the Council of 24 March 2021,

COM(2021) 647 final, 27.10.2021, p. 10.
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nents pose a serious and concrete threat. For instance,
the European Multidisciplinary Platform Against Crimi-
nal Threats (thereafter EMPACT)3> Operational Action
Plan (2023) on firearms trafficking®® identified 3D
printed firearms as one of the main emerging challenges
linked to illegal firearms production in Europe. Several
countries, including Canada, Trinidad and Tobago, and
the United Kingdom, have reported an increase in the
seizures of 3D printed firearms in recent years. Some
also reported the seizure of 3D printers aimed at the
manufacture of parts of firearms.

Some recent cases (DEUx048 (2020) and CZE/SVK(i)
(2022)) demonstrate that 3D printed firearms are used
in terrorist acts and other subversive activities.

CASE STUDY
Halle synagogue shooting -
DEUx048 (2020)

On 9 October 2019, a far right, antisemitic
extremist unsuccessfully tried to enter the syn-
agogue in Halle, Germany, during the Jewish
holiday of Yom Kippur and fatally shot two per-
sons nearby. In the aftermath of this terrorist
attack authorities discovered that the attacker
had used a homemade weapon made of steel,
wood, and 3D printed components. Using a 3D
printer, blueprints and tutorials he found online,
he produced 3D printed parts of firearms and
together with original parts and metal compo-
nents assembled seven firearms that he later
used during the attack, including two auto-
matic pistols, a submachine gun, and a shotgun.
He further produced at least 1,364 rounds of
ammunition and several explosive devices such
as hand grenades. All firearms were in working
order, although the submachine gun showed
signs of malfunction during the attack and
repeatedly jammed.

The defendant live-streamed the shooting and
published the firearms manufacturing instruc-
tions on the internet along with his manifesto, »

35 EMPACT promotes an integrated approach to European Union
internal security, involving measures that range from external border
controls, police, customs and judicial cooperation to information
management, innovation, training, prevention, and the external
dimension of internal security, as well as public-private partnerships
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hoping to encourage other like-minded individ-
uals to carry out similar attacks, having himself
been inspired by the Christchurch shooting of
March 2019 in New Zealand. During the attack,
the shooter was prevented from entering the
synagogue, in which 52 people were congre-
gated, by a heavy barred door. He then shot
dead a woman passing by the synagogue and
threw an explosive device at a nearby kebab
shop, before killing a 20-year-old man inside.
The shooter was charged with two counts of
murder and the attempted murder of 68 peo-
ple. He was convicted on 21 December 2021
and handed down a life sentence. Although
the court addressed the manufacturing of the
weapons in detail and heard forensic experts
on the functioning of the firearms, the defen-
dant wasn’t charged with any firearm offences
despite their applicability in this case, the pros-
ecution choosing instead to focus on the murder
and attempted murder charges only.%’

CASE STUDY
Seizure of 3D printer - CZE/SVK(i) (2022)

In CZE/SVK(i) (2022), Slovak and Czech
authorities arrested one suspect and seized a
3D printer, electronic devices, and several 3D
printed metal parts of weapons in Slovakia and
the Czech Republic. According to the investi-
gation, the arrested man is a 22-year-old man
suspected of committing numerous crimes of
terrorism and extremism, sympathising with and
promoting extreme right-wing white national-
ist movements of a neo-Nazi nature. The sus-
pect allegedly published online instructions and
guidelines for the illicit manufacture of impro-
vised cold steel weapons, the production of 3D
printed conversion devices known as auto sears
or auto switches, which transform semi-auto-
matic firearms into automatic firearms, and the
production of explosives and mines. The inves-
tigation was carried out with the involvement
of the FBI and Eurojust, which supported the
establishment of a joint investigation team (JIT)
to coordinate the investigation across different
jurisdictions.

where appropriate.
37 For more information on this case, see UNODC, SHERLOC case law

36 Council of the European Union, Doc. 137533/22, 7 November 2022. database, Case No. DEUx048 (2020).
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3D printed firearms also emerge in other criminal con-
texts. In USA(i) (2022), the defendant was sentenced
to 78 months in federal prison for the illegal possession
of four unregistered, 3D printed smooth-bore pistols,
possession of a firearm by an unlawful user of a con-
trolled substance, carrying a firearm during and in rela-
tion to a drug trafficking crime, and possession with
intent to distribute methamphetamine. Investigations
initiated on 30 March 2019, when officers responded to
a reported shooting. Upon arriving, the officers discov-
ered the defendant’s girlfriend with a gunshot wound
to her abdomen and the defendant holding their infant
son. Law enforcement officers searched the residence
and located a pistol, four 3D printed firearms, one 3D
printer, two laptops, marijuana, and marijuana para-
phernalia. The victim was interviewed at the hospital
and stated that the defendant was intoxicated and
“playing” with the recently purchased pistol. He then
shot and wounded her, nearly striking their infant son.
Analysis of the defendant’s electronic devices located
blueprints for the 3D printed firearms. The 3D printed
firearms were examined and found to be “smooth-bore
pistols”, a category of firearms that must be registered
in the National Firearms Registration and Transfer
Record. The defendant had not registered those fire-
arms and the firearms did not bear any serial numbers,
making them untraceable.

In GBRx116 (2022)38, the US Department of Homeland
Security initiated a joint investigation against a sus-
pected firearms trafficker. The target of the activity
was an individual referred to as T1. T1's mobile tele-
phone was seized and analysed by US authorities and
a conversation between T1 and the defendant, who
was in the UK, was found. Using a different identity,
the defendant had placed an order for the internal
parts of a Glock 17 that he intended to combine with
3D printed parts to form a fully functioning firearm. The
parts are not regulated in the US and could, therefore,
be purchased there without a licence or authorization.
The shipment was intercepted on its arrival in the UK.
Gun parts as well as the 3D printer and an ammunition
press were recovered from the defendant’s business
address. He was convicted in the UK for attempting to
possess a prohibited firearm and sentenced to 3 years
and nine months of imprisonment.

Both cases highlight that the production of 3D printed
firearms entails the use of digital blueprints that can

38 For more information on this case, see UNODC, SHERLOC case law
database, Case No. GBRx116 (2022); and the more detailed case
summary in Section 3.2.2, infra.
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be found online and might involve postal trafficking
of additional parts and components. Another grow-
ing challenge is the manufacture of so-called hybrid
3D printed weapons, which combine 3D printed parts
and readily available legal components, such as steel
tubing, metal bar stock, and springs. In the investi-
gation and prosecution of cases involving 3D printed
firearms, both aspects require appropriate training
and resources of national stakeholders. In particular,
this includes expertise in handling electronic evidence
and examining electronic devices and online forums to
search for blueprints.

GOOD PRACTICE
UK Project INTERKNOW

Project Interknow is the UK National Response
to the emerging threat of privately manu-
factured and 3D printed firearms. It is a joint
enterprise between law enforcement agencies
such as the Counter Terrorism Policing, widely
acknowledged for their innovative work in this
area, and the National Crime Agency (NCA),
which leads the national response to the threat
from the criminal use of firearms.

This project includes case studies, investiga-
tive opportunities (for instance, a database on
the collection of the blueprints) and intelligence
requirements to enhance law enforcement and
the private industry’s collective response to the
challenge of 3D printed firearms.

The use of blueprints to produce 3D printed firearms
also raises legislative issues. In most countries, the
pure possession or downloading of a blueprint is not
criminalized. Hence, if a search warrant is executed
in an illegal workshop but the police only recover 3D
printers and blueprints for the additive manufacturing
of firearms or their parts and components, the sus-
pects cannot be charged if the actual firearms are not
found. Only in some cases might prosecutors be able
to argue that the threshold of attempted illicit man-
ufacturing has been reached. In order to close this
potential gap, Australia, in 2018, criminalized the pos-
session of blueprints with the purpose of manufactur-
ing 3D printed firearms. More recently, Jamaica also
criminalized the possession of digital blueprints or any
devices for the manufacture of a 3D printed firearm
(including its parts and components) and the posses-
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sion of such blueprints with the intent to manufacture a
prohibited weapon3®.

Similarly, as reported by one participant of the Expert
Group Meeting, the offence of conspiracy can be used
to hold criminal groups accountable that are in posses-
sion of 3D printers and blueprints for firearms, even if
the actual manufacturing has not yet started.

GOOD PRACTICE

States should assess the need to establish in
domestic legislation criminal, civil or administra-
tive liability for the download, possession, use
and transfer of blueprints for 3D printed firearms
or firearms parts and components.

For the prosecution and adjudication of cases involving
3D printed firearms, forensic experts need to assess if
the recovered weapons are functional and may be con-
sidered as firearms pursuant to domestic law. In order
to avoid judicial discretion on the question if 3D printed
firearms fall under the scope of application of firearms
control regimes, Jamaica, in the legislative amendment
cited above, expressly clarified that 3D printed fire-
arms are considered to be firearms for all purposes of
the law*°,

Another underlying problem that makes it difficult to
deal adequately with cases involving 3D printers and
3D printed firearms is the fact that 3D printers are
widely used for legal activities. There is currently no
regulation in place that would require an authorization
or a notification for the acquisition, possession and
use of such printers, in order to prevent the risk of a
diverted use of these items for illicit purposes. This
is even more important considering the fact that the
costs for 3D printers are becoming more and more
competitive, making them easily accessible as the vari-
ety and costs of such printers continue to evolve. A 3D
printer can be purchased for as little as USD 250, while
the firearms printed with them can have a black-market
value of up to USD 2,000.

39 See “The Firearms (Prohibition, Restriction and Regulation) Act,
2022" Art. 9 (3) of Part Il.

40 Ibidem, Art. 2 of Part One.
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GOOD PRACTICE

Some countries, including Australia, Jamaica
and North Macedonia, have established the
criminal offence of possession of blueprints for
the illicit manufacturing of firearms.

2.3.4 Reactivation of
deactivated firearms

In Europe, the circulation of reactivated firearms that
were previously deactivated*' began to emerge in the
late 1990s, following the end of the Balkan wars, when
many weapons were deactivated, which excluded them
from the control regime on firearms*2. The awareness in
respect to the threat of reactivated firearms emerged
dramatically in 2015, in the aftermath of the terror-
ist attacks in Paris, in which reactivated firearms were
used. According to Europol, in recent years the reactiva-
tion of deactivated weapons as well as the conversion
of blank-firing firearms have become the main sources
of illegal firearms trafficked to and within the EU and a
channel to supply weapons to organized crime and ter-
rorist groups*3.

In the case ESP(i) (2017) law enforcement authorities
identified a specialized organized crime group that
was involved in large-scale trafficking of reactivated
firearms. On 12-13 January 2017, the Spanish National
Police carried out “Operation Portu”. Europol actively
participated in the investigation by providing opera-
tional and technical analysis, and on-the-spot support.
During this operation, five individuals were arrested,
six house searched and more than 10,000 firearms
seized, alongside EUR 80,000 in cash. This large arse-
nal included assault rifles, anti-aerial machine guns,
400 shells and grenades, as well as pistols, revolvers,
essential parts, and components such as barrels, and

41 The Firearms Protocol sets forth deactivation standards in Article 9
but does not define the term “deactivated firearm”. Pursuant to Art.
1 para. (1)(6) of Directive (EU) 2021/555, deactivated firearms refer
to “firearms that have been rendered permanently unfit for use by
deactivation, ensuring that all essential components of the firearm in
question have been rendered permanently inoperable and incapable
of removal, replacement or modification in a manner that would
permit the firearm to be reactivated in any way".

42 See European Commission/SIPRI, Study to support an Impact
Assessment on a possible initiative related to improving rules on
deactivation, destruction and marking procedures of firearms in the

EU, as well as on alarm weapons and replicas, 2014, p. 19.

43 See European Union Serious and Organised Crime Threat

Assessment, Europol, 2017.




parts to reactivate weapons. Investigators also found
an illegal workshop with different machinery to manip-
ulate and reactivate weapons as well as stamps and
other items used to forge certificates of deactivation.

The organized crime group involved in this trafficking
used a sports shop as a distribution centre to sell deac-
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tivated firearms that did not comply with the existing
deactivation standards, as well as live firing firearms, in
Spain and to other European countries. The suspects
also sold essential parts and components for the reac-
tivation of deactivated firearms.

CASE STUDY
Operation Alpes - ESP(ii) (2018)

Operation Alpes was a Spanish National Police-led international operation with the support of the Austrian
authorities, as part of the so-called Operation Armstrong, carried out within the framework of EMPACT. The
investigation resulted in the uncovering of an organized crime group based in Spain that had links to the United
States and Austria. This international network trafficked firearms parts and components for the purpose of reac-
tivating and reassembling weapons, taking advantage of the differences in legislation between different jurisdic-
tions. These legal loopholes enabled the main suspect to obtain deactivated firearms as well as firearms compo-
nents required for the reactivation in foreign markets where such transactions are subject to fewer restrictions.

Modus operandi: The main suspect (A.V.A.), a Spanish national and resident, held two firearms licences
granted to him for the purpose of hunting and sports activities. With these licenses, he purchased firearms
components online in Austria and shipped them to Spain through postal and fast parcel services, where he
used them to illegally assemble and reactivate previously deactivated weapons. He identified and contacted
his suppliers through internet forums on firearms, while payments for the purchase of these items were made
via PayPal. To avoid interception and wiretapping of his communication, he used secure instant messaging
platforms such as Telegram and WhatsApp, as well as a straw email address.

Investigation: With the support of special investigative measures such as wiretapping and surveillance of the
targets, two simultaneous house searches in Spain revealed several unlicensed firearms of different types,
deactivated automatic weapons with matching parts and components to enable their reactivation, together
with ammunition and cartridges in significant quantities, more precisely, two automatic submachine guns
together with several specific pieces to be reactivated; different types of rifles without the proper licenses;
14 frames of Glock pistols; various parts and components, such as cannons and mufflers; as well as several
thousand rounds of ammunition.

Following the seizure, the police processed the information obtained from laptops and PayPal virtual pay-
ment terminals to identify additional links and suspects. This included the potential involvement of organized
crime groups and further transactions between the main suspect (A.V.A.) and criminal gangs active in drug
trafficking. Police authorities were able to link A.V.A. to another supplier in the United States. A letter of
request has been sent to US authorities to assist the relevant investigative agencies in Spain in further build-
ing up the case in order to successfully prosecute all offenders and disrupt the illegal supply chains.

These cases illustrate some recurring problems related
to the reactivation of deactivated firearms. First, the
lack of globally accepted deactivation standards poses
the risk of illegal reactivation. Where every jurisdiction
applies different deactivation procedures and stan-
dards or does not properly control the compliance of
such standards, criminals can exploit legal gaps and
loopholes to procure deactivated firearms that can be
readily reactivated. Different approaches with regards

to maintaining records on deactivated firearms also
hinders efforts to trace illicitly reactivated firearms.

The Firearms Protocol, in Article 9, requires States par-
ties that do not recognize a deactivated firearm as a
firearm and, therefore, exclude them from their fire-
arms control regime, to establish the necessary mea-
sures to prevent their illicit reactivation. This includes
the establishment of a specific offence of illicit reac-



tivation, as well as specific deactivation standards.
According to the Firearms Protocol, all essential parts
of a deactivated firearm are to be rendered perma-
nently inoperable and incapable of removal, replace-
ment or modification in a manner that would permit
the firearm to be reactivated in any way. Furthermore,
the deactivation measures are to be verified by a com-
petent authority and deactivated firearms must be
marked and recorded.

GOOD PRACTICE

States should strengthen their efforts at an
international level to develop common deacti-
vation standards and techniques. In this respect
good legislative practice could be found in
Implementing Regulation (EU) 2018/337 dealing
with common guidelines on deactivation.

Second, as illustrated in the two cases, different national
approaches with regards to the maintenance of records
for essential firearms components permit criminals to pro-
cure components for the reactivation of firearms without
facing the risk of being identified. The cases, therefore,
highlight the importance of keeping records of firearms
components for their successful tracing, in cases where
firearms components were used to illicitly reactivate fire-
arms. Article 7 of the Firearms Protocol only requires the
maintenance of information in relation to parts and com-
ponents, where this is “appropriate and feasible”.

GOOD PRACTICE

The Firearms Protocol does not require States
parties to mark all essential firearms parts and
components or ammunition. However, several
countries do require the marking of these parts.
Also, recent developments in the European
Union legislation on firearms (Art. 4 para. 1,
Directive EU 2021/555) have set a useful exam-
ple by introducing the obligation for all essen-
tial firearms components to be marked with a
clear, permanent, and unique marking and reg-
istered in the data-filing systems of the Mem-
ber States. The aim of this provision was to
eliminate significant inconsistencies concern-
ing the interpretation and implementation of
European Union requirements in this area, »
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which created room for criminals to source
unmarked (and therefore untraceable) parts
from the disassembly of firearms in which only
one essential component was marked.

2.3.5 Conversion of weapons
into firearms44

The term “firearms conversion” refers to conducts
that transform an imitation firearm or any other object
that resembles a firearm, but is incapable of expelling
a projectile, to a lethal-purpose weapon that expels
a shot, bullet or projectile by the action of an explo-
sive, in line with the Protocol’s definition of firearms*®.
Particularly certain types of gas, alarm and acoustic
expansion weapons*® are regularly converted into fully
functional firearms. The collected cases demonstrate
that converted alarm and gas weapons have become a
relevant source of firearms trafficking in different parts
of the world. Often, even persons with minimal techni-
cal understanding may convert these weapons using
basic tools.

CASE STUDY
Operacion Acero - HL(ii) (2021)

This case covers Operacion Acero, which
tackled a small, organized crime group highly
specialized in converting blank-firing weapons
into lethal firearms for other criminal gangs
present in the Santiago region of Chile. The
criminal group was formed by four individuals.
One subject oversaw the acquisition of gas
and alarm pistols while another member man-
ufactured the barrels in his metal workshop.»

44 See also Section 4.5.2 of the UNODC Guidelines on the Investigation

and Prosecution of Firearms Offences.

45 See N. Florquin and B. King, From legal to lethal. Converted Firearms

in Europe, Small Arms Survey, April 2018, p. 16.

46 Art. 1 para. (1)(4) of Directive (EU) 2021/555 defines “alarm and signal
weapons” as devices with a cartridge holder which are designed to fire
only blanks, irritants, other active substances or pyrotechnic signaling
rounds and which are not capable of being converted to expel a shot,
bullet or projectile by the action of a combustible propellant; and Art.

1 para. (1)(5) “salute and acoustic weapons” as firearms specifically
converted for the sole use of firing blanks, for use such as in theatre
performances, photographic sessions, film and television recordings,
historical re-enactments, parades, sporting events and training. For a
technical description of these non-lethal purpose imitations of firearms
see also From legal to lethal cit., pp. 19-21.



The barrels were later installed in the blank-fir-
ing weapons.

The case confirms that with the strengthening
of deactivation standards in Chile, criminals
have also had to resort to other sources of illicit
firearms, namely the conversion of blank-firing
weapons. Some years ago, barrels were simply
closed with a metal bolt to deactivate the fire-
arm, which could be easily removed by drilling
out the metal bolt in the barrel.

One of the difficulties that emerged in this case
was that, since blank-firing weapons are not
registered in Chile, it was problematic to trace
the modified blanks that were seized. Moreover,
it is noteworthy that in Chile (as in many other
countries) the importation of blank-firing weap-
ons is not regulated and does not require any
licence or authorization. This case has pushed
the authorities to place special emphasis on this
phenomenon, considering eventual legislative
modification that would allow control over the
sale of blank firing weapons in Chile.

More generally, this case is paradigmatic in that it high-
lights a common issue of countries that do not regu-
late the purchase and sale of blank-firing weapons.
National legal regimes reveal very different approaches
to alarm weapons which, in many countries, are acces-
sible on the legal market with no or minimum require-
ments. Main substantive discrepancies emerging
from various legislations relate to the classification of
licences to acquire, possess and sell alarm weapons
and, possibly even more importantly, technical stan-
dards that prevent the conversion of such weapons.
Another common problem is the limited traceability of
alarm and gas weapons (in many countries, alarm and
gas weapons are not subject to a marking and registra-
tion obligation).

Domestic laws define the key concept of ‘convertibility’
in very different ways. The Firearms Protocol defines
a “firearm” by including a weapon that “may be readily
converted to expel a shot, bullet or projectile by the
action of an explosive”. Therefore, States parties to
the Protocol are required to include into their firearms
control regime blank weapons that could be readily
converted into a lethal weapon. However, the Firearms
Protocol does not provide for common technical stan-
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dards to determine when a weapon may be defined to
be readily convertible.

In 2022, to tighten regulations on privately made fire-
arms, the US Bureau of Alcohol, Tobacco, Firearms and
Explosives established a definition of the term “read-
ily”, which encompasses eight criteria that determine
whether a weapon is “readily convertible”. These are:
(a) the time it takes to complete the process; (b) how
difficult it is to do so; (c) what knowledge and skills are
required; (d) what tools are required; (e) whether addi-
tional parts are required and how easily they can be
obtained; (f) how much it costs; (g) the extent to which
the subject of the process must be changed to finish it;
and (h) whether the process would damage or destroy
the subject of the process, or cause it to malfunction?’.

In Europe, the absence of legislative harmonization
related to blank-firing weapons has generated signifi-
cantly different approaches in European Union Mem-
ber States and has increased uncertainty among law
enforcement authorities, preventing effective counter
action from being concerted. All this to the benefit of
criminals (including organized crime groups and ter-
rorists), who have exploited regulatory loopholes on
blank-firing weapons to convert these weapons into
fully functional firearms. In 2008, the European Union
harmonized its definition of firearms with the definition
provided in the Firearms Protocol and, going beyond
the definition, further clarified that an object should be
considered to be capable of being converted to expel a
shot, bullet or projectile by the action of a combustible
propellant if: (a) it has the appearance of a firearm; and
(b) as a result of its construction or the material from
which it is made, it can be so converted*8. With Direc-
tive (EU) 2021/555, the European Union took another
important step forward in regulating blank firearms,
setting standards that determine which alarm weapons
qualify as being capable of conversion based on man-
ufacturing characteristics?®.

Furthermore, the European Union adopted technical
specifications for alarm and signal weapons, aimed
at ensuring that they were not capable of being con-
verted. In order for such devices not to be considered

47 United States, Bureau of Alcohol, Tobacco, Firearms, and Explosives,
Department of Justice, “§ 478.11 Meaning of terms”, Federal
Register, vol. 87, No. 80 (April 2022), sects. 478.11.

48 Art. 1, para. 1 (a) of Directive 2008/51/EC of the European Union
Parliament and of the Council amending Council Directive 91/477/
EEC on the control of the acquisition and possession of weapons
(Official Journal of the European Union, L 179/5).

49 Art. 14 Directive (EU) 2021/555.



a firearm, the cumulatively reinforcing technical speci-
fications require, inter alia, the following:

m Devices must not be capable of being modified
through the use of ordinary tools;

m All essential components of the devices must be
such that they cannot be fitted or used as essential
components of firearms;

m Barrels of the devices must not be capable of being
removed or modified without significantly damag-
ing or destroying the device;

m Barrels must incorporate irremovable barriers such
that a shot, bullet or projectile is not able to pass
through the barrel;

m All such barriers must be permanent and incapable
of being knocked out without destroying the cham-
ber or barrel of the device.>°

European Union Member States are obliged to conform
to the above-referred common technical standards on
conversion adopted by the Commission through imple-
menting acts. European Union Member States are also
required to ensure that alarm and gas weapons man-
ufactured in or imported into the European Union are
subject to checks to determine their compliance with
the technical specifications.

GOOD PRACTICE

The Commission Implementing Directive (EU)
2019/69 laying down technical specifications for
alarm and signal weapons is a good legislative
example for efforts to establish common crite-
ria to prevent the conversion of gas and alarm
weapons.

In recent years, law enforcement agencies of some
European Union Member States have carried out suc-
cessful coordinated operations at a transnational level
aimed at dismantling criminal organisations trafficking
in converted weapons. These operations have led to

50 Commission Implementing Directive (EU) 2019/69 laying down
technical specifications for alarm and signal weapons under
Council Directive 91/477/EEC on the control of the acquisition and
possession of weapons (Official Journal of the European Union,
L15/22), annex.
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the seizure of large quantities of illegal weapons. In
ROU(i) (2021), a law enforcement operation known
as “Conversus”, led by the Romanian National Police
(Politia Roména) resulted in the seizure of a total of
1,534 gas and alarm pistols, and more than 17,000
rounds of ammunition. The action was the result of an
intelligence led investigation, involving 24 countries
coordinated by Europol in the framework of EMPACT,
which aimed at identifying the buyers and dealers
involved in the illegal trade with converted firearms.

In the context of conversion the so-called “Flobert
firearms” also deserve special attention. These are
real firearms that have been modified to no longer fire
traditional cartridge-based ammunition, but instead
shoot percussion caps filled with a small projectile.
These weapons whose firing capabilities are signifi-
cantly downgraded are unrestricted in some countries
because policy makers associate these weapons with
a lower security risk. Law enforcement authorities in
several countries who were consulted for this study are
concerned that some of these weapons may be easy
to ‘retro-convert’ to their original calibres, which could
lead to the conversion and trafficking of fully auto-
matic, military-grade firearms.

According to a recent European Union report®, some
firearm manufacturers in Slovakia and the Czech
Republic that were producing certain firearms mod-
elsin a Flobert calibre were detected recently. In the
case CZE/NLD/SVK(i) (2021) several actions led to
the arrest of six suspects of an organized crime group
in the three countries concerned and the seizure of
approximately 350 firearms, including submachine
guns and assault rifles, alongside several thou-
sand rounds of ammunition. The success of these
operations was facilitated by the operative support
of the European Union agencies: Eurojust assisted
the authorities in setting up a JIT and Europol sup-
ported the actions with an Operational Task Force.
Investigations into the case started when 22 con-
verted Flobert guns were seized in the Dutch port
of Hoek van Holland in a transport vehicle bound for
the United Kingdom. The Flobert guns were origi-
nally modified to be used legally for recreational or
sporting activities but had been illegally converted
into lethal live-firing arms for criminal purposes. Law
enforcement believes that this criminal syndicate

51 See Report of the Commission to the European Parliament and
the Council on the application of Directive (EU) 2021/555 of the
European Parliament and of the Council of 24 March 2021 on the
control of the acquisition and possession of weapons, COM(2021)
647 final, 27 October 2021, para. 3.1.2



specialized in the conversion of Flobert guns, sup-
plied over 1,500 firearms to criminal groups in the
Netherlands, Austria, Denmark, Germany, Portugal,
Sweden, and the Czech Republic.

GOOD PRACTICE

States parties should consider classifying the
firearms that can expel Flobert ammunition as
firearms according to the definition of a firearm
included in the Firearms Protocol , and conse-
quently apply to such weapons the legal regime
therein established.

2.3.6 Modification of firearms>52

For this Digest, as already underlined at the begin-
ning of this Section, illicit modification refers to
conducts that change the firing mode of an already
functional firearm while illicit manufacturing pro-
duces a live-firing firearm. Modified weapons are
often subject to modifications regarding the firing
rate, being transformed from semi-automatic fire-
arms into fully automatic weapons. One way that
such a modification can take place is by using auto
switches, also known as auto sears. These devices
bypass the internal mechanisms designed to limit
the firing rate of a firearm, allowing it to fire contin-
uously with a single pull of the trigger. The use and
possession of auto switches are highly regulated in
many countries, including the United States, where
they are classified as illegal machine guns under the
National Firearms Act (NFA).

Auto switches are considered a significant concern
due to their potential for misuse and the threat they
pose to public safety. By enabling rapid and contin-
uous fire, they can drastically increase the lethal-
ity and destructive capability of firearms. Conse-
quently, their possession and use by individuals
without proper authorization or licensing is strictly
prohibited, and their possession and sale prose-
cuted, as was the case in USAx275 (2022)53 and
USAx276 (2020). In the first case, the FBI initiated
an investigation into the defendant, a self-pro-

52 See also Section 4.5.3 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

53 For more information on this case, see UNODC, SHERLOC case law

database, Case No. USAx275 (2022).
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claimed member of the “Boogaloo Bois”, a loosely
connected group of individuals who espouse vio-
lent anti-government sentiments. On 3 February
2021, the defendant delivered two auto sears to a
police informant and demonstrated how the devices
should be inserted into a firearm. At the time of
his arrest, in April 2021, law enforcement officers
recovered six additional auto sears and a silencer
from the defendant’s vehicle and home. On 14 July
2021, the defendant pleaded guilty to unlawful pos-
session of a machine gun and was later sentenced
to 24 months in prison followed by three years of
supervised release.

Similarly, in USAx276 (2020), investigators seized
seven “Glock switches” and half a pound of explo-
sive from the defendant, who bought the Glock
switches from a company in Shenzhen, China. On
a website, the company advertised the “Glock Auto
Switch” saying the product would convert all mod-
els of Glock pistols to fully automatic weapons. The
defendant pleaded guilty to unlawful possession of
a machine gun and was sentenced to 40 months of
imprisonment.

2.3.7 lllicit manufacturing of
ammunition

The Firearms Protocol’'s manufacturing offence is
mainly discussed in the context of illicit firearms
manufacturing. However, the illicit manufacturing of
ammunition is also gaining increasing importance.
In accordance with Article 3(d) of the Firearms
Protocol, the illicit manufacturing of ammunition is
defined as their manufacturing or assembly, either
from illicitly trafficked components or without a
licence or authorization from a competent author-
ity of the State where the manufacture or assembly
takes place. Among others, the offence covers the
handloading and reloading of ammunition as well as
the conversion of blanks into live ammunition. After
non-factory ammunition was discovered at various
crime scenes in Europe, the European Union, in its
2018 strategy document “Securing arms, protecting
citizens”, committed to continuing to address the
illicit manufacture of ammunition, including the illicit
use of reloading tools®4.

54 Council of the European Union, Council conclusions on the adoption
of an European Union strategy against illicit firearms, small arms
and light weapons and their ammunition, document No. 13581/18
(Brussels, 2018), p. 14.
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The terms “handloading” and “reloading” are under-
stood as the process of making firearm cartridges
by assembling the individual components (case,
primer, propellant, and projectile). While the term
“handloading” is the more general term, “reload-
ing” refers to the handloading of previously fired
cartridges®s. In USAx279 (2020), the supplier of
armour piercing ammunition used in a mass shooting
that resulted in 61 deaths and 411 injured by gun-
fire was sentenced for engaging in the business of
manufacturing ammunition without a licence. When
investigators executed a search on the premises of
the supplier, they seized hundreds of kilograms of
ammunition and ammunition components and found
a workshop that was in the process of being auto-
mated®®. While generally a licence is not needed for
the handloading of ammunition in the United States,
it is required once a person engages in the business
of selling or distributing reloads for the purpose of
earning a livelihood and making profit®.

In addition to handloaded ammunition, the conver-
sion of blank cartridges into live ammunition con-
stitutes another source of illicit ammunition. For
instance, in Operation Bosporus, several European
Union Member States cooperated in tackling the
trafficking of blank firing weapons. Of the nearly
34,000 pieces of ammunition recovered in the oper-
ation, 8,000 were converted rounds of blank ammu-
nition®8, According to another study, out of 3,130
cartridge cases that were recovered at crime scenes
in four European countries, 205 cartridge cases
were converted blank-firing ammunition>°,

55 CTOC/COP/WG.6/2022/2.

56 For more information on this case, see UNODC, SHERLOC case law

database, Case No. USAx279 (2020).

57 United States Bureau of Alcohol, Tobacco, Firearms and Explosive,
“Is a person who reloads ammunition required to be licensed as a
manufacturer?”, 16 July 2020.

58 Benjamin Jongleux, Nicolas Florquin, “Monitoring the response to
converted firearms in Europe”, Non-Proliferation and Disarmament
Papers, No. 70 (Stockholm, Stockholm International Peace Research

Institute, 2020), p. 8.

59 André Desmarais and others, “Monitoring illicit ammunition through
the ballistic datasets of four European countries”, Forensic Science

International, vol. 330 (2022), p. 13.
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GOOD PRACTICE
Blocking of Online Tutorials

YouTube adopted a firearms policy that prohibits
the posting of content that instructs viewers on
how to make ammunition®°. Similarly, the search
engine Bing no longer allows advertisements for
products designed to create ammunition or that
aid in ammunition reloading®’.

Countries should further consider regulating the
reloading of ammunition by civilians.

2.4 Firearms trafficking®?

Article 5, para. 1, subpara. (b) of the Firearms Proto-
col requires States parties to criminalize the trafficking
in firearms, their parts and components and ammuni-
tion. Establishing two separate offences, the Proto-
col defines trafficking as any cross-border transfer,
encompassing the import, export, acquisition, sale,
delivery or movement, without (i) a legal authorization
of any of the States involved or (ii) of firearms that are
not marked in accordance with the Protocol's provi-
sions. While the first offence (unauthorized transfer)
applies to the trade of firearms, their parts and compo-
nents and ammunition, the second offence (the trans-
fer of unmarked firearms) only includes firearms into
its scope of application since Article 8 of the Proto-
col only requires the marking of firearms, not of their
parts and components nor ammunition. States parties
are however free to extend the offence to the transfer
of unmarked parts and components and ammunition, if
they require such marking at a domestic level.

Investigators and prosecutors often face significant
challenges in collecting sufficient evidence for a traf-
ficking charge, particularly to prove the actual involve-
ment of suspects in a transnational transfer, if they
are not caught in the act. To avoid these challenges,
investigations often solely focus on illicit possession
of firearms. As outlined in greater detail in the Guide-
lines on the Investigation and Prosecution of Firearms
Offences, this approach misses out opportunities

60 Available at https://support.google.com/youtube/answer/7667605.

61 Microsoft, restricted categories, “Weapons, knives, firearms and
ammunition”, 14 February 2022.

62 See also Sections 2.5.2 and 4.3 of the UNODC Guidelines on the

Investigation and Prosecution of Firearms Offences.
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to address the preceding trafficking offence and to
understand the full picture, disrupt trafficking networks
and drain sources of illicit firearms in a more sustain-
able manner. Despite these difficulties, cases stud-
ied in the Digest show initial indications of a change
in paradigm towards enhanced efforts in investigat-
ing firearms trafficking. For instance, within the Euro-
pean Union platform EMPACT FIREARMS, successful
operations have contributed to a growing awareness
of law enforcement officials and prosecutors to focus
more closely on the origins of illicit firearms than in the
past. Similarly, several cases examined from different
regions also confirm a general positive trend towards
greater investigative actions of practitioners to investi-
gate and prosecute this offence.

General observations

In terms of the extent and scope of the trafficking,
several of the examined cases demonstrate that geo-
graphical proximity is a major factor in illicit transna-
tional transfers of firearms worldwide, with transcon-
tinental transfers occurring less frequently. Cases
from the Latin America and Caribbean regions confirm
the findings of the UNODC Global Study on Firearms
Trafficking 2020, namely that illegal firearms are traf-
ficked primarily between neighbouring countries or
countries in the same region®3. By way of example, in
PRY (ii) (2020) traffickers were convicted for a case of
triangulated trafficking between neighbouring Para-
guay, Argentina and Brazil. In several cases in Carib-
bean countries the US®* and Venezuela® emerged as
the main countries of origin of trafficked firearms into
the region. In Europe, most illicitly trafficked weapons
into Western Europe originated primarily from the Bal-
kans®®, while trafficking across different continents
occurred less frequently®’. The less frequent transcon-
tinental cases were mostly instances of firearms traf-
ficking towards armed conflicts contexts®8.

63 UNODC, Global Study on Firearms Trafficking, 2020 (United Nations
publication, Sales No. E.20.IV1), p. 9.

64 In LCA(i) (2021), BHS(i) (2021), BHS(ii) (2018) and BRB(i) (2013)
firearms, their parts and components and ammunition were
trafficked from the US without licence or authorization and, in some
instances, with altered markings to St. Lucia, the Bahamas and
Barbados.

65 In CUW(i) (2021) and CUW(ii) (2020-2021) firearms (including
ammunition) were trafficked without authorization to Curacao from
Venezuela and Colombia, respectively.

66 For instance, BIH(i) (2016) and BIH(ii) (2016); MNE/ALB(i) (2017);
ITA(i) (2014).

67 USAx253 (2017) and USAx254 (2017).

68 See Section 2.10 of this Chapter, infra.
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Trafficking modalities are multi-fold and include traffick-
ing across land and sea borders, often involving the use
of a plethora of concealment methods, as well as postal
and fast parcel services and, most recently, sometimes
drones. Where jurisdictions with strict firearms control
regimes border countries where firearms can be rela-
tively easy purchased, straw purchases often mark the
point of diversion, where legal firearms enter the black
market (see below 2.8.1). Seizures take place both at
official border crossings, sea and airports as well as the
green border or unofficial ports or landing strips. In some
cases, corrupt customs officials, border guards and port
staff are involved in trafficking schemes (see section
2.7.6). Moreover, the purchase of firearms, their parts and
components and ammunition through clear and dark web
forums, messenger services and social networks gained
increasing importance in recent years (see section 2.4.4).
Often these arms are then delivered in parcels.

Another important dimension that adds complex-
ity to the cases, and that will be further developed in
this Digest, is the fact that several of the examined
cases relied on the corruption and complicity of cus-
toms officials to facilitate the transnational trafficking
operation®®,

Unauthorized transfers

In the cases available for the Digest, the offence of
transnational transfers of firearms without legal autho-
rization emerged as the most common legal basis to
investigate and prosecute firearms trafficking. Note-
worthy, as required by Article 3, subpara. (e) of the
Firearms Protocol, the authorization of all parties
involved in the transfer shall be in accordance with the
terms of the Protocol, which particularly refers to the
import and export requirements of Article 10. As out-
lined by the Legislative Guide for the Implementation of
the Firearms Protocol, the licence or authorization pro-
cess should be placed “on a clear legal basis, both to
ensure compliance and because failure to comply with
any aspect of the process will be a criminal offence””°.

A review of the legislation of various jurisdictions
showed that the transposition of the trafficking offence
into national law varies significantly, both in terms of
the name of the offence(s) and the punishable con-
ducts. In particular, various countries resort to the
offence of smuggling instead of trafficking. While both
terms are often used synonymously, their aim and stra-

69 See Section 2.7.4 of this Chapter, infra.
70 See Legislative Guide, at para. 99.
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tegic purpose are altogether different, and they require
different analytical and operational frameworks. Other
approaches include the application of offences like
illegal importation and illegal possession or carrying
of firearms or a combination of them. Problematically,
these offences sometimes only qualify as administra-
tive infringements or misdemeanors instead of felo-
nies, resulting in relatively low sanctions, this although
States parties to the UNTOC, when determining the
sanctions for the Protocol's offences, are required to
take into account the gravity of the offences.

In BHS(i) (2021), the expert presented a case that
was investigated as a combination of transnational
transfers without legal authorization, illicit posses-
sion for the purpose of trafficking, and illicit carrying
of firearms. Eventually, the accused was charged with
attempted importation of firearms and ammunition into
the Bahamas and sentenced to a term of four years
of imprisonment, pursuant to Section 3A(2)(1)(b) of the
Firearms Act Chapter 213, as amended in 2011. Sim-
ilarly, in KNA(i) (2017), the Supreme Court of the St.
Kitts and Nevis, with the purpose of adjudicating an
unauthorized transnational transfer of disassembled
firearms from the United States, charged and con-
victed the accused on the counts of illegal importation
(namely importation without a legal import permit)”!
and illegal possession of firearms’2.

A good practice was found in Brazilian legislation, which
provides for an extensive criminalization of firearms
offences, and covers parts, components, and ammuni-
tion. In Brazil, firearms trafficking results in both admin-
istrative and criminal procedures. While customs author-
ities are in charge of collecting fines and confiscating
the firearms, law enforcement authorities investigate
the trafficking offence. In BRA(ii) (2018), the Brazilian
police confiscated 60 assault rifles, including 45 AK-47
rifles, 14 AR15 rifles and one G3 rifle. The weapons were
trafficked from Miami, concealed in a cargo of swimming
pool heaters, and were found at the cargo terminal at
Rio de Janeiro’s Galedo International Airport. The defen-
dants were convicted for trafficking firearms, which the
court states is “a specific modality of contraband, in
which the import or export is severely punished due to
the extremely dangerous nature of the goods involved”.

71 The offence applied to this case (Firearms Act CAP:19.05 2)
establishes: “A person shall not import into, export from or tranship
in Saint Christopher and Nevis any firearm or ammunition except
under and in accordance with the terms of a Firearm Import Permit,
Firearm Export Permit or Firearm Transhipment Permit as the case
may be”.

72 See Firearms Act CAP 19.05 3.
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In many trafficking cases, however, investigators and
prosecutors face the issue of gathering sufficient evi-
dence to prove that the suspects themselves were
actively involved in the trafficking. In cases of postal
deliveries, recipients of the parcel typically defend
themselves by claiming that they had not ordered any
firearms and were not aware of the parcel’s content.
In these cases, additional evidence, such as commu-
nication or financial data is required to prove any links
between the trafficker and the recipient. Where inves-
tigators do not find sufficient evidence to prove that a
person found in possession of a firearm participated in
its trafficking, the offence of illicit possession can be a
last resort. However, even this offence requires solid
evidence to prove that the defendants were really in
possession of an illicit firearm. In ABW(i) (2021), drugs,
unmarked firearms and ammunition where trafficked
from Venezuela to Aruba. Four Venezuelans were
prosecuted for illicitly carrying firearms but had to be
released because the evidence was not sufficient to
prove that the defendants were actually in contact with
the weapons and drugs.

Transfers of unmarked firearms

Only a few cases were available for this Digest that
involved the offence of transferring unmarked firearms.
Based on data of 38 countries, the UNODC Global
Study on Firearms Trafficking 2020 found that in 2016
and 2017, 85 per cent of seized firearms were marked,
while the remaining 15 per cent either had altered
markings or were not marked at all’3. However, prac-
titioners from different regions attending the export
group meetings for the Digest reported that in recent
years, the share of unmarked firearms has drastically
increased in their respective countries.

The cases that were analyzed for the Digest seem to sug-
gest that the transfer of unmarked firearms is either not
criminalized at all in many countries or is consumed by
the offence of unauthorized transfers. In fact, in all cases
that included unmarked firearms, the judgements were
solely based on the missing authorization for the trans-
fers’. A review of the legislations of States that reported
cases of transfers of unmarked firearms revealed that
only the legislation of Guatemala expressly provides for
the transfer of unmarked firearms as a criminal offence’®.

73 UNODC, Global Study on Firearms Trafficking, 2020, p. 39.

74 ABW(i) (2021), CUW(i) (2021), CUW(ii) (2020-2021), GTM(i) (2021),
LCA(i) (2021).

75 See Article 120 of Decree 15-2009, Law on Arms and Ammunition of
Guatemala.



Other countries do not criminalize the conduct at all or,
like the United Kingdom, only as a customs offence’®.

GOOD PRACTICE

States that have not yet done so should fully
transpose the trafficking offence of the Fire-
arms Protocol into their domestic legislation to
enable the effective investigation and prose-
cution of firearms trafficking as well as interna-
tional cooperation in this context.

2.41 Domestic unauthorized
transfers

While the Firearms Protocol focuses on transnational
trafficking, several cases point also to domestic forms
of unauthorized transfers. In fact, firearms can be
transferred without the required authorization both
across borders as well as domestically.

The Firearms Protocol does not criminalize unautho-
rized domestic transfers but is limited to transnational
trafficking. Other international instruments are silent on
this point as well. The Programme of Action requires
States to criminalize the illicit possession of small arms
and light weapons. This is of use to punish the person
who gets into possession of a firearm through an unau-
thorized domestic transfer. It does not, however, help
to go after the person who provided the firearm. There-
fore, domestic legislation needs to be more detailed
than that in order to fully capture and address the
variety of situations related to the diversion and traf-
ficking both within and across national boundaries. In
Uruguay, for instance, the Penal Code and the Firearms
Act encompass both the offences of transnational traf-
ficking and domestic firearms trafficking’’. This kind
of legislation may help law enforcement agencies and
prosecutors to bring perpetrators to justice if it is not
possible to prove that firearms have been moved ille-
gally across the borders of two or more States.

76 UK Home Office, Guide on Firearms Licensing Law, 2022, p. 201.

77 See Article 8 of Ley n. 19247 “Tipificacion de delitos y modificacion
del codigo penal” (2014) and Decreto n. 345/020 Reglamentacion de
la ley 19.247, art. 38bis de la ley 19.315 y art. 30bis de la ley 19.775,
relativos a la tenencia, porte, comercializacion y trafico de armas de
fuego, municiones, explosivos y otros materiales relacionados.
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Several of the examined cases point to possible situ-
ations of internal or domestic unauthorized transfers,
or instances where the illicit acquisition at the national
level precedes a potential subsequent international
trafficking activity. However, it would be difficult to
conclude from these cases whether domestic or trans-
national trafficking prevails in a given country or region,
due to the lack of comprehensive data, as well as the
fact that in many instances practitioners prefer to deal
with such instances as simple illicit possession cases,
without having to proof and prosecute the transna-
tional trafficking.

For example, some domestic cases from the Balkans
brought to light organized crime groups engaged in
the acquisition and circulation of firearms, ammunition,
explosives, parts of weapons, including material of
war within the country. The transfers were part of the
lucrative business model of the group’s.

On the other hand, while the Firearms Protocol does
not directly apply to cases of domestic transfers, its
offence of tampering with markings can be of rele-
vance. This might be particularly useful, where national
jurisdictions have not criminalized national unau-
thorized transfers neither. In many cases that were
assessed for the Digest, criminals and traffickers oblit-
erated or attempted to tamper with firearm markings
to impede tracing efforts’. In case CRIx008 (2019)
from Costa Rica, which will be discussed in greater
detail below, the representatives of a private security
company sold various firearms to criminals on the black
market. To avoid that the firearms could be traced back
to the company, they filed off the serial numbers on 16
firearms. Among other charges, the defendants were
convicted for illicit trade in firearms, the tampering with
markings and the possession of unmarked firearms.
The offence of illicit trade in firearms and explosives
in Costa Rica does not require a transnational compo-
nent. Article 93 of the Firearms Act states that anyone
who acquires, trades, transports, stores and sells any
of the articles, goods or substances regulated in the
act, without having the permit to carry out this type
of activities and/or without complying with the require-
ments demanded by law commits an offence.

With the aim of identifying cases of domestic traffick-
ing, an interesting programme was implemented in Can-
ada. The National Weapons Enforcement Support Team

78 SRB(i) (2016).

79 ABW(i) (2021); BHS(i) (2021); CRIX008 (2019); DOM(i) (2017-2018);
LCA(i) (2021); USAX253 (2017).


https://sherloc.unodc.org/cld//case-law-doc/illicitfirearmscrimetype/cri/2019/juan_carlos_martin_viquez_and_others_v._state.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/cri/2019/juan_carlos_martin_viquez_and_others_v._state.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/usa/2017/united_states_of_america_v._jose_abraham_benavides_cira_et_al..html?lng=en&tmpl=sherloc

(NWEST) of the Canadian Firearms Program within the
Canadian Royal Mounted Police established a Firearm
Retailer Education Initiative to identify straw or suspi-
cious purchases. NWEST members reached out to the
Canadian Sporting Arms and Ammunition Associa-
tion (CSAAA), a firearms retailer association that rep-
resents members from the private sector across Can-
ada. Together with the retailers and based on previous
case law, NWEST developed a compilation of risk indi-
cators and red flags related to straw purchasers, with
the aim to enable retailers to identify and report suspi-
cious purchases for further investigations. The initiative
also contains capacity building and training for employ-
ees of retailers. Several reports have been filed since
the launch of the initiative. For instance, in April 2020, a
wholesaler reported a suspicious purchase, which led to
a search warrant. The subject of the investigation was
found in unlawful possession of a firearm and was in the
process of manufacturing a prohibited assault rifle.

GOOD PRACTICE

Countries should consider the development of
risk indicators and red flags related to straw
purchasers, with the aim of enabling retailers to
identify and report suspicious purchases.

2.4.2 Trafficking in parts and
components of firearms

As demonstrated by the cases that were available for
the Digest®°, parts and components of firearms are par-
ticularly suitable to be trafficked for two main reasons:
First, they can be used to produce or assemble firearms
illegally. In the light of recent technological develop-
ments, this has gained increasing importance as 3D
printed parts or gas and alarm weapons can be com-
bined with factory-made firearm components to assem-
ble fully functional firearms (see above, 2.3.4). Second,
to avoid detection of trafficked firearms, weapons are
often disassembled into their parts and components
and concealed between other (metal) items, as demon-
strated by many of the cases collected (see below
section 2.4.4). This practice makes it more difficult
for x-ray operators to identify firearms as single parts
and components are less visible than a full firearm. In

80 PER(i) (2021); PER(ii) (2020); KNA(i) (2017); ESP(i) (2017); ESP(ii)
(2018); URYx003 (2021); USAx252 (2016); USAx255 (2019).
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USAx255 (2019), for instance, the defendant shipped
firearm parts to Thailand. One of his accomplices would
purchase gun parts from United States manufacturers
through online purchases and direct the purchased
items to be sent to the defendant in California to con-
ceal the ultimate destination of the purchases. Upon
receipt of the gun parts, the items would be repack-
aged and concealed between other items for shipment
to Thailand. These gun parts included, for example,
numerous firearm parts, including key components for
AR-15 military-style assault rifles. The defendant was
convicted of unlawful export and conspiracy to launder
money and was sentenced to 55 months in prison.

The Firearms Protocol (Art. 3 subpara. (b)) defines
parts and components as “any element or replace-
ment element specifically designed for a firearm and
essential to its operation, including a barrel, frame or
receiver, slide or cylinder, bolt or breech block, and
any device designed or adapted to diminish the sound
caused by firing a firearm”. Their unauthorized trans-
border transfer is criminalized just like the trafficking of
firearms. Except for marking requirements, most pre-
ventive measures under the Protocol (including, where
appropriate and feasible, record-keeping) also apply to
single parts and components.

One of the major challenges that emerged through
the examined cases is the inconsistent regulation of
firearm parts and components across different juris-
dictions. Due to a lack of harmonization, criminals can
purchase firearm components in jurisdictions with low
regulatory barriers.

GOOD PRACTICE

States should align their domestic legislative
frameworks on firearms parts and components
with the Firearms Protocol to avoid the exploita-
tion of gaps and loopholes between different
jurisdictions.

2.4.3 Trafficking in ammunition®

The Firearms Protocol’s trafficking offence also extends
to ammunition. While firearms are durable goods,
ammunition is constantly used up and hence is very

81 See CTOC/COP/WG.6/2022/2.
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attractive for trafficking networks®2. Ammunition can
be trafficked independently, as it occurred in PER(i)
(2021), PER(ii) (2020), and URYx003 (2021) or, most
commonly, together with firearms®3,

Often ammunition is trafficked along the same routes or
even in the same shipments as firearms. Therefore, the
different patterns and modalities of ammunition traf-
ficking are as multifaceted as those of the illicit traffick-
ing of firearms. They range from maritime trafficking on
speedboats, concealment in containers on large cargo
ships or in cars that are shipped on vehicle carriers,
to airfreight trafficking, including postal shipments of
ammunition®4. In 2020, a Haitian national pleaded guilty
to attempting to export some 36,000 rounds of ammu-
nition to Haiti by concealing the contraband in a car he
intended to ship to the island (USAx278 (2022)). Sim-
ilarly, in DEUx051 (2014), a defendant was sentenced
for three cases of trafficking of 45,000, 60,000 and
70,000 rounds of ammunition to Lebanon in violation
of an arms embargo. The ammunition was concealed
in vans that were shipped to Lebanon by cargo ship8®.
Also land border trafficking of ammunition, including
through so-called “ant trafficking” remains a typical
trafficking pattern for smaller consignments of ammu-
nition. One particularly relevant case of ant trafficking
is mentioned in the 2021 Mexican lawsuit against gun
companies of the United States (USAx258 (2022)). An
individual was indicted for purchasing 37,200 rounds
of ammunition between 2016 and 2018 and trafficking
them into Mexico by means of 87 border crossings®®.

Even though it is consumed over time, ammunition, like
firearms, often remains in circulation for decades and
may be used a long time after manufacture. Interest-
ingly, this holds true for ammunition both in non-con-
flict and conflict-affected countries. For example, some
of the ammunition that has been retrieved at crime
scenes and sites of terror attacks in Europe appears to

82 Survey Summary on Ammunition, EMPACT OA 1.5, The Hague,
March 2023, Europol Operations Directorate, European Serious
Organised Crime Centre, 02-14, AP Weapons & Explosives

(unpublished).

83 For instance, ABW(i) (2021); BLZ(i) (2020); GRD(i) (2021); GUY (i)
(2020); URYx002 - URYx003 - URYx004 (2021); PER(ii) (2020);

PER(iii) (2021).

84 UNODC, lllicit Trafficking in Firearms, Their Parts, Components
and Ammunition to, from and across the European Union: Regional

Analysis Report 2020, (Vienna, 2020), pp. 104 and 126.

85 Germany, Federal Court of Justice, Sentence 3 StR 314/13 of 24

July 2014.

86 United States District Court for the District of Massachusetts,
Estados Unidos Mexicanos, v. Smith & Wesson Brands, INC. and

others, Complaint, 4 August 2021, para. 147.
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be old ammunition manufactured in the period from the
1960s to the 1990s%”. Ammunition retrieved at crime
scenes in four European countries was manufactured,
on average, 33 years before its use®8. Similarly, to take
an example from a conflict setting, most of the 4,793
rounds of small-calibre ammunition documented by
Conflict Armament Research in Ukraine between 2018
and 2020 were manufactured at least 20 years ago,
spanning a production period going back 55 years. In
fact, none of the ammunition documented had been
manufactured after the time of the outbreak of the
conflict in 20148, Another study conducted by Small
Arms Survey concluded that more than 70 per cent of
the firearms ammunition that was seized in Ukraine
was manufactured before 1991, and only 1 per cent
after 2010°°,

Some interesting cases that were collected dealt with
military material such as grenades. In HND(i) (2008),
authorities detected a vessel with a Honduran flag in
Colombian coastal waters heading to Honduras with
a large quantity of drugs, ammunition and grenades
on board. Investigators presumed that the drugs were
ultimately destined for the United States, while the
war material should remain with the drug cartels in
Central America. Other interesting examples dealing
with military materials such as explosives were found
in PHLx012 (2018), SLV(i) (2019) and in cases in the
Western Balkans. For instance, in ALB(i) (2017-2018)
an operation called “Porosia” led to the arrest of six
Albanian nationals and to the seizure, among others,
of a large amount of TNT, five pieces of plastic explo-
sives, five boxes of 500 detonator capsules, ten gre-
nades, 720 cartridges model 56 and 10 grenade unifi-
ers. According to the Albanian expert, criminal groups
in the country increasingly use improvised explosive
devices to protect their activities and eliminate oppo-
nents. Some of the material dates back to former mili-
tary arsenals of 1990.

87 Nicolas Florquin and André Desmarais, “Lethal legacies: llicit
firearms and terrorism in France” in Triggering Terror: lllicit Gun
Markets and Firearms Acquisition of Terrorist Networks in Europe,

Nils Duquet, ed. (Brussels, Flemish Peace Institute 2018), p. 213.

88 André Desmarais and others, “Monitoring illicit ammunition through
the ballistic datasets of four European countries”, Forensic Science

International, vol. 330 (2022), p. 1.

89 Conflict Armament Research, Weapons of the War in Ukraine. A
Three-Year Investigation of Weapon Supplies into Donetsk and

Luhansk (London, 2021), pp. 61 ff.

90 Matt Schroeder and Olena Shumska, Making the Rounds: lllicit
Ammunition in Ukraine, Emilia Dungel, ed. (Geneva, Small Arms
Survey, Graduate Institute of International and Development Studies,
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Some cases indicate that investigations into ammuni-
tion trafficking tend to remain at the surface instead of
investigating the full scale of a case. In PER(ii) (2020)
police personnel patrolling the border city of Tumbes
stopped two Ecuadorian and Venezuelan nationals,
each carrying 250 firearms cartridges, for which they
had no authorization. The forensic ballistics expert
report established that the sample corresponded to
a previously seized batch of 5,000 rounds of shotgun
ammunition. The traffickers were accused under Art.
279 of the Peruvian Penal Code on charges of unau-
thorized ammunition trafficking but no further inves-
tigations were carried out to link both cases. Often
investigators are hesitant to properly investigate
ammunition trafficking as due to the lack of serial num-
bers and, in most countries, batch markings, ammu-
nition is more difficult to trace than firearms. Ballistic
examination and ballistic comparison may help inves-
tigators to develop new investigative leads and to find
connections between ammunition trafficking cases®'.
Furthermore, the adoption of a new global framework
on conventional ammunition, which also contains com-
mitments regarding the investigation of ammunition
diversion and trafficking, may generate new momen-
tum to take a closer look into ammunition trafficking.

2.4.4 Use of postal and
courier services®?

The use of fast parcels or postal deliveries is emerging
as a growing modus operandi for trafficking firearms
and particularly firearms components around the world.
In particular with the increasing purchase of firearms
through online platforms, including dark web market-
places, postal and parcel trafficking has rocketed.

Inthe above-mentioned Caribbean cases BHS(i) (2021)
and BRB(i) (2013) straw purchasers legally bought fire-
arms in the United States and then trafficked them by
courier services to their final destination. This method
is very attractive to criminals because it offers the
possibility of hiding individual parts and components
in several packages, and then ship them separately,
concealed between other similar looking items, mak-
ing their detection with x-ray scanners difficult. More-

91 On possible investigative strategies for strengthening the tracing of
ammunition see “Preventing and combating the illicit manufacturing
of and trafficking in ammunition”, background paper prepared by the
Secretariat, CTOC/COP/WG.6/2022/2, 25 February 2022, especially
paras. 73-79.

92 See also Section 4.3.6 of the UNODC Guidelines on the Investigation

and Prosecution of Firearms Offences.
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over, even in case of detection, the identification of
sellers and purchasers is almost impossible due to the
impersonal delivery, which in some cases includes the
delivery to anonymous package receiving services.

Controlled deliveries can be a promising investigative
strategy to unveil the recipient of parcel-trafficked fire-
arms. This was the case in PAN(i), in which authorities
identified a US citizen who intended to send two fire-
arms with a courier service to a person in Panama. The
Office of the Prosecutor in Panama initiated investiga-
tions and closely cooperated with their counterparts
in the United States. A controlled delivery eventually
led to the arrest of the suspect in Panama. To further
identify the seller and therefore investigate the entire
trafficking chain, in a second step, the financial and
communication information of the suspect could have
been cross-checked.

CASE STUDY
Use of parcel delivery companies -
NLD/POL(i) (2022)

Another recent international two-year opera-
tion NLD/POL(i) (2022) led by law enforcement
authorities from Poland and the Netherlands has
resulted in the takedown of a trafficking network
accused of trafficking firearms into Poland using
parcel delivery companies. 82 individuals were
arrested in Poland and the Netherlands, and 250
firearms were seized. For the trafficking scheme,
the trafficking network purchased deactivated
firearms and blank firing weapons of various
types across Europe, both legally and illegally,
and stored them in the Netherlands. From there
the firearms were sent to Poland, where the traf-
ficking network maintained an illegal gunsmith
workshop to reactivate or convert the weapons
into live-firing firearms. The firearms were even-
tually advertised for sale on Polish online mar-
ketplaces as ‘antique’ or ‘deactivated’, for which
the sale is authorized without a licence. The ille-
gal, live-firing weapons would then be offered
for sale to trusted clients. Once sold, they were
sent via parcel delivery companies to middle-
men for further distribution in Poland or directly
to the clients who purchased the firearms. The
organized crime group also supplied ammunition
alongside the weapons. According to the inves-
tigators this gang is suspected of having distrib-
uted several hundred illegal firearms.




Another leading case was Operation Armstrong VII
(2020) whose aim was to target the trafficking of
firearms to and within the European Union through
post and courier services. The operation was carried
out in 26 countries within the framework of EMPACT,
included the check of over 42,000 parcels and resulted
in the seizure of hundreds of firearms®3,

GOOD PRACTICE
Controlled Deliveries

Controlled deliveries can be an effective inves-
tigative technique to identify the recipient of
firearms that are trafficked through fast parcel
or courier companies. After identifying the sus-
pected recipient of the firearms, his financial
information and communication can be cross-
checked in order to identify other suspects
involved in the trafficking.

See also Section 3.37 of the UNODC Guidelines
on the Investigation and Prosecution of Fire-
arms Offences.

Another good practice to detect suspicious ship-
ments is the development of risk indicators and red
flags both for customs as well as private courier
companies. For instance, some countries in the Euro-
pean Union systematically screen packages from the
United States that, in accordance with the customs
declaration form, contain sporting equipment for an
item value of more than USD 100 with a low total
gross weight of the package. Customs intelligence
has shown that shipments matching these criteria
often contain firearm parts. Furthermore, by follow-
ing the financial transactions of customers of online
shops for firearm parts and components, investiga-
tors may be able to identify suspects.

93 This case is examined in detail in Section 3.5.1 of Chapter 3, infra.
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CASE STUDY

Trafficking of firearm components via
parcel delivery service from US to UK
- GBR (i)

This case was triggered by the UK Border Force
interception of three parcels bound for two
addresses in the North of England, via the fast
parcel delivery service. The parcels were found
to contain component parts for two Glock 26
Pistols. These component parts were concealed
within electrical items. All three packages origi-
nated from the same shipping agent in Houston,
Texas, US.

Working with the ATF and UK Police it was
established that there had been 15 shipments
sent from the US to the UK which were all linked
through the same shipping agent. A total of 11
Glock Pistols were purchased in the US and
trafficked to the UK. Two of the 11 Glock Pis-
tols were detected at a UK Airport, and one was
intercepted in the US. During a series of con-
trolled deliveries four Glock Pistols were recov-
ered and suspects arrested, leaving 5 pistols
missing at that time. Six men pleaded guilty to
possessing firearms with the intent to endanger
life and the importation of firearms from the USA
and sentenced to 12 years imprisonment.

At later stage, following a shooting in the North
of England police investigations lead to execut-
ing a search warrant at the house of a suspect
and four firearms were seized and submitted for
ballistic examination, which revealed that one
Glock 9mm Pistol firearm was among the miss-
ing firearms trafficked into the UK from the USA,
containing parts from two different guns.

2.4.5 lllegal trade of firearms as a
form of trafficking

Firearms transfers are generally legal if all States
involved in the transfer, particularly the states of
export, import and transit, have authorized the trans-
fer. In many States, export decisions are guided by
national export criteria, which often also take into
account international commitments and obligations
of the respective State. Particularly the ATT estab-
lishes core obligations related to the international



trade in arms, including firearms. In Article 6, the ATT
prohibits States parties to authorize an arms export,
if the export would violate a United Nations Security
Council arms embargo or obligations relating to the
transfer of, or illicit trafficking in, conventional arms,
or if the arms would be used in the commission of any
of the grave offences listed in the Treaty. Article 7
further requires States parties, before authorizing
a firearms transfer, to assess whether the exported
arms could be used to commit or facilitate a serious
violation of international humanitarian law, interna-
tional human rights law, or an offence relating to ter-
rorism or transnational organized crime.

The lawfulness of an export in line with the ATT and
national trade regulations is not directly connected to
the trafficking offence of the Firearms Protocol. In short,
an export authorization can violate the obligations of
the exporting countries but legitimize the transfer in the
sense that the transfer does not constitute the offence
of illicit trafficking because the transfer has been for-
mally authorized. However, arms transfers that violate
the obligations of a State party to the ATT can raise
suspicions and entry points for investigations if the
involved individuals have indeed obtained the required
authorizations. If this is not the case, the trafficking
offence(s) under foreign trade law might apply.

In NLDx009 (2018) the defendant was the owner of
two logging companies operating in Liberia during the
conflict between 1999 and 2003, which facilitated the
import, storage and distribution of weapons used by
Charles Taylor's regime in Sierra Leone. The prose-
cution claimed that by facilitating the import of arms,
the defendant infringed the United Nations Security
Council embargo prohibiting the sale or supply of arms
to Liberia and became an accomplice in war crimes
committed with those weapons. He was acquitted of
war crimes in 2006 in a Dutch court due to the lack
of evidence linking him to the main perpetrators but
convicted for violating the United Nations Security
Council arms embargo against Liberia and sentenced
to eight years of imprisonment. He was later acquitted
of all charges by a Court of Appeal, but that judgment
was declared null and void by the Dutch Supreme
Court in 2010. On 21 April 2017, another Court of
Appeal convicted the defendant in absentia and sen-
tenced him to 19 years of imprisonment for illegal traf-
ficking of weapons and ammunitions and complicity in
war crimes committed by the Liberian armed forces,
through making an “active and conscious contribution
to the war”. In the assessment of the court, by pro-
viding and facilitating the distribution of weapons to
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Charles Taylor’s regime, the defendant exposed him-
self to the significant probability that war crimes and/
or crimes against humanity would be committed by
third parties with the weapons.

As shown in the case study below, in addition to unau-
thorized transfers of arms and ammunition also the
transfer of dual-use items, tools and technology can
be of particular importance in the context of embargo
violations.

CASE STUDY
Violation of arms embargoes - DEU(i)°4

In August 2023, French authorities detained a
German businessman on the basis of a Euro-
pean arrest warrant and transferred him to Ger-
many for the purpose of criminal prosecution.
The defendant is strongly suspected of having
commercially violated German foreign trade law.

As managing director of a German company for
the production of and trade in modern machine
tools he maintained long-standing business
relations with Russian arms manufacturers. Due
to the Russian annexation of Crimea, the Euro-
pean Union imposed extensive trade restric-
tions in 2014, which, in addition to an embargo
on military equipment, also prohibit the export
of dual-use goods.

In spring 2015, the defendant concluded three
contracts with a Russian arms manufacturer
for the delivery of a total of six machine tools
including accessories. The machines were
needed for the serial production of sniper rifles.
In order to conceal the transactions, the defen-
dant used other companies founded by him as
well as another Russian company and delivered
the items with the involvement of third-party
companies via Switzerland and Lithuania. The
order volume amounted to around EUR 2 million.
A contract with the Russian arms manufacturer
also included the installation of the machines
and the training of employees.

94 See Press release: “Anklage wegen mutmaBlicher VerstoBe
gegen das AuBenwirtschaftsgesetz erhoben” of the Federal Public

Prosecutor General (13 November 2023).
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Also, both German cases (DEUx049 (2021) & DEUx050
(2019)) that are discussed in the context of misleading,
false or lacking documentation and information (see
below, 2.7.2) have trade components. In both cases, reg-
istered arms manufacturers presumed that the national
licensing authority would not issue an export authori-
zation for the intended final destination of the exported
firearms. They, therefore, provided false information in
the licence requests and end-user-certificates with the
result that the export was authorized, in contravention
of German export regulation. When the conduct was
uncovered criminal investigations were initiated and
representatives of both companies were convicted.

In an emerging type of litigation to ensure corporate
accountability, licensing decisions issued by States
have been challenged to enforce existing arms export
regulations®. This issue was brought forth in Belgium
in BEL(i) (2018)%. The State at the time of litigation
supplied Saudi Arabia with small arms and light weap-
ons?, while Saudi Arabia was accused of committing
severe breaches of international law in Yemen®8. Sev-
eral NGOs filed administrative complaints requesting
that the courts suspend the execution and repeal sev-
eral licensing decisions of October 2017 taken by the
Prime Minister of the Walloon region for the export of
weapons to Saudi Arabia. One of the impugned licens-
ing decisions notably foresaw the export by the arms
manufacturer FN Herstal of smooth-bore weapons
with a calibre of less than 20 mm as well as other arms
and automatic weapons with a calibre of 12,7 mm or
less. The court suspended six licences and eight were
annulled. It found that a proper assessment had been
made by the Walloon region regarding the risk that
peace, security and regional stability may be threat-
ened, but that it had failed to assess another essential
criterium, namely the buyer’s past practice regarding
respect for public international and humanitarian law.
The court held that, given the lack of such an assess-
ment, the decision clearly violated existing regula-
tions and the licences needed to be suspended and
annulled, respectively.

95 Christian Schliemann, Linde Bryk, ‘Arms Trade And Corporate
Responsibility: Liability, Litigation and Legislative Reform’,

Friedrich-Ebert-Stiftung (FES), November 2019.

96 For more information on this case, see UNODC, SHERLOC case law

database, Case No. BELO46.

97 Sixteenth Annual Report according to Article 8(2) of Council
Common Position 2008/944/CFSP defining common rules
governing control of exports of military technology and
equipment, 2015/C 103/01, for the categories, ML1, ML2, ML3.

98 Human Rights Watch, ‘Yemen: Coalition Drops Cluster Bombs in

Capital, 7 January 2016.
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GOOD PRACTICE
Enforcement of export regulations
through administrative and criminal law

Where international and domestic export con-
trol regulations are violated, criminal justice
responses and administrative proceedings can
play an important role in enforcing international
arms trade obligations.

2.5 Tampering with
firearm markings®®

To hinder tracing efforts by law enforcement author-
ities, serial numbers of firearms are often erased or
altered, which considerably complicates the investiga-
tion and prosecution of firearms trafficking offences.

The Firearms Protocol contains two mandatory crimi-
nal offences related to the marking of firearms, namely:
(i) the falsification and (ii) the obliteration, removal or
alteration of firearms markings that are required by the
Protocol. While the Protocol does not require States
to criminalize the tampering of markings on individ-
ual parts or components and ammunition, States that
apply such markings are free to go beyond the manda-
tory requirements of the Protocol and establish corre-
sponding offences.

In a large number of cases that were assessed for the
present Digest the markings of seized firearms were
obliterated, removed or altered'°. However, by far not
all countries also criminalize the offence of tampering
with markings in accordance with Article 5 of the Fire-
arms Protocol. If they do, the conduct is sometimes only
considered as an aggravating circumstance of other
offences instead of a stand-alone offence. Therefore,
investigations often pay little attention to the tamper-
ing of markings, which can also be an important indi-
cator that the seized firearms have been internationally
or domestically trafficked. Various cases from differ-
ent regions of the world revealed that the obliteration,
removal, and alteration of markings on industrially
manufactured firearms is a typical trafficking feature to
impede their tracing. In SLV(i) (2019) some State offi-

99 See also Section 2.5.3 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

100 ABW(i) (2021); BHS(i) (2021); CRIx008 (2019); DOM(i) (2017-2018);
PRY(ii) (2021); LCA(i) (2021); USAx253 (2017).
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cers in charge of the custody of firearms were involved
in the corrupt diversion and subsequent selling of
some of these weapons after the removal of their serial
numbers. By removing the serial numbers, the officials
intended to cover their tracks and obfuscate that the
firearms were in official custody before. Similarly, in
CRIX008 (2019)'%", the head of a registered firearms
importer, who sold the firearms through private secu-
rity companies to criminals, filed off the serial numbers
on the firearms, in order to impede tracing efforts.

CASE STUDY
lllicit Trafficking and Obliteration of
Markings - USA(ii) (2018)102

On 1 June 2017, in the cargo terminal at Galeéo,
Rio de Janeiro’s international airport, the Brazil-
ian police seized 45 Kalashnikov type rifles and
15 AR-15 type rifles concealed in hollowed out
water heaters that had been shipped from the
United States without import or export autho-
rizations.

The Brazilian investigation that led to the sei-
zure at Galedo airport began with the death, in
2015, of a Brazilian police officer in Sdo Gongalo.
The Brazilian police investigated the origin of
the firearm used in the killing, and their inqui-
ries led them to a gang involved in firearms traf-
ficking. During the surveillance of the gang, the
water heaters at Galedo airport arrived, were
inspected and the firearms were seized.

Inspection revealed that the rifles’ serial num-
bers had been obliterated. With the shipping
documents the freight forwarding company
could be identified that led the police to suspect
F.B. who had arranged the shipment and deliv-
ered the cargo. On the day after the seizure in
Brazil F.B. had phoned the company and asked
them to destroy all documentation. Instead,
employees recorded the phone call and coop-
erated with law enforcement officers. Financial
records revealed that F.B. had previously pur-
chased the same model of water heaters that
were used to conceal the smuggled firearms. »

101 See detailed case study in Section 2.8.3, infra.

102 United States of America versus Frederik Barbieri, case 18-cr-20060-

RNS.
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It is very likely that the seized shipment was
part of a much larger and longstanding smug-
gling operation organized by F.B. In February
2018, US law enforcement officers raided two
storage units that had been rented by F.B. in
Florida, where they found 52 rifles, over 2,000
rounds of ammunition, five handguns and doz-
ens of high-capacity magazines. Forty-nine of
the rifles had been wrapped for shipment and
many had obliterated serial numbers. Further-
more, the freight forwarding company revealed
that between 2013 and 2017 F.B. had shipped to
Brazil hundreds of water heaters, air condition-
ing units and electric motors, all of which could
have been modified to traffic firearms.

F.B. pleaded guilty in May 2018 to four charges
of unlicensed export of defence articles and to
one charge of conspiracy to obliterate serial
numbers and ship the firearms without notifying
the carriers that the cargo contained weapons.
He was sentenced to 12 years and eight months
in jail. In September 2018, ten members of the
arms trafficking gang were convicted in Brazil,
including the son of F.B.103

According to an expert from Mali, the Sahel region
experiences many organized crime groups using weap-
ons with altered markings to commit crimes. Weapons
of this type also emerged in the context of attacks car-
ried out by terrorist groups. The expert underlined that
in some cases the techniques and methods used to
remove the serial numbers are identical, leading to the
presumption that the tampering procedure was carried
out by the same groups or individuals. In an ongoing
investigation relating to a terrorist attack in the north
of Mali, this information has allowed to establish con-
nections between individuals and criminal groups, and
a connection with previous attacks. While the informa-
tion was important at an intelligence and operational
level, the expert concluded that further legislative
efforts in the region are needed to unanimously crim-
inalize the tampering with firearms markings. Such
legislative efforts should be combined with awareness
raising and training activities for practitioners.

103 See BRA(ii) (2018), supra.


https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/cri/2019/juan_carlos_martin_viquez_and_others_v._state.html?lng=en&tmpl=sherloc

GOOD PRACTICE
Restoring Erased Serial Numbers

In many cases, erased serial numbers can be
restored by forensic experts through magnetic
and / or chemical techniques.

See also Section 3.28 of the UNODC Guidelines
on the Investigation and Prosecution of Fire-
arms Offences.

2.6 Ancillary offences’*

Art. 5, para. 2(a) of the Firearms Protocol requires
States parties to establish as ancillary offences the
attempt to commit and the participation as an accom-
plice in the offences established in the Firearms Pro-
tocol. Depending on the basic concepts of each legal
system, the criminalization of an attempt might be
understood to include both acts perpetrated in prepa-
ration for a criminal offence and those carried out in
an unsuccessful attempt to commit the offence'®, In
GBRx116 (2022), for instance, the defendant was con-
victed in the UK for attempting to possess a prohibited
firearm after placing an order online for the internal
parts of a Glock 17 that he intended to combine with
3D printed parts to form a fully functioning firearm.
The shipment was intercepted on its arrival in the UK
and the defendant was sentenced to 3 years and nine
months of imprisonment.

In some legal systems, attempts are punished with the
same penalty as the completed offence, while in other
systems, they are subject to a lower penalty. Further-
more, pursuant to Art. 5, para. 2(b) of the Firearms Pro-
tocol, States parties shall also criminalize organizing,
directing, aiding, abetting, facilitating, or counseling
the commission of the offences established in the Pro-
tocol. Most States will have already criminalized the
ancillary offences of Article 5, para. 2 as part of the
general criminal law applicable to all criminal offences.

In URYX004 (2021) Operation Investigacion Escape
led to the criminal conviction of two males, L.D.G.M.
and J.C.R.Z., on the count of international trafficking

104 See also Section 2.5.7 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

105 See the interpretative notes to the Protocol (A/55/383/Add.3,
paragraph 6).
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in firearms, ammunition, explosives and other related
materials. The court convicted L.D.G.M. as princi-
pal offender of firearms trafficking to a penalty of 12
months of imprisonment and J.C.R.Z as accomplice
to a penalty of 12 months of home confinement. The
case underlines how courts can take into account dif-
ferent levels of participation in their penalties’.

One of the crucial aspects of the adjudication of an
attempt is the start of criminal liability: it is important
to consider when an attempt can be deemed to have
taken place. The question of the extent to which
unsuccessful attempts should be penalized depends
to a large extent on whether the emphasis is placed
on the offender’s criminal intent or whether it should
be required that the external nature of the act is likely
to lead to the realization of the criminal result. That
issue was at the heart of SWEx001 (2023), in which
police found automatic assault rifles during a search
and replaced them by fake copies. Four months later,
the defendant came to retrieve the weapons and
was arrested and charged with attempting to unlaw-
fully possess the firearms. However, the Swedish
Supreme Court reversed the defendant’s convic-
tion, stating that criminal liability as a starting point
should not occur if the danger of the offence’s com-
pletion was excluded already when the offender’s
intention was formed. In this case, the danger of the
offences being completed was excluded due to the
fact that police had, more than four months earlier,
seized the objects.

2.7 Associated offences

In addition to the offences under the Firearms Proto-
col, most jurisdictions also criminalize the illicit pos-
session and carrying of firearms in order to enforce
national licensing regimes. Criminal offences related
to providing misleading or false information in licens-
ing procedures or failing to comply with record-keep-
ing requirements also help prevent the diversion of
firearms. Finally, due to the high value of illicit fire-
arms, money laundering schemes are often required
to hide the proceeds of firearms crime while corrup-
tion is prevalent to bribe border guards or arms con-
trol authorities.

106 For more information on this case see Section 4.4 of Chapter 4,
infra.
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https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_escape.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/swe/2023/case_no_b_5813-22.html?lng=en&tmpl=sherloc

2.71 Possession and carrying
of firearms

Unlike the Programme of Action, the Firearms Proto-
col does not mention the criminal offence of illicit fire-
arms possession. However, in a considerable number
of cases that were assessed for the Digest'”’, law
enforcement and judicial authorities have resorted to
the offences of illicit possession and carrying. In addi-
tion to the offence of illicit possession, some jurisdic-
tions establish the possession of a certain number of
illicit firearms as an aggravating circumstance.

The cases examined have brought to light three dif-
ferent scenarios in which the offences of illicit pos-
session or carrying of firearms were applied. First, in
some cases the criminal conduct is simply limited to
illicit possession or carrying. This is the case in partic-
ular when licensed firearms holders omit to renew their
license and, therefore, become unauthorized.

Second, some jurisdictions have not (sufficiently)
criminalized the Protocol’s offences. Due to legislative
gaps, criminal justice systems resort to the offences
of illicit possession or carrying of firearms as ‘catch
all' offences to investigate, prosecute, and adjudicate
conduct involving illicit firearms more broadly. In these
cases, legislative amendments are required to provide
the criminal justice system with the required legal fun-
dament to bring perpetrators to justice.

Finally, cases in which despite a national legal frame-
work containing the Protocol's offences and firearms
that were seized during the investigation being of illicit
origin, the suspects are prosecuted and adjudicated on
the basis of illicit firearms possession or carrying. This
may include cases where a violation of the national fire-
arms control regime is at the core of the investigation
as well as cases in which illicit firearms emerged in the
context of other, sometimes more serious, crimes (for
instance, a homicide or during investigations against
drug cartels). In these cases, the offences of illicit
possession and carrying serve investigators as a fall-
back option for mainly two reasons. First, that despite
all available and appropriate investigative measure
having been taken, the illicit origin of a firearm cannot
be determined. In this case, only the person that was
found in possession of the firearm can be charged. Or

107 ATG(i) (2018); ABW/(i) (2021); BHS(i) (2021); BHS(ii) (2018): BLZ(i),
BLZ(ii) (2020); CUW(i) (2021); CUW(ii) (2020-2021); DOM(i) (2017-
2018); GRD(i) (2021); GUY(i) (2020); KNA(i) (2017): JAM(i) (2019);
USAxX280 (2020).
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second, that the charge of illicit possession is the most
effective way to justify a firearms seizure and take
firearms out of circulation, even if it may appear clear
from additional circumstances that the firearm(s) had
been illicitly manufactured or trafficked, thus avoiding
complex (parallel) investigations into the illicit origin of
a firearm'8, In light of resource constraints within the
criminal justice system in many countries, the tendency
towards a fast and efficient closing of investigations is
understandable. But at the same time, by not investi-
gating the illicit origin of a firearm, investigators miss
out on understanding trafficking patterns and draining
the source of illicit firearms in their respective country
in a more sustainable manner'®,

In some firearms acts, the offence of illicit possession
is based on the legal presumption that if a person is
found in possession of a certain number of firearms, it
is presumed that they were possessed with the intent
to traffic them. In Belize, for instance, pursuant to
Section 31A of the Firearms Act, which was included
in 2018, “a person who [...] is in possession of more
than two illegal firearms, commits the offence of illicit
trafficking”, punished with imprisonment for a term of
ten years. Similarly, Section 9a, para. 3 of the Firearms
Act of the Bahamas, which was inserted in 2011, crim-
inalizes the possession for the purpose of supplying
another with firearms, if a person is found in posses-
sion of two or more firearms or 25 or more rounds of
ammunition without a certificate of purchase. This kind
of offences help overcome evidentiary issues that arise
when all elements of a transnational transfer must be
proven otherwise. However, they also bear the risk that
for investigators it might suffice to prove that a person
was in possession of two illicit firearms, without inves-
tigating their illicit origin. Accordingly, in various of the
analyzed cases, illicit firearms were not properly traced
back once their illicit possession could be proved'°.

In addition to offences that solely focus on the illicit
possession or carrying of firearms, some jurisdictions
also criminalize the use of firearms in the commission of
other offences or establish such conduct as an aggra-
vating circumstance of the respective primary offence.
Article 14, para 1 of the recently amended Firearms
Act of Jamaica, for instance, criminalizes any use or
attempt to use firearms to commit other offences.

108 BLZ(i) (2020); BRB(i) (2013); LCA(i) (2021).

109 Successful investigative strategies to investigate the origin of illicit
firearms are further addressed in Section 3.5.

110 See, for instance, BLZ(i) — BLZ(ii) (2020); BHS(i) (2021); BHS(ii)
(2018).


https://sherloc.unodc.org/cld//case-law-doc/illicitfirearmscrimetype/usa/2020/united_states_of_america_v._jermaine_craig_rhoomes.html?lng=en&tmpl=sherloc

2.7.2 Misleading, false or lacking
documentation on firearms™

Various provisions of the Firearms Protocol contain
record-keeping requirements. Such records are indis-
pensable to establish effective firearms control and
trace illicit firearms back to their last legitimate holder.
The Protocol does, however, not enforce these mea-
sures through corresponding criminal offences. To
criminalize wrongful conducts that result in wrong or
incomplete records, many countries have established
as criminal offences the provision of false or mislead-
ing information to obtain authorizations or licences, the
failure to maintain records and submit reports (e.g. by
manufacturers or dealers) or the tampering of existing
records, through falsification, alteration or obliteration.
In some jurisdictions, these criminal offences are not
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limited to the context of firearms control but criminalize
such conduct more broadly as part of national criminal
codes for any public records or information provided to
official authorities.

The Legislative Guide on the Implementation of the
Firearms Protocol suggests that the punishments
for record-keeping offences should be the same as
those applied for the Protocol’s offences to ensure
that offenders cannot avoid harsher sanctions simply
by failing to keep or destroying the records needed to
establish that criminal conduct has taken place. More-
over, for the mental element of the offence, States
could consider a lower level than intention, for instance,
gross negligence, to ensure that persons with an obli-
gation to keep and maintain records cannot evade their
responsibility by invoking an absence of intention.

CASE STUDIES
Provision of wrong or misleading information - DEUx049 (2021) and DEUx050 (2019)

A widely discussed case (DEUx049 (2021)) as an example of providing false information was the export of
more than 4,000 assault rifles by the German gunmaker Heckler & Koch to Mexico in the period from 2006 to
2009. Anticipating that the German export control authorities might not authorize the export of the firearms
to the Mexican States of Jalisco, Chiapas, Guerrero and Chihuahua because of human rights considerations
at the time, company officials acted in collusion with the Mexican central procurement office to obtain an
end-user certificate that excluded those States from the list of final recipients. On the basis of that certif-
icate, export to Mexico was authorized. However, some of the firearms ended up in Guerrero State, which
had been seen as the most important customer from the outset, according to internal Heckler & Koch e-mail
communications. In 2014, during a police operation in the town of Iguala in Mexico, seven students were killed
and 43 were forcefully “disappeared” and reportedly handed over to a criminal syndicate. Investigations
found that at least seven policemen fired G36 rifles that originated from the shipment from Heckler & Koch.
In 2019, two company officials were convicted of export on the basis of a fraudulently obtained licence. In
addition, EUR 3.7 million, the sales price of the firearms, were confiscated from the company™2. According
to the criminal provisions of the German Foreign Trade and Payments Act, if a licence is required, “an action
without a licence shall be equivalent to an action on the basis of a licence obtained by threat, bribery or col-
lusion or obtained fraudulently by means of incorrect or incomplete data”.

A similar case (DEUx050 (2019)) involves the arms manufacturer Sig Sauer, headquartered in Germany and
the United States of America. In 2009, the United States branch of the company made a deal with the Colom-
bian police to deliver firearms worth EUR 270 million. Owing to production problems at its United States
facility, at least 47,000 pistols from the German plant were shipped to the United States factory for onward
transport to Colombia. | 2

m
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See also Section 2.5.8 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

Ben Knight, “Heckler and Koch fined €3.7 million over illegal arms sales
to Mexico”, DW News, 21 February 2019; Regional Court Stuttgart,
Germany, 13 KLs 143 Js 38100/10, Judgment of 21 February 2019.



https://sherloc.unodc.org/cld/en/case-law-doc/criminalgroupcrimetype/deu/2021/bgh_urteil_vom_30.03.2021_3_str_47419.html
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/deu/2019/lg_kiel_urteil_vom_03.04.2019_-_3_kls_318.html
https://sherloc.unodc.org/cld/en/case-law-doc/criminalgroupcrimetype/deu/2021/bgh_urteil_vom_30.03.2021_3_str_47419.html
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/deu/2019/lg_kiel_urteil_vom_03.04.2019_-_3_kls_318.html
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were confiscated from Sig Sauer3,

Sig Sauer managers were accused of having concealed the final destination of the weapons by submitting
false end-user certificates to the German export authority, naming the United States as the final destination.
An authorization request for export to Colombia would probably have been denied. The regional court of Kiel,
Germany, sentenced the Chief Executive Officer of the United States branch and two managers at the Ger-
man branch to suspended prison sentences and fines. The proceeds of the illicit transfer, EUR 18.5 million,

The cases give two examples of firearms manufactures
that obtained export authorizations by providing wrong
or misleading information. In both cases the judgement
was based on the fraudulently obtained licences.

Some of the identified cases, such as CHL(i) (2021)"4
and CRIx008 (2019), pointed to the importance of
establishing supplementary offences on firearms
licensing and records-keeping to strengthen the
national responses to firearms trafficking related
offences. Such offences are particularly important
where the general offences in national criminal codes
of making false or misleading statements do not suf-
ficiently cover information provided in the context of
national licensing regimes. The offences should include
the provision of misleading or false information or the
omission of relevant facts in requests for any kind of
licences or authorizations foreseen in national firearms
acts but also the use of false or misleading documents.
In CRIX008 (2019)"5 an organized crime group in Costa
Rica set up a complex trafficking scheme that involved
a registered firearms importer and various private
security companies. Firearms were legally imported
and allegedly sold to the private security companies
but in fact were transferred to criminals. In order to
cover the diversion to the black market, the organized
crime group provided false information in their licence
applications, claiming that the firearms would be sold
to the private security companies, which was never
intended. At the same time, corrupt government offi-
cials falsely verified the presence of the firearms with
the private security companies, thereby falsifying offi-
cial records.

113 Case-summary by Sibylle Bauer and Mark Bromley, Detecting,
Investigating and Prosecuting Export Control Violations: European
Perspectives on Key Challenges and Good Practices (Solan,
Sweden, Stockholm International Peace Research Institute, 2019),
p. 25 ff.; regional court of Kiel, Germany, 3 KLs 3/18, Judgment of
3 April 2019. For more information on these cases, see UNODC,
SHERLOC case law database, Cases No. DEUx049 (2021) and
DEUx050 (2019).

114 This case is examined in Section 3.2.3 of Chapter 3, infra.

115 See detailed case study in Section 2.8.3, infra.

2.7.3 lllicit firearms and money
laundering™®

In broad terms, money laundering refers to illicit con-
ducts linked with the circulation and concealing of
goods that are the proceeds of a crime™’. Money laun-
dering is a criminal activity strictly connected with
many illicit activities that produce profits, including fire-
arms trafficking and related offences. Money launder-
ing facilitates illicit firearms offences in different ways.
For instance, it may be a vehicle to reinvest the pro-
ceeds of another crime in firearms offences, or it may
happen that criminals reinvest the proceeds of firearms
trafficking to commit other offences. More importantly,
for criminal networks that are involved in the trafficking
of firearms, money laundering is indispensable to con-
ceal the trafficking proceeds by converting them into a
legitimate source.

States parties to the Firearms Protocol must criminal-
ize the offences of laundering of proceeds of crime
in accordance with Art. 6 para. 1 of the UNTOC and
must include the offences of the Protocol as predicate
offences.

A leading case found is ESP(iii) (2020-2022)"8,
which involved a transnational criminal group spe-
cialized in the trafficking of large amounts of small
arms and light weapons, including to armed conflicts
in North Africa and the Middle East. Seven suspects
were arrested and property worth EUR 10 million
was seized. In order to launder the proceeds of the
illicit arms deals, the group had set up a complex
money-laundering scheme that enabled them to
invest the proceeds in real estate and legal busi-
nesses. The proceeds were first sent to tax havens

116 See also Section 2.6.1 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

117 According to Art. 21 of UNTOC “Proceeds of crime” shall mean any
property derived from or obtained, directly or indirectly, through the
commission of an offence.

118 This case is examined in detail in Section 3.5.2 of Chapter 3, infra.
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and countries with lower financial accountability,
from where they were transferred to bank accounts
in Europe — mainly Switzerland and the United King-
dom —and then to Spain, where they were introduced
into legal commercial activities. This case points to
the illicit movement of the proceeds of illicit firearms
offences through different jurisdictions and under-
scores the importance of financial investigations to
tackling money laundering in the context of firearms
trafficking, as well the added value of coordinating
efforts and international cooperation.

In another case (ITA(ii) (2017))"°, the Judicial
Authority in Milan, in 2017, dismantled a transna-
tional criminal association that had been operat-
ing in Italy and abroad as an international clearing
house for illegal money transfer services, including
in cases of illicit arms trafficking. After an individual,
who was later identified as a cash courier, submit-
ted a suspicious currency declaration for the pos-
session of EUR 297,000 at Milan Malpensa Airport,
evidence was found in the seized mobile telephone
that the individual could be involved in illegal trans-
fers of cash linked to violent extremism. Follow-up
investigations identified the network, which had
transferred through informal hawala systems con-
siderable amounts of illegal funds, amounting to at
least EUR 10 million, from drugs trafficking, arms
trafficking and migrant smuggling. A total of 13 arrest
warrants were executed for criminal association for
the purpose of committing money-laundering and for
providing unlawful payment services.

GOOD PRACTICE

States should ensure that the criminal offences
of money laundering apply to illicit firearms
trafficking and other firearms related offences.
Even if the predicate offence of illicit firearms
trafficking cannot satisfactorily be proven, the
offence of money-laundering can constitute an
avenue for bringing perpetrators to justice.

119 World Customs Organization (WCO), lllicit Financial Flows via Trade
Mis-invoicing: Study Report 2018 (Brussels, 2018), p. 162.
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2.7.4 lllicit firearms and
corruption®

The nexus between corruption and organized crime has
been widely acknowledged by the international com-
munity, leading to the adoption of the United Nations
Convention Against Corruption in 2003. Corruption is a
crucial factor enabling firearms trafficking and related
offences. In many circumstances, the complicity of cor-
rupt public officials facilitates the accomplishment and
impunity of individuals engaged in firearms offences.
The cases studied indicate that bribery may involve
national and foreign public officials and that it can take
place at different levels.

States parties to the Firearms Protocol have an obliga-
tion to criminalize the offences of active and passive
bribery of national public officials, in accordance with
Art. 8 para. 1 of the UNTOC. States parties to UNCAC,
pursuant to Art. 17, shall also criminalize embezzle-
ment, misappropriation, or other diversion of prop-
erty by a public official. Active and passive bribery of
national and foreign public officials requires that an
undue advantage be promised, offered, or given to or
solicited or accepted by the public official to induce the
official to act or refrain from acting in the exercise of
their official duties. In the context of firearms traffick-
ing and related offences these duties may include: (i)
border control measures; (ii) investigative measures;
and (iii) arms control measures. Generally speaking,
the assessed cases' illustrate that the risk of corrupt
firearms diversion or trafficking is highest, where offi-
cials either have direct access to firearms documenta-
tion and firearms in official custody or where they get
close to trafficking flows.

In some of the cases, officials who had access to
armouries or other storage facilities abused their
position to divert firearms. While these cases might
involve corruption, they would be more appropriately
described as misappropriation and are therefore dis-
cussed below in Chapter 2.8.4, in the context of the
involvement of national officials.

More relevant for the present Chapter are customs
officials and border guards responsible for undertak-
ing border control measures (such as the conduct of
patrols, checks and screening of transportation, import

120 See also Section 2.6.2 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

121 For instance, JAM(i) (2019); KNA(i) (2017); LCA(ii) (2014-2020).



export, and transfer documentation and authoriza-
tions), who performed as accomplices of firearms traf-
fickers. In NGAx006 (2021), for instance, the defen-
dants offered bribes to customs officers, in exchange
for them not performing the search of a container
with over 660 illicitly imported rifles from Turkey into
Nigeria, in addition to forging the related paperwork.
They were convicted on numerous counts, including
conspiracy to illegally import prohibited firearms, the
uttering of forged documents, and corruptly giving a
bribe to a public official.

Similar to the above case are the following cases in
which corrupt officials accepted an undue advantage
in exchange of refraining from acting in the exercise of
their official duties.

CASE STUDY
Bribery to avoid investigation
ZAFx024 (2018)

In ZAFx024 (2018) a tow truck company owner
was charged with several firearms offences
such as trading in firearms without a dealer’s
licence and llicitly possessing firearms and
ammunition, and admitted to having paid police
officers while they were employed by the South
African Police Service (SAPS) in return for spe-
cial favours. He furnished them with gifts which
included money, paid for their clothing, travel-
ling costs and fuel. The businessman gave one
of his co-accused and his family more than
ZAR 60,000 (around USD 7,000) between 2011
and 2013. The defendant admitted that at the
time of the payments he could foresee that he
would receive preferential treatment, including
in relation to the firearms offence, because of
those transactions. Both the co-accused were
sentenced to six years of imprisonment after
pleading guilty to corruption offences but were
acquitted of the firearms related offences. In
this case, the gravity of the bribery usurped the
firearms offence’?2.

While corrupt officials are often aiding or facilitating
firearms offences rather as accomplices, they can also
be the main perpetrators, taking advantage of their

122 For more information on this case, see UNODC, SHERLOC case law
database, Case No. ZAFx024 (2018).
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position to commit the offences themselves. In this sit-
uation, the focus of the trial is often more on the firearm
offences. That situation is exemplified by USAx257
(2022)23, in which the defendant, a former US sher-
iff, admitted to having acted as an unlicensed firearms
dealer, buying almost 150 weapons and re-selling
almost 100 over a period of roughly six years. A number
of those transactions involved ‘straw purchases’, where
the defendant acquired firearms for others by falsely
claiming that they were for himself. This was an import-
ant part of the firearms dealing because California law
limits the initial purchase of certain newer handguns
to law enforcement officers only. In his plea agree-
ment, the defendant admitted that one of his goals in
selling so many guns was profit, but another was to
curry favour with prominent county residents whom
he expected to potentially support his planned run for
Sheriff of San Diego County. He was sentenced to two
years in prison for unlawful firearms transactions and
for an array of corrupt conduct.

2.8 Links to other
forms of crime

Firearm offences are linked to various other forms
of crime, such as poaching, illicit mining, trafficking
in human beings, trafficking in protected species or
migrant smuggling. The links are multifold. lllicit fire-
arms can be used by criminal groups to enable the
aforementioned crimes, for instance, by securing traf-
ficking routes, or ensuring control over territory. They
can, however, also be trafficked on the same routes as
other commodities.

2.8.1 Drug trafficking'*

Drug trafficking emerged through the cases studied as
the criminal activity most frequently linked to firearms
trafficking and related offences. The presence of drug
cartels that also traffic firearms is one of the most sig-
nificant features of cases from Latin America’?® and the
Caribbean region'?6,

123 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx257 (2021).

124 See also Section 6.4.4 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

125 For instance, MEX(i) (2017).
126 ABW(i) (2021) 1; MTQ(i) (2021).


https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/nga/2021/federal_republic_of_nigeria_and_hassan_trade_nigeria_ltd_et_al..html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/corruptioncrimetype/zaf/2018/s_v_dawjee_and_others_cc452015_2018_zawchc_63.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/corruptioncrimetype/zaf/2018/s_v_dawjee_and_others_cc452015_2018_zawchc_63.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/en/case-law-doc/corruptioncrimetype/zaf/2018/s_v_dawjee_and_others_cc452015_2018_zawchc_63.html
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/usa/2021/united_states_of_america_v._morad_marco_garmo_et_al..html
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/usa/2021/united_states_of_america_v._morad_marco_garmo_et_al..html

Often, firearms trafficking takes place to satisfy demand
from criminals who need the arms to strengthen their
security and power and safeguard their unlawful activ-
ities, including drug trafficking. From this perspective,
firearms trafficking represents an enabler for the com-
mission of drugs offences. At the same time criminal
organizations also use their consolidated channels and
trafficking routes to traffic firearms.

The preamble of the United Nations Convention against
lllicit Traffic in Narcotic Drugs and Psychotropic Sub-
stances of 1988 (hereafter the Drugs Trafficking Con-
vention) indirectly recognizes the links between drugs
trafficking and firearms trafficking, and the importance
of strengthening and enhancing effective legal means
for international cooperation in criminal matters to sup-
press the international criminal activities of illicit traf-
ficking'?. The Drug Trafficking Convention identifies
among a list of aggravating circumstances the involve-
ment of organized criminal groups, the involvement of
the defendant in other international organized criminal
activities, and the use of firearms or violence'?8. More
recently, Resolution 65/2 of the United Nations Com-
mission on Narcotic Drugs focused on international
cooperation to address the links between illicit drug
trafficking and illicit firearms trafficking?°.

In AUSx212 (2017)'%°, an organized group reinvested
the proceeds of drug trafficking and the sale of crys-
talline methyl amphetamine in Tasmania into arms traf-
ficking. This case confirmed the rationale of the Drugs
Trafficking Convention that firearms offences consti-
tute an aggravating circumstance to drug trafficking
offences, carrying more severe punishment. The sen-
tence of the Court of Appeal of the State of Tasmania
ruled that the cumulative involvement of the accused
in firearms trafficking, in addition to drug trafficking,
provided for a very severe penalty. According to the
sentence of appeal by virtue of Section 110A of the
Firearms Act, trafficking in unregistered handguns with
the serial numbers removed was axiomatically, a crime
that should attract a heavier sentence than the simple
possession of a stolen firearm (Section 107A). This was
because, as the sentencing judge remarked in passing
the sentence, these were quintessentially the type of
firearms that are used in violent crime.

127 See preamble (third paragraph) Drugs Trafficking Convention.

128 Art. 3, para. 5, subparagraphs a, b and d. Drugs Trafficking
Convention.

129 E/CN.7/2022/14.

130 For more information on this case, see UNODC, SHERLOC case law
database, Case No. AUSx212 (2017).
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Similarly, in the Sahel region some violent extremist
groups are involved in both drug trafficking and illicit
arms transfers. For instance, in 2015, a large ship-
ment of weapons, ammunition and cash was seized in
Northern Niger. The nine individuals arrested were sus-
pected of being affiliated to a terrorist group. Investiga-
tions revealed that they had been selling drugs to indi-
viduals in a foreign country. Part of the money raised
from the sale of drugs was used to purchase vehicles,
weapons and ammunition. The rest of the seized cash,
roughly USD 562,500, was to be used to finance future
terrorist actions in Niger and the Sahel in general. All
of the arrested individuals were charged with criminal
association in relation to a terrorist enterprise, posses-
sion and transport of firearms and ammunition, money
laundering and terrorist financing'.

2.8.2 Trafficking in persons'?

Firearms can be used by traffickers engaged in the
trafficking in persons to enforce their will and make the
trafficking victims submissive. That was, for example,
the case in IRBx028 (2016), in which the ECHR exam-
ined a situation in which 42 Bangladeshi nationals living
in Greece had been recruited to work as agricultural
workers in very difficult conditions. When the work-
ers went on strike demanding payment of their unpaid
wages, one of the armed guards opened fire to keep
the workers in line, seriously injuring 30 of them. The
Greek national courts acquitted the two employers,
together with the guard who had opened fire and an
armed overseer, of the charge of trafficking in human
beings but convicted them of grievous bodily harm and
unlawful use of firearms.

In similar cases from Latin America and South Africa,
the possession of a firearm was used to prove the
element of threat of a person that is required by the
offence of trafficking in persons. In IRBx040 (2016),
the Inter-American Court of Human Rights deemed
agricultural workers who had been forbidden to leave
the farm and threatened with a firearm to be victims
of trafficking in persons. Similarly, in ZAF007 (2015),
although no physical violence was exerted against the
victims, they testified that the accused had a firearm
in the back pocket of his trousers and talked threat-
eningly. The accused was convicted of trafficking for

131 GIABA, Terrorist Financing in West and Central Africa (Dakar, 2016),
p. 22.

132 See also Section 6.4.5 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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sexual exploitation. And also in ZAF012 (2014), the
testimonies of children trafficked for sexual exploita-
tion were corroborated, among other details, by the
defendant’s possession of a firearm.

2.8.3 Smuggling of migrants'33

Human trafficking must be distinguished from the
offence of smuggling migrants, which refers to sup-
porting the illegal transfer of a person across a border.
The main difference between “smuggling” and “traf-
ficking” is that migrant smuggling violates the laws of
the State that is illegally entered, while human traffick-
ing violates the human rights of the trafficked person.

In parallel to the cases of trafficking in persons, smug-
glers of migrants often use firearms to control the
migrants and secure their business, as was the case in
FRAx041(2020). In this case the perpetrators used fire-
arms to threaten the migrants they were smuggling and
shot a member of a rival smuggling gang. Furthermore,
migrant smuggling is often linked to organized crimi-
nality more broadly, with smuggling networks engaging
in several types of criminal activity, including trafficking
in firearms. In a significant number of cases firearms
are seized during the arrest of migrant smugglers, as
was the case in BRA(i) (2023) and FRA/GBR(i) (2020).
In both cases, the criminal groups were involved in
several types of crime, including money laundering and
drug trafficking respectively. Such poly-crime organi-
zations can be observed in various countries, exploit-
ing all kinds of trafficking opportunities that appear
to be lucrative. In USAx256 (2022), the defendants
identified a supply source for fentanyl and trafficked
it into the United States. Throughout the conspiracy,
the defendants engaged in various additional offences
to finance the initial purchase of the fentanyl and build
their organization. This included smuggling migrants to
the United States and, reversely, trafficking in firearms
and auto switches from the United States to Mexico on
the way back. The example shows that often different
illicit commodities are trafficked along the same routes
through the same networks.

In anincreasing number of migrant smuggling cases, also
the migrants themselves have carried firearms with them
and, therefore, trafficked the firearms in the moment
they crossed a border. This can be explained by the
security needs of the migrants during their often-dan-

133 See also Section 6.4.5 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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gerous flight. Furthermore, firearms can be used as a
lucrative commodity and be bargained in exchange for
other goods when leaving their home country.

2.8.4 Wildlife crime™4

Firearms can also play an essential role in wildlife crime,
most obviously by being used for poaching but also to
enable trafficking in protected species. Wildlife is pro-
tected internationally by the Convention on International
Trade in Endangered Species of Wild Fauna and Flora
(‘CITES’), which provides a framework for the protection of
certain species against over-exploitation through trade. It
does not define wildlife crime as such, but it strongly influ-
ences national legislation on wildlife crime and provides a
means for international cooperation against trafficking'=®.
For the purposes of this Digest, the term ‘wildlife crime’
refers to harvesting and trade contrary to national law’3e,
The United Nations General Assembly has recognized
the seriousness of wildlife crime, calling Member States
to “make illicit trafficking in protected species of wild
fauna and flora a serious crime” in its resolution ‘Tack-
ling illicit trafficking in wildlife’ adopted on 23 July 2021'%7.
This Resolution also notably connects wildlife trafficking
to other forms of transnational organized crime, and spe-
cifically “the illicit trade in small arms and light weapons,
which may pose a serious threat to national and regional
stability in some parts of Africa”.

In poaching cases, it is often illicit firearms that are
used to Kill protected animals such as rhinoceroses or
elephants and to steal their horns or tusks, as was the
case in NAMx014 (2021), in which the defendants were
arrested for sawing off rhino horns after killing them
with a firearm. Sometimes, the firearms and ammuni-
tion are even specifically modified for that purpose. In
ZAFx016 (2019) for instance, the defendant modified a
normal .22 Marlin bolt action firearm by shortening the
barrel and putting a second barrel on top of the actual
barrel to convert it into a tranquilizer gun to paralyze
rhinoceroses and steal their horns. Seized firearms can
prove useful in the prosecution of wildlife offences, for
example, to link the accused to a crime through ballis-
tic analysis of the ammunition recovered at the crime

134 See also Section 6.4.7 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

135 Convention on International Trade in Endangered Species of Wild
Fauna and Flora.

136 See also UNODC, Guide on Drafting Legislation to Combat Wildlife
Crime (2018), p. 2.

137 United Nations General Assembly Resolution on Tackling illicit
trafficking in wildlife.
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scene. In ZAFx027 (2022) for instance, a ballistic anal-
ysis linked the firearm that the accused illicitly pos-
sessed to the bullets recovered from the carcasses of
three illegally hunted and dehorned rhinos.

GOOD PRACTICE

Bullets found in the carcasses of poached ani-
mals can be important investigative leads to
identify the poachers. Ballistic and forensic
examinations allow to determine if the bullets
have been shot from a specific firearm, which
can be useful if suspects of the poaching are
found with firearms.

Firearm offences can also be prosecuted along with
the wildlife crimes, like they were, for example, in
MLW(i) (2017), in which the defendants were convicted
of possession of a prohibited weapon as well as pos-
session and killing of a protected species. Itis, however,
worth noting that in this case the sentences handed
out for wildlife crimes were much higher than for the
firearms offence (18 years compared to 18 months,
for instance, for one of the defendants). The prosecu-
tion seems to consider the wildlife crimes as the main
offence and the firearms offence as ancillary, and as
such tends to focus more on the prosecution of the for-
mer. That was also exemplified in KENx021 (2016), in
which the defendant appealed against the trial court’s
decision after being convicted for offences of posses-
sion of wildlife trophies and possession of ammunition.
The High Court of Kenya held that while the prosecu-
tion had indeed sufficiently proved the first offence, it
had failed to meet its burden of proof for the ammuni-
tion offence by not calling expert witnesses.

2.9 Actors involved in
illicit firearms offences

The examination of the collected material revealed that
crimes related to illicit firearms involve a multitude of
actors. Depending on the case, these can include pri-
vate subjects, criminal organizations, terrorist groups,
non-State armed groups and State officials. Depending
on the case, often two or more different actors rely on
each other to source and traffic firearms. These roles
are fixed by no means. In one case, an organized crime
group might traffic firearms to a terrorist organization

53

by bribing governmental officials, while the same group
might at another point in time source firearms from a
non-State armed group.

These links between different actors can make the
investigation and prosecution of firearms trafficking and
related offences complex and time-consuming. Some-
times the involvement of organized crime groups or ter-
rorists can also divert the focus from firearms offences.
However, at the same time, firearms can offer important
investigative leads. They are durable and can be traced
back, which might offer investigators insights into the
supply networks of drug cartels and terrorist groups.

2.9.1 Individual criminals

As illustrated in the cases above, the participation of
individual criminals in the illicit manufacturing of and
trafficking in firearms, their parts and components
and ammunition is multi-fold. Sometimes petty crimi-
nals traffic one or two firearms in the trunk of their car
across a land-border; in other cases, highly specialized
criminals engage in large scale cross-continental arms
trafficking or have set up elaborated workshops toillic-
itly produce or convert firearms. In some of these activ-
ities criminals closely cooperate with organized crime
groups or terrorists, however, their ties and organiza-
tional structure might not be sufficiently close to charge
them under terrorist or organized crime offences.

2.9.2 Straw purchasers and
custodians of illicit firearms'38

Firearms straw purchasers and custodians of firearms
for organized crime groups are addressed jointly in this
section. Both actors commit firearms offences them-
selves, however, usually these offences aim at sup-
porting the activities of larger organized crime groups
or trafficking networks, by either sourcing illicit fire-
arms or storing them.

Straw purchasers

Straw purchases represent an important source for
trafficked firearms. Typically, an individual, usually
with a clean criminal record, legally buys a firearm with
the intention of illegally passing it on to a person who
would otherwise be precluded from owning a firearm,

138 See also Section 2.5.8 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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or whose profile would raise suspicion if they were
to attempt such a purchase themselves'. In BRB(i)
(2013) straw purchasers were involved in firearms traf-
ficking from the United States to the Bahamas and Bar-
bados. In this case, multiple and repeated purchases
of firearms by the same person in the United States
raised suspicion that the firearms would be trafficked
onwards. However, since investigators could not find
sufficient evidence to prove the actual trafficking, the
recipients were in fact charged with illicit possession of
firearms and possession of ammunition without a valid
permit, as well as importation of firearms and ammuni-
tion without a valid licence.

CASE STUDY
Straw purchases and trafficking from the
US to Mexico - USAx289 (2022)

From March 2016 to December 2018 gun deal-
ers sold 37,200 rounds of ammunition, 2,649
high-capacity rifle magazines, 120 body-armor
plates, and 3 handguns to a US-based trafficker.
Together with a separate individual in Nogales,
Arizona, he then smuggled the items into Mex-
ico in the course of 87 border crossings. The
defendant was directly involved with high level
members of the Sinaloa cartel in Mexico.

He was charged in a one-count indictment with
smuggling firearms and ammunition from the
United States into Mexico. In addition, because
the firearms and ammunition had been removed
from the jurisdiction of the United States, the
court ordered forfeiture of substitute assets in
the amount of USD 21,027.504°,

Custodians of illicit firearms

Another related modality is the use of custodians by
organized crime groups. They often rely on ad hoc
access to firearms for their activities. However, to avoid
that these arsenals be recovered on their premises
during potential searches, the storage of firearms with
inconspicuous custodians has been observed various
times. Whenever they need them, the organizations
pick up their arms at these places.

139 UNODC, Global Study on Firearms Trafficking, 2020, p. 64.

140 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx289 (2022).
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CASE STUDY

Storage of firearms for organized
crime groups by custodians - ITA(i)
(2014-2017)

In ITA(i) (2014-2017) investigators searched
a flat and found around 60 firearms, including
weapons of war and firearms with removed
markings, more than 3,700 rounds of ammuni-
tion as well as seven kilograms of cocaine suf-
ficient for around 47,000 “street doses”. Further
investigations unveiled that the owner of the
apartment stored the weapons and drugs for
the Parisi/Palermiti Clan, a mafia type organiza-
tion based in Bari, Italy, that is engaged in drug
trafficking, extortion and money laundering. In a
second seizure in 2017, three years later, addi-
tional firearms, silencers and ammunition were
found, stored in another apartment for the same
mafia clan. This is a criminal phenomenon often
recorded in investigations on organized crime
in Italy. People with a clean criminal record are
used to store weapons and drugs for mafia-type
organizations in exchange for money or protec-
tion141. The six individuals involved in storing
the arms and drugs for the clan were sentenced
as members of an organized crime group to
four years and six months up to 17 years and 10
months in prison.

2.9.3 Private entities

Legal entities also emerge as relevant players in many
firearms trafficking cases. Depending on the context
they may either engage in illicit activities as part of
their business model or might be used by criminals as
a vehicle to engage in illicit activities, for instance, to
cover criminal conduct!#,

The first scenario is illustrated by cases DEUx049
(2021) and DEUx050 (2019)™3 in which two firearms
manufacturers provided false or misleading informa-
tion to fraudulently obtain export authorizations that
would have been declined otherwise. Interestingly, in

141 On this point see also ITA/AUT(i) (2019) in Section 3.5, infra; and the
more detailed case study ITA (2014-2017) in Section 3.2.3, infra.

142 See the case CRIX008 (2019) already discussed in Section 2.5 of
this Chapter, supra.

143 See more detailed case summaries in Section 2.7.2, supra.
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both lawsuits, individual representatives of the com-
panies as well as the company itself were charged. In
DEUx050 (2019), for instance, the revenue of the fire-
arms exported was forfeited.

In BRB(i) (2013) a private shipping company (and a
legitimate customs broker) generated and processed
fraudulent shipping documents to cover firearms traf-
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ficking. In DOM(i) (2017-2018) authorities condemned
the accused, ordered the closure of several private
companies involved in arms trafficking and confiscated
the weapons available to them. The companies were
also involved in other crimes, including drugs traffick-
ing, smuggling of migrants, cybercrime, trafficking in
persons and corruption.

CASE STUDY
lllicit sale of firearms by authorized firearms dealer - CRIx008 (2019)

The gun shop Importadora de Armas Martin Armar S.A. was an authorized firearms dealer in Costa Rica,
authorized to import and sell firearms. The company legally both imported firearms into the country and
purchased firearms from national armouries to (legally) sell them to private security companies. Due to their
business, these companies were not suspicious when purchasing and possessing large quantities of fire-
arms. However, under the guise of its legal businesses, Importadora de Armas Martin Armar S.A. also sold
firearms illicitly to various individuals in Costa Rica and Panama, without the required authorization. Panama
had banned the possession of handguns for civilians, which significantly increased the prices on the black
market to around USD 3,500 for one pistol, making their trafficking a lucrative business. Originating from this
source, at least 35 firearms were seized by police forces in Panama in the hands of criminals.

The organized crime group acted as follows. After the legal import or purchase of firearms, Importadora de
Armas Martin Armar S.A. submitted documents to the Department for the Control of Arms and Explosives,
stating that the firearms were supposed to be sold to private security companies. The representatives of
these companies collaborated in the crime and received money for each firearm that they falsely registered
under the name of their respective private security companies. The law requires that an inspector of the
Department for the Control of Arms and Explosives conducts checks to verify the serial numbers and char-
acteristics of the weapons. In the present case, one inspector of the Department collaborated with the orga-
nized crime group and wrongfully attested their presence, even though the arms had already been handed
over to criminals. Based on the false information, the Department for the Control of Arms and Explosives
issued firearms licences for the private security companies, while, in fact, the firearms were destined for the
black market. To obstruct efforts to trace recovered firearms back to Importadora de Armas Martin Armar
S.A. the serial numbers on various firearms were filed off.

The investigation started after the police of Costa Rica seized 35 firearms and around 500 kilograms of cocaine
from an organized crime group. By tracing the seized firearms, investigators were able to prove that three of
the weapons were registered with two different private security companies but were imported by the same
importer, Importadora de Armas Martin Armar S.A. The investigators further identified the recent import of 189
firearms by the company and worked out that they were mainly sold to five different private security compa-
nies that registered the weapons. Physical controls at these companies unveiled that various of the arms were
no longer at their designated locations. In fact, some of these firearms later appeared in seizures in Panama.

Two defendants, J.C.M.V., President and Representative of Martin Armar S.A., and H.J.H.A were convicted,
among others, for illicit trade in firearms (Articles 93 and 94 of the Law on Arms and Explosives No. 7530),
falsification of public or authentic documents and use of false documents (Articles 366, 367 and 372 of the
Criminal Code). Article 366 “Forgery of Public and Authentic Documents” states that anyone who forges in
whole or in part a false public or authentic document, or alters an authentic one, in such a way that damage
may result, shall be sentenced to one to six years of imprisonment. If a public official in the exercise of their
duties commits the act, the penalty shall be two to eight years of imprisonment. Pursuant to Article 367 “Ideo-
logical Falsehood”, the same penalties shall be applicable to anyone who inserts or causes to be inserted »
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in a public or authentic document false statements concerning a fact that the document is intended to prove,
in such a way that harm may result. Article 372, “Use of a False Document”, finally establishes that anyone
who uses a false or falsified document shall be sentenced to one to six years of imprisonment.

Lessons learned:

An uninterrupted chain of recorded information on each transfer of a firearm throughout its lifecycle com-
bined with regular physical controls of stocks of individual or commercial licence holders permits to identify
cases of diversion. More importantly, in the present case, the large-scale trafficking scheme could only be
uncovered because investigators in Costa Rica did not simply seize the firearms on the basis of illicit posses-
sion but investigated their illicit origin by tracing the arms through their supply chain#4.

An interesting perspective on the role of private
entities is provided by the strategic litigation of
the Government of Mexico against several firearms
manufacturers and dealers in the United States, in
USAx258 (2022). In two civil lawsuits the Govern-
ment of Mexico claims damages caused by firearms

that have been legally manufactured and sold in the cartels with these weapons.

CASE STUDY
Mexico v. Smith & Wesson Brands & others - USAx258 (2022)

In two landmark civil lawsuits the Government of Mexico is currently suing several US firearms manufactur-
ers and dealers for damages caused by potentially negligent and illicit commercial practices that actively
assist and facilitate firearms trafficking into Mexico. The Government of Mexico claims that, although the
companies are fully aware of the illicit flow of their guns into Mexico, they have not implemented sufficient
monitoring or control measures in their distribution systems.

The first civil lawsuit Mexico v Smith & Wesson & others™® was filed in August 2021 before the Federal Court
in Boston. The Government of Mexico accuses major firearms manufacturers with production facilities in the
US (Smith & Wesson, Beretta USA, Century Arms, Colt, Glock, and Ruger) of negligent and unlawful business
practices through which the defendants actively assist and facilitate firearms trafficking to drug cartels and
other criminals in Mexico. The Mexican State argues that the defendant gun manufacturers had been “caus-
ing massive damage by actively facilitating the unlawful trafficking of their guns to drug cartels and other
criminals in Mexico”, and, thus, facilitated the crimes committed by the cartels with trafficked weapons, since
“[allmost all guns recovered at crime scenes in Mexico—70% to 90% of them—were trafficked from the US".

The Government of Mexico claims that the defendant manufacturers “had a duty to exercise ordinary and
reasonable care in designing, manufacturing, marketing, advertising, promoting, distributing, supplying, and
selling their guns in order to reduce the risk that their guns would be trafficked into Mexico”; furthermore, that
the “[d]efendants knew or chose to be wilfully blind to the fact that their design, marketing, and distribution of
of guns posed a serious risk of harm to people in Mexico and to the Government, but they nevertheless con-
tinued to sell their guns without exercising reasonable care”; that the “[d]efendants’ negligence [...] is the P

United States and subsequently trafficked to Mexico.
The argument goes that the firearms manufacturers
and dealers, due to allegedly irresponsive distribution
practices, actively facilitate the unlawful trafficking of
their guns to drug cartels and other criminals in Mex-
ico and, thus, aid and abet crimes committed by the

144 For more information on this case, see UNODC, SHERLOC case law database, Case No. CRIx008 (2019).

145 See in the United States District Court for the District of Massachusetts, Estados Unidos Mexicanos, vs. Smith & Wesson Brands, Inc. &
others, Case 1:21-cv-11269, filed 08/04/21.


https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/cri/2019/juan_carlos_martin_viquez_and_others_v._state.html
https://sherloc.unodc.org/cld//case-law-doc/illicitfirearmscrimetype/usa/2022/estados_unidos_mexicanos_v._smith_wesson_brands_inc_et_al..html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld//case-law-doc/illicitfirearmscrimetype/usa/2022/estados_unidos_mexicanos_v._smith_wesson_brands_inc_et_al..html?lng=en&tmpl=sherloc
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proximate cause of the epidemic of gun-trafficking into, and gun violence within, Mexico [...] [causing
actual injury and damages including, but not limited to, significant expenses for police, emergency, health, pros-
ecution, corrections, and other services, as well as other extensive economic losses”; and that the “[d]efendants
were aware of the devastating and dangerous consequences of failing to monitor and discipline their distribution
systems, of facilitating the unlawful trafficking of guns into Mexico, [...] [but] nevertheless continued, and con-
tinue today, to engage in all of that conduct”. The complaint outlines in a great level of detail how, in the view of
the Government of Mexico, the business practices of the defendants actively assist and facilitate firearms traf-
ficking, including through specifically designing and marketing their firearms for the Mexican black market and
turning a blind eye on straw purchases and other diversion practices despite better knowledge of such conducts.

In the lawsuit, the Government of Mexico demanded that the court require the defendants, among others, to “abate
and remedy the public nuisance [...]J; create and implement standards sufficient to reasonably monitor and disci-
pline their distribution systems; [...] award damages to the [Mexican] Government in an amount to be determined
at trial; award civil penalties to the Government as permitted by law; [and] award to the Government restitution and
disgorgement of Defendants’ profits”. The lawsuit was dismissed on 30 September 2022 by a US District Court,
on the grounds that it is precluded by the US Protection of Lawful Commerce in Arms Act, which grants firearms
manufacturers and dealers broad immunity against lawsuits claiming harms resulting from the ‘criminal or unlawful’
misuse of guns by a third party'®. The Government of Mexico appealed against the decision on 15 March 2023.

The second civil lawsuit Mexico v. Diamondback Shooting Sports Inc. et al'*” was filed in the US District Court of
Arizona on 10 October 2022 and targets US gun dealers for extraterritorial damages suffered by Mexico in the
context of gun trafficking and cartel violence. The Government of Mexico alleges that the defendant Arizona gun
dealers “systematically participate in trafficking military-style weapons and ammunition to drug cartels in Mexico
by supplying gun traffickers. Defendants know or should know that their reckless and unlawful business prac-
tices —including straw sales, and bulk and repeat sales of military-style weapons — supply dangerous criminals in
Mexico and the U.S.” The claims put forward by the Government of Mexico in the lawsuit are similar to the claims
in the lawsuit against the manufactures. Namely, the Government of Mexico asserts that “[eJach Defendant
has a duty to exercise ordinary and reasonable care in selling and marketing its guns in order to reduce the risk
that its guns would be trafficked into Mexico; [...] knew or chose to be wilfully blind to the fact that its sales and
marketing of guns posed a serious risk of harm to people in Mexico and to the Government, but it nevertheless
continued to sell and market its guns without exercising reasonable care; [and that] each Defendant’s negligence
[...] is the material and proximate cause of the epidemic of gun-trafficking into, and gun violence within, Mexico”.
In particular, the Government of Mexico is of the view that the defendant “knowingly transferred guns to straw
purchasers” and that “transfers were made under circumstances indicating a known risk that the guns would be
possessed by persons prohibited from possessing firearms and used in gun violence incidents”. Such conduct
would violate statutory duties by “failing to monitor and modify [...] sales practices so as to prevent or reduce
the trafficking of its guns into Mexico”. In addition to the demands in the first lawsuit, in the complaint against the
gun dealers, the Government of Mexico demands that the court “appoint a monitor who shall have full authority
to oversee and direct that Defendant’s sales practices, with the costs to be borne by the Defendant”.

Lessons learned:

The two lawsuits are an example for strategic litigation, aiming at enforcing corporate due diligence in the
manufacturing and distribution of firearms. They can be seen as an attempt to specify corporate duties of
care and determine when such duties of care have been violated, either intentionally or by negligence.#®

146 See in the United States District Court for the District of Massachusetts, Estados Unidos Mexicanos, Plaintiff, vs. Smith & Wesson Brands, Inc. &
others, Case 1:21-cv-11269, Memorandum and Order on Defendants’ Motions to Dismiss.

147 See in the United States District Court for the District of Arizona, Estados Unidos Mexicanos, Plaintiff, vs. Diamondback Shooting Sports, Inc. &
others, Case 4:22-cv-00472, filed 10/10/22.

148 For more information on this case, see UNODC, SHERLOC case law database, Case No. USAx258 (2022).
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2.9.4 Organized crime groups and
drug cartels™?®

Firearms trafficking is profoundly linked with
organized crime. Organized crime groups can be
engaged at different ends of a transfer. In various
cases, organized crime groups source firearms and
sell them to whoever pays most. This may include
criminals or other criminal groups, terrorists and
non-state armed groups, sometimes even on oppo-
site sides of the same conflict. Conversely, on the
receiving end, firearms trafficking is also an import-
ant source for illicit firearms to strengthen the oper-
ational capacities of an organized crime group.

Pursuant to Art. 1, para. 3 of the Firearms Protocol,
in conjunction with Article 5 of the UNTOC, States
parties shall criminalize the participation in an orga-
nized crime group and shall ensure that the offence
also applies to groups that commit firearms-related
offences. The UNTOC provides two offences of par-
ticipation in an organized crime group, conspiracy
and criminal association, depending on the legal tra-
dition of the State party.

These offences create criminal liability for persons
who intentionally participate in or contribute to the
criminal activities of organized crime groups. They
create liability distinct from the attempt or comple-
tion of a criminal activity by individual members of
the group and, thereby, acknowledge the collabo-
rative structure of organized crime groups. Such
groups are responsible for a wide array of criminal
conduct while it might not always be possible to
prove that individual members have intentionally ful-
filled all elements of a criminal offence. Without an
offence of participation in an organized crime group,
a greater degree of collaboration and sophistication
in an organized crime group can lead to criminal-
ization gaps, when all members of the group claim
to have only been involved in specific elements of
a crime, without knowing the broader context of
their conduct.

This defence strategy can be observed in USAx253
(2017)159, In this, a 31-year-old Mexican citizen
was condemned for conspiracy to illegally export

149 See also Sections 2.6.4 and 6.4 of the UNODC Guidelines on the
Investigation and Prosecution of Firearms Offences.

150 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx253 (2017).
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5.56 calibre rifles from the United States to Mex-
ico along with his brother and two other individuals.
The accused, after having pleaded guilty, appealed
against his sentence, arguing that he was “merely a
negotiator”, “middleman”, and “facilitator” in the crim-
inal activity and that the district court clearly erred
by refusing to grant him a mitigating role adjustment.
According to the court, the accused was actively
involved in finding suppliers for the illicit firearms
and in the actual or attempted negotiations, deliv-
ery, and sale of eight firearms to undercover agents
over a four-month period. As part of those negoti-
ations, he communicated directly with undercover
agents through five in-person meetings, telephone
conversations, and text messages, and was present
for the sale and transfer of three firearms and the
attempted sale of five firearms that preceded his
arrest in this case. Therefore, the accused had the
burden and failed of proving by a preponderance of
the evidence that he was substantially less culpable
than other participants in the criminal activity.

Although the involvement of criminal organizations
emerged as a typical feature of the cases examined
for the Digest'™', prosecutors did not always pros-
ecute the offence of participation in an organized
crime group as a separate offence or aggravating
circumstance, in addition to the firearms offences.
In some jurisdictions, the participation in an orga-
nized crime group is not yet criminalized or does not
apply to the full scope of firearms offences. Another
obstacle is the complexity of cases involving orga-
nized crime groups. In many cases, notwithstanding
several indicators pointing to the organized dimen-
sion of firearms trafficking, investigations encoun-
tered difficulties in proving all elements of the
offence of participation in an organized crime group
and rather focussed on the catch-all offence of illicit
firearms possession.

The case MTQ(i) (2021)'52 offers a good practice in
that the expert presented an effective investigative
strategy to overcome difficulties arising in complex
investigations dealing with organized crime groups
engaged in firearms trafficking and related offences.
In this case, domestic authorities used the convic-
tion of some defendants for minor firearms offences
as an entry point to investigate the activities of an

151 ABW(i) (2021); BHS(i) (2021); BHS(ii) (2018); BIH(i), BIH(ii), BIH(iii);
CANX149 (2016); CHL (i) - CHL(ii) (2021); DOM(i) (2017-2018); ITA(i)
(2014-2017); MTQ(i) (2021); PER(iv) (2019); LCA(ii) (2014-2020).

152 This case is examined in detail in Section 3.2.3 of Chapter 3, infra.
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https://sherloc.unodc.org/cld/case-law-doc/criminalgroupcrimetype/can/2016/r._v._farah_2016_onsc_5000.html?lng=en&tmpl=sherloc

organized crime group, of which the defendants
were members.

The participation of organized crime groups in fire-
arms trafficking and related forms of crime can be
broadly divided into three categories: (i) “opportu-
nistic” organized crime groups that engage in fire-
arms trafficking as a side-business, in addition to
their core activities; (ii) trafficking networks that
follow a multi-commodity approach and traffic all
kind of contraband as long as they find a source
and lucrative sales market; and (iii) organized crime
groups that solely or mainly focus on the illicit man-
ufacturing of and trafficking in firearms, their parts
and components and ammunition.

The first two groups have in common that they often
use the same routes, transport vehicles and modi
operandi to smuggle different kinds of illegal com-
modities. In Latin America and the Caribbean, the
joint trafficking of drugs and firearms and, in some
cases, the arms for drugs trade, is particularly prev-
alent’3. Typically, organized crime groups that traf-
fic firearms are also involved in money laundering’4.

An illustrative case for an organized crime group
that mainly focusses on arms trafficking is ESP(iii)
(2018-2022)"55, which involved the transfers of large
quantities of arms and ammunition to areas of armed
conflict, combined with complex money laundering
schemes. In violation of an arms embargo imposed
on Libya, in 2014, the group attempted to ship 55
containers containing 1,000,000 rounds of 14.5 x
114 mm ammunition, 1,025,000 rounds of 12.7 x 108
mm ammunition and 30,000,600 rounds of 7.62 x 39
mm ammunition from Oktyabrsk, Ukraine, to Tripoli,
Libya. The materiel had been produced in various
plants of the former Soviet Union in the 1970s and
the 1980s'%6. Operating from Spain, the criminal net-
work was also involved in the trafficking of explo-
sives precursors, used by terrorists to manufacture
improvised explosive devices, tanks and armoured
vehicles to conflict zones in North Africa and the
Middle East, subject to international arms embar-

153 ABW(i) (2021); BHS(i) (2021); BHS(ii) (2018); DOM(i) (2017-2018);
MTQ(i) (2021); LCA(ii) (2014-2020); CHL(i) - CHL(ii) (2021); PER(iv)
(2019).

154 PRY(i). In this regard, a very interesting case identified was
AUSX212 (2017). This case is examined in detail in Section 2.7.4 of
this Chapter, supra.

155 See Section 3.5.2 of Chapter 3, infra.

156 Final report of the Panel of Experts established pursuant to
resolution 1973 (2011) concerning Libya, $S/2014/106, p. 26.
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goes. The complex trafficking scheme addressed
the jurisdiction of various countries (a Sierra-Le-
one flagged ship, loaded in Ukraine and destined to
Libya, intercepted in Greece and with cargo bought
by a Turkish company) and involved various actors
and companies. At a domestic level, SRB(i) (2016)
brought to light a case involving an organized crime
group that acquired a large quantity of firearms,
ammunition, explosives, and parts of weapons,
within the territory of Serbia, for the purpose to sell
them on domestically and obtain material gain.

As noted above, organized crime groups can also
be the recipients of firearms as tools to carry out
their activities. In CHL(i) (2021) and LCA(i) (2021)
firearms trafficking emerged as an instrument to
commit other offences or as a tool for maintaining
or strengthening the control over territory. Similarly,
in ITA(i) (2014-2017) Italian law enforcement author-
ities seized and confiscated a large number of traf-
ficked firearms in possession of a Mafia organization,
presumably originating from the Balkans region’.

The cases that were analyzed for the present
Digest’® seem to suggest that most mafia-style
organizations are rather recipients of illicitly traf-
ficked firearms as tools of power to strengthen oper-
ational capacities for their core businesses and to
maintain control over their territory. In order to avoid
getting into the focus of law enforcement, there
seems to be little interest of these organizations in
a more active role in firearms trafficking. Where they
actively traffic firearms, for example, to drug cartels,
this seems to have a ‘confidence-building’ charac-
ter to secure supply sources for drugs or other more
lucrative commodities.

157 This case is examined in detail in Section 2.9.2, supra.

158 Also see F. Strazzari and F. Zampagni, Between organized crime and
terrorism: illicit firearms actors and market dynamics in Italy, in N.
Duquet (Ed.), “Triggering Terror: lllicit Gun Markets and Firearms
Acquisition of Terrorist Networks in Europe”, cit., pp. 237-285.
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CASE STUDY
Firearms trafficking involving mafia organizations in Italy - ITA/AUT (i) (2019)"° and ITA (iii)

ITA/JAUT(i) (2019) — organized crime groups traffic firearms to mafia organizations

In March 2019, Italian and Austrian authorities dismantled an international network, which was involved in
trafficking firearms to supply different mafia groups in Italy. During the operation, police officials arrested 22
suspects and seized 139 firearms and 1,600 rounds of ammunition. Among those who were arrested were
two Austrian gunsmiths, who had illicitly sold 50 fully automatic Kalashnikov rifles and over 800 pistols to
organized crime groups, many of which had their serial numbers removed.

The arrests originated in a complex Italian investigation which started in June 2018 and aimed at dismantling
the supply of firearms to the Camorra mafia group in Naples. That investigation was based upon Italian inqui-
ries that started in February 2016 when two Camorra members were arrested in possession of a Kalashnikov.

With the support of Eurojust, the Austrian and Italian authorities opened parallel criminal proceedings in
both countries. The investigation showed that members of the Italian organized crime group placed orders
with the Austrian gunsmiths, who also ran a legal firearms shop selling guns and hunting equipment. Couri-
ers drove from Italy to Austria in cars loaded with mozzarella cheese and tomatoes to pick up the firearms.
Documents seized along with the firearms detailed prices and transactions involving 16 different purchasers,
including representatives of the Neapolitan Camorra and the Calabrian ‘Ndrangheta organized crime groups.

When Austrian police officers searched the shop of the Austrian gunsmith, they found 88 unregistered hand-
guns, some of which had had their serial numbers removed, six Kalashnikovs and assorted ammunition. The
investigation revealed that the gunsmiths had lawfully purchased 838 firearms from a German company that
were, however, never entered into the Austrian central weapons register. Instead, the serial numbers were
removed from the guns, which were then illicitly sold and trafficked to the Italian organized crime groups.
In addition, the gunsmiths had illicitly obtained 50 Kalashnikovs and five Skorpion sub-machineguns, all of
which had been ordered by the Italian organized crime groups. The Kalashnikovs had originally been traf-
ficked from former-Yugoslavia, some of which had been supplied by a Slovenian citizen.

The gunsmiths were convicted in Austria of arms trafficking offences and received prison sentences of,
respectively, three years and two years.

CASE STUDY
ITA (iii) — Operation EUREKA: Mafia organizations are involved in firearms trafficking to drug cartels

While the previous case addressed the supply-chains that mafia organizations in Italy use to procure fire-
arms, the following case focusses on the involvement of mafia organizations in trafficking firearms to drug
cartels through a complex triangle of organized criminal groups in Pakistan, Brazil and Italy.

In 2013, the Belgian public Prosecutor’s Office, in cooperation with Europol and Eurojust, started an investi-
gation against the mafia organization ‘Ndrangheta related to drugs and arms trafficking, money laundering
and tax offences. The Italian criminal network was mainly devoted to international drug trafficking from South
America to Europe, as well as Australia. Authorities uncovered that the network was working in partnership
with the Colombian organized crime group ‘Gulf Clan’ and a crime group operating in Ecuador and multiple
European countries. Furthermore, the ‘Ndrangheta clans were involved in international firearms trafficking
from Pakistan to South America, providing weapons to the notorious criminal group PCC (Primeiro Comando
da Capital) in exchange for cocaine shipments. Investigators tracked the flow of money in an extensive global
money laundering system. The criminal group was investing its profits in real estate, restaurants, hotels, »

159 ‘Mafia, Clans, Bruderschaften’ (Offentliche Sicherheit Das Magazin des Innenministeriums, November/Dezember 2020, pp. 6-10).
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car wash companies, supermarkets, and other commercial activities. In order to pay for cocaine or to transfer
illicit assets, the criminals often relied on facilitators using the hawala system.

As part of the investigation, investigators were able to unveil plans for cross-continental arms transfer from
Pakistan to Brazil: Rocco Morabito of the ‘Ndrangheta clan, who had ties to organized crime groups in both
Pakistan and Latin America arranged a transfer of a container of Kalashnikovs for the Brazilian PCC. The
guns, which were to be supplied from Afghanistan by unidentified Pakistani nationals, were offered to be
shipped to European harbours in exchange for large quantities of cocaine in January 2021. It is unclear
whether the deal was concluded.

Over 2,770 officers were involved on the ground during the action day. Eurojust and Europol supported this
international operation against the ‘Ndrangheta, which now stands as the largest hit involving the Italian
poly-criminal syndicate to date. During an action day executed by ten countries, 132 members of one of the
world’s most powerful criminal networks were taken into custody.

Lessons learned:

The cases illustrate the involvement of poly-crime groups into various criminal activities and illicit financial
flows. For these groups, firearms are not just lucrative trafficking commodities but more importantly tools of
power. Furthermore, the possibility to procure firearms to allied criminal organizations can build trust among
these groups and guarantee access to more lucrative drug markets and sources.

The first case also shows the importance of tracing every seized firearm back to the point of diversion.
The extensive international cooperation through parallel investigations and judicial processes permitted the
investigation and prosecution of different participants along the trafficking chain at the same time to unravel

the entire network.

2.9.5 Terrorists and terror groups'e®

The nexus between terrorism, organized crime and
firearms trafficking has been widely recognized by
the international community. A Wilton Park report in
collaboration with the UNODC on the arms-crime-ter-
rorism nexus states for instance that “[t]he interna-
tional community has increasingly acknowledged the
destabilizing impact of [...] firearms as a matter of
particular concern in the context of organized crime
and terrorism. Manifesting in different forms and
local variations, illicit firearms trafficking is often the
element of convergence between these phenomena,
that also contributes to exponentially increase the
destructive power and incidence of criminal and ter-
rorist actors on peace and security”'®'. In 2017, the
United Nations Security Council adopted Resolution
23(2017) on the supply of weapons to terrorists,

160 See also Sections 6.2 and 6.3 of the UNODC Guidelines on the
Investigation and Prosecution of Firearms Offences.

161 Wilton Park, Report, The nexus between SALW, organized crime,
and terrorism, January 2019.

strongly condemning the flow of weapons to terror-
ist groups like ISIL and Al-Qaeda and urging Member
States to fight this phenomenon.

This link has been especially evident in recent terror-
ist attacks that were carried out with transnationally
trafficked firearms. In the notorious Bataclan attack
in Paris on 13 November 2015, 130 people were killed
with firearms and more than 400 were wounded. The
terrorists carried out coordinated attacks targeting the
Stade de France, busy restaurant terraces in the 10th
and 11th arrondissements, and the Bataclan theatre2,
The weapons used, primarily automatic AK-pattern
assault rifles, had been manufactured in the Western
Balkans in the 1980s, but it is unclear how exactly they
ended up in the hands of the terrorists'®3.

162 N. Duquet (Ed.), Triggering Terror: lllicit Gun Markets and Firearms
Acquisition of Terrorist Networks in Europe, Flemish Peace Institute,
(SAFTE Project), Brussels, 17 April 2018.

163 Armed to kill: A comprehensive analysis of the guns used in public
mass shootings in Europe between 2009 and 2018, Flemish Peace
Institute, Brussels, 3 October 2019.



In the judicial handling of terrorism cases linked to
firearms, two scenarios can be distinguished. The first
scenario involves cases in which the perpetrator of
terrorist acts is also prosecuted for offences related
to the possession or acquisition of the illicit firearms,
as was, for instance, the case in GBRx117 (2016)'4;
and in GBRx118 (2014)5. In the first case, a plot by
radicalized British citizens to stage a drive-by shoot-
ing of police or soldiers in London in the name of ISIS
was foiled by the police. The perpetrators were able to
acquire a converted pistol and ammunition from a low-
level street gang. They were given life sentences for
conspiracy to murder and preparation of acts of ter-
rorism as well as for various firearms related offences,
including illicit transfer of firearms and ammunition as
well as possession of firearms and ammunition with
the intent of endangering life. Interestingly, one of the
defendants acted as a repository of firearms, ammu-
nition and silencers to provide them already loaded
to the terrorists when instructed to do so. This indi-
cates that the terrorists tried to address the risk of
searches by depositing their arms with an external
person. In GBRx118 (2014), the perpetrators murdered
a 25-year-old soldier close to his barracks, attacking
him with knives.
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When an armed police response team arrived, one of
the two terrorists brandished an unloaded firearm and
was shot by the police. Both were convicted of murder
with terrorist connection and pleaded guilty to illegal
firearms possession.

The second scenario regards cases in which defen-
dants sell firearms to terrorist organizations. That was,
for instance, the case in PHLx012 (2018), in which,
during a raid, the Philippine National Police discovered
an illegal arsenal of assault weapons, including gre-
nade launchers, M14 and M16 rifles, as well as ammu-
nition and explosives. These arms were intended to be
handed over to the Abu Sayyaf Group, a militant sep-
aratist faction designated as a terrorist organization
for supporting acts or activities of Al-Qaida. During the
raid, the police also arrested the defendant, who was
the leader of a gun-running syndicate. However, the
evidence was not sufficient to convict the defendant of
illicit arms trafficking and his potential complicity with a
terrorist offence. Instead, he was found guilty of illegal
possession of firearms and explosives and was sen-
tenced to more than three centuries in prison.

CASE STUDY

Supply of firearms to terrorists in the context of the 2015 Paris attacks - MNE(i) (2015)

On 6 November 2015, close to the Austrian-German border, German police stopped a suspicious car and
found eight Kalashnikovs, eight rifle frames, 150 rounds of ammunition, two pistols, one revolver, two hand
grenades and 200 gr TNT explosives with a detonator. The navigation system of this car showed that it was
driving from Montenegro through Croatia and Slovenia with Paris as the final destination. The driver V.V., a
Montenegrin citizen, was arrested. After receiving information by their German counterparts, the Monte-
negrin NCB Interpol Podgorica carried out detailed checks in Montenegro in relation to V.V. (criminal intel-
ligence, criminal records, crossings of the State border, verification of his communications through avail-
able databases, identification of persons possibly connected with the suspect, the car used including the
agency that rented the vehicle, tracing of the weapons through national databases). All data collected was
exchanged with the German and French police through Europol. Following a plea-bargaining agreement, in
2016, a German court convicted V.V. for 17 cases of unauthorized import and transit of war material, 232
cases of unauthorized possession of semiautomatic firearms and ammunition and unauthorized import and
handling of explosives to four years in prison. This raised significant attention as the seizure occurred one
week before the terrorist attacks in Paris, in which Islamist extremists equipped with automatic rifles originat-
ing from the Western Balkans killed 130 people. The court found that the defendant had received EUR 2,000
from an unidentified principal but had no knowledge of their intended use in a terrorist attack. >

164 For more information on this case, see UNODC, SHERLOC case law
database, Case No. GBRx117 (2016).

165 For more information on this case, see UNODC, SHERLOC case law
database, Case No. GBRx118 (2014).
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Although the number and type of weapons and explosives led the prosecutors to believe that they had been
intended for a specific attack, no link to the 2015 Paris attack could be established.

In parallel, with the aforementioned information, the competent State Prosecutor in Podgorica was informed
and six persons in the territory of Montenegro were investigated for their involvement in the procurement of
the weapons. Four persons were prosecuted for the offence of smuggling firearms in accordance with Art.
265 of the Criminal Code of Montenegro, illicit possession of weapons and explosive materials, and non-au-
thorized production, possession, and marketing of narcotic drugs.

Lessons learned:

The case illustrates difficulties faced by prosecutors and judges to prove that suppliers of firearms to terror-
ists knew whom they are supplying with the weapons.

Trafficking by a far-right extremist movement to Hamas - USAx288 (2021)

With the aim to finance activities of the Boogaloo Bois, a far-right anti-government extremist movement in
the United States, the two defendants sought to supply firearms and related equipment to the foreign ter-
rorist organization Hamas.

The defendants met with an informant, whom they believed to be a member of Hamas. During this meeting,
they proposed assisting Hamas as a means of furthering the goals of the Boogaloo Bois. In a second meeting
with an undercover agent of the FBI that the defendants believed was a member of Hamas, they proposed
manufacturing suppressors, untraceable firearms, and fully automatic firearms for Hamas. To this end, they
purchased a drill press, which they used to manufacture at least five firearms suppressors. Furthermore, they
ordered 3D printed auto-sears online to sell them to Hamas. When delivering these suppressors and auto
sears to the informant and the undercover agent, they believed that they would be used against Israeli and
United States military personnel overseas. Throughout the course of the conspiracy, they used encrypted
messaging applications to communicate about various aspects of the conspiracy.

On 3 September 2020, the defendants were arrested by FBI agents. The authorities recovered various weap-
ons, ammunition, tactical gear, auto-sears and equipment for the production of the suppressors during the
arrest and subsequent searches. In a plea agreement, the defendants pleaded guilty to Count 1 of the Super-
seding Indictment, which charges the defendant with conspiracy to provide material support and resources,
namely property, services and weapons, to Hamas, a designated foreign terrorist organization, for use against
Israeli and US military personnel overseas, in violation of 18 U.S.C. § 2339B. In turn, the Government agreed
to dismiss the remaining firearms-specific counts in the Superseding Indictment, including possession of
unregistered firearms-silencers and unlawful possession of a machine gun.

Based on the plea agreement, the defendants were sentenced to 36 and 48 months in prison, respectively,
followed by five years of supervised release'®®,

An emerging trend linking terrorism to illicit firearms is ited financial means or access to supply networks and
the use of self-manufactured firearms. This allows the black markets for firearms'®’.

perpetrators to avoid detection by the authorities and

is better suited to isolated perpetrators who have lim-

166 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx288 (2021). 167 See cases examined in Section 2.3.1 of this Chapter, supra.



https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/usa/2021/united_states_of_america_v._michael_robert_solomon_and_benjamin_ryan_teeter.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/usa/2021/united_states_of_america_v._michael_robert_solomon_and_benjamin_ryan_teeter.html?lng=en&tmpl=sherloc

2.9.6 Governmental officials

As mentioned above in the context of links between
illicit firearms and corruption (Section 2.7.6), govern-
mental officials can be involved in firearms trafficking
and related forms of crime in various ways. Since some
officials come into direct contact with vast numbers of
firearms and ammunition in national storage facilities
and armouries, the risk of misappropriation, theft and
illicit lending out of firearms should not be underplayed.

In KNA(i) (2017) two workers of the Customs Depart-
ment were adjudicated and sentenced for being
involved in smuggling two component parts of a firearm
from a cargo shed at the RLB International Airport, on
the island of Saint Kitts, in a cardboard box. Similarly,
in PRY(ii) (2021)¢8, officers of a National Army Regis-
try (a public military institution) appointed to register
stored firearms, diverted firearms in their custody to
make them available to members of criminal organiza-
tions. Finally, in JAMx006 (2016), a police officer was
charged with numerous counts of illicit possession of
firearms and ammunition after 19 firearms and 10,600
rounds of ammunition were seized. The defendant and
his three co-accused (two of which were civilians work-
ing at the policy armoury) were detained after a team
of police officers on patrol noticed suspicious move-
ments at a house owned by one of the co-accused and
decided to search the premises and a motor vehicle
in the yard. During the search, the officers recovered
the firearms and ammunition that were stolen from the
police armoury, probably to be sold to the black market
for several thousand dollars.

CASE STUDY
Sale of firearms from national custody on
black market - ZAF(i) (2015)"¢°

C.P., a police colonel who controlled the fire-
arms register in the South African province of
Gauteng, misappropriated large quantities of
firearms and ammunition from national custody
and sold them to the black market. >

168 This case is examined in detail in Section 3.5.1 of Chapter 3, infra.

169 Marianne Thamm, ‘A Top Cop who supplied weapons to country’s
gangsters’ (Daily Maverick, 4 July 2016). Siyavuya Mzantsi, ‘Former
top cop gets 18 years for illegal gun trade’ (Independent Online, 22
June 2016).
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Until C.P/s arrest in 2015, he had been the cus-
todian of a SAPS armory in Gauteng province,
which contained seized and surrendered fire-
arms and other guns which were meant to be
stored or destroyed by the police service. Over
a period of six years, he sold at least 2,000 fire-
arms and associated ammunition worth approx-
imately ZAR 9 million (USD 600,000) to custom-
ers, who included organized crime groups and
far right extremists.

The investigation started in 2013, when per-
sonnel at the Ballistics Unit of a regional SAPS
Forensic Science Lab in Western Cape province
noticed that official markings had been altered
in an identical manner on 22 seized firearms.
Analysis of the firearms revealed that all of them
had previously been sent by SAPS officers to be
destroyed at the SAPS head office in Gauteng.
Officers from the Western Cape province ballis-
tics unit inspected the firearms store in Gauteng
and discovered five firearms at different stages
of having their markings altered. The subse-
quent investigation by the Western Cape team
of detectives revealed that instead of being
destroyed, firearms were being altered and sto-
len by C.P. In January 2015, Prinsloo confessed
after detectives raided his house. He admitted
that he had been diverting firearms since 2002
and, in 2016, was sentenced to jail for 18 years.

2.9.7 Non-state armed groups

In conflict and post-conflict settings, lines between
organized crime groups and non-state armed
groups are often blurred. As explained in the joint
UNIDIR/UNODC issue paper Addressing the linkages
between illicit arms, organized crime and armed con-
flict in more detail, “arms and ammunition link con-
flict to crime as well as crime to conflict”. In this con-
tinuum, illicit firearms can have different functions.
They enable and fuel an armed conflict but are also
a lucrative trafficking commodity both to and from
conflict. Non-state armed groups need a steady sup-
ply of firearms and ammunition to arm themselves,
which is often facilitated by organized crime groups.
In phases of active fighting, the illicit flow typically is
directed towards the respective conflict. Once hos-
tilities cease, large stockpiles of legacy arms provide
opportunities for diversion. In summary, in different



https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/jam/2016/russel_robinson_v_r_2016_jmca_crim_34.html?lng=en&tmpl=sherloc

conflict phases non-state armed groups and orga-
nized crime groups can be involved in the trafficking
of firearms, both at the source and destination loca-
tions or en route. At the same time, non-state armed
groups may fund their activities by engaging in illicit
economies. Access to illicit arms is crucial for these
groups to perpetuate power and secure their criminal
side ventures and sustain fighting°.

The links between arms, organized crime and conflict
and the roles of non-state armed groups and orga-
nized crime groups can be exemplified by the two
following cases. Notably, both cases are linked to the
same conflict:

In USA (iv), a dual US-Romanian citizen was sen-
tenced to 10 years in prison for conspiring to sell large
quantities of military-grade weaponry to the Fuer-
zas Armadas Revolucionarias de Colombia (FARC).
In 2014, V.F.G., a Romania-based weapons broker,
conspired with his co-defendants, a former Roma-
nian government official and a former member of
the Italian Parliament, to sell an arsenal of weapons,
including machine guns and anti-aircraft cannons,
to the FARC, with the understanding that the FARC
would use the weapons against United States per-
sonnel in Colombia. During a series of recorded tele-
phone calls and in-person meetings, V.F.G. and his
co-conspirators agreed to sell the weapons to three
undercover agents, who they believed were acquiring
these weapons for the FARC but were, in fact, work-
ing with the Drug Enforcement Administration (DEA).
According to the plan, the former Romanian govern-
ment official would provide weapons expertise and
the former Italian member of Parliament would help
secure fraudulent end-user certificates in order to
make the illegal sale of weapons look legitimate. The
conspirators secured a signed contract from a Euro-
pean weapons supplier to provide more than USD 17
million worth of weapons to a straw purchaser. Before
the transfer could take place, V.F.G. was arrested in
Montenegro and extradited to the United States.

Pertaining to the same conflict, in USA (iii)"”", the
United States indicted FARC leaders for using the

170 Lauren Pinson, Addressing the linkages between illicit arms, organized
crime and armed confiict, (UNIDIR and UNODC, 2022), p. 1.
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United States Attorney Southern District of New York, Top Associate
and Weapons Supplier of the FARC Sentenced to 330 Months in
Prison for Conspiring to Import Tons of Cocaine into the United
States, 24 August 2010; United States Court of Appeals, v. Juan
Jose Martinez Vega, also Known as Chiguiro, also known as Gentil
Alvis Patino, 28 January 2022.
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proceeds of drug trafficking to buy firearms. The
defendant in this case was a top associate and
weapons supplier of the FARC. Between 1998 and
2004, on behalf of the FARC, he coordinated a
network of arms suppliers and cocaine traffickers
throughout Colombia and neighboring countries
for the exchange of at least 11 tons of cocaine for
over 240 tons of weapons and ammunition that he
supplied to the FARC. After he was indicted in 2006
with more than 50 other individuals for conspiring
to commit crimes associated with the importation,
manufacture, and distribution of cocaine into the
United States, he was extradited in 2008 and was
sentenced to 330 months in prison for conspiring to
import cocaine into the United States.

The cases illustrate how, in the case of the Colombian
conflict, a non-state armed group used profits from
drug cultivation to purchase firearms, including with
the involvement of organized crime groups. In turn, the
access to trafficked arms allowed the FARC to continue
fighting and control territory, including to enforce their
lucrative policy of acting as exclusive buyer of the raw
coca paste used to make cocaine.

210 Internet, dark web and
social media'’?

The cases collected in this Digest indicated that
criminals use the internet in various ways in the
context of illicit manufacturing of and trafficking in
firearms, their parts and components and ammu-
nition. As described above, in the context of illicit
manufacturing, tutorials and blueprints are of par-
ticular relevance, whereas, when trafficking fire-
arms, criminals often use internet forums (both in
the open and dark web), social media platforms and
messenger services to find offers of illicit firearms
and initiate the deal. The firearms, their parts and
components and ammunition are then usually deliv-
ered by fast parcel. Finally, in some States, these
items can be purchased online legally, causing the
risk that citizens of countries with stricter arms
control regimes order in these jurisdictions.

Several Argentinian cases (ARG(i), ARG(ii) & ARG(iii))
already discussed in the context of illicit manufactur-

172 See also Sections 4.3.4 and 4.3.5 of the UNODC Guidelines on the
Investigation and Prosecution of Firearms Offences.



ing"7® demonstrate how the internet is used to share
tutorials on firearms manufacturing online and market
firearm parts. The case ARG(iii) (2021), however, also
unveils how cyber-patrolling and the use of (online)
undercover agents can help detect criminal conduct
and identify potential suspects.

Similarly, cases URYx002, URYx003 & URYx004
(2021) illustrate how cyber-patrolling helped to
uncover a significant quantity of cartridges and
ammunition that was found being offered for sale
on the social media platform Facebook. During
URYx002 (2021), the police officers carried out
cyber-patrolling activities and discovered a Face-
book post advertising cartridges of different cali-
bres for firearms for sale. Further analysis revealed
that the same individual had previously offered
firearms for sale. Following this discovery, the user
behind the profile was identified and investigated,
which led to the identification of another individ-
ual among his friends, who was engaged in similar
activities. The second person also included a link in
his posts leading to a WhatsApp group. Within this
group, he accepted orders for cartridges of various
calibres. The investigation led to additional inves-
tigations URYx003 (2021) and URYx004 (2021),
which shared similar characteristics. The successful
execution of these operations can be attributed, in
large part, to the combined utilization of different
electronic surveillance measures'4.

GOOD PRACTICE

Regular cyber-patrolling can help law enforce-
ment authorities detect the sale of illicit firearms
or tutorials for their manufacture online.

While the aforementioned cases addressed firearms
offences conducted with the use of publicly available
parts of the internet, the dark web gains increas-
ing importance for illicit firearms offences because it
grants criminals a higher level of anonymity.

173 See Section 2.3, supra.

174 These three cases are examined in detail in Section 5.4 of Chapter
5, infra.
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CASE STUDY
Purchase of firearm for shooting on dark
web platform - DEUx035 (2019)

A dark web forum was created by the defen-
dant, A.U., who operated under the username
“luckyspax”. From 18 March 2013 to his pro-
visional arrest on 8 June 2017, the defendant
operated and acted as the sole administrator
of this dark web forum from his residence in
Germany. The forum set up in the Tor network
was used by its users primarily for discussions
and the (predominantly public) exchange of
messages, but also for conducting illicit sales.
Until it was shut down on 8 June 2017, the
platform was one of the largest underground
forums in Germany, with over 23,000 regis-
tered users.

Communication on the platform mainly took
place through the forums, which were accessible
to every user and were only partially encrypted.
In addition, users could communicate by means
of the internal messaging function for private
messages, which was mandatorily encrypted
using a standard encryption system.

Between 27 September 2015 and 18 August
2016, the defendant put online at least 15 adver-
tising texts from users for the sale of narcotic
drugs. By creating the category “Weapons” on
the forum, the defendant also supported trading
transactions for weapons from 11 February 2015
until his provisional arrest in June 2017. Neither
the defendant nor users of the forum had any
applicable permit to trade in narcotic drugs
or weapons.

The transactions conducted via the platform
included the sale of a handgun and the corre-
sponding ammunition by the user P.K. to the
user D.S. Using the acquired weapon, D.S. car-
ried out a mass shooting at a shopping cen-
ter on 22 July 2016, kiling nine persons and
severely injuring five others. In connection with
the sale of the weapon to D.S., P.K. was con-
victed of nine counts of negligent homicide and
five counts of negligent bodily harm and was
sentenced to seven years of imprisonment. »



https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_vectra.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_ecosport.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_escape.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_vectra.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld//case-law-doc/illicitfirearmscrimetype/ury/2021/operation_ecosport.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_escape.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld//case-law-doc/drugcrimetype/deu/2019/bgh_beschluss_vom_06.08.2019_1_str_18819_.html?lng=en&tmpl=sherloc
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A.U. was charged with aiding the unlawful adver-
tising of narcotic drugs (28 counts), aiding the
intentional unlawful acquisition of a semi-auto-
matic pistol (two counts) and intentional unlaw-
ful acquisition of narcotic drugs (four counts).
He was also charged with aiding intentional
unlawful trading in a firearm in conjunction with
negligent killing (nine counts) and with negli-
gent bodily harm (five counts) in relation to the
sale of the weapon used by D.S. to carry out the
mass shooting. A.U. was sentenced to six years
of imprisonment!”s.

Investigating illegal activities (including illicit firearms
offences) on the dark web has become a priority for law
enforcement all over the world. One of the most prom-
inent transcontinental law enforcement operations on
the dark web, Operation Dark HunTOR in 2021, involved
law enforcement authorities of several countries,
namely Australia, Bulgaria, France, Germany, Italy, the
Netherlands, Switzerland, the United Kingdom and the
United States. In the operation police forces arrested
150 suspects involved in buying or selling illicit goods
on the dark web and seized more than EUR 26.7 mil-
lion in cash and virtual currencies, as well as 234 kg of
drugs and 45 firearms. The seized drugs include 152
kg of amphetamine, 27 kg of opioids and over 25,000
ecstasy pills'e,

175 For more information on this case, see UNODC, SHERLOC case law
database, Case No. DEUx035 (2019).

176 Eurojust, 150 arrested in dark web drug bust as police seize EUR 26
million, 26 October 2021

GOOD PRACTICE
Deconflicting

One key aspect in online undercover investi-
gations is the need for deconfliction both at a
national and international level. Deconflicting
includes the exchange of information between
different law enforcement authorities on the use
of undercover agents. Without proper decon-
flicting measures, investigators risk interacting
with other undercover agents without knowing
it. By implementing deconfliction protocols, law
enforcement agencies can avoid compromis-
ing ongoing operations, protect confidential
informants, and enhance overall operational
efficiency.
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J.Investigative
Strategies



While the first part of the Digest examined dif-
ferent firearms related offences and the actors
involved in them, the second part looks into strat-
egies used to investigate, prosecute and adjudi-
cate such crime.

The present chapter oninvestigative strategies explores
promising practices for following proactive and intelli-
gence-led approaches, conducting expanded and par-
allel investigations, and using inter-institutional cooper-
ation mechanisms, as they emerge from the examined
cases. It also details some cases that illustrate good
practices related to the seizure and tracing of firearms
as well as forensic and ballistic examinations.

3.1 Proactive and
intelligence-
led approach'”’

The vast majority of firearms are seized within national
territories, in contexts other than illicit trafficking. They
are rarely intercepted at their point of diversion, but
only when they re-emerge at the surface in connec-
tion with other criminal activities. This means that illicit
firearms trafficking remains most often invisible and
undisclosed'®. In many cases, criminal investigations
stop as soon as the offence of illicit firearms posses-
sion can be proven. This approach offers a fast and
effective method for investigators and prosecutors to
charge persons found in possession of an illicit fire-
arm. But at the same time, it misses the opportunity to
dismantle the trafficking networks that are involved in
the supply of arms. The illicit flow, therefore, continues
unchallenged.

To disrupt firearms trafficking and related offences
a proactive intelligence-led approach is needed.
Unlike reactive investigative approaches that focus
on a crime that has already occurred, a proactive
investigation aims to enquire into criminal threats
before an offence occurs so that crime can be pre-
vented and the attempt eventually prosecuted. Intel-
ligence-based investigations are crucial components
of a proactive approach, through identifying criminal
activities as well as the networks, groups and individ-

177 See also Section 3.4 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

178 Global Study on Firearms Trafficking, UNODC, 2020, p. 86.
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uals involved but also to determine crime trends and
patterns, therefore allowing for more targeted polic-
ing action in the future. This also includes the sys-
tematic gathering, evaluation and analysis of relevant
information and data to generate valuable “intelli-
gence” that enables law enforcement authorities and
prosecutors to adopt necessary decisions and steps
to concretely investigate and prosecute firearms traf-
ficking and related offences.

In the context of firearms trafficking and related forms
of crime, effective criminal justice responses combine
the systematic tracing (at a domestic and, if needed, at
an international level) of all seized firearms, extended
and parallel investigations (including financial investi-
gations), special investigative techniques (including
controlled deliveries, undercover operations, and var-
ious forms of surveillance), and ballistic and scientific
examination to identify the illicit origin of the seized
firearm and dismantle the procurement networks. The
establishment of inter-institutional coordination and
cooperation mechanisms at a domestic level can help
to interlock these investigative steps, while different
forms of international cooperation permit dealing with
cross-border cases. Finally, the systematic collection
and analysis of crime data and information helps build
a better intelligence picture.

These aspects are discussed and illustrated with spe-
cific cases in the next two chapters.

3.2 Firearms seizure

An investigation into a potential firearms offence can
have different entry points — the recovery of a firearm
at a crime scene or border crossing, information pro-
vided by informants and undercover agents, or larger
investigations into the activities of organized crime
groups - to name just a few. The cases examined
in the Digest identified the recovery and seizure of
firearms as the most common entry point for starting
an investigation into firearms trafficking and related
offences.

To ensure that customs or law enforcement authori-
ties follow standardized procedures after the recov-
ery or seizure of firearms, components or ammuni-
tion, many States have developed standing operat-
ing procedures or recovery protocols. The INTER-
POL Firearms Recovery Protocol can serve as a
reference.


https://www.interpol.int/content/download/19032/file/Firearms%20-%20Firearms%20recovery%20protocol_EN_LR.pdf
https://www.interpol.int/content/download/19032/file/Firearms%20-%20Firearms%20recovery%20protocol_EN_LR.pdf

GOOD PRACTICE
INTERPOL Firearms Recovery Protocol

The Firearms Recovery Protocol provides guid-
ance to law enforcement authorities and foren-
sics laboratories when investigating a recovered
firearm or expelled ammunition. The Protocol
outlines the steps for both parties to enable
them to share information to solve cases of fire-
arms trafficking and to generate a broader threat
assessment on firearms flows and related crime.
The Firearms Recovery Protocol contains seven
steps: (1) search in the national firearms regis-
try and lost/stolen database; (2) iARMS search/
trace; (3) evidence recovery and suspect inter-
view; (4) latent fingerprint examination of fire-
arm; (5) DNA examination of firearm; (6) national
and/or international IBIN ballistic comparison of
cartridge casings / bullets; (7) collection and
analyses of information gathered in steps 1-6 to
develop investigative leads; (8) reporting of the
intelligence to investigators; and (9) analysis of
the intelligence generated for indicators of fire-
arms trafficking.

In accordance with Article 6 of the Firearms Protocol,
States parties are required to ensure that firearms,
their parts and components and ammunition, which are
believed to be illicitly manufactured or trafficked, can
be temporarily seized and subsequently confiscated.
Article 6 of the Protocol must be read in conjunction
with Article 12 of the UNTOC, whereby States par-
ties shall adopt measures to enable the identification,
tracing, freezing or seizure of proceeds of a crime or
property used in or destined to commit offences. This
also includes the search for firearms that might have
been used in crime or that originate from criminal con-
duct (such as illicit manufacturing or trafficking). With
regards to the final disposal of confiscated firearms,
the Firearms Protocol requires States parties to take
measures that prevent confiscated firearms from fall-
ing into the hands of unauthorized persons, prioritizing
the destruction of confiscated firearms.

The importance of secure disposal mechanisms can be
illustrated by ZAF(i) (2015)'7° in which a police colonel
in control of the armory in South African Gauteng prov-
ince misappropriated at least 2,000 firearms as well as
associated ammunition from national custody and sold

179 This case is examined in detail in Section 2.9.6, supra.
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them on the black market. The firearms and ammuni-
tion had been seized or surrendered and were meant to
be stored or destroyed by the police service.

3.2.1 National procedures for
firearms seizures'@®

The material collected confirmed that most of the States
provide for legislative and institutional frameworks to
allow national police forces, prosecutors or judges to
order the search for and seizure of firearms suspected
of being illicitly manufactured or trafficked. The exam-
ined cases show a great variety across jurisdictions
with regards to the procedures, the criteria that must be
met and competent authorities that may decide on the
measure. In some jurisdictions, general rules in national
codes of criminal procedure apply to all searches and
seizures regardless of the potential crime, while in other
jurisdictions specific powers to search and seize fire-
arms and ammunition are set forth in firearms acts.

Usually, a decision of a court, investigative judge or
prosecutor is required to search dwellings and housing
for illicit firearms. Only in exigent circumstances, partic-
ularly where delaying a search entails the risk that evi-
dence might be destroyed or that an illicit firearm might
be used, a police officer may conduct a search with-
out a court order'™’. However, some jurisdictions apply
lower procedural requirements where firearms might be
involved. This includes allowing law enforcement offi-
cers to search property and seize firearms without a
search warrant, where they have reasonable grounds
to believe that a firearms offence is being or has been
committed. Section 42 of Guyana’s Firearms Act, for
instance, provides that a police officer may, without
a warrant, enter, examine and search any premises or
place for the purpose of ascertaining, in accordance
with the reasonable requirements of public safety or
order, whether there are firearms, ammunition or explo-
sives in such premises or places and to seize and detain
them where there are reasonable grounds for suspect-
ing that an offence affecting public order or security has
been or is about to be committed. Pursuant to Section
47 of the UK Firearms Act (1968), the police may search
any person who is reasonably suspected of having a
firearm with them or to be committing an offence and

180 See also Section 3.9.1 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

181 See Section 28(4) and (5) of the Swedish Code of Criminal
Procedure or Section 105(1) of the German Code of Criminal
Procedure.



require them to hand over the firearm or ammunition for
examination. The same powers apply where the police
have reasonable cause to suspect that there is a fire-
arm in a vehicle in a public place. For the purpose of
exercising the powers conferred by this section a con-
stable may enter any place. Similarly, in Italy, pursuant
to Article 41 of the Testo unico delle leggi di pubblica
sicurezza (T.U.L.P.S), agents and officials of the Judicial
Police who are notified about illegal firearms, ammuni-
tion or explosive materials in any public or private venue
or home are obliged to immediately institute a search
for such materials to seize them. The seizure report
shall be forwarded without delay and in any case not
later than forty-eight hours after the search to the pros-
ecutor's magistrate in charge for validation purposes.

GOOD PRACTICE
INTERPOL Firearms Recovery Protocol

The INTERPOL Firearms Recovery Protocol pro-
vides guidance to law enforcement authorities
and forensics laboratories when investigating
a recovered firearm or expelled ammunition.
The protocol outlines the steps for both parties
to enable them to share information to solve
cases of firearms trafficking, and to generate
a broader threat assessment on firearms flows
and related crime.

3.2.2 Incidental versus targeted
firearms seizures

In the cases examined in the Digest, the detection and
seizure of illegal or suspected illegal firearms, their
parts and components and ammunition occurred in dif-
ferent spatial contexts (at national borders or within the
territory of a State) and under different circumstances
(incidental or as a result of a targeted operation).

Incidental seizures of firearms typically emerge as the
result of routine customs inspections at land border
crossings, seaports and airports, or of law enforcement
searches of persons, dwellings or vehicles during rou-
tine patrolling or searches on the basis of other criminal
investigations. As an example for a domestic inciden-
tal seizure, in CUW(i) (2021), during a routine patrol,
police detectives saw two individuals on a parking lot
of a restaurant behaving suspiciously. Police searched
them, found a handgun with one of the individuals and
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arrested him. A subsequent targeted search at his
address produced around 20 rounds of ammunition.
The individual was sentenced to a term of 18 months in
prison, of which 9 months were suspended.

Another recurring scenario is that of incidental seizures
resulting from routine custom controls at land border
crossings, seaports and airports. In the case MNE/
ALB(i) (2017)'82, the Montenegrin police searched a
bus at the Albanian-Montenegrin border with a final
destination in Germany and found seven pistols, 30
bullets and 1.5 kg of narcotics substances in a piece of
luggage. Through ensuing investigative measures and
cooperation with police authorities in Albania and Ger-
many, including with the support of EUROPOL, inves-
tigators were able to identify and dismantle a traffick-
ing network.

As illustrated by the following case study MTQ(i) (2021),
disrupting seaborne firearms trafficking requires a high
degree of coordination among different security forces
on sea, land and air. The case of firearms and drug traf-
ficking from Saint Lucia to Martinique represented a rare
opportunity for law enforcement officials to arrest the
traffickers (Saint Lucian) and the buyers (French-Mar-
tinique) in the act. However, the case also unveils evi-
dentiary difficulties when prosecuting and adjudicating
cases of firearms trafficking in which traffickers aban-
don their contraband once they are detected.

CASE STUDY
Operation MANIKOU - MTQ(i) (2021)

On 12 May 2021, the French navy vessel “La
Combattante”, acting within the framework of
an inter-ministerial operation known as “MAN-
IKOU”, spotted and followed a suspicious Saint
Lucian fishing vessel, which was sailing towards
the shores of Martinique by night with no
lights on. A customs aircraft filmed four peo-
ple disembarking. When sailing back to Saint
Lucia the vessel was stopped by the French
navy in French territorial waters. The cap-
tain and his mate, however, had time to drop
three parcels in the sea, which immediately
sank and could not be retrieved. The captain
J.M.A. and his crewman H.N. were arrested.
Meanwhile, on land, customs officers | 2

182 This case is examined in detail in Section 5.2.1, infra.



spotted and arrested Q.C. and A.C. as they
were trying to escape. Q.C. was found with EUR
29,950 hidden in his underwear. Close to them
was a Peugeot 207 in which the officer found a
Glock pistol with serial numbers filed off as well
as two magazines, each loaded with 15.9 mm
cartridges. During their efforts to recover other
illicit goods, the customs officers found J.D.,
who was hiding, with wet clothes, and tried to
flee and resisted his arrest. Close to him was a
backpack which contained 1.5 kg of cannabis.
The analysis of aerial surveillance by the cus-
toms plane and of the suspect’s phones led to
the conclusion that of the four persons that
disembarked the fishing vessels only J.D. was
found and 3 persons managed to flee. Further-
more, the three parcels that were abandoned
and sank when the vessel was intercepted seem
to have contained weapons. Q.C. and A.C. were
sent to the pick-up location by a Saint Lucian
criminal to pay for the delivery of weapons and
illicit drugs.

The accused were tried using a fast-track trial
procedure and found guilty on different counts,
including: acquisition, holding and transport of
illicit weapons and ammunition (in relation to
the firearm and ammunition seized during the
operation); attempt of drugs importation; illicit
transport of migrants, money laundering, and
opposition to customs officers (only for J.D.).
Since the three abandoned parcels, containing
most likely firearms, could not be retrieved, the
offence of firearms trafficking was not prose-
cuted. Instead, the prosecutor made the choice
to prosecute the five arrested suspects for the
offences that could be proved and dissociate
the rest of the case to pursue investigations
against unknown parties.

The main difficulties in the detection of trafficked fire-
arms are the limited resources of customs and border
control forces to guard porous land and sea-borders,
difficulties in identifying disassembled firearm parts
on x-ray and scanner images, and the large volume of
legal global trade of goods and the large flow of per-
sons that only allows the taking of samples based on
risk indicators.

The challenges faced by countries differ significantly
across regions and sub-regions. In the Caribbean
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region, for instance, traffickers often traffic firearms
and drugs in fishing vessels through porous borders
and unofficial ports, whereas in Europe trafficking
across land borders, in containers and through postal
and fast parcel deliveries, is more prevalent. Depend-
ing on the respective modus operandi the border man-
agement and protection responses also need to be tai-
lored. For instance, in JAM(i) (2019) a successful rou-
tine screening of the content of a container by Ports
Authority Jamaica (PAJ) on 30 April 2019 led to the
seizure of three pistols and 200 rounds of ammunition.
The police agents were called to the Kingston Wharf by
customs officers, who showed them two plastic bar-
rels containing food items. The barrels appeared with
an unusually dark area on the images of the scanning
machines. Upon closer inspection the police officers
found the firearms and ammunition and initiated a crim-
inal investigation to identify the persons involved in the
trafficking. Notwithstanding this successful operation,
the expert highlighted that firearms seizures at the
official ports of Jamaica are rare and presumed that
many shipments remain undetected.

The second variant of incidental firearms seizures are
recoveries at crime scenes and during searches in the
context of investigations into other crimes, especially
drugs offences. In some of these cases, the seizure
was the entry point to investigate the origin of the fire-
arm in parallel to the original investigation.

CASE STUDY
Operacién Wolf - CHL(i) (2021)

In the context of Operacidén Wolf against an orga-
nized crime group dedicated to drug trafficking,
law enforcement seized a firearm for which the
suspect could provide a valid firearms licence.
Nevertheless, the police officer traced the fire-
arm and identified the gun shop where the fire-
arm was purchased. Ensuing investigations
unveiled that the owner of the gun shop was a
public official with connections to the criminal
milieu. During an examination of documentation
at the national armoury, police officers could
prove that the owner of the gun shop, together
with other persons, purchased and sold several
firearms using false documentation. The police
applied surveillance and telephone tapping, lead-
ing to the arrest of suspects when they tried to
arrange the purchase of additional weapons. »
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At the time when the expert presented these facts,
, the case was in the final stage of investigation,
close to indictment and oral trial. This case brought
to light the link between public officials, gun deal-
ers and an organized crime group that acquired
firearms for protection and territorial disputes. The
modus operandi included the falsification of docu-
ments to conceal the destination of the illicit fire-
arms. During the investigation, special investiga-
tive techniques were used such as electronic sur-
veillance, undercover operations, and geolocation.

Lessons learned:

This case illustrates how incidental seizures of
firearms during the investigation of other crimes
can be a starting point for dismantling firearms
supply networks. The involved investigators
could have easily limited the investigation to
the original drug offences without investigating
the potential illicit origin of the firearm. Only by
broadening the investigation they were able to
drain a source of illicit firearms in Chile.

In contrast to incidental seizures, targeted firearms sei-
zures require that law enforcement authorities already
have a sufficiently solid suspicion and start an inves-
tigation based on this suspicion. This was the case
in the following case study, where law enforcement
authorities received information about a suspected
firearms trafficker and cooperated with their coun-
terparts abroad in order to seize a shipment that had
already been posted.

CASE STUDY
Targeted seizure of trafficked parts and
components - GBRx116 (2022)183

After receiving information about a suspected
trafficker of firearms, the US Department of
Homeland Security initiated a joint investigation
into a suspected firearms trafficker, seized his
phone and identified communication with one
of his clients in the UK regarding the >

183 For more information on this case, see UNODC, SHERLOC case law
database, Case No. GBRx116 (2022).

shipment of firearm parts. Homeland Security
permitted the trafficker to continue commu-
nicating with his client under supervision and
later took over the communication through his
phone entirely. The shipment was intercepted
at a Birmingham sorting office and found to con-
tain internal parts of a Glock 17 semi-automatic
pistol disguised with an electronics kit. The parts
themselves were legal to possess. They were
forensically marked by UK National Crime Agency
officers and delivered to the client in a resealed
package. A few days later, the client ordered
a Glock 17 barrel as well as several other parts
from the trafficker. The US authorities posted the
parts, excluding the barrel as this would have vio-
lated US laws. On 21 February 2022, the pack-
age was intercepted by UK Border Force officers,
who examined it and attached tracking equip-
ment before delivering it. After the delivery, the
purchaser was arrested and the package seized.
Law enforcement authorities also searched his
business address and seized a 3D printer, fire-
arm parts from the first order and an ammuni-
tion press.

The cases illustrate that incidental firearms seizures
ideally mark the starting point for further investiga-
tions into the origin of illicit firearms and their supply
networks. In contrast, targeted seizures usually occur
somewhere along an investigation based on initial sus-
picion and evidence.

However, some cases also revealed that seizures do
not necessarily lead to broader investigations and
often come to an end once the offence of illicit fire-
arms possession can be proved. Furthermore, particu-
larly in the context of investigations against poly-crime
groups, firearms offences are often neglected during
investigations when their penalties are significantly
lower than the penalties for e.g. drug offences. Where
investigators recover firearms in the context of other
crimes, the tendency is to seize them as instrumental-
ities of the principal offence and to charge the suspect
with illicit possession, when the person is not the legit-
imate owner of the gun, instead of investigating the
source for the illicit firearm.


https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/gbr/2022/r_v._haroon_iqbal_2022_ewca_crim_1156.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/gbr/2022/r_v._haroon_iqbal_2022_ewca_crim_1156.html
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GOOD PRACTICE
Seizures as starting point for
investigations

Each recovered illicit firearm is a piece of evi-
dence to open an investigation with the aim to
establish its source and dismantle the procure-
ment networks.

3.2.3 Collection, registration,
analysis and sharing of
seizure data'*

The collection, registration, analysis and dissemination
of information on seized firearms allows customs and
law enforcement authorities to build a better intelli-
gence picture on firearms trafficking and related forms
of crime. This includes a better knowledge of traffick-
ing routes, modi operandi, actors involved, etc. It also
allows to develop and constantly finetune risk indica-
tors to better target operations and increase the likeli-
hood of intercepting illicit arms flows.

At a policy-level, a solid knowledge of firearms
related risks and threats allows the closing of
legal loopholes and the allocation of sufficient
resources to prevent and combat the illicit manu-
facturing of and trafficking in firearms their parts
and components and ammunition. Finally, the
systematic collection and analysis of seizure data
feeds into global efforts to monitor illicit arms
flows, for instance, through the UNODC lllicit
Arms Flows Questionnaire.

The assessed cases show that States follow very dif-
ferent approaches when collecting and analyzing sei-
zure data. In some countries this information is not
centrally collected and would have to be retrieved from
the documentation of each individual firearms related
case. Other countries have established centralized
record-keeping systems to collect information on each
recovered firearm.

184 See also Section 3.10 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

GOOD PRACTICE
Establishment of centralized systems to
collect seizure data

The Italian National Anti-Mafia and Counter-Ter-
rorism Directorate (DNA), with its decentralized
26 district directorates (DDA), is the most rel-
evant judicial body in Italy in the fight against
transnational organized crime and firearms traf-
ficking. This structure pursues the objectives of
concentrating and centralizing organized crime
investigations in the hands of specialized pros-
ecutors within highly qualified structures and
of promoting the centralized collection of data
and information related to organized crime. The
DNA has launched, in 2018, a project to collect,
analyze and exchange information on seized
firearms to enhance the intelligence picture.
Through systematic analysis of the collected
data, DNA aims at identifying the sources of
illicit firearms. At an operational level the proj-
ect promotes a more proactive approach among
the district directorates in investigations dealing
with firearms trafficking.

In a first step, the district directorates and
several Italian police agencies are required to
provide DNA with information about seized
firearms, main supply channels, and modi ope-
randi of trafficking networks. Information on
seized firearms is stored in the Italian data
management system, based on Integrated Bal-
listic Identification System (IBIS) technology. In
a second step, a working group analyses the
information and makes specific operational and
investigative recommendations to the district
directorates.

3.3 Forensic and ballistic
examination'®®

Forensic and ballistic examinations of recovered fire-
arms, cartridges, bullets, and other ballistic material
are important components in criminal investigations.
Combined with other pieces of evidence they can help
understand the history of a firearm and can establish
links between different crime scenes, including in dif-

185 See also Section 3.9 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.



ferent countries. They can also help discover struc-
tures and compositions of organized crime and terror-
ist groups, including potential connections between
them. Finally, where national ballistic databases of all
registered firearms exist, ballistic examination might
also help identify the licensed holder of a firearm that
was used at a crime scene.

3.3.1 Forensic examinations

Forensic analysis involves the physical examina-
tion of a firearm, bullet or cartridge case as well as
DNA and fingerprint examinations. In particular for
privately made firearms, the physical examination
is required to determine if the recovered item actu-
ally falls within the scope of the domestic firearms
control regime and under which category (e.g. if a
firearm can be switched to function fully automat-
ically, which might render it a prohibited weapon
in some jurisdictions) and if it was fully functional,
which might be taken into account in the sentencing.
Furthermore, the correct identification of a firearm
or round of ammunition is a prerequisite to tracing
them. Many cases examined in the Digest under-
scored the utility of the INTERPOL Firearms Refer-
ence Table (IFRT) to facilitate the physical identifi-
cation of firearms. The IFRT is an interactive online
tool that contains thousands of firearms references
and images to assist law enforcement officers in
accurately identifying the technical characteristics
of recovered firearms in order to facilitate their trac-
ing and support firearms related investigations.

The second component of forensic analysis are DNA
and fingerprint examinations that can provide evidence
to identify the persons who held a specific firearm in
their hands — be it the perpetrator of a crime or the per-
son who illicitly manufactured or trafficked a firearm.
This is of particular importance where trafficked fire-
arms are recovered that are not in immediate proximity
to the suspect - e.g. firearms in pieces of luggage in
a means of public transportation, or firearms in dwell-
ings or cars that are used by several people. This was
the case in FRAx037 (2021), USAx280 (2020), and
SWEX003 (2022), where firearms were found either in
the car or private property of a suspect and DNA exam-
inations were used to prove that the suspect actually
had the firearms in their possession. In contrast, in
AUSx213 (2021), the Court of Appeal overturned the
conviction of a defendant based on DNA found on the
trigger of a firearm, as the court held that there was

75

a reasonable possibility of a secondary transfer of his
DNA onto the firearm.

Furthermore, the forensic examination may include
the restauration of obliterated serial numbers and
other markings on firearms. As described in Sec-
tion 2.5, criminals often tamper with the markings on
firearms in order to obstruct efforts to trace them.
However, forensic experts are often able to restore
these markings.

CASE STUDY
Restauration of erased serial numbers -
CANx070 (2014)

In 2009, the defendant obtained a licence
to acquire and possess non-restricted and
restricted firearms in Canada. Shortly after
acquiring that licence, he purchased a Heckler
& Koch, Mark 23 restricted handgun. He made
no further firearm purchases for three years,
but in early September 2012, he bought 10
restricted handguns and a shotgun in two sep-
arate transactions within a very short space of
time. Those purchases triggered the interest
and concern of the Firearms Enforcement Unit
(FEU). In a visit at his address, the police seized
four firearms but none of the other 11 handguns
that the defendant purchased earlier in Sep-
tember. He claimed that some of his guns had
been stolen'ss.

In 2014, the police opened investigations
against a member of an organized crime group,
searched his home and seized large quantities
of drugs as well as three handguns, a shotgun,
and a large quantity of ammunition. The serial
number on one of the handguns and the shot-
gun had been obscured. However, the police
restored the serial number and determined that
those were firearms that were originally pur-
chased by the defendant. The police also seized
text messages between the defendant and the
member of the organized crime group, indicat-
ing that both were in contact with regards to the
purchase of the firearms.

186 For more information on this case, see UNODC, SHERLOC case law
database, Case No. CANx070 (2014).


https://www.interpol.int/en/Crimes/Firearms-trafficking/INTERPOL-Firearms-Reference-Table
https://www.interpol.int/en/Crimes/Firearms-trafficking/INTERPOL-Firearms-Reference-Table
https://sherloc.unodc.org/cld/case-law-doc/criminalgroupcrimetype/fra/2021/cass._crim._09.06.2021_n_20-82.592.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld//case-law-doc/illicitfirearmscrimetype/usa/2020/united_states_of_america_v._jermaine_craig_rhoomes.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/swe/2022/case_b_2753-22.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/aus/2021/seifeddine_v_r_2021_nswcca_214.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/can/2014/r._v._nguyen_2014_onsc_4442_canlii.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/can/2014/r._v._nguyen_2014_onsc_4442_canlii.html?lng=en&tmpl=sherloc

3.3.2 Ballistic examinations

In 2022, the Working Group on Firearms addressed the
topic of ballistic examination, which was explained in
detail in a background paper'®’:

“Ballistic examination is a crucial part of investigations
of firearms-related criminality. Usually used to investi-
gate violent crimes that have been conducted with a
firearm, ballistic examination may also provide import-
ant evidence to trace back illicitly trafficked firearms
through ballistic evidence found on cartridge cases.
Somewhat similar to fingerprints, every firearm has
unique characteristics that leave distinct markings
on the projectiles and cartridge cases that are fired.
Comparing these markings on cartridge cases that are
recovered at crime scenes or that have been test-fired
with seized firearms can help to identify the firearm
and to link it to other crime scenes or even to its last
legitimate owner. Ballistic comparison allows investi-
gators to develop new investigative leads and to find
connections between separate crime scenes, even
across borders. Thus, it may also provide a starting
point for investigating cases of firearms trafficking.”
In Italy, for example, every time a recovered firearm
is handed in for ballistic and forensic examination, it
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is test-fired and the samples are compared with the
database of the Archivio Ballistico Nazionale Elettron-
ico and the INTERPOL Ballistic Information Network
(hereafter IBIN). IBIN is a global platform for the cen-
tralized collection, storage and cross-comparison of
ballistics data. In the Bahamas, the forensic laboratory
carries out a functionality test of all recovered firearms
to determine if the firearm functions as designed and it
is capable of inflicting injury. If required, serial numbers
are restored to ensure the identification and tracing of
the firearm. With a mandatory turnaround time of less
than 24 hours for ballistic examinations, investigators
can use the ballistic evidence immediately after the
recovery of the firearm without losing valuable time.
Similarly, in Sweden DNA-free cartridge containers are
used in the IBIS equipment, enabling faster preliminary
results from IBIS before the DNA examination of the
cartridge cases.

While the comparison is often done manually, auto-
matic ballistic identification systems can significantly
automate the process of matching a piece of recov-
ered ballistic evidence with information in a database,
even going beyond national boundaries. As data from
INTERPOL and the United States National Integrated
Ballistic Information Network shows, countries using

CASE STUDY

possession of a prohibited firearm.

Supply of antique firearms to criminals — GBR(i) (2017)

This case involved a firearms dealer who supplied antique firearms to criminals. The investigation began
when the expert at the National Ballistic Service (NABIS) noticed that since 2009, particularly in the Midlands,
an increasing number of the police recoveries were pre-war handguns for which there was no commercially
available ammunition. Most of the recoveries involved privately made ammunition for these guns. The man-
ufacturing process involved the use of four different tools, each of which has its own unique tool markings,
which are detectable under a microscope. A microscopic examination, thus, proved that the same equipment
was used for the manufacturing of the ammunition and the same person or manufacturer was involved. The
guns had been used in several fatal shootings in the UK. The defendant had imported hundreds of weapons
from the US, manufactured ammunition for them, falsified entries in his firearms register and damaged tools
to erase markings to defeat scientific examination. The accused P.E. was condemned by an English court to
30 years of imprisonment on different counts such as conspiracy to transfer prohibited weapons and ammu-
nition, fraudulent evasion of a prohibition or restriction on the importation and exportation of firearms, and

Lessons learned:

This case demonstrated the benefits of ballistic examinations in investigating firearms trafficking.

187 CTOC/COP/WG.6/2022/2.


https://undocs.org/CTOC/COP/WG.6/2022/2
https://www.interpol.int/en/Crimes/Firearms-trafficking/INTERPOL-Ballistic-Information-Network

automated ballistic matching systems can significantly
increase their analytical capability in linking different crime
scenes in which the same firearm has been fired. Even
more ambitious attempts have been approaches to estab-
lish national reference ballistic databases of all registered
firearms. Such databases have the purpose of using the
ballistic fingerprints of ammunition that are recovered at
crime scenes to identify the firearm from which it was
fired and trace it back to its last legitimate owner's8,

GOOD PRACTICE
Establishment of Ballistic
Information Networks

The National Integrated Ballistic Information
Network (hereafter NIBIN) is a programme
established in 1997 by the United States Bureau
of Alcohol, Tobacco, Firearms and Explosives
(ATF). Running on the IBIS platform, NIBIN
enables US law enforcers to rapidly determine
if a piece of recovered ballistic evidence came
from a firearm that has been previously used in
a crime. NIBIN contains digital images of recov-
ered pieces of ballistic evidence. The rapid
dissemination of ballistics information, in turn,
allows for tracking of gun-specific information
and connection of a particular firearm to mul-
tiple crimes irrespective of geographic location.

The Firearms Protocol does not regulate the forensic
and ballistic examination of firearms. Nonetheless,
most of the cases examined in the Digest confirmed
their importance in the investigation of cases involv-
ing firearms.

3.3.3 Institutional framework and
examination procedures

The cases studied brought to light a great variety of
structures and procedures established at domes-
tic level for the forensic and ballistic examination of
recovered firearms and ammunition. In some coun-
tries, forensic laboratories or departments of the
police forces oversee the examination, while in other
countries private laboratories are also contracted.

188 INTERPOL, Crimes, Firearms Trafficking, “INTERPOL Ballistic
Information Network”. Available at www.interpol.int; and United States,
Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF), “National
Integrated Ballistic Information Network factsheet” (June 2020).
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Sometimes, for instance in Curacao and Jamaica, the
forensic laboratories also trace firearms, both through
domestic registries as well as through international
tracing mechanisms such as iArms and iTrace. Finally,
some jurisdictions have also established national fire-
arms focal points or integrated firearms centres that
combine the expertise of investigators, prosecutors
and ballistic experts and oversee all parts of firearms
related investigations, including the forensic and bal-
listic examinations. For instance, in Albania, a National
Firearms Focal Point was set up in 2019, which also
includes experts in the field of technical-ballistic exam-
inations. This Focal Point collects and analyzes all fire-
arms related information, has access to all databases
at national and international level, and exchanges
information on firearms and ammunition with both
domestic and foreign counterparts. Furthermore, it
trains practitioners who deal with firearms cases.

GOOD PRACTICE
Establishment of Integrated
Firearms Centres

The National Ballistics Intelligence Service
(hereafter NABIS) is a similar body. Established
in 2008 as a key component in the United King-
dom’s strategy to reduce firearms criminal-
ity, it is incorporated in the National Firearms
Focal Point and is the expert agency for foren-
sic examination, intelligence and knowledge
around the use, supply, distribution and man-
ufacture of illegal firearms and ammunition. It
is tasked with gathering and disseminating fast
time intelligence on the criminal use of firearms
to the police service and partner agencies.
NABIS manages a compulsory registry of recov-
ered firearms and ammunition used in crime, as
well as firearms and ammunition recovered by
the police. The NABIS database provides stra-
tegic and tactical intelligence. NABIS supports
UK law enforcement at a local, regional, and
national level and offers support internationally
through engagement with EUROPOL, INTER-
POL, UNODC and UNDP. Forensically examin-
ing firearms’ ballistic material and identifying
forensic and intelligence links enables NABIS
to provide law enforcement with strategic and
tactical reports that inform operational activity
and dynamic intelligence bulletins when new
trends are identified.



http://www.interpol.int

Common criticalities encountered deal with the lack
of resources and expertise, both financial and tech-
nical, to systematically conduct forensic and ballistic
examinations of recovered firearms. Limited resources
may negatively impact response-times and the qual-
ity of examinations and, in some instances, may even
be taken into account for the decision as to whether a
proper investigation is initiated.

3.4 Tracing of firearms
and ammunition'®®

Pursuant to Article 3(f) of the Firearms Protocol, tracing
means the systematic tracking of firearms and, where
possible, their parts and components and ammuni-
tion from manufacturer to purchaser for the purpose
of assisting competent authorities in detecting, inves-
tigating, and analyzing illicit manufacturing and illicit
trafficking. States parties to the Protocol shall coop-
erate in the tracing of firearms, their parts and compo-
nents and ammunition that may have been illicitly man-
ufactured or trafficked. Such cooperation shall include
the provision of prompt responses to requests within
available means.

Tracing stands at the heart of measures to investigate
firearms trafficking by identifying the last legitimate
holder / records and the point in time in which a firearm
was diverted from the legal to the illicit market. It is,
thus, crucial to link a suspect to a recovered firearm in
a criminal investigation and to identify potential traf-
fickers, as well as trends, routes and modi operandi of
firearms trafficking.

The Digest revealed a diverse picture regarding the
institutional framework and the procedures for fire-
arms tracing and responding to incoming tracing
requests. In some countries, systematically, every
recovered firearm is traced, while in others, tracing
is only applied on an ad hoc basis. Similarly, in some
countries, specialized units have been established to
issue or respond to tracing requests, while in other
countries the handler of the case can decide on an
individual basis whether or not a recovered firearm
should be traced and would be in charge of issuing
the request. In particular, the establishment of spe-
cialized tracing centres, national firearms focal points
or integrated firearms centres, typically based within

189 See also Section 3.30 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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the national police or military services has proved to
be effective’®0. Experts from Brazil, Canada and the
UK shared positive experiences of establishing a spe-
cialized national body to ensure a more systematic
approach to tracing firearms as part of investigative
efforts and to collect and analyze related tracing data
with the aim of building a better intelligence picture
over time.

The Canadian National Firearms Tracing Centre, for
instance, tracks the movement of a firearm from its
manufacture or introduction into commerce by the
importer through the distribution chain (wholesal-
ers and retailers) to identify the last known owner/
business that may be involved in straw purchases.
Furthermore, it regularly analyzes information about
traced firearms to identify major routes and patterns
of firearms trafficking as well as individuals and busi-
nesses. In 2021, the Canadian National Firearms Trac-
ing Centre traced the origins of 3,398 firearms, a 58 %
increase over 2020, Similarly, Brazil and the United
States have also set up national firearms tracing cen-
tres. The Bureau of Alcohol, Tobacco, Firearms and
Explosives (ATF) National Tracing Center (NTC) is
the United States’ only crime gun tracing facility. The
NTC’s mission is to conduct firearms tracing to pro-
vide leads for federal, state, local and foreign law
enforcement agencies to investigate and to solve fire-
arms offences and to detect firearms trafficking. NTC
activities aim at tracking the intrastate, interstate,
and international movement of illegal firearms. The
important role played by NTC in the tracing of fire-
arms emerged in several cases examined, e.g. in the
Caribbean region'2, Also in Brazil, a Firearms Trac-
ing Centre is embedded in the Federal police. Simi-
larly, Colombia created a Center for Anti-Explosives
Information and Weapons Tracing (CIARA). Under
the auspices of the National Police Criminal Investi-
gation Directorate, the CIARA counts on experts and
resources from the Police with support from the Mili-
tary Forces, combining the activities of identification
and tracing of weapons, with prevention and manage-
ment of incidents involving explosive devices.

190 For more information on national firearms focal points see Section
8.3 of Chapter 8, infra.

191 RCMP, 2021 Commissioner of Firearms Report.

192 See next section of this chapter.



3.41 Domestic and
international tracing

Depending on the history of a recovered firearm,
an investigation to identify its point of diversion may
require tracing a firearm at national, regional and/or
international level. This depends on the question of
where investigators expect to find information on the
last legitimate owner of a firearm.

GOOD PRACTICE

With the purpose to facilitate and strengthen
the traceability of firearms, Art. 4, para. 5 of EU
Directive 2021/555 obliges EU Member States
to introduce national computerized data-fil-
ing systems, which can be either centralized
or decentralized and are meant to guarantee
access to authorized authorities to the records
for each firearm subject to this Directive. That
data-filing system shall record all information
relating to firearms which is needed in order to
trace and identify them.

Access to these records and all related personal
data should be restricted to competent author-
ities and should be permitted only up until 30
years after the destruction of the firearm or the
essential components.

In line with the INTERPOL Firearms Recovery Proto-
col, the tracing usually starts with a search in national
firearms registries (including lost/stolen databases)
of the country in which the firearms are seized. If
the national registry search reveals data regarding
the seized firearm, further investigative enquiries
should be carried out against the registered holder
of the recovered firearm. If national registries do not
provide a record of the seized firearm, it can be pre-
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sumed that the firearm has been illicitly manufac-
tured or trafficked into the country. The markings
on the weapon can give an indication where to start
international tracing efforts. If the firearm contains
import markings of another country, it is likely that
this country has a record of the firearm, and a trac-
ing request should be sent there. Otherwise, a trac-
ing request should be sent to the country of manu-
facture, which can be identified by the manufacture
markings, to determine if and to which country the
firearm was legally exported after having been manu-
factured. Such bilateral tracing requests can be sent
through diplomatic and law enforcement channels,
tracing platforms such as the United States’ eTrace
system or through the trace request module of the
INTERPOL lllicit Arms Records and Tracing Manage-
ment System (IARMS).

eTrace is a web-based application available to accred-
ited domestic and international law enforcement agen-
cies to send tracing requests to the United States ATF
National Tracing Center. The system is used to trace
firearms from their original manufacturer or importer
in the United States, through the wholesale/retail dis-
tribution chain, to the first person who bought them.
More than 9,300 law enforcement agencies, includ-
ing agencies of 50 foreign countries, use eTrace to
trace firearms that they suspect of having been legally
manufactured or imported in the United States before
being diverted.

INTERPOL iARMS, in contrast, permits send-
ing tracing requests to any of the participating
countries. In addition to a statistic and reports
module, it consists of two main functionalities:
(1) The Firearm Records Module, hosting a
database of more than 1.5 million weapons
reported as lost, stolen, trafficked or smuggled
in another country, and (2) the Trace Request
Module permitting to send trace requests to the
195 Member States.
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CASE STUDY
Tracing collaboration between the US and the Bahamas — BHS(i) (2021)

In this case, firearms, firearm parts, magazines and ammunition were trafficked into the Bahamas from the
United States. An informal information exchange with ATF led to the identification of the traffickers and the
seizure of a large quantity of firearms. Further inquiries revealed that the items were purchased in the United
States by a suspect named A.P.T. Using eTrace, several firearms that have been recovered in the Bahamas
since September 2020 could be traced back to purchases of A.P.T. in the United States.

The expert highlighted that all recovered firearms in the Bahamas that might have been trafficked from the
United Sates are traced with eTrace. The systematic analysis of tracing results revealed that a significant
proportion of firearms seized in the Bahamas have been purchased by straw purchasers in the United States
in larger batches, were sent to associates in the Bahamas via parcel shipments and were recovered shortly
after the purchase. According to the expert, co-operation between Bahamian authorities and United States
law enforcement agencies in firearms trafficking investigations goes beyond tracing activities and resulted in
the indictment of several firearm traffickers in the United States. This partnership between Bahamian firearm
trafficking investigators and United States agencies, such as ATF, Homeland Security, DEA, Coast Guard, FBI,
and other international law enforcement agencies allows for the exchange of information and evidence to
permit prosecution in each country’s jurisdiction.

Use of eTrace platform - ATG(i) (2018)

In this case, the eTrace platform was used to expeditiously trace a firearm that was registered to an Antiguan
national, who had dual citizenship (Antiguan and US). On 20 January 2018, police in Antigua found a loaded
9 mm pistol in a car during a routine traffic check. The defendant C.D.M. was convicted for illicit firearms and
ammunition possession to one year of imprisonment. The firearm was traced using the eTrace platform. It
was registered in the United States to an Antiguan national, Mrs. L.A.S.S., who also had dual Antiguan and US
citizenship as well,. Upon her return to Antigua, she was arrested and convicted on the count of importation
of a firearm without a licence.

The examined cases show that international tracing
mechanisms, such as IARMS and eTrace, are being
successfully used, both in comparably minor cases as
well as in investigations related to complex transna-
tional firearms trafficking cases.

In some cases, for example MNE/ALB(i) (2017) and
PER(iv) (2019), national authorities have used both
iARMS and eTrace to maximize the likelihood of gener-
ating matches and investigative leads.

GOOD PRACTICE
Timely tracing to investigate trafficking

m The timely tracing of firearms provides
investigators with information on the origin
of the firearm, thus allowing them to ask the
suspect the right questions.

® An incoming tracing request from another
State should be treated as a crime notice and
may be an important opportunity to com-
mence an investigation into firearms traffick-
ing in the receiving State. The receipt of such
a request is an indication that an illicit firearm
recovered in another State may have been
diverted from the State receiving the request.
A proactive investigation into trafficking by
the receiving State should be considered.




3.4.2 Traceability of parts,
components and ammunition

Under the Firearms Protocol and the International Trac-
ing Instrument, States commit to implement adminis-
trative measures aimed at ensuring the traceability of
firearms, and where possible their parts and compo-
nents. The Firearms Protocol obliges States parties to
require marking of firearms at the time of manufacture
and import (Art. 8). The import marking allows States
to address a trace request directly to the last country
of legal import, bypassing the country of manufacture
and, thereby, expediting the tracing process.

While the Firearms Protocol does not oblige States
parties to mark firearm parts and components and
ammunition, some parties have gone beyond the Pro-
tocol's minimum requirements. In the EU, for instance,
according to the (EU) 2017/853 Directive, all essen-
tial components of firearms must be marked with a
clear, permanent and unique marking and registered
in national archives. Brazil also requires for ammuni-
tion that is provided to security forces to be marked
with batch numbers of no more than 10,000 rounds of
ammunition in one batch. In BRAx010 (2019), this per-
mitted the tracing of marked ammunition back to a fire-
fighter who was diverting ammunition from the Military
Police to sell it to criminal groups. Similarly, in BRAx011
(2011), two masked motorcyclists killed a judge in her
car but investigators were able to trace the cartridge
shells back to a battalion of the Military Police, thereby
narrowing down the group of suspects and eventually
identifying the attackers. Days before the murder, the
judge had ordered the arrest of eight Military Police
officers for alleged involvement with organized crime.

3.5 Expanded and parallel
investigations

As described above, the seizure of an unregistered
firearm usually provides sufficient evidence for a pros-
ecutor to prove the offence of illicit possession and
bring a case to a successful closure. Following this
approach, however, misses the opportunity to inves-
tigate the supply and trafficking networks involved
in sourcing illicit firearms and ammunition. Instead,
irrespective of how apparently minor the case might
appear at the beginning (for instance, the seizure of a
firearm at a routine street control or stop-and-search),
expanded and parallel investigations can help identify
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the illicit source and supply chain of the firearm and
bring criminals along the chain to justice.

Expanded investigations may focus on individuals or
the entire structure and modi operandi of groups or
networks involved, as illustrated in the cases URYx002,
URYx003 and URYx004 (2021)'93. In these instances,
the discovery of a Facebook post advertising car-
tridges for firearms for sale led to further investigations
of the social environment of the suspect, triggering
multiple investigations against additional suspects.
The expansion of initial online investigations, which
encompassed the monitoring of social networks of an
individual (WhatsApp groups), allowed the gathering of
information and the collecting of evidence necessary
to adjudicate three individuals for firearms offences.

Scientific and ballistic analysis of recovered firearms
and tracing may help identify their origin and other
investigative leads or establish links among different
offences and criminal actors, nationally and interna-
tionally. Once investigators identify transnational ele-
ments, the core investigative strategy needs to focus
on cooperation with the source State or States to carry
out a joint, coordinated or parallel investigation, with
the ultimate goal to identify and dismantle the fire-
arms trafficking network. In a joint criminal investiga-
tion, multiple agencies or entities collaborate and work
together across borders to investigate a crime, pooling
their resources and expertise, while in a parallel crim-
inal investigation, the entities in the same or different
States conduct independent investigations into the
same or related matters, in particular to investigate and
prosecute additional offenders. The evidence obtained
in one State may be shared through informal or formal
means of law enforcement or judicial cooperation. A
typical scenario are investigations against a person in
possession of an unlicensed firearm in one country and
parallel investigations against the straw purchaser in
another country.

A good practice may be drawn from the case ITA/
AUT(i) (2019), an operation involving Eurojust as well
as ltalian and Austrian authorities, which dismantled
an international criminal network, trafficking firearms
to supply the Italian mafia organizations Camorra and
‘Ndrangheta.

193 For more details, see Section 2.10, supra.


https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2019/operation_fogo_amigo.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2011/processo_1036362-90.2011.8.19.0002.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_vectra.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_ecosport.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ury/2021/operation_escape.html?lng=en&tmpl=sherloc
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CASE STUDY
Trafficking to organized crime groups in Italy - ITA/AUT (i) (2019), continued

Investigative activities undertaken by the Naples Public Prosecutor’s Office (DDA) began in February 2016,
following the arrest of two people who held a Kalashnikov and a rifle. Initial investigations confirmed that the
weapons were being kept on behalf of the head of a criminal clan (Camorra), which operates near Naples.
Camorra usually appoints people with no ties to the criminal group and clean criminal records as custodians
of firearms stocks . In return, the custodians receive a monthly payment. Further investigations allowed the
identification of a trafficking network focussing, for at least ten years, on trafficking and supplying weapons,
including weapons of war (such as Kalashnikovs and Skorpion machine guns), to Camorra groups in the
province of Naples.

As of June 2018, investigative activities were developed in cooperation with the Austrian judicial authority
and police forces, following a spontaneous transmission of information by the Naples Public Prosecutor’s
Office. In this case, the Austrian authorities immediately accepted the invitation and opened a parallel inves-
tigation in which the documents produced by the Naples DDA were acquired. Subsequent Austrian investi-
gations identified the suppliers as two operators of a hunting and fishing store in Austria. Upon request, they
agreed with the Italian organization on the type and quantity of weapons and ammunition to be procured and
delivered to them for subsequent transport to Italy through couriers sent to Austria by the head of the Nea-
politan organization. During the investigation, numerous seizures of weapons and ammunition were made,
and following the arrest of one of the people involved, several handwritten sheets were seized containing
names, dates, and initials relating to weapons, ammunition, and the purchase and sale prices charged. A total
of 16 different buyers of weapons were identified, including representatives of various Neapolitan Camorra
and Calabrian ‘Ndrangheta groups.

In the continuation of coordinated investigative activities, Austrian police, under specific orders from the
Klagenfurt Public Prosecutor’s Office, carried out seven searches in Austria against Austrian nationals, find-
ing, in an empty store, 88 pistols with erased serial numbers, six Kalashnikovs, one Skorpion machine gun
and ammunition. As a result of this discovery, the two Austrian nationals confessed their involvement in the
international arms trafficking network stating that from 2016 to 2018 they had illegally sold to the Neapolitan
criminal organization 500 to 600 new guns with erased serial numbers, about 50 Kalashnikovs, five Skorpion
machine guns and ammunition, some of them ordered by the head of the organization.

In February 2019, the DDA of Naples arrested 19 people involved in the network. The Austrian investiga-
tion eventually revealed links to Slovenia. Some of the weapons (particularly the Kalashnikovs) that the
two Austrian suspects trafficked into Italy were supplied by a Slovenian citizen. Eventually, authorities in
both countries arrested 22 suspects and seized 139 firearms and 1,600 rounds of ammunition. Later, Aus-
trian authorities provided more detailed information about the weapons: a total of 791 guns (pistols and
revolvers of the brands Walther, Smith & Wesson, Heckler & Koch, Taurus, Weihrauch, Steyr, Holek) were
ordered for the purpose of illegal resale in Italy. 17 defendants were convicted by the Tribunal of Naples
on 18 June 2020 through abbreviated proceedings on different charges including the offence of mafia
type criminal association pursuant to Art. 416bis of the Italian criminal code, the aggravating circum-
stances of transnationality established by Arts. 3 and 4 of Italian law no. 146 of 2006 and several other
firearms offences. This judgement was affirmed by the Court of Appeal of Naples on 3 May 2021. Four
other defendants chose the ordinary procedure, and, as of late 2023, their trial was in progress before
the Court of Naples.

These complex coordinated investigations, which encompassed the use of different special investigative
techniques, such as controlled deliveries and combined surveillance, were supported by Eurojust, which
held three coordination meetings to bring together the involved judicial and police authorities of both Italy
and Austria.




3.5.1 Intelligence analysis
and strategic
investigative plans™*

Complex firearms investigations (joint or parallel)
require an adequate preparation, involving detailed
strategic planning, a correct timing, and careful analy-
sis of resources and means available, including the use
of special investigative techniques. Many of the cases
in the Digest underscored the importance of strategic
investigative plans framed on intelligence information
and analysis, to support a focused decision-making
process and operative actions.
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Intelligence analysis on firearms may derive from a vari-
ety of domestic bodies such as specialized services,
agencies, intelligence departments, or from firearms
focal points. From numerous cases studied, it was pos-
sible to identify the prominent role of informants and
collaborators of justice in providing intelligence infor-
mation to detect and seize illicit firearms. Collaborators
of justice are often members of an organized criminal
group facing criminal charges, who agree to cooperate
by giving testimony or otherwise providing evidence to
law enforcement or judicial authorities as part of a plea
bargain agreement. For instance, research’® under-
lined the peculiar role of these subjects in investigating
firearms trafficking involving mafia groups in Italy.

CASE STUDY
Firearms stolen from State depot — PRY/(ii) (2021)

This investigation was initiated as a result of the search carried out for the arrest of a person implicated in
the intentional murder of a police officer and the release of the prisoner Jorge Tedfilo Samudio Gonzalez
alias ‘Samura’. The fingerprints of the detainee were found on one of the vehicles used for the release of
‘Samura’. On the occasion of the raid, a firearm was seized, which was sent to the Criminalistics Department
- Forensic Ballistics Section of the National Police. As a result of the examination, the police determined that
the weapon had already been examined by the section before in another case in 2019. Subsequently, and
as a result of this event, the Public Prosecutor’s Office raided the Directorate of War Materiel (DIMABEL) in
order to verify whether all confiscated firearms that were deposited with DIMABEL were in proper custody.
During the first raid, six firearms were found to be missing. These missing firearms, plus two others, were
presented the following day by DIMABEL; however, upon verification, the technical personnel corroborated
that some of the “missing” firearms were airsoft guns and others had the serial number removed. Only one
of the eight firearms presented corresponded to the original missing firearms. The Public Prosecutor’s Office
concluded that officials of DIMABEL stole firearms from the deposit to sell or rent them to members of crim-
inal organizations.

This investigation involved three suspects who were responsible of the Fiscal Deposit Section of the National
Arms Register (RENAR) of DIMABEL, in charge of the custody and safekeeping of confiscated and depos-
ited firearms. They were charged in the present investigation with the breach of deposit and tampering with
technical recordings. These criminal offences are regulated in the Paraguayan Criminal Code. At the time the
expert presented these facts, this investigation was still in the preparatory phase.

The expert argued that the strategic planning with the identification of clear and achievable targets, as well
as the previous and coordinated intelligence work with the police, was crucial in the investigation. The pre-
paratory stage included the cross examination of reports obtained from different institutions such as: the
Commander in Chief of the Armed Forces, cooperatives, telephone companies, and the Superintendence of
Banks, among others. Specific scrutiny was required, as officials of the public military institution in charge of
the registration, control and custody of firearms in Paraguay were investigated. Of note, strategic reasons
suggested renouning collaboration with experts from this institution in the investigation.

194 See also Section 3.7 of the UNODC Guidelines on the Investigation

195 F. Strazzari and F. Zampaghni, “Organized crime and terrorism: illicit

and Prosecution of Firearms Offences. firearms actors and market dynamics in Italy”, cit., p. 267.
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GOOD PRACTICE

Nicaragua has established a national mecha-
nism for gathering and exchanging information
and intelligence on routes and methods used
by the criminal organizations engaged in illicit
drug and firearms trafficking and related crimes,
which includes alerts on the changing conduct
and modi operandi of the criminal organizations.
The Nicaraguan expert pointed out that the
application of this system as an investigative
method for obtaining information and for pro-
ducing intelligence, led to the arrest of suspects
and seizure of firearms in various cases.

The likelihood of successful investigations can be sig-
nificantly increased if investigators have access to
solid intelligence. Such intelligence can be gathered
by national authorities, in particular integrated fire-
arms centres and national firearms focal points, and
can be shared with relevant countries. To that end,
international law enforcement authorities, including
INTERPOL, AFRIPOL and EUROPOL, play an important
role in coordinating transnational intelligence-led law
enforcement operations against firearms trafficking
networks, such as operation KAFQ'9,

CASE STUDY
OPERATION ARMSTRONG VII (2020)

Operation Armstrong VII was an international
operation targeting the trafficking of firearms
to and within the EU through post and courier
services. The operation involved police and cus-
toms authorities from 26 countries. Europol, the
European Commission and the Customs Coop-

eration Working Party supported international
coordination efforts.

The operation took place between 16—-20 Novem-
ber 2020 in the framework of the European Mul-
tidisciplinary Platform Against Criminal Threats
(EMPACT). During the action week, 42,124 par-
cels were checked, resulting in the seizure of six
firearms, 13 firearms parts, 600 pieces of ammu-
nition, and 297 other weapons (knives, | 2

196 See Section 5.1, infra.

pepper spray, tasers, etc.). During this week,
police and customs authorities in the partici-
pating countries carried out enhanced controls
of suspicious parcels and postal shipments.
Europol set up a virtual command center and
provided a platform for real time information
sharing and crosschecking of intelligence, cre-
ating a communication network involving both
police and custom authorities.

This operational phase was preceded by an
intelligence phase driven by Europol and DG
TAXUD. Europol has been actively involved from
the onset of this operation by collecting intelli-
gence from all participating partners on firearms
and ammunition seized from postal packages
from November 2019 until October 2020. This
intelligence was used as input to identify risk
indicators that were shared with law enforce-
ment to prioritize checks and identify packages
possibly containing firearms or firearms related
commodities.

Operation Armstrong has been carried out
repeatedly by EMPACT, and was also replicated
in other regions, more recently in Latin America
(Armstrong X) in cooperation with UNODC.

Lessons learned:

This successful operation highlighted the impor-
tance of developing a solid intelligence picture
before an operation. Such intelligence includes
the development of risks indicators to increase
the success rates of parcel controls.

3.5.2 Financial investigations™”

Financial investigations can range from the tracking
of firearms related financial proceeds and transac-
tions to intelligence-led financial investigations (that
is the examination of suspicious transactions and
risk indicators assessment). In the examined cases,
financial investigations strengthened criminal justice
responses in three ways: (a) financial intelligence
can provide criminal justice authorities with investi-

197 See also Section 3.34 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.



gative leads that firearms related crimes have been
or are about to be committed; (b) the paper trail of
financial transactions related to illicit firearms trans-
fers can contain important evidence to build a case
and prove the trafficking; and (c) financial investi-
gations and a functioning asset recovery/forfeiture
system can help deprive criminals of illicitly gained
assets resulting from illicit arms flows.

A good example of financial investigations that led to
the discovery of firearms trafficking activities is Oper-
ation Liquid Gold (ITA(ii)198). After an individual, who
was later identified as a cash courier, submitted a
suspicious currency declaration for the possession of
EUR 297,000 at Milan Malpensa Airport, evidence was
found in the seized mobile telephone that the individ-
ual could be involved in illegal transfers of cash linked
to violent extremism. Follow-up investigations identi-
fied a network involved in laundering the proceeds of
organized crime, including arms trafficking. Similarly, in
the Spanish Operation Yakir (ESP(iii) — below), financial
investigations dismantled an organized crime group
that trafficked large quantities of weapons, ammu-
nition and explosives precursors to conflict zones in
North Africa and the Middle East, subject to interna-
tional embargoes.

As explained in a background paper for the Working
Group on Firearms, “financial transactions in the con-
text of illicit arms flows leave a paper trail that can
lead back to arms supply networks and can be fol-
lowed to identify those involved at various stages of
the arms flow, the location of evidence, the sources
of illicit arms and the modalities used. In addition,
such investigative measures may help to connect
the dots between ostensibly independent actors,
provide insight into the hierarchy of criminal orga-
nizations and establish the existence of previously
unknown criminal conduct”9°,

198 See more information about the case in Section 2.7.3.

199 See CTOC/COP/WG.6/2021/2.
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GOOD PRACTICE

m In investigating and prosecuting firearms
trafficking and related offences States shall
not decline to render mutual legal assistance
to provide relevant documents and records,
including bank, financial or business records,
on the ground of bank secrecy. This mea-
sure is mandatory under the UNTOC (Art.
18, para. 8).

m Law enforcement authorities may consider
postponing or waiving the arrest of sus-
pected persons and/or the seizure of money
for the purpose of identifying further sus-
pects or gathering further evidence?®.

As illustrated by KNA(i) (2017)?9, the simultaneous
tracing of seized firearms and tracking of financial
transactions of the suspects can be crucial in identi-
fying the point of diversion and the involved criminals.
In this case of transnational firearms trafficking from
the US to St. Kitts and Nevis, financial records showed
that one of the suspects, K.M., sent money via West-
ern Union to another individual R.W., who purchased
firearms in the United States, reported them to be
stolen and shipped them to St. Kitts, disassembled
under the guise of vehicle parts. In this case, police
authorities identified R.W. by tracing the firearms to the
United States through eTrace, while the tracking of his
financial transactions unveiled the involvement of K.M.
and helped obtain a clear picture of links among the
individuals.

Financial investigations were also at the core of
BRAXO012 (2021). In this case, criminals shipped two
firearms in a parcel concealed within other items. The
police identified the traffickers by analyzing the proof
of payment for sending the parcels and the tax docu-
ment that was issued for the objects bought to hide the
weapons. The following investigation led to the arrest of
the suspects and to the seizure of additional firearms as
well as numerous auto switches, which were imported
from Paraguay. The auto switches were advertized
online on a legal website to be used with air soft guns,
but could instead be used with real Glock pistols, modi-
fying them to shooting in automatic firing mode instead

200 Financial Action Task Force, “Operational issues financial
investigations guidance”, Recommendation 30.

201 See detailed case study in Section 4.2, infra.


https://undocs.org/CTOC/COP/WG.6/2021/2
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2021/operation_mercado_das_armas.html?lng=en&tmpl=sherloc
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of semi-automatic. After requesting sales data from crime groups. The financial investigation conducted

the website, investigators found that hundreds of auto from the data provided by the website also showed that

switches had been sold, including to individuals con- the offenders selling the kits also sold firearms, and that

victed of violent crimes and members of organized they laundered the profits using falsified pay checks.
CASE STUDY

Operacao Gun Express — BRAx007 (2021)

Operation Gun Express was an investigation which dismantled a criminal group specialized in trafficking
firearms and ammunition transnationally. This investigation began in the first half of 2018, when the Brazilian
Federal Police identified a shipment of firearms through the Post Office. The firearms were hidden inside
martial arts training equipment, such as gloves and shin guards.

Investigations brought to light that the criminal group acquired firearms in Paraguay and smuggled them
illegally into Brazil, in the border city of Foz do Iguagu/Parana, from where they were delivered in parcels via
the Brazilian postal service (Correios) or via overland transport to the final recipients. These included groups
residing in the States of Rio Grande do Norte and Bahia who, since 2016, received and used the weapons
or sold them to third parties located in several Brazilian States. The criminal syndicate is estimated to have
trafficked more than 300 firearms, investing around BRL 2 million (around USD 600,000) in the purchase
of weapons. Among the seized firearms were handguns, burst selectors, ammunition, magazines and rifles
made in Brazil, magazines and rifles manufactured in the United States, Austria, the Czech Republic, Italy,
Turkey, Brazil, South Korea and Mexico. As a result of this investigation the Federal Court sentenced 15 per-
sons for crimes of criminal association and international trafficking in firearms.

The payment of the weapons was made through deposits and bank transfers, often using bank accounts of
straw persons, and through front companies controlled by suspects in Bahia and Rio Grande do Sul, to give
a legal appearance to the financial transfers made through the bank transfer system. Besides wiretapping,
controlled delivery, search warrants and seizures of vehicles and weapons, investigative measures included
different financial investigations such as the judicial seizure of bank accounts, financial tracking and the sei-
zure and confiscation of assets of natural and legal persons.

In this case, the issue of judicial orders to obtain financial information (bank accounts records and docu-
ments, tracking of financial movements, etc.) from banks or other financial institutions has proved to be
crucial to collect information about the existence of a group specialized in trafficking firearms, accessories
and ammunition from Paraguay to Brazil. The paper trail brought evidence to link relevant facts (firearms
offences) and subjects (perpetrators of the offences), also contributing to provide criminal justice authorities
with a clear picture of the criminal scheme that the organized group had put in place and offering a solid basis
on which to prosecute this case2°?,

Lessons learned:

In Brazil, due to the mandatory cooperation established by law between financial intelligence units (FIU)
and law enforcement authorities, financial investigations are a key component in firearms trafficking inves-
tigations and provide investigators of firearms crime with the necessary tools and expertise to access and
analyze financial information.

202 For more information on this case, see UNODC, SHERLOC case law database, Case No. BRAx007 (2021).


https://sherloc.unodc.org/cld//case-law-doc/criminalgroupcrimetype/bra/2021/operacao_gun_express_acao_penal_n_5018093-25.2020.4.04.7000pr.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld//case-law-doc/criminalgroupcrimetype/bra/2021/operacao_gun_express_acao_penal_n_5018093-25.2020.4.04.7000pr.html?lng=en&tmpl=sherloc

Financial investigations can be of particular impor-
tance where criminals use encryption technology
to avoid identification. In DEUx035 (2019), German
authorities had already put significant efforts in
attempting to identify the provider and operator of
a dark web marketplace for drugs and firearms but
were not able to breach his encryption technology.
Eventually, the authorities were able to identify the
defendant following his appeal for donations on the
platform. The platform used Bitcoin as virtual cur-
rency and donations were transferred to a Bitcoin
address. Via a Bitcoin exchange, these donations
could be transferred back to fiat currency. Following
the appeal for donations, the authorities were able to
trace back a donation known from another criminal
proceeding and, hence, identify the Bitcoin address
of the defendant. The Bitcoins were transferred back
to fiat currency via “Bitcoin.de”, where the defendant
used his real name and could, therefore, be identified.

Interviews of witnesses and suspects may also pro-
vide financial information useful to shed light on indi-
viduals, networks and organizations dedicated to
firearms trafficking, as it occurred in BRB(i) 1 (2013).
This case dealt with an organized crime group ille-
gally importing a shipment of firearms and ammuni-
tion from the United States into Barbados, involving
the ID of a deceased consignee and a customs broker
to facilitate smooth trafficking. Personnel from the
FIU interviewed the four suspects in relation to their
financial backgrounds and the businesses they were
affiliated with. Information was received that W.H.
was employed at a business that his father owned
and had access to large sums of money. C.B. was
suspicion for several drug shipment seizures as a
customs broker but he always eluded arrest, and F.A.
was affiliated with several known narcotic traffickers
around the island.

Finally, some cases illustrated the importance of finan-
cial investigations to deprive firearms trafficking net-
works of their proceeds of crime, to limit their power
to reinvest these assets in further criminal activities or
to launder them by infiltrating the legal market. Asset
forfeiture is particularly important in cases of large-
scale illicit arms transfers as illustrated in Operation
Yakir below.
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CASE STUDY

Operation Yakir: Criminal syndicate
involved in arms trafficking and money
laundering - ESP(iii) (2018-2022)

An investigation carried out by the Spanish
National Police and Spanish Tax Agency, with
the support of Europol, led, in 2020, to the dis-
mantling of a large, organized crime group (made
up of Latvian, Spanish and Ukrainian members)
involved in arms trafficking and money launder-
ing. Seven people have been arrested for their
presumed participation in the crimes of money
laundering, membership of a criminal organiza-
tion and smuggling of defence material. Property
worth EUR 10 million was seized. In 2022, a sec-
ond phase of this operation led to the arrest of two
suspected members of this criminal organization
in Spain. This criminal network, mostly operating
from Spain, illegally transported weapons and
explosives precursors used by terrorists to manu-
facture improvized explosive devices in commer-
cial ships from Ukraine to conflict zones in North
Africa and the Middle East, subject to international
embargoes. The investigation was coordinated by
the Special Prosecutor’s Office Against Corruption
and Organised Crime, under the supervision of the
Audiencia Nacional and required the creation of a
multidisciplinary working group.

The criminal group was well-structured and car-
ried out complex illicit arms transfers globally,
various of them in violation of arms embargoes. In
one case, in 2013, Greek authorities stopped the
Sierra-Leone flagged cargo ship “Nour-M” on an
irregular course, transporting 59 containers, con-
taining around 32 million rounds of ammunition,
to be unloaded in Tripoli and delivered to the Lib-
yan Ministry of Defence. Prior to the transfer, no
exemption was obtained and the transit through
Greek territorial waters was not authorized.

This criminal syndicate was able to reinvest the
large profits (more than EUR 10 million) gener-
ated through this and similar arms transfers and
introduced them into the legal economy. In order
to give them a legal appearance the criminal net-
work had set up a well-organized money-laun-
dering scheme. The illegal profits were sent to
tax-havens before being sent to countries with
lower financial accountability. In this way, | 4



https://sherloc.unodc.org/cld//case-law-doc/drugcrimetype/deu/2019/bgh_beschluss_vom_06.08.2019_1_str_18819_.html?lng=en&tmpl=sherloc

they ensured that they received the money origi-
nating from arms trafficking in countries with less
rigorous banking controls. The assets were then
transferred to bank accounts in European coun-
tries, mainly Switzerland and the United Kingdom.
From there, the criminals, through companies
that controlled the current accounts, transferred
the money to Spain, where it was used, notably
to buy real estate or in legal commercial activities.
Investigations included house searches, seizure
of important economic documents, computer
equipment and cash. In the case under exam-
ination the judge has also ordered the seizure of
numerous real estate properties and the blocking
of bank accounts and other financial products.
The total value of the assets subject to seizure
exceeded EUR 10 million.

Lessons learned:

Financial investigations can help to (1) discover
trafficking networks; (2) investigate their struc-
tures and activities; and (3) identify and deprive
proceeds of such trafficking in order to prevent
illegal profits from infiltrating the legal economy.

Given the fact that financial investigations and crimi-
nal investigations into firearms related crime can have
interchangeable entry points, coordination, and collab-
oration, as well as spontaneous information exchange
between law enforcement and financial units is key, as
will be outlined in the next section.

3.6 Inter-institutional
coordination and
cooperation

Proactive and intelligence-led firearms investigations
require a high level of inter- institutional coordination
and cooperation.

The cases in the Digest show that such coordination
may involve numerous institutions at different levels.
One level comports the effective information exchange
and cooperation among law enforcement officials and
between law enforcement officials and prosecutors
involved in firearms trafficking investigations. In BIH(iii)
(2016), the expert stressed that cooperation between
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the Bosnian Border Police and the Prosecutor’s Office
was critical in the elaboration of a successful investiga-
tive strategy to detect and halt the tentative trafficking
of a large quantity of firearms from Bosnia and Herze-
govina to the Netherlands undertaken by an organized
crime group composed of three Bosnian nationals. Intel-
ligence information and a common work plan shared by
the police and Prosecutor’s Office led to the search and
seizure in a hidden compartment of a vehicle of ten fire-
arms, including automatic weapons, and more than 400
rounds of ammunition. The weapons included legacy
arms of the war in the 1990s as well as converted gas
pistols. Similarly, in SRB(i) (2016), the Section for Com-
bating Organized Crime of the Serbian Ministry of Inte-
rior and the Serbian Prosecutor’s Office for Organized
Crime closely coordinated the investigation of unau-
thorized domestic firearms transfers. Serbian authori-
ties seized a large quantity of firearms, firearm parts,
ammunition and explosives that were acquired by an
organized crime group to be sold with profit. The active
participation of all entities involved permitted the rapid
exchange of information, while preserving the secrecy
of the operation.

In some of the examined cases, ad hoc interagency task
forces were established to enhance the collaboration
among different national law enforcement authorities.
For instance, in Granada, an interagency task force with
officers from different police agencies such as the Rapid
Response Unit, the Criminal Investigation Department and
the Drug Squad was established to investigate illicit fire-
arms and drugs trafficking offences. In GRD(i) (2021), the
work of the task force led to the adjudication of three per-
sons for the illicit possession of ammunition and the illicit
possession of controlled substances with intent to supply.

To facilitate inter-institutional coordination and coop-
eration, many States have reported good experiences
with the establishment of integrated firearms centres
and national firearms focal points2°3. Their significance
lies in bolstering the intelligence landscape, instigating
proactive investigations guided by intelligence, fos-
tering operational collaboration on both international
and inter-agency fronts, and providing comprehen-
sive insights to stakeholders. The ultimate aim is to
effectively combat firearms trafficking across national,
regional, and international domains. This objective is
primarily accomplished through the systematic collec-
tion, analysis, and exchange of information pertaining
to both legal and illegal firearms, spanning strategic
and operational tiers.

203 See also Section 3.3.3.
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Article 20 para. 1 of the UNTOC encourages States
parties to make appropriate use of special investigative
techniques, including controlled delivery, electronic
and other types of surveillance, and undercover oper-
ations. The UNTOC also recommends States parties
to adopt bilateral or multilateral agreements with the
purpose of using these techniques, in full compliance
with the principle of sovereign equality of States?°S,
Special investigative techniques allow the gathering of
information and evidence in a discreet manner, thereby
permitting the investigation of larger criminal organiza-
tions. These techniques go beyond conventional inves-
tigative methods and are employed when traditional
approaches may not be sufficient.

Most of the cases examined in the Digest under-
scored that special investigative techniques were
decisive in successful investigations of firearms
trafficking and related offences, both within and
across jurisdictions. They can be used to identify
additional suspects and explore the relationship
between offenders, thus being particularly suit-
able in investigating organized crime groups by
gathering information on the structure and the
criminal conducts of organizations and networks
involved in firearms related crime. Often different
special investigative techniques are used cumu-
latively in the same investigation.

The cases in the Digest confirmed that most States
have introduced national legislations or regulations
which allow for the use of special investigative tech-
niques for serious crime, including firearms trafficking.
However, in some jurisdictions special investigative
techniques can only be applied to investigate an exclu-
sive list of specific offences, which does not necessar-
ily include firearms related offences. Even if they apply
to firearms related offences, some experts explained
that sometimes national authorities lack the resources,
technical skills or operating procedures to deploy them,
which is the case especially for controlled deliveries.

The use of special investigative techniques is subject
to several practical, political and legal considerations at
a national level. For instance, in some jurisdictions the

205 Art. 20, para. 2 of the UNTOC. Seeg, for instance, the Agreement
between the Republic of Italy and the Republic of Albania,
supplementing the European Convention on Extradition of 13
December 1957 and the European Convention on Mutual Assistance
in Criminal Matters of 20 April 1959, (OJ General Series No. 155 of
06-07-2011), entered into force on 30 May 2018.
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police may authorize and use certain special investiga-
tive techniques without obtaining prior judicial autho-
rization, while in other jurisdictions such authorization
by a judge or prosecutor is required in any case. The
use of special investigative techniques requires proper
planning in view of the required resources and risks of
failure. Furthermore, they interfere with various fun-
damental rights, in particular the right to privacy and,
therefore, must have a clear legal basis in domestic
legislation.

For all these reasons the decision to use special inves-
tigative techniques should be made following a thor-
ough evaluation, carefully considering all necessary
safeguards and in conformity with the constitutional
principles of subsidiarity, necessity, proportionality
and reasonableness that are widely recognized inter-
nationally. The Canadian Supreme Court in a ruling
dating back to 1988 highlighted that it is upon law
enforcement authorities to assess: “the proportionality
between the police involvement, as compared to the
accused, including an assessment of the degree of
harm caused or risked by the police, as compared to
the accused, and the commission of any illegal acts by
the police themselves”206,

41 Controlled deliveries?®’

Controlled deliveries enable law enforcement agencies
to identify, arrest and prosecute not only the carriers
of illicit firearms but also the principals, organizers,
and financiers of illicit activities, for instance, of traf-
ficking networks. Originally introduced in Art. 11 of the
UN Convention against lllicit Traffic in Narcotic Drugs
and Psychotropic Substances (1988), whereby States
parties shall use controlled deliveries to identify per-
sons involved in drug trafficking, this technique was
later extended to other types of organized crimes such
as trafficking in firearms. Pursuant to Art. 2(i) of the
UNTOC, controlled delivery means the technique for
allowing suspicious shipments or cargo to leave, pass
through or enter one or more jurisdictions with the
knowledge and supervision of their competent author-
ities with a view to the investigation of an offence and
the identification of persons involved in the commission
of the offence. This definition is limited to cross-border
controlled deliveries. Accordingly, one expert pointed
out that Brazilian legislation does not allow for domes-

206 See Supreme Court of Canada, R. v. Mack, 2 S.C.R. 903 (1988).

207 See also Section 3.37 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.



tic controlled deliveries of firearms. However, States
parties are free to go beyond the requirements of the
UNTOC and also permit the use of controlled deliveries
in cases of unauthorized domestic transfers.

Typically, international controlled deliveries are based
on bilateral agreements (namely mutual legal assis-
tance treaties) or law enforcement cooperation agree-
ments between the States where the consignment
takes place?°8,

This technique is particularly useful in cases of firearms
trafficking, as it may help investigators to trace the
flow of trafficked weapons and to identify the origin,
route and destination of illicit consignments, individu-
als involved in an illegal supply chain, as well as struc-
tures and roles played by members of organized crime
groups for the purpose of prosecution. To ensure that
a delivery does not get lost on its way, controlled deliv-
eries are usually applied together with other special
investigative techniques, such as physical surveillance,
the deployment of undercover officers, GPS tracking
and interception of communications. This was the
case in Operation Gun Express (BRAxX007 (2021)209),
in which controlled deliveries were used together with
other special investigative techniques. In this case an
organized crime group trafficked firearms and ammu-
nition from Paraguay into Brazil and sent them by road
or by mail to the North and East regions, hidden inside
sports equipment deliveries. The police used several
types of special investigative techniques, among which
controlled delivery of some of the shipments to identify
the destination and recipients of the trafficked goods.

Controlled delivery, in combination with other special
investigative techniques, is also used to deal with new
trafficking modalities, in particular the purchase of fire-
arms on the darknet or shipping via postal and courier
services. In KNA(i) (2017), a controlled delivery, along
with the use of other special measures, allowed inves-
tigators to identify the intended recipients of a con-
signment of firearms trafficked from the United States
to St. Kitts and Nevis.

208 See, for instance, Agreement between the Government of Italy
and the Government of the Republic of Austria concerning police
cooperation (Art. 13), (OJ No. 272 of 21-11-2016).

209 This case is examined in detail in Section 3.5.2 of Chapter 3, supra.
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CASE STUDY
Controlled delivery of firearms -
KNA(i) (2021)

After the recovery of a firearm in St. Kitts and
Nevis, police authorities issued a tracing request
through eTrace leading to the United States res-
ident R.W. He had reported the recovered and
several other firearms either lost or stolen. ATF
initiated a parallel investigation against R.W.,
discovering that he disassembled firearms into
their parts and components and shipped them
to suspect L.l in St. Kitts concealed in vehicle
parts. US authorities authorized a controlled
delivery of firearms from R.W. addressed to L.I..
DEA officers placed a tracker in the package
and gave real-time updates on the location of
the firearm. The package was followed to the
drop off location in St. Kitts where it was seized
by officers of the anti-narcotics and customs
department.

The controlled delivery allowed St. Kitts police
authorities to discover the complicity of two cus-
tom officers K.M. and R.T., who were involved
in the trafficking in firearms between the two
countries. The four individuals were arrested,
prosecuted, and sentenced on various firearms
offences counts (R.W. in the US). Other spe-
cial investigative techniques used by the police
in this case were: electronic surveillance to
apprehend the customs officers responsible for
smuggling the package out of the warehouse;
undercover operations to monitor the premises
of one of the offenders; forensic examination of
cell phones, which showed all communication
between the accused; and financial investiga-
tion that unveiled money transfers between K.M.
and R.W. via Western Union.

Lessons learned:

When a cross-border controlled delivery of
firearms is deployed, it is essential to maintain
continuous communication between the com-
petent authorities of the countries involved to
prevent a loss of the delivery. This may include
the deployment of additional investigative tech-
niques, such as geo-tracking.



https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2016/acordao_n._952289_20150910048805apr.html?lng=en&tmpl=sherloc

Lack of communication and sufficient safeguards
during a controlled delivery can be detrimental to the
operation and may even lead to counterproductive
results, such as loss of the delivered firearms. The
potential risk of controlled deliveries was highlighted in
USAX272 (2012)?'°, a trafficking case arising out of the
federal investigation Operation Fast and Furious. On 31
October 2009, ATF agents received information from
a local gun store about the recent purchases of multi-
ple AK-47 style rifles by four individuals. Agents began
investigating the purchases and soon came to believe
that the men were so-called straw purchasers involved
in a large-scale trafficking organization responsible for
buying firearms for transport to violent Mexican drug
trafficking organizations. To build a case against the
leaders of the organization ATF agents were instructed
to let suspected straw purchasers pass with weapons
destined for Mexican crime groups, to obtain more
information on the recipients of the firearms and the
structure of the trafficking network. Throughout the
investigation, agents identified more than 40 subjects
believed to be connected to a trafficking conspiracy
responsible for purchasing over 2,000 firearms for
approximately USD 1.5 million in cash. However, only
105 of the nearly 2,000 firearms that were let pass
to Mexico could be recovered by the ATF investiga-
tors who were tasked with tracking them. Another
462 were found by police on both sides of the border,
including on crime scenes. More than 1,400 remained
unaccounted.

This case illustrates one of the reasons why the leg-
islation of some States (for instance, Argentina) does
not allow for controlled deliveries of firearms. Other
States require that during the controlled delivery the
firearms are replaced with replicas. PAN(i) provides
a good example of such a ‘clean’ controlled delivery.
Authorities identified a US citizen who attempted to
traffic two firearms to Panama, using a courier service.
The Office of the Prosecutor specialized in organized
crime offences opened a file under the offence of traf-
ficking in firearms and requested international legal
assistance for a controlled delivery. In cooperation
with the courier company, the frame of the pistols was
replaced by carbon material, which also included a GPS
tracking device. The operation led to the arrest of both
the senders and the receivers of the firearms and also
entailed the tracking of money transfers via Western
Union between the accomplices.

210 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx272 (2012).

92

However, in addition to the risk that a controlled deliv-
ery may be lost, this investigative technique also faces
some legal challenges. In SWEx001 (2023), the police
found automatic assault rifles during the search of a
basement storage unit but could not identify for whom
they were destined or to whom they belonged. The
items were seized, and the police replaced them with
fake copies at the location where the weapons had
been found and surveilled the store. Four months later,
the defendant came to retrieve the weapons and was
arrested and charged with attempting to unlawfully
possess the firearms. The Swedish Supreme Court
reversed the defendant’s conviction, stating that a
defendant is not criminally liable if the offence can no
longer be completed at the time the defendant forms
their intention. In this case, after the firearms were
replaced with non-lethal replicas, the offence could
no longer be completed. Against the backdrop of the
jurisprudence, it remains to be seen if, in Sweden,
defendants can still be charged with attempted con-
duct for those offence that include the criminalization
of attempt.

4.2 Undercover
operations?"

Undercover operations involve law enforcement offi-
cers or agents assuming false identities or roles to
infiltrate criminal organizations or activities covertly.
Undercover operations may have a short duration
(e.g. a few hours) or last for a protracted time, includ-
ing for years. The goal is to gather intelligence, collect
evidence, and gain the trust of criminals to facilitate
arrests and prosecutions. Undercover agents gather
information and collect evidence about criminal gang
structures, study their modus operandi and evaluate
their plans and strategies. This information is used
both for preventive and investigative purposes. Under-
cover operations typically allow investigators access to
key evidence that cannot be obtained through other
means. They are commonly employed in cases involv-
ing organized crime, drug and firearms trafficking, ter-
rorism, and other serious offences. During these oper-
ations, officers may participate in criminal activities to
maintain their cover, but their ultimate aim is to gather
information that can lead to the dismantling of crimi-
nal enterprises and the arrest of key individuals. These
operations require careful planning, risk management,

211 See also Section 3.38 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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and adherence to legal and ethical guidelines to ensure
the safety of undercover officers, the success of the
operation and the admissibility of evidence in court.

In most jurisdictions, undercover officers are not per-
mitted to encourage suspects to commit crimes they
would not ordinarily commit (acting as a so-called
agent provocateur). Their role is usually to become
part of an existing criminal enterprise or to engage
with individual criminals, for instance, dealers of illicit
firearms. Jurisdictions vary in the nature of the restric-
tions they place on undercover operations, with most
focusing solely on prohibiting undercover agents from
providing opportunities to commit crime and commit-
ting crimes themselves.

The examined cases show different contexts in which
States deployed undercover agents. Most prominent
cases entail situations in which undercover agents
are infiltrated into organized crime groups engaged
in firearms trafficking. In such cases the deployment
of undercover agents demonstrated to have critical
impact to advance the investigations, by collecting
evidence otherwise unobtainable with other means
and offering possibilities to unveil activities and roles
of members of a criminal network/organization. At the
same time, it emerged that infiltrating an undercover
agent into an organized crime group may present some
counter-indications. For instance, this technique may
entail substantial physical risks for undercover officers.
Another concern is that it may take a lengthy timeframe
for the officer to achieve the expected results. Finally,
since undercover operations may require simulate pur-
chases/deals, these investigative measures sometimes
can be quite costly.

An emblematic case found is SRB(i) (2016), which
involved a Serbian organized crime group special-
ized in domestic unauthorized firearms transfers. The
organizer hired other members of the criminal group,
found buyers for the illegal firearms, and organized the
hidden storage of the firearms. The organized crime
group’s members were responsible for finding and
hiding illegal firearms, and for delivering them to the
organizer for sale. The organization trafficked pistols,
automatic rifles, bombs, machine guns, rocket launch-
ers, ammunition and explosives. In total, the group ille-
gally bought and sold about 6,000 firearms and rounds
of ammunition in a short period of time. Serbian police
used undercover agents and electronic surveillance
measures to unveil the illicit business of this organiza-
tion. While the operation was generally successful and
yielded fast investigative results, it also illustrates some
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challenges related to the use of undercover agents and
electronic surveillance. In particular, the Serbian police
faced technical problems when transcribing conversa-
tions from wiretapping and encountered financial dif-
ficulties to provide undercover agents with sufficient
resources to simulate the purchase of illegal firearms.

Similar problems arose in BIH(i) (2016), a case involv-
ing an organized crime group trafficking firearms from
Bosnia to countries of Western Europe, mostly to the
Netherlands. The lack of financial resources impeded
undercover agents gaining the additional evidence
that investigators would have expected, for instance,
by buying weapons and drugs through controlled
purchases.

An emerging scenario from cases involving undercover
operations was found in cases such as ARG(ii) (2017)
and DEUx035 (2019) in which, within the context of
online investigations and cyber-patrolling, States
deployed undercover agents to negotiate fake pur-
chases of firearms from a dark web vendor, with the
purpose of arresting the seller during the handover. In
the digital realm, the work of undercover agents can
be particularly effective when they are able to take
over accounts of users in criminal networks or online
marketplaces for illicit goods. This was the case in
DEUx052 (2018), where undercover agents took over
the account of a well-connected and active user on a
dark web marketplace and got in contact with various
vendors of firearms, including the vendor of a firearm
used in an active shooter event in Munich in 2016.
The undercover agents expressed interest concern-
ing the purchase of a fully automatic rifle VZ 58 and
a semi-automatic Glock 17 Gen. 3 for a total price of
EUR 8,000 and agreed to meet personally on 16 August
2016 to conclude the purchase. During the transac-
tion, the vendor was arrested and later sentenced to
seven years of imprisonment and the confiscation of
proceeds of crime amounting to EUR 25,400.

Undercover operations are often used in conjunction
with other special investigative techniques, namely
electronic surveillance. For instance, in the case
USAX085 (2013), the accused had long been regarded
by the Government of the United States as a danger-
ous and powerful international arms trafficker. The US
Drug Enforcement Administration initiated an interna-
tional sting operation against the defendant with the
assistance of three undercover agents. Two of them
posed as representatives of the Fuerzas Armadas
Revolucionarias de Colombia (FARC), Colombia's for-
mer and largest armed guerrilla group operating from
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1964-2017. The defendant met with the three agents
to discuss a weapons deal at a hotel in Bangkok, Thai-
land. During recorded conversations, he repeatedly
supported the FARC's intention to use his weapons to
kill American pilots stationed in Colombia. On 6 March
2008, Thai authorities arrested the defendant in Bang-
kok, who was then extradited to the US.

4.3 Surveillance??

The term surveillance covers traditional physical sur-
veillance as well as electronic surveillance, which
implies the use of modern electronic technologies. The
objective of surveillance is to capture communications,
movements, or other conducts of the person under
investigation.

The UNTOC refers to “electronic and other forms of
surveillance” (Art. 20 para. 1). This includes the use of
electronic devices such as wiretaps, listening devices,
and tracking systems to intercept and record com-
munications, as well as other undisclosed techniques
aimed at observing and documenting criminal activi-
ties. The goal of electronic and other forms of surveil-
lance under UNTOC is to enhance law enforcement’s
ability to investigate and combat transnational orga-
nized crime by obtaining evidence that can be used in
legal proceedings.

Both types of surveillance can also be used concur-
rently, as was the case in CANx052 (2014), where the
defendant was part of a street gang that called itself
the YBK, which was engaged in the production, sup-
ply, and sale of controlled drugs. The indictment was
based on numerous intercepted phone conversations,
police surveillance as well as pictures and videos found
on cell phones seized from numerous individuals. The
wiretapping continued over 3.5 months during which
thousands of calls and many text messages were inter-
cepted and monitored. During several phone calls the
accused repeatedly mentioned a firearm in his posses-
sion. Furthermore, some intercepted calls proved the
accused’s direct involvement in arranging the transport
of firearms and drugs from British Colombia to Toronto
and that he gave other gang members instructions
concerning onward transport of the firearms. The
defendant was charged with 19 offences comprised of
five firearm offences, two drug offences, one posses-

212 See also Section 3.39 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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sion of proceeds of crime offence as well as 11 criminal
organization offences.

Physical surveillance is one of the oldest investigative
tools for law enforcement, and it generally does not rely
on the authorization of a magistrate. When an individual
is suspected of involvement in a crime, police can keep
a close watch on all movements, actions and contacts
using traditional methods such as shadowing or obser-
vation. This remains a widely used investigative tool,
although most countries have placed limits on surveil-
lance. A right to privacy in one’s own home, for example,
has near universal recognition, so countries place restric-
tions on such intrusion. The threshold on when govern-
ment authorities can enter private spaces depends on
the jurisdiction and may include probable cause, reason-
able suspicion, reasonable and probable grounds, and it
generally requires prior judicial authorization.

The other type of surveillance is electronic surveillance,
which emerged in the Digest as the most widely used
special investigative technique in firearms trafficking
investigations. Electronic surveillance covers a wide
range of possible actions, including audio (like phone
tapping, room listening devices), physical or data sur-
veillance (such as computer or text messages data), as
well as tracking surveillance. This technique can help
identify co-conspirators, provide insight into the oper-
ations of the criminal organization, provide real time
information/evidence that can be acted upon using
other investigative techniques and can lead to the dis-
covery of assets, financial records, and other evidence.
Given its intrusiveness, electronic surveillance is gener-
ally subject to strict judicial control and legal safeguards
to prevent abuse and limit the invasion of privacy. It can
only be considered when less intrusive means have
been exhausted or are ineffective, or when no reason-
able alternative to obtain evidence can be offered.

In numerous cases wiretapping and other forms of
audio surveillance (including voice over internet proto-
col (VOIP)) have proven to be a critical tool in gathering
evidence later used in trial against identified suspects
involved in firearms trafficking. In cases such as ITA(i)
(2014-2017)2'3, wiretapping was deployed to unveil the
composition and structures of organized crime groups.
Judicial authorization for intercepting telephone con-
versations is generally strictly limited in time. However,
as ITAx039 (2018) shows, such limited judicial autho-
rizations can be extended over a long period of time, if
adequate grounds for continuing the surveillance per-

213 This case is examined in detail in Section 2.9.2, supra.
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sist. In the case, three Italian nationals were charged
with trafficking arms and dual-use items, including
13,950 assault rifles with a value of EUR 41 million, to
Libya and Iran between 2011 and 2015, in violation of
arms embargoes imposed on both countries. The goods
were purchased in several African, Asian, and European
countries and delivered by air to Iran and Libya without
passing through ltalian territory. The Italian Antimafia
District Directorate (DDA) ordered the suspects’ deten-
tion after several years of implementing audio surveil-
lance measures, using that evidence to consider the
accused a flight risk. During ensuing investigations, the
DDA discovered among other evidence, an email order
for guns on one of the accused’s computers.

Limitations in the use of electronic surveillance mea-
sures may derive from both legal and practical factors.
In particular, significant human and financial resources
are needed to monitor the intercepted communication
and prepare transcripts, analytical reports, and reports
requiring justification for continuing the electronic
surveillance beyond an approved period. The cases
URYx002, URYX003, URYXx004 (2021) illustrate some
of the technical challenges when wiretapping mobile
phones far away from the intercepting unit. The expert
underlined that in the three cases (see case stud-
ies below), the suspects were 300 kilometres away,
which meant either keeping special forces constantly
on standby in proximity to the suspects or accepting
a considerable delay in acting in the event of a call
announcing a delivery of firearms. The expert explained
that in these cases personnel from the National Navy,
which had bases in the vicinity of the places in ques-
tion, were notified.

In many cases in the Digest audio surveillance was
combined with geo-tracking and localization.

One of the most interesting findings arising from the
examined cases is the growing use of data surveillance
in firearms trafficking investigations. This can include
the extraction of meta data and call detail records, doc-
umenting the details of a telephone call or other tele-
communications transactions (e.g., text message) and
containing various attributes of the call, such as time,
duration, completion status, source number, and desti-
nation number in firearms trafficking investigations.

From the cases URYx002, URYx003, and URYx004
(2021) it is possible to gain interesting insights linked
to the combined and multiple deployment of different
electronic surveillance measures in the same inves-
tigation.
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CASE STUDY
URYx002, URYx003, URYx004 (2021)2'4

In Operation Investigacion Vectra (URYx002),
through an online investigation the General
Directorate of Police Information and Intelligence
identified the user of a Facebook account named
“Chiquito Roman” that was used to sell ammu-
nition and firearms. In a subsequent raid at the
home of the suspect the police seized 5,428
rounds of ammunition, eight firearms (includ-
ing one of the 308 firearms offered through the
Facebook account), the sum of UYU 300,000
and several receipts of parcels from the com-
pany DAC, through which he sent the ammuni-
tion orders to buyers all over the country. Lines
of investigation included the deployment of
electronic surveillance measures, from which
evidence of firearms trafficking was obtained
and used in trial. The suspect (D.S.R.D) was con-
victed through abbreviated proceedings on the
count of internal trafficking in firearms, ammuni-
tion, explosives, and other related materials, and
sentenced to twenty months in prison.

By monitoring the social networks of D.S.R.D.,
police analysts were able to identify among his
contacts another man, who shared in his pro-
file a link to a WhatsApp group, in which he
placed monthly offers for cartridges of various
calibres. Police authorities opened Operation
Investigacion Ecosport (URYx003), conducted
a search at the suspect’s premises, and seized
around 5,000 rounds of ammunition of various
calibres, 500 bullets of .243 and .308 calibre
ammunition as well as five containers contain-
ing smokeless powder and primers. The sus-
pect was condemned on the count of continued
crime of internal trafficking in ammunitions and
sentenced to ten months in prison.

The home of the defendant is close to the Uru-
guay River, which is shared with neighbouring
Republic of Argentina. In Argentina, both fire-
arms and cartridges have a significantly lower
value than in Uruguay, so arbitrage is a profitable
business. The analysis of the defendant’s | 2
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For more information on these cases, see UNODC, SHERLOC case
law database, Cases No. URYx002, URYx003, and URYx004
(2021).s
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mobile phone unveiled chats with a person who
supplied him with the seized material. The com-
munication included information on the resale
prices and indicated that they were obtained in
Argentina.

After identifying the person who was sending
the messages as L.D.G.M., a new investigation
was initiated, Investigacion Escape (URYx004).
Electronic surveillance measures (including
wiretapping and the extraction of data from
mobile phones) were deployed but did not pro-
vide additional evidence on any ongoing traf-
ficking activities. However, a few months later,
in communications with his associate J.C.R.Z,,
L.D.G.M. mentioned that after the police oper-
ation they had stopped trafficking in firearms
and ammunition and stored their stocks at a
relative’s house. A search and an arrest warrant
were requested and executed. The search led
to the seizure of six rifles, 365 cartridges, 466
bullets, 242 cartridge cases and three contain-
ers of smokeless powder, as well as a reloading
machine, precision scale, powder dispensers
and bullet pullers. Once the judicial process was
completed, the magistrate convicted L.D.G.M.
on the count of continued crime of international
trafficking of firearms, ammunition, explosives,
and related materials to a penalty of 12 months
in prison, and J.C.R.Z. for the offence of assis-
tance to the illicit trafficking of firearms, explo-
sives, ammunition or materials intended for
their production, to a penalty of 12 months of
house arrest.

GOOD PRACTICE

In these cases, the combined use of different
technologies for electronic surveillance allowed
the intercepting of mobile phone conversations
and the extracting of information that was used
both as investigative leads to understand the
supply network and open parallel investigations
against additional offenders and as evidence
in trial.
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5.International
law enforcement
and judicial
cooperation



In broad terms, international cooperation in crim-
inal matters encompasses both international law
enforcement and judicial cooperation. The need
for each State to obtain law enforcement and
judicial cooperation in criminal matters from other
States stems from the fact that in criminal inves-
tigations States can access information and exer-
cise coercive power only within their own territory
(the principle of sovereignty).

Where a case has a transnational dimension and part
of the required evidence or potential suspects or wit-
nesses are in another country States rely on coop-
eration and information exchange. Thus, international
cooperation in criminal matters is grounded in the
need of the State requesting assistance to obtain the
collaboration of another State to carry out its own
jurisdictional activities, without thereby violating the
sovereignty of the solicited State. This is of particular
significance in relation to crimes such as firearms traf-
ficking that are, by their nature, transnational.

In addition to bilateral agreements, the UNTOC, with its
almost universal application, establishes the basis for
a broad range of police and judicial cooperation. Apart
from the recognition of foreign criminal judgments, this
includes provisions on extradition, mutual legal assis-
tance, cooperation in the seizure and confiscation of
property, transfer of convicted persons, and transfer of
criminal proceedings. In the absence of regional, mul-
tilateral, or bilateral agreements, States parties to the
UNTOC may use the Convention as a legal basis for
all forms of cooperation included therein, with respect
to several organized crime offences including, among
others, the offences established in the Firearms Proto-
col. The latter also contains specific norms on cooper-
ation in criminal matters, such as information exchange
for the tracing of firearms.

International law
enforcement
cooperation?’

5.1

The UNTOC provides a solid legal basis for interna-
tional law enforcement cooperation. Art. 27, para. 1

215 See MOSAIC 03.50:2021, Section 7. See also Section 5.2 of the
UNODC Guidelines on the Investigation and Prosecution of Firearms
Offences.
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prescribes that States parties shall cooperate closely
with one another, consistent with their respective
domestic legal and administrative systems, to enhance
the effectiveness of law enforcement action to com-
bat transnational organized crime, including offences
established under the Firearms Protocol. States obli-
gations related to information exchange, as a specific
form of international law enforcement cooperation, are
further detailed in the Firearms Protocol.

The cases examined in the Digest underscore the
importance of international law enforcement coop-
eration in combating firearms trafficking and related
crimes. In this area, three main aspects emerged. First,
information exchange at an international level; second,
coordination between law enforcement authorities of
different countries; third, posting of liaison officers.
Many cases in the Digest also highlighted the role that
international and regional organizations such as the
UNODC, INTERPOL, Europol and AFRIPOL play in sup-
porting international law enforcement cooperation and
operations.

Joint cross-border operations can help dismantle
trafficking networks that operate on both sides of
a border and can be conducted on an ad hoc basis
in response to concrete information or as recurring
operations to police border areas and prevent fire-
arms trafficking. Examples of such operations include
the Joint Action Days carried out under the European
Multidisciplinary Platform against Criminal Threats
programme (EMPACT Firearms) in cooperation with
Europol, the recurring UNODC KAFO operations in
West Africa and the series of trigger operations of
INTERPOL278,

CASE STUDY
UNODC KAFO OPERATIONS (2019-2021)

KAFO is the codename of a series of operations
coordinated by the UNODC through its Global
Firearms Programme aimed at disrupting the
firearms trafficking networks used to supply
terrorists across West Africa and the Sahel. The
first KAFO operation was launched in Novem-
ber 2019, involving 110 officers from police,
customs, border and prosecution services from
three countries. | 4

216 See CTOC/COP/WG.6/2023/2.
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In 2020, four countries participated in a second
operation and, in December 2021, the two-week
long operation KAFO Ill against firearms traf-
ficking in the Sahel involved 850 officers from
across the relevant law enforcement agencies
of eight countries. A total of 594 firearms and
several thousand rounds of ammunition were
seized, including among suspected terrorists. In
addition, authorities also seized 1,844 kilograms
of explosives; 26,600 liters of contraband fuel;
1,000 litres of explosive precursor chemicals;
1,200 kilograms of drugs (predominantly can-
nabis), 120,800 cartons of contraband tobacco
products, and more than 3,500,000 tablets of
contraband medical drugs, including pharma-
ceutical opioid tramadol.

The intelligence-led operations were possible
due to pre-operational training delivered jointly
by INTERPOL and UNODC, which ensured that
officers had the skills required to use INTER-
POL’s operational capabilities to their full poten-
tial and detect firearms trafficking in key stra-
tegic locations, particularly at border crossings.
In particular, officers were trained on how to
use INTERPOL's iARMS and Firearms Refer-
ence Table (IFRT) to detect, identify and trace
illicit firearms. Several hundred firearms recov-
ered in the target countries were identified and
traced back to the countries of manufacture or
last known legal import to track their history of
ownership and movements. After the successful
tracing, UNODC provided mentoring support to
prosecutors and judges in bringing the traffick-
ers to justice.

Lessons learned:

The KAFO operations demonstrate the advan-
tage of coordinated pro-active and intelli-
gence-led investigations to unveil the links
between firearms trafficking and other kinds of
trafficking and criminality, including terrorism.
International and regional organizations can play
an important role in supporting international and
inter-agency coordination and cooperation in
the context of such operations.
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511 Information exchange and

coordination?’

The Firearms Protocol provides for a comprehen-
sive basis for the exchange of information among
law enforcement agencies of different countries
required to effectively prevent and combat the illicit
manufacturing of and trafficking in firearms, their
parts and components and ammunition. The trac-
ing of firearms, as a specific form of information
exchange, was already addressed in Section 3.4
of the Digest. In addition, pursuant to Art. 12 of the
Firearms Protocol, States parties shall exchange rel-
evant case-specific information on matters such as
authorized producers, dealers, importers, exporters
and, whenever possible, carriers of firearms, their
parts and components and ammunition. Further-
more, States parties shall exchange information
related to the illicit manufacturing of and trafficking
in firearms their parts and components and ammu-
nition on: (a) organized crime groups known to take
part or suspected of taking part in such conduct; (b)
the means of concealment used and ways of detect-
ing trafficked items; (c) the methods and means,
points of dispatch and destination and routes cus-
tomarily used by organized crime groups. Finally, the
Firearms Protocol requires States parties to provide
to or share with each other relevant scientific and
technological information useful to law enforcement
authorities in order to enhance each other’s abilities
to prevent, detect and investigate the illicit manu-
facturing of and trafficking in firearms, their parts
and components and ammunition and to prosecute
the persons involved in those illicit activities.

The cases examined in the Digest provide insights that
information exchange and coordination between the
police forces of States affected by transnational fire-
arms trafficking can contribute decisively to the suc-
cessful investigation and subsequent prosecution of
firearms trafficking and related forms of crime. In the
following case, es instance, cooperation in gathering
and exchanging information and effective coordination
among law enforcement authorities of different coun-
tries was a key success factor.

217 See also Section 5.5 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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CASE STUDY
Immediate information exchange led to the dismantling of a trafficking network -
MNE/ALB(i) (2017)

On 18 March 2017, at the Murigan land border crossing point between Albania and Montenegro, the Montene-
grin police searched a public bus on an international line between Tirana (Albania) and Dortmund (Germany)
and found in a concealment in a piece of luggage seven pistols, 30 rounds of ammunition, 1.5 kg of narcotics,
an ltalian document in the name of A.B and a note with a phone number.

After seizing the items and interrogating the bus driver, the Montenegrin police placed the luggage back in
the luggage compartment of the bus and let the bus pass on its way to Dortmund. They contacted German
police authorities to follow the bus to its destination where the police arrested two persons from Albania and
Kosovo who waited at the bus station to pick up the luggage. When interrogated they explained that an Alba-
nian citizen, named “Miri” had asked them to take the luggage. The German police identified the suspect and,
in cooperation with the Albanian Prosecution Office, investigated him. In parallel, the Montenegrin police con-
tacted the Albanian police to find out who sent the luggage containing the firearms and drugs and, through
Europol, sent information to the Albanian Prosecution Office to inform them about the seizure. Furthermore,
the Montenegrin police, conducted forensic examination of the items and intercepted the Albanian phone
number that was left on the luggage.

When the expert presented these facts, the case was still in investigation phase.

Lessons learned:

This case demonstrates the importance of spontaneous information and intelligence exchange among law
enforcement and prosecutorial offices of different States involved in investigations regarding transnational
firearms trafficking. The immediate coordination and cooperation were crucial to identify the suspects, col-
lect the information necessary to establish links among individuals and identify firearms trafficking routes
and patterns as well as the organized group involved in sourcing the firearms. Within five days, Europol
arranged a meeting between prosecutors and judicial police officers from Albania, Montenegro and Germany

to exchange all the relevant case information immediately and agree on an investigative strategy.

An expert from Brazil underscored as a good practice
informal police cooperation between the Federal Police
and US Homeland Security Investigations in exchang-
ing documents and information on an ad hoc basis. If
the information is needed as evidence in crime, the
informal exchange of information can later be formal-
ized through a mutual legal assistance request.

5.1.2 Liaison officers and informal
cooperation mechanisms?'®

Among the recommended measures to enhance law
enforcement cooperation the UNTOC in Art. 27, para.
1(d) refers to the exchange of personnel and experts

218 See also Section 5.4 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

and the posting of liaison officers. Liaison officers are
usually posted at embassies, consulates and the head-
quarters of multilateral organizations or partner law
enforcement agencies to strengthen cooperation with
the authorities in the host country or the organization
to which they are posted by acting as direct channels
of information exchange?'®.

As confirmed by some cases in the Digest, they can
play an important role in the coordination of transna-
tional operations and the investigation and prosecution
of firearms trafficking and related forms of crime. For
example, in ESP(ii) (2018) the assignment of a Spanish
police liaison officer to Vienna was reported as a facil-
itating factor in the investigation of a case involving an
organized crime group based in Spain with links in the

219 CTOC/COP/WG.6/2023/2.
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US and Austria that trafficked firearms parts and com-
ponents through the use of fast parcel and postal ser-
vices for the purpose of reactivating and reassembling
weapons. The liaison officer ensured effective coordi-
nation and supported direct communication between
the law enforcement authorities of the concerned
countries. Of further note is that effective international
cooperation between Austrian and Spanish authorities
was enhanced by direct cooperation facilitated through
the EMPACT platform.

The establishment of regional platforms, such as
EMPACT, reinforces the effective implementation
of the measures stipulated in the Organized Crime
Convention. In fact, Art. 27, para. 2 calls upon States
parties to consider entering into bilateral or regional
agreements or arrangements to enhance the coop-
eration between their law enforcement agencies
with a view to giving effect to the Convention.
Such regional agreements can also facilitate State
cooperation on an informal level, by providing net-
works of contacts, both at investigative and judicial
level, which strengthen channels of communication
between States and provide valuable assistance
to States regarding national practices and issues
relating to cooperation. Examples include the Ibe-
ro-American Network of Judicial Assistance in Civil
and Criminal Matters (IberRed), an informal net-
work of judges, prosecutors, and liaison officers
for central authorities to improve coordination in
a number of areas of work including mutual legal
assistance and extradition?2°; the Judicial Cooper-
ation Network for Central Asia and Southern Cauca-
sus (CASC), which brings together criminal justice
practitioners appointed by central authorities of the
member countries, who serve as national contact
points, supporting informal consultations and effi-
cient international cooperation??'; or the Platform for
Judicial Cooperation in Criminal Matters in the Sahel
Countries (PCJS), which as part of its functions
facilitates the transmission and execution of mutual
legal assistance and extradition requests between
its member countries, with a particular focus on
fighting terrorism and organized crime?22,

220 IberRed, IberRed - iberred, n.d.

221 UNODC, Judicial Cooperation Network for Central Asia and
Southern Caucasus, n.d.

222 PCJS, What is the PCJS?, n.d.
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5.2 Judicial cooperation in
criminal matters?23

Law enforcement and judicial cooperation coexist
and are often complementary. When judicial cooper-
ation is required to obtain certain evidence, informal
information exchange and cooperation mechanisms
often prepare the ground for more formal processes.
UNTOC Arts. 16-25 provide the legal basis for interna-
tional judicial cooperation. It can enable authorities in
one country to obtain evidence from another country
in a way that the evidence is admissible domestically.
For example, witnesses can be summoned, persons
located, documents and other evidence produced,
warrants issued and suspects extradited. Art. 18 of
the Organized Crime Convention provides that States
parties must afford one another the widest measure of
mutual legal assistance in investigations, prosecutions
and judicial proceedings related to the offences cov-
ered by the Convention and the Protocols thereto?24,

5.21 Extradition??®

Extradition is the oldest instrument of criminal judicial
cooperation in criminal matters. It consists of a pro-
cedure by which one State hands over an accused or
convicted individual to another State for the purpose
of his or her trial (procedural extradition) or for the exe-
cution of punishment (executive extradition). Despite
legal differences, there are several principles on extra-
dition that are common to most countries. UNTOC
Art. 16 draws on these principles to build a compre-
hensive framework for extradition. In some regional
organizations even closer forms of cooperation have
been established, including the mutual recognition of
judicial decisions. In the European Union and the Carib-
bean, for example, Member States agree, subject to
specified grounds for refusal, to recognize and execute
European or Caribbean arrest warrants respectively
without any further formalities or the dual criminality
requirement for a list of offences, including trafficking
in weapons, ammunition and explosives.

223 See MOSAIC 03.50:2021, Section 8.
224 See CTOC/COP/WG.6/2023/2.

225 See also Section 5.12 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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CASE STUDY
Extradition of the head of a criminal syn-
dicate - LCA(ii) (2014-2020)

In this case an intelligence-led operation involv-
ing several St. Lucian authorities, members
of the Central Intelligence Unit, Special Patrol
Team, Drug Unit, and Special Services Unit,
with technical support from French authorities,
resulted in the arrest of a notorious criminal,
national of Martinique. J.M.M. was the head of
a well-organized criminal syndicate engaged in
firearms and drugs trafficking operating in Mar-
tinique, Guadeloupe, France, Venezuela, Colom-
bia, Dominica and St. Lucia.

Upon his arrest, J.M.M. was surrendered to
French authorities and extradited to Martinique
where he was convicted and sentenced to 18
years for murder and is still awaiting trial on a
number of other charges, including firearms
offences. In this case, the legal base for the
extradition request submitted by French author-
ities to St. Lucia was an INTERPOL Red Notice,
which is considered a valid request for provi-
sional arrest in many States.

Not many of the cases on firearms reviewed for the
Digest deal with the topic of extradition. Nevertheless,
some of the cases presented by experts offer a num-
ber of interesting insights. The issues that emerged
from the case studies do not touch on the substantive
requirements of extradition (double criminality, princi-
ple of specialty, grounds for refusal) but rather illus-
trate the simplification and streamlining of extradition
procedures, which can be slow and cumbersome.
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In BHS(ii) (2018), a case of illegal possession of
ammunition and a pistol with erased serial numbers
triggered parallel investigations, which led to the
discovery of a purchase of over 70 firearms, linked
to a notorious criminal gang. Fourteen of these fire-
arms were imported to the Bahamas. At the time
when the expert presented this case, one person,
L.B., a Bahamian, who was accused of conspiracy
to introduce firearms into the Bahamas, was impris-
oned in the US awaiting extradition to the Bahamas.
The expert explained that in this case the extradi-
tion took a lot of time because the extradition treaty
binding the two States provides that the solicited
State may defer the surrender of the sought per-
son until the full execution of any punishment in the
solicited State. The provision can result in significant
delays of extradition requests.

To ensure the presence of a fugitive for purposes of
extradition, in accordance with Art. 16, para. 9 of the
UNTOC, the solicited State party may take a fugitive
into temporary arrest, detention or custody. If the legal
framework of the solicited State permits it, an applica-
tion for temporary arrest is usually sent through dip-
lomatic channels, via embassies or consulates. It can
also be communicated through the Interpol 1-24/7 sys-
tem or by issuing a Wanted Diffusion Notice or INTER-
POL Red Notice. As mentioned above, the Framework
Decision on the European Arrest Warrant (EAW)?226 sig-
nificantly simplifies the execution of arrest warrants
among European Union Member States.

Some of the European cases examined in the Digest
illustrate the use of the EAW procedure to detain fire-
arms traffickers in the context of an ongoing investi-
gation. Furthermore, the cases underscore the role of
Eurojust in facilitating the timely execution of an EAW.

226 2002/584/JHA, Council Framework Decision of 13 June 2002 on
the European arrest warrant and the surrender procedures between
Member States.
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CASE STUDY
CZE/NLD/SVK(i) (2021)2%’

In this case, Eurojust has supported Slovak, Czech and Dutch authorities in dismantling a criminal network,
which trafficked in illegally converted firearms. During several operations, six suspects were arrested in
the three countries concerned and approximately 350 arms were seized. Europol supported these actions
with an operational task force. Eurojust assisted the authorities in setting up a joint investigation team (JIT)
between Slovakia and the Netherlands and provided judicial support during the operations. Eurojust also
coordinated the organization of two action days in the three countries mentioned. Furthermore, Eurojust
supported the Czech authorities with the execution of EAWs and European Investigation Orders for the trans-
mission of evidence.

ITA/DEU(i) (2018)

During an international joint action day in Italy and Germany, 160 people were arrested. They were sus-
pected of participating in a mafia-type organized crime group (‘Ndrangheta), involved in attempted murder,
extortion, money laundering, firearms related offences and other crimes. Eurojust ensured a comprehensive
coordination at a European Union level and provided full operational legal assistance to all national authorities
involved. Especially, Eurojust set up a coordination centre at its premises in The Hague with the participa-
tion of representatives of the Prosecution Offices in Italy and Germany. Via the coordination centre, Euro-
just coordinated the simultaneous execution of 11 European Arrest Warrants and 13 European Investigation
Orders in four Federal States in Germany and facilitated the real-time exchange of information among all
judicial and law enforcement officials involved in the joint operations.

BEL/ESP(i) (2018)

The Spanish judicial authorities (Juzgado de Instruccion no. 1in Torrevieja), the Belgian Public Prosecutor’s
Office and judicial authorities, in coordination with the Spanish Guardia Civil and the Belgian Federal Police,
and with the support of Eurojust and Europol, arrested a Belgian fugitive in Torrevieja, Spain. The action day,
which took place on 7 November 2018, was prepared by the Eurojust Belgian and Spanish desks, which
liaised directly with their national authorities. The Belgian and Spanish magistrates drafted the EAW together
and directed the arrest and the searches and seizures of bank accounts, three houses and a restaurant in
Spain, resulting in the shutdown of the restaurant used in money laundering schemes.

The suspect had escaped from Belgium in January 2018 after committing more than 20 extremely violent
robberies. He had then been sought by the Belgian authorities. The suspect belonged to an organized crime
group and is the alleged perpetrator of other crimes, such as drug and firearms trafficking. The Belgian Fed-
eral Police suspected the fugitive could be hiding in Torrevieja and requested the cooperation of the Spanish
Guardia Civil, which launched an investigation and surveillance activities. The investigation revealed that the
fugitive laundered the illicit proceeds derived from his criminal activities in Belgium through a restaurant in
Spain — a cash-intensive business — and then reinvested the money in real estate. Europol provided analytical
support during the investigation by cross-checking data and facilitating information exchange.

Lessons learned:

These cases demonstrate the effectiveness of EAWSs in detaining firearms traffickers who are active across
borders in Europe. Eurojust can play an important facilitating role in the execution of the warrants.

227 For more information about this case see Section 2.3.5, supra.



5.2.2 Mutual legal assistance??®

Mutual Legal Assistance (MLA) is a process through
which countries cooperate in obtaining assistance
for investigations and legal proceedings in criminal
matters. It involves one country requesting help from
another in collecting evidence, locating witnesses,
and executing legal actions across borders, while
respecting the national sovereignty of the solic-
ited State.

Article 18 of the UNTOC establishes that States par-
ties shall provide each other with the widest mea-
sure of MLA in investigations, prosecution, and judi-
cial proceedings in relation to the offences covered
by the Convention and the Protocols thereto. Art. 18
para. 3 contains a non-exclusive list of the types of
MLA States must provide. This list includes taking evi-
dence or statements from persons; effecting service of
judicial documents; executing searches and seizures;
examining objects and sites; providing information and
evidentiary documents; providing originals or certified
copies or relevant documents and identifying or trac-
ing the proceeds of crime; and facilitating voluntary
appearances of persons.

In most of the cases examined, bilateral mutual legal
assistance treaties (MLAT) provided the legal basis for
requests for MLA. However, the case HND(i) (2008) is
a good example that also some international Conven-
tions, such as the UNTOC, can provide a legal basis
for MLA. Authorities had detected a vessel with a Hon-
duran flag in Colombian coastal waters and seized
14.4 kg of heroin and 61 40 mm grenades, which were
being trafficked to Honduras. Investigators suspected
that the heroin was intended to be onward trafficked
to the United States, while the grenades would remain
in Central America. The Honduran authorities, to get
evidence of the involvement of some Honduran citi-
zens in the commission of the alleged acts, requested
judicial assistance from Colombia in accordance with
Art. 7 of the United Nations Convention Against lllicit
Traffic in Narcotic Drugs and Psychotropic Substances
of 1988, ratified by Honduras in May 1993. In this case,
the request for information and the submission of doc-
umentary and expert evidence were granted, as well as
the witness statements of police officers and experts,
who travelled from Colombia to Honduras to testify at
the trial.

228 See also Sections 5.8 and 5.9 of the UNODC Guidelines on the
Investigation and Prosecution of Firearms Offences.
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Numerous cases examined for the Digest revealed
that States made use of almost all types of assis-
tance indicated above, confirming the relevance
of MLA in proceedings for firearms trafficking and
related offences. Often, the requesting State sub-
mitted requests covering two or more forms of assis-
tance??9, In LCA(i) (2021), 21 unmarked firearms were
trafficked in a parcel from the United States to St.
Lucia without licence or authorization. The Attorney
General's Chamber of St. Lucia transmitted to the US
an MLA request, requesting US authorities to take
evidence or statements from the suspected senders
of the parcel; execute searches, and seizures, pro-
viding information and evidentiary documents; and
provide originals of certified copies. The expert of
St. Lucia pointed out that, at the time when he pre-
sented this case, the request was still pending. In
other cases, MLA requests were also used to submit
an International tracing request.

Compared to informal channels of cooperation and
information exchange, MLA requests can be slow
and bureaucratic. In BHS(ii) (2018)23°, the expert
highlighted administrative difficulties faced by
Bahamian authorities in requesting access to evi-
dentiary documents from the US. The legal basis of
the request was a bilateral MLAT concluded by the
two countries. This case also pointed to the lengthy
and cumbersome procedure in the execution of a
rogatory letter through central authorities. Accord-
ing to the expert the lesson learned from this case
is that an MLA has to be initiated at an early stage
of an investigation in order to have the required evi-
dence in time for the criminal proceedings in court.
More generally, the fact that requests for cooper-
ation based on MLA are subject to the scrutiny by
governmental controls of central authorities (gener-
ally by ministries of justice), with the aim of ensuring
the protection of the national interests of the States
involved is one the classic procedural problems of
judicial cooperation in criminal matters.

Cases examined from the European Union indicate
that the use of the European Investigation Order
(EIO), can streamline procedures for obtaining evi-
dence based on the principle of mutual recognition of

229 GBR(i) (2017); LCA(i) (2021).

230 For more information on the case, see Section 5.2.1.



decisions of other EU Member States?®'. An EIO can
be issued by a judicial authority (a designated pros-
ecutor or judge) of one Member State and executed
directly by the judicial authority of another Member
State. Indeed, some cases already commented CZE/
NLD/SVK(i) (2021) and ITA/DEU(i) (2018)232, con-
firmed the effectiveness of the EIO to speed up the
execution of requests for evidence. Eurojust facili-
tates the execution of ElOs.

5.3 Joint investigation
teams and
similar bodies?33

Joint investigation teams (JITs) are international
cooperation instruments based on an agreement
between competent authorities - both judicial
(judges, prosecutors, investigative judges) and law
enforcement — of two or more States established for
a limited duration and a specific purpose to carry
out criminal investigations into serious cross border
crime in one or more of the involved States. They
enhance the efficiency of investigations by promot-
ing direct collaboration and facilitating the pooling of
resources, expertise and evidence across borders.
JITs have a hybrid character, combining operational
coordination with the procedural use of the evi-
dence collected at judicial level. Namely, the coor-
dinated work of prosecutors and law enforcement
authorities from different countries allows seamless
informal information sharing and, in parallel, the
coordination of the required legal procedures to for-
malize the cooperation and ensure that the obtained
evidence can be used in courts.

Article 19 of the UNTOC obliges States parties to
consider the conclusion of bilateral or multilateral
agreements, whereby the competent authorities
can establish joint investigative bodies in relation
to matters that are the subject of investigations,
prosecutions or judicial proceedings in one or
more States. In the absence of such agreements,
States parties may undertake joint investigations
on a case-by-case basis. This requirement is con-

231 Requests for Special Investigative Techniques between EU Member
States can be made using an EIO (providing that the States in
question have incorporated the EU EIO Directive into domestic
legislation).

232 For more information on the cases, see Section 5.2.1.

233 See also Section 5.11 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

105

firmed also by regional contexts such as the Euro-
pean Union, whose derived legislation provides
for a framework decision offering guidance on the
establishment of JITs234, which expressly requires a
preliminary agreement among the authorities of the
involved Member States.

The function of JITs goes beyond the coordination of
investigative actions, to encompass the co-sharing
of investigative powers. The establishment of a JIT
can either transform bilateral or multilateral parallel
and coordinated investigations into a single, com-
mon investigation or coordinate the investigations
and prosecutions conducted in parallel by several
countries. JITs allow for information to be shared
directly between their members, without request-
ing MLA. However, national legal frameworks might
differ with regards to the information and evidence
that can be shared directly through a JIT so that it
can be used as evidence at court. There may also
be variations as to the extent to which information
may have to be disclosed to interested parties and
the stage in the proceedings at which such disclo-
sure must take place. The expert for Canada shared
as a good practice that issues regarding disclosure
and the extent to which information can be shared
should be formally agreed when the terms of the JIT
are being negotiated?35,

Notwithstanding its benefits, the practice of estab-
lishing JITs to effectively investigate firearms traf-
ficking and related forms of crime remains still lim-
ited. In only two of the examined cases (CZE/NLD/
SVK(i) (2021)23¢ and CZE/SVK(i) (2022))2%, both in
the European Union, were JITs established. In both
cases Eurojust assisted national authorities by set-
ting up and funding the teams.

Participants of the expert group meeting for the
development of the Digest pointed out that the
lengthy administrative process and the sometimes
high costs of establishing a JIT can be reasons why
the instrument is not applied in more investigations
into firearms related criminality. A Brazilian further
explained that, despite an existing agreement among
Member States of Mercosur on JITs, investigators

234 2002/465/JHA Council Framework Decision of 13 June 2002 on joint
investigation teams.

235 Evidentiary issues linked to JITs are examined in detail in Section
6.2.1 of Chapter 6, infra.

236 For more information on the case, see Section 5.2.1.

237 For more information on the case, see Section 2.3.3.



tend to prefer parallel investigations that are coordi-
nated through an informal contact group to avoid the
process of setting up a JIT.

An interesting alternative to JITs was illustrated by a
Jamaican expert who referred the existence of per-
manent Transnational Criminal Investigative Units
(TCIUs) formed by Jamaican and US law enforcement
agents embedded within the US Embassy in Jamaica
who work closely to investigate and prosecute indi-
viduals involved in transnational criminal activity,
including firearms trafficking. These units facilitate
quick information exchange and rapid joint bilateral
investigation.

GOOD PRACTICE

The establishment of ad hoc JITs, permanent
TCIUs or informal contact groups can facilitate
the coordination and seamless exchange of
information and coordination in transnational
investigations against firearms trafficking and
related forms of crime.

5.4 Jurisdictional issues?38

Firearms trafficking and related forms of crime do not
take place in a legal vacuum. They often touch upon
the jurisdiction of various States: the country of man-
ufacture, the country of import, the country of des-
tination of trafficked firearms, transit countries, the
country of nationality and residency of the perpetra-
tors and possibly flag countries of vessels or aircrafts,
just to name a few. ITAx039 (2018) is a good example
of trafficking schemes that connect multiple jurisdic-
tions. In the case, three Italian nationals were charged
with trafficking arms and dual-use items, including

238 See also Section 5.6 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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13,950 assault rifles with a value of EUR 41 million,
to Libya and Iran between 2011 and 2015, in violation
of arms embargoes imposed on both countries. The
goods were purchased in several African, Asian and
European countries and delivered by air to Iran and
Libya. Even though the arms did not pass through
Italian territory, the Italian Public Prosecutors Office
opened proceedings because the perpetrators were
Italian nationals.

This complex nature of firearms trafficking creates
potential conflicts of jurisdiction, i.e., the determi-
nation which State should assert jurisdiction over a
criminal conduct. In the absence of norms of cus-
tomary or codified international law to solve such
conflicts of jurisdiction coordination among the
relevant countries is key to ensure that the crime
is investigated, prosecuted and adjudicated in an
efficient manner. At the same time, the fundamental
legal doctrine that no legal action can be instituted
twice for the same cause of action (‘ne bis in idem’)
precludes prosecution and adjudication if the per-
petrator has already been adjudicated in another
jurisdiction.

Possible solutions to resolve problems of concurrent
exercise of national jurisdictions include consultation,
coordination mechanisms, and transfer of criminal
proceedings. The UNTOC at Art. 15, para. 5 contains
a mechanism of partial coordination, providing for a
generic duty of consultation between the competent
authorities of States parties entailed by situations
of concurrent jurisdictions with a view to coordinate
their actions. In addition, in cases where several juris-
dictions are involved, the Convention recommends
States parties to consider the possibility of transfer-
ring to one another proceedings for the prosecution
of offences covered by the Convention and the Pro-
tocols thereto, with a view to concentrating the pros-
ecution (Art. 21).


https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ita/2018/sent._571632018_.html?lng=en&tmpl=sherloc
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CASE STUDY
Potential conflict of jurisdictions - USAx280 (2020)23°

On 20 July 2017, Jamaican law enforcement officers received intelligence on a suspicious import of two
55-gallon barrels at the wharf in Kingston. Hidden within food was a cache of seven rifles, eight pistols,
3,000 rounds of ammunition, and firearm parts. The Counter Terrorism and Organized Crime Branch (C-TOC)
commenced investigations into this seizure.

The names of the sender as well as the consignee were revealed to be fake. The aliases involved in sending
and receiving the shipment were all linked to J.R., a Jamaican citizen, who up to 2017 also held a Permanent
Resident Card allowing him to reside in the US. Prior, he resided in the United Kingdom but was eventually
deported to Jamaica in 2008 due to a conviction for drug offences. Upon being deported to Jamaica, J.R.
applied to the Firearm Licensing Authority for a firearm licence. His application was, however, denied. In 2016,
J.R. migrated to the United States where he was granted permanent residence.

On 28 February 2018, police officers stopped J.R. on a highway in Florida, searched his vehicle and found
one pound of marijuana. Between 28 February and 22 March 2018, police forces searched J.R.s apartment
and surrounding areas and found additional seven partially completed assault-style rifles, two shotguns, and
around 6,000 rounds of ammunition as well as two barrels similar to the ones seized in Jamaica. In October
2018, US law enforcement authorities requested from Jamaica additional information and the subsequent
transfer of evidence to the US through a mutual legal assistance request. In parallel, they sent the finger-
prints secured on the firearms in J.Rs apartment to Jamaica for comparison with those in the Jamaican
databases. Jamaican intelligence database records of J.R.s deportation from the UK were shared, thereby
causing a parallel immigration investigation in the US.

Both Jamaica and the US could have initiated prosecution against J.R., who at that time was domiciled and
in custody in the US for a number of offences. However, the Office of Public Prosecutions in Jamaica took
the decision to not request extradition of their citizen due to closer links of the case to the US and the signif-
icant backlog in the Jamaican judicial system, which would have caused delays in the prosecution. Instead,
evidence was transferred to the US. As a result of the prosecution in the US, J.R. pleaded guilty in the Middle
District of Florida to firearms trafficking. He was sentenced to four years and nine months of imprisonment.
The imposed sentence was at the upper end of the sentencing guidelines. The Director of Public Prosecu-
tions of Jamaica was invited and did attend the sentencing and gave a victim impact statement on the impact
of firearms trafficking on Jamaica.

Lessons learned:

This case highlighted the importance of international cooperation from investigation to prosecution. It
demonstrates that consultations between law enforcement and prosecutors of different countries can help
prevent and solve potential conflicts of jurisdiction and determine an effective prosecutorial strategy with the
view to concentrating the prosecution.

Another good practice to solve problems linked to
potential conflicts of jurisdiction was shared by a Bra-
zilian expert, with respect to firearms trafficking cases
involving Brazil and the United States. In such cases
prosecutions are held in the country where most evi-
dence of the commission of the crime is located.

Alternatively, parallel investigations and prosecutions
are initiated, at the outcome of which the accused is
prosecuted and tried in the country of residence. If
US prosecutors cannot collect sufficient evidence, the
Brazilian authorities request extradition to prosecute
the suspect in Brazil.

239 For more information on this case, see UNODC, SHERLOC case law database, Case No. USAx280 (2020).
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6.Prosecutorial
issues



The present section addresses challenges and good
practices in prosecuting firearms cases. As for any
crime type, prosecutors have to keep an eye on the
statute of limitation for the firearms offences they
intend to bring to court. Due to the complexity of inves-
tigations into firearms trafficking networks, the role of
informants and cooperating witnesses is of particular
importance. Similarly, the dangerousness of organized
crime groups involved in firearms trafficking oftentimes
requires paying special attention to witness protection.
Finally, a special feature in the prosecution of firearms
offences is the firearm as piece of evidence, which is
examined by several illustrative cases.

6.1 Statute of limitation

One possible obstacle to the prosecution of firearms
offences is the statute of limitation. There is consid-
erable variation among States about the length and
application of the statute of limitations for the com-
mencement of criminal proceedings regarding firearm
offences. Art. 29 of the UNTOC provides that State par-
ties shall establish a long statute of limitations period in
which to commence proceedings for any offence cov-
ered by the Convention and the Protocols thereto and
a longer period where the alleged offender has evaded
the administration of justice.

That was, for instance, the issue brought forth by
a defendant before the French Cour de Cassation in
FRAX034 (2018), in a case regarding the illicit posses-
sion of a firearm by the defendant. After the court of
appeal found the defendant guilty despite the latter’s
objection on the grounds that the incriminating facts
fell under the scope of the relevant statute of limitation,
the Supreme Court ruled that the appeal decision had
failed to justify its reasoning regarding why that objec-
tion had been rejected and ordered the case to go back
to the court of appeal.

Similarly, in LTUx001 (2023), two Irish citizens were
accused by Lithuanian law enforcement of having
made arrangements to acquire firearms and explosives
in Lithuania between November 2006 and January
2007 and attempted to smuggle them back to Ireland
to support a terrorist group. Irish courts had previously,
in 2013, refused to extradite the defendants on the
grounds that they were likely to be held in inhuman and
degrading conditions if extradited to Lithuania. After a
second EAW was issued by the Baltic State, they were
arrested and extradited in 2022 following lengthy legal
proceedings. However, the charges were dropped by
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the Vilnius Regional Court on the grounds that the stat-
ute of limitations precluded criminal proceedings in this
case. The prosecution appealed against the decision,
stating that the statute of limitation to be applied in this
case was 15 years, which was the law in effect when
the offence was committed, and not 10 years, which
was a change to the criminal law brought in after the
perpetration of the offence. The lower court’s decision
was, nevertheless, upheld by the Lithuanian Court of
Appeal, who provided that the 10 years statute of lim-
itation applied in this case, as it was the most favour-
able for the accused.

GOOD PRACTICE

Firearms offences, particularly the more com-
plex offences involving transnational offending
in several States, may take a substantial length
of time to be investigated. In order for a pros-
ecution not to be prevented or halted by the
expiry of a limitation period, it is important that
the progress of the investigation be monitored
regularly in view of any applicable time limitation.

6.2 Withesses,
cooperating
withesses and withess
protection?4°

When prosecuting firearm offences, prosecutors can
call witnesses to testify and give their account of the
facts, in order to establish incriminating evidence. The
cooperation of witnesses is crucial for the successful
prosecution of criminal offenders and dismantling fire-
arms trafficking networks. Yet one of the challenges
faced by many criminal justice systems in the inves-
tigation and prosecution of crime is obtaining such
cooperation. Witnesses may be reluctant to give infor-
mation and evidence because of perceived or actual
intimidation or threats against themselves or members
of their family.

Article 24 of the UNTOC requires States parties to
take measures to protect witnesses from potential
retaliation or intimidation. Such protection may need

240 See also Section 7.6 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.



https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/fra/2018/cass._crim._09.08.2018_n_16-84.699.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/ltu/2023/decision_1a-133-6582023_of_the_court_of_appeal_of_lithuania.html?lng=en&tmpl=sherloc

to be extended for their relatives and other persons
close to them as retaliation or intimidation through
the loved ones is a modus operandi many organized
crime groups have adopted. This type of intimidation
was evidenced in cases such as USAx265 (2021)24,
in which the defendant was indicted for being a felon
in possession of a firearm and was detained pre-trial.
While incarcerated, the defendant made multiple jail
calls, coordinating with and directing individuals to
draft an affidavit containing false statements and to
pressure the witness who reported his whereabouts to
police to sign it. The defendant was sentenced to serve
56 months in prison, after pleading guilty to tampering
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Protection measures may include permitting wit-
ness testimony to be given in a manner that ensures
the safety of the witness, such as using close circuit
television or video conferencing to give testimony to
the court, using the pre-trial recorded statement of
a witness as their evidence in court, or making use
of screens to shield the witness from the defendant,
as was the case in CANx160 (2008)242, in which the
witness requested to testify behind a screen against
a defendant accused of discharging a firearm for a
purpose dangerous to the public peace and endan-
gering life.

with a witness.

CASE STUDY
Witness testimony via ‘live link’ - JAMx005 (2018)

In JAMX005 (2018), the prosecution filed a motion seeking judicial authorization for the use of special mea-
sures for two of its witnesses, namely the possibility for them to testify via ‘live link’, in the context of the trial
against the leader of a gang charged and later convicted for numerous offences, including illegal possession
of a firearm and shooting with intent. The prosecution submitted that the witnesses were “especially vulner-
able”, being former members of the criminal organization and that to bring them to the Supreme Court would
expose them to danger. The authorization was granted by the judge.

The court recalled and clarified the conditions set out by the legislation in which a witness can testify via
‘live link’: the special measure must be appropriate in the interests of the administration of justice, and the
witness has to be considered vulnerable. To determine if a special measure is appropriate in the interests of
the administration of justice, the Supreme Court hold that a court must consider “any views expressed by or
submissions made on behalf of the witness; the nature and importance of the evidence to be given by the
witness; whether the special measure would be likely to facilitate the availability or improve the quality of
that evidence; and whether the special measure may inhibit the evidence given by the witness from being
effectively tested by a party to the proceedings.”

The vulnerability of the witness can stem either from their age or possible medical condition, or from external
circumstances such as the nature of the offence (sexual misconduct cases). Outside of those possibilities,
the supreme court hold that a court has to assess the vulnerability of the witness by considering “the nature
and circumstances of the offence; the existence of any threat of harm made to the witness, a family member
of the witness or any other person closely associated with the witness, or to any property of the witness; and
any views expressed by, or submissions made on behalf of the witness.”

The decision also dismisses the idea that testifying via video link might in any way diminish the credibility
of the witness or prejudice the rights of the accused, as there is no indication the witnesses might be more
likely to tell lies when testifying remotely. Similarly, the Supreme Court found that there is no reason why the
witnesses’ appearance by video link “would in any way hamper a defendant’s ability to test a witness’ | 4

241

For more information on this case, see UNODC, SHERLOC case law

database, Case No. USAx265 (2021). database, Case No. CANx160 (2008).

242 For more information on this case, see UNODC, SHERLOC case law
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credibility and evidence of identification by the usual means of cross examination”: cross examination by live
link is not in itself prejudicial to the cross-examining party.243

Lessons learned:

This decision exemplifies the use of technology to facilitate the testimony of threatened witnesses and clar-
ifies the circumstances in which it can be used in Jamaica, providing an alternative to in person testimonies.
This might result in clearer and more objective testimonies, as it would spare witnesses a direct physical
confrontation with the defendant that might cause anxiety or fear about giving evidence, which can affect
the quality of the evidence provided by witnesses. It can also facilitate the testimony of witnesses who
couldn’t otherwise easily be present for the proceedings, such as incarcerated witnesses or persons residing
in another State. At the same time, the judgement outlines the boundaries of witness testimonies via live
view, clarifying that in light of the right to a fair trial of the defendant such kind of testimonies must remain

the exception from the rule.

Protection measures may also include non-disclosure
or limitations on a witness’ identity or whereabouts.
That was, for example, the case in ZAFx025 (2020)
where in a matter involving a member of an organized
crime group being accused of illicit possession of a
firearm and murder, the High Court of South Africa
authorized the names of certain witnesses and vic-
tims to be anonymized, and their addresses to be kept
secret. Similarly, in CANx161 (2020), publication bans
have been imposed under s. 486.5(1) of the Canadian
Criminal Code, restricting the publication, broadcasting
or transmission in any way of evidence that could iden-
tify four witnesses. This publication ban applies indef-
initely unless otherwise ordered. This was decided in
the face of the exceptionally brutal nature of the crimes
committed by the defendant, who was convicted of
murder for conspiring and supplying the firearm used
to kill the victims.

Most of the protective measures mentioned are pos-
sible only on a case-to-case basis, after seeking judi-
cial authorization. The courts will assess the necessity
of the protection by balancing the possible threats
faced by the witnesses with the rights of the accused.
The need for the measures in a particular case has
to be balanced against the defendant’s right to a fair
trial. That issue was brought up by the defendant in
FRAx033 (2020) before the French Cour de Cassa-
tion, in a case regarding his conviction by the court
of appeal for several offences, including murder and
attempted murder, aggravated theft and illicit posses-
sion and transport of firearms. In this case, the court of

243 For more information on this case, see UNODC, SHERLOC case law
database, Case No. JAMx005 (2018).

appeal based its conviction in part on the statement of
an anonymous witness given by video conference. The
defendant argued that this encroached on the rights
of the defence and on the principle of equality of arms
between the parties, and that the law permitting this
was, thus, unconstitutional. The court rejected that
argument and the conviction was upheld.

Similarly, the Danish Supreme Court held that a wit-
ness could be heard anonymously under particularly
aggravating circumstances in DNK(i) (2018). The case
dealt with the issue of whether the witness’ name,
occupation and address could not be disclosed to the
defendants in a criminal case on illegal possession of
firearms under particularly aggravating circumstances.
The Danish Supreme Court stated that a defendant has
the right to know the identity of the witnesses heard
in a criminal case. However, the court may order that
the witness’ name, occupation and address not be dis-
closed to the defendant, if it is assumed to have no
influence on the defendant’s defence, and if required
to protect the witness.

The possibility of having a witness testify anonymously
has however been limited by the European Court of
Human Rights (ECtHR) in IRBx037 (2020). In this
case, the applicant had been found guilty of numerous
offenses, including murder, aggravated robbery and
illegal possession of a firearm, and sentenced to life
imprisonment. While convicting him for that offence,
the trial court relied on the testimony of an anonymous
witness. It held that in view of the serious nature of the
incident, the scope of the accusations and the allega-
tion that the shooting had been carried out within the
context of a criminal association, it had not been found
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necessary to examine the witness at trial or to have his
full name written when his statements had been taken
on commission by another court. The ECtHR held that
this had violated the applicant’s right to a fair trial, as
“the underlying principle is that the defendant in a crim-
inal trial should have an effective opportunity to chal-
lenge the evidence against him. This principle requires
not merely that a defendant should know the identity
of his accusers so that he is in a position to challenge
their probity and credibility but that he should be able
to test the truthfulness and reliability of their evidence,
by having them orally examined in his presence, either
at the time the witness was making the statement or at
some later stage of the proceedings”. The Court does
leave open the possibility of hearing witnesses anon-
ymously, but sets limitations: there must be good rea-
sons to keep secret the identity of the witness, and, if
the evidence of the anonymous witness was the sole
or decisive basis of the conviction, there must be suffi-
cient counterbalancing factors, including the existence
of strong procedural safeguards, to permit a fair and
proper assessment of the reliability of the evidence to
take place.

All these measures can be used on their own or jointly
with other types of protective measures. Witnesses
might, for example, be granted the possibility to tes-
tify remotely, and be concurrently integrated into a
witness protection programme, as was the case in
JAMXx005 (2018). Witness protection programmes are
specially designed covert programmes that provide
for the change of identity and relocation of a witness
whose life is in danger because of their cooperation
with law enforcement authorities. Witnesses, in excep-
tional circumstances and if the threat to them justifies
it, may even be relocated. The programme has to pro-
vide enough protection for the witness and effectively
prevent the risk of retaliation, to avoid situations like
the one in BFA(i) (2017), where a witness who had been
relocated after testifying against a member of a ter-
rorist group was Kkilled along with his family by group
members who found his new location.

However, the programme has to balance this need for
effective protection and still allow witnesses to live a
somewhat normal life in order to prevent them from
abandoning the programme after finding it too restric-
tive, as was mentioned by the expert for the case
of Brazil, where several witnesses in firearms cases
ended up leaving the programme.
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GOOD PRACTICE

Good practices on the protection of witnesses
can be found in the UN Manual of Good Prac-
tices for the Protection of Witnesses in Crimi-
nal Proceedings involving Organized Crime244.
These include anonymous witness testimonies
in order to protect the integrity of the witness
in cases involving dangerous organized crimi-
nal groups.

Finally, the UNTOC foresees the possibility of using
cooperative witnesses. In some States, if the volun-
tary cooperation of a member of an organized crime
group during the investigation or criminal procedure
is of essential importance for the criminal procedure,
this person might not be prosecuted on the decision
of the judge or the prosecutor in charge, and instead
becomes a witness.

Pursuant to Art. 26 of the UNTOC, States may con-
sider taking appropriate measures to encourage
persons who participate or who have participated
in organized crime groups to supply information and
provide factual help to the authorities, going as far
as considering the possibility of mitigating punish-
ment or even granting immunity from prosecution
to a person who provides substantial cooperation in
the investigation or prosecution of an offence cov-
ered by the Convention and the Protocols thereto.
A legislation in point is the Italian Criminal Code
(Art. 416bis(1)), which foresees a reduction of pen-
alty for the turncoats of mafia organized crime
groups (the so-called pentiti)?4.

This possibility was, for example, used in
USAx152 (2019)24¢, In this case against the leader of
one of the most powerful drug trafficking organiza-
tions in Mexico, the difficulties in bringing the defen-
dant to justice stand out: he was first arrested and
convicted in 1993, but escaped numerous times, only
being definitively convicted and imprisoned in 2019.
To avoid apprehension, the cartel used corrupt offi-
cials in Mexico to facilitate the safe transport of drugs

244 Good Practices for the Protection of Witnesses in Criminal
Proceedings Involving Organized Crime (unodc.org)

245 On the use of informants in firearms trafficking investigations see
also Section 3.5.1, supra.

246 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx152 (2019).
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and protect its members from arrest and prosecution.
Additionally, potential witnesses were systematically
intimidated. After his extradition to the US, the defen-
dant was convicted of being a principal leader of a
continuing criminal enterprise, a count that includes
26 drug-related violations and one murder conspir-
acy. He was convicted of all 10 counts of a super-
seding indictment, including charges of narcotics
trafficking, using a firearm in furtherance of his drug
crimes and participating in a money laundering con-
spiracy. The evidence at trial included the testimony
of 14 cooperating witnesses.

6.3 Evidentiary issues
and collection of
firearms evidence

During the prosecution of firearms offences, several
evidentiary issues can arise. These may be linked to
the firearms as piece of evidence as well as to the
investigative measures that have been applied in order
to collect evidence.

6.3.1 Evidence collected by JITs
through special investigative
techniques?¥’

In the investigation and prosecution of firearms traf-
ficking and related forms of crime, evidentiary issues
emerge particularly related to the admissibility of evi-
dence collected by joint investigative teams as well as
through special investigative techniques.

Evidence collected by joint investigative teams

The use of evidence collected by JITs can face legal
challenges due to the international nature of their
collection. JITs allow the collection and exchange of
information and evidence without having to resort to
traditional international channels of MLA or EIOs. The
use of information and evidence exchanged within a
JIT is limited by a ‘specialty rule’; such information may
in principle be used (only) for the purposes for which
the team was set up?#8. In other words, if a JIT was
established to investigate a drug trafficking case, the

247 See also Section 7.5 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

248 Eurojust, Joint Investigative Teams, Practical Guide (2021), p. 20.
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collected evidence might not be admissible to pros-
ecute firearms trafficking, if it turns out that the net-
work was involved in both conducts. To ensure that
the evidence is admissible, the JIT agreement should
be sufficiently broad at the outset of the investiga-
tions to also cover conducts of a criminal group that
were not known at the start of the investigations. Oth-
erwise, the JIT agreement might need to be amended
during the investigations.

Furthermore, JITs collect evidence in conformity to
the national criminal and criminal procedural law of
the State in which the team operates. If the investiga-
tive powers of this State go beyond those of the other
States involved, evidence might not be admissible in
the criminal proceedings of those countries. It is, thus,
an essential requirement that States anticipate those
issues and provide clear instructions relating to the
way evidence is to be gathered when the JIT agree-
ment is being concluded.

However, the admissibility of evidence gathered by a
JIT is very rarely challenged in practice: for instance,
in the European Union, the second JIT Evaluation
Report (2018) provides that “in 28 cases, the evidence
collected by the JIT was not challenged in court, as
compared to nine cases in which the JIT was chal-
lenged. [...] For 36 of the analyzed JITs, the evidence
gathered was admitted in national courts, including the
nine cases mentioned above in which the evidence had
been challenged”24°,

Evidence collected through special investigative
techniques

The admissibility of evidence has proved to be
more challenging when it was collected by means
of special investigative techniques. For instance, the
use of undercover agents to get evidence of fire-
arm offences being committed has been contested
numerous times by defendants on the basis that
the law enforcement agents were acting as agents
provocateurs and inciting the perpetration of an
offence which would not have taken place other-
wise. This can result in entrapment, which would
render the evidence collected by the undercover
agent inadmissible as it would violate the defen-
dant’s right to a fair trial.

249 Eurojust, Second JIT Evaluation Report, Evaluation received
between: April 2014 and October 2017 (2018).



This misuse of undercover agents has been predom-
inantly present in drugs cases. In IRB(i) (2014), for
instance, the ECtHR held that there had been a vio-
lation of the applicant’s right to a fair trial in a case in
which the applicant was convicted of drug trafficking
after having been incited by undercover police officers
to commit those offences, because the undercover
measure went beyond a passive investigation of crim-
inal activity.

However, this deviation of the undercover agent from
their original investigative purpose has also been
observed in firearms cases. In CANx154 (2016)259, for
example, a first instance court stayed the proceed-
ings against the defendant after he filed a motion
on the grounds that he had been entrapped. In that
case, the defendant, a gunsmith who owned a hunt-
ing and fishing supply store, sold a rifle to an under-
cover officer posing as an unlicensed hunter, and was
convicted of weapons trafficking. However, the court
held that it was not established that the police had
a reasonable suspicion the defendant was already
engaged in criminal activity when they targeted him.
In doing so, they engaged in random virtue testing, a
form of entrapment. This decision was upheld by the
Court of Appeal of Manitoba.

Issues regarding the admissibility of the evidence
collected by using special investigative techniques
can also revolve around surveillance. Being a highly
intrusive form of investigation, surveillance, both
physical and electronic, has been subject to strict
legal safeguards to prevent breaches on the fun-
damental right to privacy. This right to privacy was,
for instance, recognized in CANx150 (2017)2%, in
which the defendant, after having been convicted of
numerous firearms and drugs trafficking offences,
was seeking to exclude at trial text message records
obtained from a telecommunications service pro-
vider. The court held that the accused had a reason-
able expectation of privacy in text messages stored
by a service provider, but that this right was not
breached as the records had been lawfully seized
by means of a production order.

250 For more information on this case, see UNODC, SHERLOC case law
database, Case No. CANx154 (2016).

251 For more information on this case, see UNODC, SHERLOC case law
database, Case No. CANx150 (2017).
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This also illustrates the general requirement for prior
judicial authorization when breaching one’s reason-
able expectation of privacy. In the UK, for instance,
the use of special investigative techniques, such as
surveillance, is conditional on obtaining approval of a
supervising officer via a ‘RIPA form'252, which will then
be submitted to a Magistrate’s Court for authoriza-
tion. Similarly, the French Cour de Cassation held in
FRAX036 (2022) that taking photographs of a person
in a private space without their consent, even on a
single occasion, was necessarily dependent on legal
authorization by a judge, even if the private space
was an outside one and was partly visible from a pub-
lic location. This decision was made in a case in which
the evidence leading to the defendant’s conviction
for firearms and drugs offences within an organized
crime group was collected with a camera installed in
the parking lot of a retirement home, which despite
being a private space was accessible to the public
and partly visible from a public road.

It is interesting to note that the scope of a defendant’s
right to privacy varies in different national legislations.
The threshold on when government authorities can
enter private spaces depends on the jurisdiction and
may include probable cause, reasonable suspicion,
or reasonable and probable grounds. In a similar case
(USAx266 (2016)), an American federal appeals court
upheld a firearms conviction based on video evidence
collected without a warrant from a camera perched
on top of a utility pole. Unlike the judgement of the
French Cour de Cassation, the court stated that the
warrantless surveillance didn’t violate the defendant’s
reasonable expectation of privacy because it recorded
the same view of the farm that could be seen by pass-
ers-by on public roads.

This variation of a person’s right to privacy has often
been questioned in the face of new and emerging com-
munication and surveillance technologies, and their
impact on the potential breach of privacy and admis-
sibility in court. In SWEx005 (2021), the prosecution
relied on EncroChat material to support an allegation
that the defendant had committed a firearm related
offence by possessing multiple weapons. The previ-
ous year, French authorities managed to gain access
to communications made using EncroChat, a com-
munication network allowing its users to send highly
encrypted message services. The network had quickly

252 RIPA stands for the Regulation of Investigative Powers Act. For a
RIPA form, along with related materials, see https://www.gov.uk/
government/collections/ripa-forms--2.
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been adopted by organized crime groups to commu-
nicate. Material accessed in this way and relating to
Swedish users has been made available to the Swedish
police and prosecutors. This material has constituted
the main evidence in the case, and a first instance
court convicted the defendant for serious weapons
offences and sentenced him to imprisonment for three
years and nine months.

The Court of Appeal noted that the court had no infor-
mation on how the French authorities obtained the
material and if their doing so was fully licit. However, it
stated that nothing has emerged to indicate that it was
done in violation of French law and found that the evi-
dence was not added to the case in flagrant violation
of French or Swedish law or European or international
agreements, as it was not, for instance, obtained with
torture. The court, therefore, allowed the EncroChat
material to be relied on in the case. Nevertheless, it
ruled that the prosecution had failed to prove the guilt
of the accused beyond the necessary standard and
acquitted the defendant.

Similar judgments have been passed on in various Euro-
pean countries after French authorities shared incrim-
inating evidence of the EncroChat network with their
law enforcement partners. In Germany, for instance,
some courts of first and second instance had ruled that
the evidence would be inadmissible, due to breaches
of privacy and integrity rights. However, these rulings
were eventually overturned by the Federal Supreme
Court, ruling in favour of using EncroChat evidence for
serious criminal investigations. By the time of publish-
ing of this Digest, some cases relating to the admis-
sibility of evidence from the EncroChat network were
still pending judgement of the Court of Justice of the
European Union.

6.3.2 The use of firearms
as evidence

Section 3 of the Digest has already analyzed measures
to investigate firearms trafficking and related forms of
crime, including the tracing of firearms, ballistic exam-
inations, as well as DNA and fingerprint analysis. The
present section illustrates how these measures can
provide relevant evidence for criminal proceedings and
looks into evidentiary issues that may arise in prose-
cuting cases on the basis of such evidence.

15

Tracing?s3

Firearms tracing is a critical tool in the investigation of
firearms related offences, particularly those involving
trafficking and distribution. The tracing process may
indeed lead to evidence that is decisive in solving or
prosecuting a case. Tracing can be especially useful
in identifying patterns of firearms trafficking. That was
for instance the case in USAx267 (2018)2%4, in which a
firearms trafficking network was dismantled after the
police traced seized firearms back to purchasers in
Ohio, who would then import the guns into New Jer-
sey where they were used to further criminal activities
such as drug dealing.

Another notable case was USAx268 (2020)255, during
which two gunmen opened fire at a holiday office party
in San Bernardino, California, killing 14 people. After a
shoot-out during which the two assailants died, the
police recovered several firearms, including several
handguns and assault rifles. The handguns had been
purchased legally by the shooters, but not the other
firearms. These were traced back by the police to iden-
tify their accomplice, who was then sentenced to 20
years of imprisonment for conspiring to provide mate-
rial support and resources to terrorists.

Ballistic examination?56

However, spent bullets and cartridge cases are much
more likely to be found at the scene of a violent crime
than the gun itself. An essential line of inquiry from
this evidence is to identify the firearm, or the type of
firearm, that fired them. As already underlined in the
Digest the examination of individual and class char-
acteristics of a spent bullet, spent cartridge or firing
residues recovered from a crime scene can help clas-
sify the ammunition (make, calibre or gauge), trace
the ammunition, establish the bullet trajectory, iden-
tify the shooting firearm, and establish links between
the firearm and other crimes. It can also identify the
shooter or establish the location of a firearm. This can
then be used as evidence during a trial, as it was,
for instance, in FRAx035 (2017), in which the French
Cour de Cassation stated that electronic surveillance

253 On the tracing of firearms see also Section 3.4, supra.

254 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx267 (2018).

255 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx268 (2020).

256 On ballistic examinations see also Section 3.3.2, supra.
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derived evidence and ballistic analysis were enough
to constitute the basis for a murder conviction.

Matching ballistic information is one of the key mea-
sures in the fight against the misuse of firearms, and
it has uncovered numerous connections between
firearm-related crime scenes in different countries. It
allows the police to develop new investigative leads
based on ballistics cross-comparison, and to find con-
nections between separate crime scenes that could
have otherwise remained undetected. That was, for
instance, the case in USAx259 (2022), in which, on
27 February 2020, the police was called to a violent
assault on a parking lot and collected cartridge cases
as evidence. In an initially disconnected drug investi-
gation, a police officer executed a search warrant and
found a handgun in the trunk of the suspect’s car. Bal-
listic analysis showed that the handgun in the trunk
of the car was the same as the one used during the
assault in the parking lot. As a result, the accused was
sentenced to 86 months in prison for possessing a
firearm as a felon.

However, ballistic analysis has been repeatedly chal-
lenged in court for its potential unreliability. This issue
was highlighted in USAx260 (2022), in which the
defendant had been convicted of the fatal shooting of
a 22-year-old man in a robbery in 1993, on the basis
of an erroneous ballistic analysis. When the evidence
was retested with IBIS, a newer technology that uses
much higher-resolution and multi-dimensional images
for ballistic analysis and ultimately matches shell cas-
ings to guns, it showed that the scratches and dents
on bullets and shell casings from the crime scene didn’t
match the gun that the prosecutors presented at trial
as the murder weapon. In March 2017, the defendant
was retried on a first-degree murder charge and his
conviction was overturned.

116

The scientific value of ballistics has since been
questioned by experts, especially in the wake of a
US report by the President’s Council of Advisors on
Science and Technology (PCAST) in the US?%7. The
reliability of findings made with the help of ballistic
analysis was challenged, which led to the examina-
tion of the relevance and the admissibility of evi-
dence derived from ballistic analysis, as it was, for
instance, in USAx269 (2020)2%8. In that case, the
defendants filed motions to preclude a ballistics
expert from testifying that shell casings found at a
crime scene matched a firearm found in a car the
defendants occupied. The defendants argued that
a forensic comparison of the shell casings to test-
fired cartridges from the gun would lack “scientific
validity and general acceptance in the relevant sci-
entific community”. The court held that an expert
might only testify as to whether there is evidence of
class characteristics that would include or exclude
the firearm at issue. Class characteristics are prop-
erties of physical evidence that can be associated
only with a group and never with a single source:
if evidence is determined to possess class charac-
teristics it may serve as a mechanism to reduce the
number of suspects, but it cannot be directly con-
nected to one person or source. The expert may
only, for instance, indicate that the firearm cannot
be ruled out as the source of the shell casings. How-
ever, that ruling was relatively isolated, as testimo-
nies by ballistics experts are still held admissible in
the majority of cases, according to the US National
Center on Forensics. In another case, to deny a
motion to exclude a testimony on forensic analy-
sis, the court held that “the lack of adoption of the
principles advanced in the PCAST Report and the
remaining adherence to existing principles and stan-
dards concerning firearms exams” was compelling.

257 Executive Office of the President, President’s Council of Advisors on
Science & Technology, Report to the President, Forensic Science in
Criminal Courts: Ensuring Scientific Validity of Feature-Comparison
Methods (2016).

258 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx269 (2020).
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CASE STUDY
Conflicting testimonies from ballistics experts - CANx157 (2022)25°

A difficulty that arose in CANx157 (2022) were conflicting testimonies from different ballistics experts. In
this case, the wife of the defendant was found shot dead on the defendant’s couch and the defendant was
charged with murder. There was no direct evidence, and the prosecution and defense both called firearms
experts, who came to different conclusions.

The prosecution tried to show that the victim could not have committed suicide because, due to her physical
condition, she could not handle the gun with her left hand, while she was paralyzed on her right side. The
Crown’s experts also tried to show that a black spot on the victim’s left hand was the result of gunpowder
released when the shot was fired, and that the only plausible explanation for the appearance of this spot was
that she had done something to prevent her assailant from killing her. The prosecution concluded that the
accused had committed the murder.

The defence also called a ballistics expert to the stand. He claimed that the victim could have committed
suicide because, according to him, she was capable of wielding the weapon with her left hand despite her
physical incapacity. Other witnesses testified that the woman had suicidal thoughts following her stroke and
hip fracture, which rendered her practically impotent. The defendant was convicted in 2012 of first-degree
murder and was sentenced to life in prison with no chance of parole for 25 years. However, some evidence
uncovered in 2015 suggested there were bullet fragments in the victim’s skull that were never recorded in
the autopsy, when a joint Fifth Estate-Radio-Canada investigation led to more experts examining the case
and its evidence. Furthermore, irregularities were found in the original autopsy report used to incriminate
the defendant. The expert from the Laboratoire de sciences judiciaires et de médecine Iégale had failed to
collect, preserve, document and photograph the brain sections, and had also neglected to take samples
of the brain that bore the marks of the projectile, as he was required to do. This “highly relevant evidence”
would have been of “great importance” to the defence in a second trial, as it could have clarified the angle
of the shot and the trajectory of the bullet. The unavailability of this evidence was considered so damag-
ing that the plaintiff's right to make full answer and defence was affected, and the Quebec Superior Court
granted a stay in the legal proceedings against him.

Lessons learned:

Some mechanisms can be put into place to ensure the credibility of ballistic analysis results presented by
experts, such as standardization of qualifications and training of forensic laboratories, and peer review. In
the UK, for instance, peer review by an independent ballistic expert is required for all significant ballistic
findings. Any inconsistent result — a different conclusion or different levels of agreement — is disclosed to
the court via the evidential statement provided by the expert examiner. Error rates in microscopy at the
National Ballistics Intelligence Service (NABIS) and NABIS-affiliated laboratories for false positives (links
identified that are not links) are 0.7 %. With the independent peer review system, the error rate for false
positives falls to approximately 0.005 %26°,

259 For more information on this case, see UNODC, SHERLOC case law database, Case No. CANx157 (2022).
260 Understanding ballistics: a primer for courts, Royal Society of Edinburgh, May 2021.
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Forensic examinations2®1

Firearms can also be the support of other types of evi-
dence which could potentially provide a link to a per-
petrator, such as DNA or fingerprints. For instance, in
FRAXx037 (2021), the French Cour de Cassation ruled
that DNA found on an automatic weapon in a stolen
vehicle was sufficient evidence to convict the defen-
dant for illicit possession of a firearm and participation
in an organized crime group.

In SWEx003 (2022), the defendant was convicted
for an aggravated weapons offence after DNA found
on a firearm was considered sufficient proof that he
was in possession of the gun. In this case, the analy-
sis was carried out with the DNAxs system, which can
be described as an expert system for evaluating and
estimating DNA results, developed by the Netherlands
Forensic Institute (NFI). Since May 2023, it has been
routinely used at Sweden’s National Forensic Center’s
biology section when evaluating results that show a
mixture of DNA from different people, so-called ‘mixed
DNA' or ‘mixed image’, or in the case of a weak pres-
ence of DNA. With DNAXxs, forensic scientists can now
evaluate traces with DNA from up to four people in a
new way, something that was not possible before. In
several cases, the system has been decisive in con-
victing perpetrators of crimes.

But DNA evidence has also been deemed to be poten-
tially unreliable, as it can be accidentally transferred.
The conviction of the defendant was, for instance,
quashed in AUSx213 (2021), in which the defendant
was convicted for illicit possession of a firearm and
sentenced to five years and six months of imprison-
ment, due to his DNA having been found on a firearm’s
trigger. However, the conviction was overturned on
appeal, after the court of appeal held that there was
a reasonable possibility of a secondary transfer of his
DNA onto the firearm.

261 On forensic examinations see also Section 3.3.1, supra.
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Another type of evidence that can be found on a fire-
arm are fingerprints. Similar to DNA, they can be used
by investigators to link a gun to a potential suspect,
and then as evidence in court. That was, for instance,
the case in USAx270 (2021), in which the defendant
was sentenced to more than six years of imprison-
ment for being a felon in possession of a firearm after
his fingerprints were found on a round of ammunition
in a gun recovered at the scene of a shooting. Simi-
larly, in CANx155 (2015), the defendant was arrested
after drugs and a firearm and ammunition were found
in his vehicle. His fingerprints were recovered on the
ammunition and he was convicted for illicit posses-
sion of a firearm after the court held that guilt was
“the only rational inference” given the existence of this
fingerprint.

However, finding fingerprints on guns can be difficult,
as evidenced in the case ZAFx026 (2017), for instance,
in which the defendant was arrested and convicted
for a robbery. A firearm was found in the defendant’s
vehicle, but it was too old and rusty for fingerprints to
be taken. Experts from Caribbean countries also high-
lighted that firearms that are trafficked by sea in fishing
boats corrode swiftly due to the salty seawater, making
fingerprint and DNA examination very difficult.

The probative value of fingerprints has also been chal-
lenged, with courts holding in several cases that it was
not a sufficient basis for a conviction. For instance, in
USAx271 (2015)2%2, a federal court of appeal held that
fingerprints found on a weapon should not have auto-
matically led to the conviction of a felon for illegally
being in possession of a firearm and overturned the
conviction of the defendant. The court of appeal sent
the case back to a first instance court to determine if
other evidence showed the defendant was in actual
possession of a firearm.

262 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx271 (2015).
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7. Trial and
sentencing
policies



Non-compliance with national firearms legislation can
result in a broad range of criminal and administrative
sanctions. The present chapter addresses these sanc-
tions as well as the criminal proceedings through which
firearms related crimes are adjudicated. It sheds light
on the use of plea bargaining in firearms cases, exam-
ines the application of mandatory minimum penalties,
the use of sentencing guidelines and administrative
sanctions and analyzes national practices related to
the confiscation and disposal of illicit firearms.

71 Plea bargaining?¢?

Permitted in many jurisdictions, plea-bargaining allows
the defendant to enter into a guilty plea in exchange for
some concession from the prosecutor, usually a shorter
sentence or being sentenced for a less serious offence.
Art. 26 para. 2 of the UNTOC provides for that possibil-
ity, stating that “[e]ach State Party shall consider pro-
viding for the possibility, in appropriate cases, of miti-
gating punishment of an accused person who provides
substantial cooperation in the investigation or prosecu-
tion of an offence covered by this Convention”. Over 30
countries operate plea-bargaining systems, although
the models vary?%4, and the reliance on this system is
growing steadily?®®. In some States, most convictions
are the result of guilty pleas, such as Australia (61%),
Georgia (87%), and the United States (97% for federal
convictions)?268,

Plea bargaining has some advantages, such as avoid-
ing a potentially long and costly trial, which in turn
helps reduce the congestion of national courts. It might
benefit the prosecutors, who will be ensured that the
person they believe is responsible for an offence will
be held accountable and convicted, instead of facing
an uncertain trial. Furthermore, it can be an incentive
for the accused to cooperate with the investigators
and prosecutors to unveil the identities of other per-
sons involved in the crime. This is particularly relevant
in the context of investigations against international
firearms trafficking networks and complex organized
crime groups. In turn, the accused will avoid the risk of
harsher punishment.

263 See also Section 7.8 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.

264 Akila Taleb-Karlsson, Pleading guilty: an overview of the French
procedure, Penal Reform International, 9 January 2017.

265 Freshfields Bruckhaus Deringer, The Disappearing Trial: Towards a
rights-based approach to trial waiver systems, Fair Trials, 27 April
2017, p. 5.

266 Ibidem, p. 4.
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That was the case, for example, in USAx252 (2016),
in which the defendant was accused of illegal dealings
with overseas customers, conducted through the dark-
net. He had used electronic currencies, such as Bitcoin,
to get paid for his services in an effort to hide the nature
of his activities. After his arrest, the defendant cooper-
ated with law enforcement officers, providing investi-
gators with a list of his international customers. Federal
agents were able to make undercover sales of gun parts
to several overseas customers. That investigation led to
15 arrests and the seizure of 27 illegal firearms, along
with grenades and homemade bombs. The defendant
pled guilty to federal charges of international arms traf-
ficking and money laundering and was sentenced to
four years in prison, two years on probation and a USD
3,000 fine. A third charge, machine gun possession,
was dismissed at sentencing as the result of the plea
agreement and his cooperation.

Plea bargaining has, however, also been heavily crit-
icized, with many critics believing, for instance, that
the absence of equality of arms during the investi-
gative stage makes plea bargaining inherently unfair.
Others argue that lack of procedural and substantive
protections to the accused during the plea-bargain-
ing process and the overall lack of judicial supervision
increases the possibility that the innocent will increas-
ingly be coerced into pleading guilty to avoid poten-
tially draconian punishment if they go to trial, all the
while potentially not being made aware of the reper-
cussions of their plea.

The issue of the misinformation of the accused entering
into a plea agreement was brought up, for instance, before
the Court of Appeal of Bosnia and Herzegovina, which, in
BIH(iii) (2016), upheld a decision sentencing the defen-
dants to three years of imprisonment for illicit trafficking in
arms and military equipment, after the conclusion of a plea
agreement. The defendants challenged the trial court’s
decisions on the confiscation of property, confiscation of
proceeds of crime and the costs of criminal proceedings.
The appellate panel rejected the appeal, however, stat-
ing that the trial court informed the defendants of all the
consequences of concluding the plea agreement during
which the defendants said, inter alia, that they were aware
of the consequences arising from the agreement, that
they understood that the injured party may be referred to
litigate their claim and that they may be ordered to pay the
costs of the proceedings.

The lack of procedural and substantive protections to
the accused during the plea-bargaining process allows
potential infringements on a defendant’s rights to a fair


https://www.fairtrials.org/app/uploads/2022/01/The-Disappearing-Trial-report.pdf
https://www.fairtrials.org/app/uploads/2022/01/The-Disappearing-Trial-report.pdf
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/usa/2016/united_states_of_america_v._benjamin_james_cance.html?lng=en&tmpl=sherloc

trial: in USAx251 (2022), the defendant was indicted
for possessing firearms and controlled substances.
Based on the charges and a sentencing enhancement
sought by prosecutors, if convicted on all charges, he
would have faced up to 20 years to life in prison. The
prosecution made a plea offer: they offered to drop
some charges - reducing his possible sentence to
10 to 25 years - in exchange for a guilty plea. How-
ever, they also demanded that the defendant waive
his right to appeal his conviction, any sentence under
300 months, and almost every other possible path to
judicial review of his conviction and sentence, regard-
less of the circumstances or any change in law. The
judge rejected the motion to accept the plea agree-
ment, stating the appeal waiver removed too many of
the checks built into the criminal system. However,
the Court of Appeals reversed the trial judge’s ruling
and issued an opinion that expanded the prosecu-
tors’ discretion in the conclusion of a plea-bargaining
agreement.

It is critical for States to implement guidelines or other
measures such as heightened judicial oversight to
ensure consistency in prosecution decisions, so that
there be due regard for the public interest and the
defendant’s right to fair trial.

7.2 Sentencing principles
and mandatory
minimum sentences?®’

Sanctions foreseen for firearms offences in national
legal frameworks range from a fine to prison sen-
tences, depending on the general severity of the
offence. When fixing the penalties, judges also con-
sider the concrete severity of the conduct and the
personal circumstances of the offender. They must
take into account the intrinsic gravity of the partic-
ular offence, the offender’s culpability in committing
the offence and any harm which the offence has
caused, was intended to cause, or might foreseeably
have caused. In doing so, they are generally bound
by mandatory minimum and maximum sentences and
have to take into account statutory and non-statutory
mitigating and aggravating factors. If not prescribed
by law, mitigating or aggravating factors, in some
jurisdictions, can be found in sentencing guidelines,

267 See also Section 7.9.1 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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established in an effort to increase the transparency
and consistency of these judicial decisions.

Mitigating factors might include the age of the offender
and their previous good character, the offender’s capac-
ity for reform and their role in the commission of the
offence, where more than one offender was involved,
as well as cooperation with the police, and a plea of
guilty. For instance, in JAMx004 (2020), after police
officers observed the defendant placing a bag con-
taining a firearm and ammunition under the wheel of a
station wagon vehicle, the defendant was convicted by
the Gun Court division of the Jamaica Supreme Court.
In Jamaica, the Sentencing Guidelines suggest a normal
range of seven to 15 years for illegal possession of fire-
arms and ammunition and recommend a starting point
of 10 years. The defendant was sentenced to seven
years and eight months of imprisonment for illegal pos-
session of a firearm and to three years and eight months
of imprisonment for illegal possession of ammunition.
While these punishments are still comparably harsh
compared with other jurisdictions, they are significantly
lower than the punishments foreseen in the Sentencing
Guidelines. In assessing the appropriate sentence, the
court considered mitigating factors such as the age of
the defendant and his clean criminal records. The court
also reduced the sentence for the time the defendant
was in custody before the conviction.

On the other hand, aggravating factors in cases involv-
ing firearm offences can include, for instance, a high
volume of trafficked firearms, the possession of fire-
arms with the intent of trafficking them or reckless use
of firearms. Previous convictions for the same or similar
offences, particularly where a pattern of repeat offend-
ing is disclosed, can also be taken into account.

Moreover, the use of firearms can be considered an
aggravating factor for the adjudication of various
offences, such as robbery - either as a separate codi-
fied criminal offence or in fixing the penalty. In Jamaica,
for instance, the use of a firearm (imitation or otherwise)
is considered an aggravating circumstance in the sen-
tencing guidelines?68, whereas in the Criminal Code of
Thailand it is considered an aggravating circumstance in
various criminal offences. This aggravating factor can be
explained by the potential of firearms and imitation fire-
arms to escalate situations, as exemplified in CANx159
(2023)%%9, where the Canadian Supreme Court empha-

268 Sentencing Guidelines, Jamaica, p. 20.

269 For more information on this case, see UNODC, SHERLOC case law
database, Case No. CANx159 (2023).
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sized the psychological impact of the use of firearms
during the commission of an offence on the victims:

“The harmful consequences of using a restricted
or prohibited firearm in a robbery are readily
identified. There is the risk of death or life-alter-
ing physical injury for victims and bystanders if
the weapon is discharged. Even if the weapon is
not fired, exposure to this threat carries the risk
of profound psychological harm. [...] Victims [of
firearms related offences] reported feelings of
hypervigilance, trauma and fear for their personal
safety. Beyond the immediate threats to victims,
there are wider risks to the community. Wielding
a firearm in a store can reasonably provoke force
in response, either by police responding to the
robbery in progress or bystanders who attempt
to intervene. The risk of escalating violence is, as
a result, acute.”

The Court further emphasized that this impact was
imparted regardless of whether or not the firearms
were loaded:

“The use of an unloaded prohibited firearm does
not substantially reduce the offence’s gravity. The
presence of a firearm, even an unloaded one, ‘in
and of itself creates a highly volatile and dan-
gerous situation’ [...]. A loaded firearm can eas-
ily be mistaken for an unloaded firearm, not least
by the offenders themselves. A sentencing dis-
count for wielding unloaded firearms also over-
looks the very real risk of an offender acciden-
tally discharging a firearm the offender believed
was unloaded. [...] Moreover, an unloaded firearm
is used for the same reason as a loaded firearm:
to instill ‘the ultimate threat of death to those in
its presence’ [...]. Victims of robbery offences
do not know whether the firearm is loaded or
unloaded. The same is true for bystanders or
police responding to robberies [...]. Regardless of
whether the firearm is capable of deadly force at
the time of the offence, ‘[t]he use of a firearm in
the commission of a crime exacerbates its terror-
izing effects, whether the firearm is real or a mere
imitation. Indeed, they share that very purpose’
The psychological trauma involved in a robbery
with an unloaded firearm is therefore comparable
to a robbery with a loaded one”.
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Similarly, the use of unlicensed firearms as opposed to
licensed firearms can be considered an aggravating cir-
cumstance. In PHLx015 (2017) the defendants were
found guilty of murder with the use of an unlicensed fire-
arm by the first instance court and sentenced to reclu-
sion perpetua without parole, which places a convict in
prison from 20 to 40 years. The Supreme Court of the
Philippines confirmed that if a homicide or murder is com-
mitted with the use of an unlicensed firearm, this shall be
considered an aggravating circumstance. However, in this
case, the police were unable to retrieve the firearm used
to shoot the victim and so to prove that this firearm was
unlicensed. The aggravating circumstances of the use of
an unlicensed firearm were, thus, pushed aside by the
Supreme Court, which changed the appellants’ conviction
to murder, and convicted them to reclusion perpetua.

When prosecuting firearms offences, the aggravating
circumstance can also be linked to certain character-
istics of the firearm itself. That was, for instance, the
case in SWEx004 (2023), in which the defendant
was sentenced to three years of imprisonment for the
illicit possession of a military-grade firearm that had
its serial number altered. The court stated that the
removal of such markings makes it difficult or impossi-
ble to trace the weapon'’s origin or supply route and can
indicate that the weapon is intended for criminal use.
The court cited in its reasoning a document produced
by Sweden’s National Forensic Center, called Techni-
cal qualification grounds for serious weapons crimes,
which further elaborates on firearm regulations and
gives investigators as well as courts an expert-level
perspective on the conduct of investigations and trials.

When fixing the penalties for a firearms offence,
judges are generally bound by minimum and maxi-
mum sentences prescribed by law. For instance, in
KENx020 (2019), the appellant was convicted on
two counts of possession of a firearm and ammuni-
tion without a license and sentenced to 2.5 years of
imprisonment on each count. He appealed against
the sentence, putting forth mitigating factors such
as his lack of a previous criminal record. The High
Court, however, stated that the court’s discretion
can only be exercised within the minimum and max-
imum sentences provided under the law, the min-
imum being seven years of imprisonment and the
maximum sentence being 15 years for the offence
of possession of a firearm without a licence. As such
the appellant’s sentence was illegal, as it was infe-
rior to the minimum sentence prescribed by the laws
of Kenya. The appellant’s sentence was changed to
seven years of imprisonment, the minimum sentence.
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However, the statutory minimum sentences are not
always strictly applied. While being considered as a
binding rule in the former case, this differs in each juris-
diction. For instance, in GBRx115 (2021)%7°, the judi-
ciary of Bermuda asserted its discretionary sentenc-
ing power by allowing itself to deviate from statutory
sentences. In this case, the defendant imported into
Bermuda component parts of a firearm from the US.
He was convicted on three counts of unlawful importa-
tion of a firearm and sentenced to 14 years of imprison-
ment. To reach this conclusion, the court relied on sev-
eral factors, such as the fact that he used intricate and
sophisticated means to commit the offences; and that
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he must have known or should have known that the
component parts were intended for a criminal purpose.

The Supreme Court asserted that mandatory minimum
sentences are subject to the principle of proportion-
ality, and that Bermudian legislation, in exceptional
cases, implicitly allows for mandatory minimum sen-
tences not to be applied. It is, therefore, permissible
for the sentencing judge to eventually land on a sen-
tence which may be less than the mandatory minimum
sentence. The following Canadian case studies also
address the issue that the application of statutory min-
imum penalties can be disproportionate in some cases.

CASE STUDY
Issues concerning mandatory minimum sentences - CANx151, CANx158, CANx159271

The issue of statutory minimum sentences for firearms offences was adjudicated in a series of cases by the
Canadian Supreme Court. It was first addressed in CANx151 (2015), in which the defendants were convicted
of possessing loaded prohibited firearms (for which a five year mandatory minimum imprisonment term
is provided) and sentenced to 40 months and seven years of imprisonment respectively. The defendants
appealed against this ruling, on the grounds that those mandatory minimum sentences were unconstitutional
as they were grossly disproportionate and, thus, constituted cruel or unusual punishment.

The Court of Appeal held that the mandatory minimum terms of imprisonment resulted in grossly dispro-
portionate sentences in reasonable hypothetical cases, and, therefore, held that they were unconstitutional.
However, it also held that the sentences imposed on the defendants were appropriate and should be upheld.

The Supreme Court upheld this decision, stating that the minimum term of imprisonment for this offence would
result in grossly disproportionate sentences in reasonably foreseeable cases, for example for licensing offences
that involve little or no moral fault and little or no danger to the public. It added that although the government had
not established that mandatory minimum terms of imprisonment act as a deterrent, a rational connection existed
between mandatory minimum penalties and the goals of denunciation and retribution; however, less harmful
means of achieving its legislative goal existed. It stated that the five year term goes far beyond that necessary to
protect the public, to express moral condemnation of the offenders, and to discourage further offending.

The issue of the proportionality of mandatory minimum sentences for firearms offences was further adjudi-
cated and clarified by the Canadian Supreme Court in CANx158 and CANx159 in 2023.

In CANX158 (2023), the Supreme Court clearly set out the test to be applied when assessing the constitu-
tionality of a sentence, providing a detailed clarification of the framework for challenging a mandatory min-
imum sentence. In this case, the accused pled guilty to four offences related to causing property damage,
pointing and discharging a firearm, and possession of a firearm without a licence. At sentencing, the defen-
dant challenged the constitutionality of the provision imposing a four year mandatory minimum sentence for
intentionally discharging a non-restricted firearm into or at a house. | 4

270 For more information on this case, see UNODC, SHERLOC case law

271 For more information on these cases, see UNODC, SHERLOC case
law database, Cases No. CANx151 (2015), CANx158 (2023), and

database, Case No. GBRx115 (2021). CANx159 (2023).
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The Court laid out the framework for assessing the constitutionality of a mandatory minimum sentence,
which consists in a two stage inquiry. The first stage of the analysis requires to determine what the fit sen-
tence for either the actual offender or a reasonably foreseeable offender in a reasonable hypothetical case
would be.

Once the fit sentence is determined in the first stage, the second stage of the analysis is determining whether
the difference between the fit sentence and the mandatory minimum is so grossly disproportionate that it
amounts to cruel and unusual punishment. This is a three part questioning that analyzes the scope and reach
of the offence; the effects of the penalty on the offender; and the penalty itself, including the balance struck
by its sentencing objectives such as denunciation, deterrence, and rehabilitation.

In the circumstances of the case at hand, the court found that the mandatory minimum sentence was grossly
disproportionate, as it applied to a wide spectrum of conduct, including acts that present little danger to the
public, while disregarding sentencing norms and the harmful impact on a youthful offender. The court rein-
stated the sentencing judge’s lesser sentence for the defendant and struck down the provision providing the
mandatory minimum.

In CANX159 (2023), the Supreme Court reinforced and emphasized the high threshold to be met for striking
down mandatory minimum sentences. In this case, the defendant robbed a store with an unloaded sawed-
off rifle. He pleaded guilty to and was convicted of robbery using a prohibited firearm. At his sentencing, the
defendant argued that the mandatory minimum punishment of five years prescribed was grossly dispropor-
tionate given his identity as an indigenous man and the circumstances of his offence.

The Supreme Court emphasized that the threshold for establishing a grossly disproportionate sentence is
high. The majority explained that the mandatory minimum sentence must be “so excessive as to outrage
standards of decency” and noted that both the sentencing judge and the court of appeal erred in concluding
there was no valid objective behind the penalty in this case. In this instance, the mandatory minimum sen-
tences emphasized deterrence, denunciation, and retribution over rehabilitation and other sentencing pur-
poses. The majority gave deference to these objectives set by Parliament and concluded that the mandatory
minimum sentence prescribed by the relevant provisions was not unconstitutional.

7.3 Confiscation and

Furthermore, the deterring effect of mandatory mini-
mum sentences is disputed. The Department of Justice
of Canada, for instance, published a research report
analyzing several studies conducted on the effect of
mandatory minimum sentences on firearms offences
and concluded that the deterring effects of those pro-
visions were unclear. The report also cited findings of
an Australian study in which gun robbers indicated that
they would continue to use firearms in their offences
despite their knowledge of mandatory terms for crimi-
nal gun use and despite their consideration of the con-
sequences of their crimes?72,

272 Department of Justice Canada, Mandatory Minimum Penalties:
Their Effects on Crime, Sentencing Disparities, and Justice System
Expenditures (2002).

disposal of firearms?’3

Article 6, para. 1 of the Firearms Protocol requires
States parties to ensure that their domestic legislation
allows for the confiscation of illicitly manufactured or
trafficked firearms, their parts and components and
ammunition. Art. 6 of the Protocol must be read and
interpreted together with Arts. 12-14 of the UNTOC,
which apply to the seizure, confiscation and disposal
of property that is either proceeds of crime or used or
destined for use in crime. Those articles require States
parties to ensure that laws enabling confiscation are in
place and to actually seek confiscation by the appropri-
ate authority when this is requested by another State
party. Pursuant to Art. 2, subpara. (g) of the UNTOC

273 See also Section 7.11 of the UNODC Guidelines on the Investigation
and Prosecution of Firearms Offences.
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‘confiscation’ shall mean “the permanent deprivation
of property by order of a court or other competent
authority”.

However, Art. 6, para. 1 does not dictate to States
the scope of the measures that must be included in
their legislation, but rather allows States the freedom
to interpret and implement the article as they see fit.
States parties are encouraged to find the most effec-
tive way of confiscating illicit firearms. The United
States, for instance, tends to include a forfeiture
clause within the indictment of an alleged offender
when firearms are involved. That was, for example, the
case in USAx261 (2021)?74, in which four defendants
were indicted and charged with conspiracy to violate
export control laws by smuggling firearms and ammu-
nition from the United States to Haiti. The indictment
stated that upon conviction, the defendants must for-
feit any arm or ammunition involved in the commission
of the offence.

In many countries, confiscation orders are provided in
judicial sentences. In CANx152 (2013)27%, for instance,
after arresting the defendant on charges related to pos-
session of marijuana, the Canadian police executed a
search warrant at the defendant’s residence, which led
to the discovery of numerous firearms and ammunition.
The defendant pleaded guilty to nine charges of pos-
session of weapons and was sentenced to one year of
imprisonment. As an ancillary order, the court ordered
the forfeiture of the firearms, firearms parts and all the
ammunition seized pursuant to the search warrant.

The possibility of the confiscation of a firearm in a case
in which the defendant is not convicted varies from
State to State. This issue was addressed in Canada
in the case CANx153 (2021)?’%. In this instance, the
firearms related charges against the defendant had
been dropped after he entered the General Alterna-
tive Measures Program, allowing the resolution of the
matter outside of courts. However, the prosecution
still required the confiscation of the firearms related to
the offence. The court held that the forfeiture of the
firearms could be considered a sentence itself, which
could not be applied in this case as the charges had

274 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx261 (2021).

275 For more information on this case, see UNODC, SHERLOC case law
database, Case No. CANx152 (2013).

276 For more information on this case, see UNODC, SHERLOC case law
database, Case No. CANx153 (2021).
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been dropped and rejected the order of the prosecu-
tors to confiscate the firearms.

Temporary seizures of firearms must be evaluated
by a judicial authority, which must decide whether
the items are to be returned to their legitimate own-
ers, or the measure confirmed and transformed into a
permanent confiscation. Prosecutors must request in
court the confiscation of the seized firearms and other
items, and their final disposal. It is the task of the judi-
cial authority to determine whether all the legal condi-
tions are present to accept such a request and order
the confiscation.

This issue was brought up in 2021 before the US
Supreme Court, in USAx262 (2021)#”7. In this case,
during an argument with his wife, the petitioner
placed a handgun on the dining room table and asked
his wife to “shoot [him] and get it over with”, which
prompted her to leave. After she was unable to reach
her husband by phone later on, she called the police
to request a welfare check. The responding officers
called an ambulance based on the belief that the peti-
tioner posed a risk to himself or others, and the latter
accepted to be hospitalized. However, once the peti-
tioner left, the officers located and seized his weapons
in his residence. The petitioner sued, claiming that the
officers had entered his home and seized him and his
firearms without a warrant in violation of the Fourth
Amendment. The District Court granted summary
judgment to the officers. The Court of Appeal affirmed
that decision, stating that the officers> removal of the
petitioner and his firearms from his home was justified
by a “community caretaking exception” to the warrant
requirement. The Supreme Court held that the Court
of Appeals erred in finding that the decision to remove
the petitioner’s firearms from his home without a war-
rant fell within a community caretaking exception and
stated that a judicial decision was necessary to do so.

The forfeiture or confiscation of a firearm must be fol-
lowed by the final disposal of the item, which, depend-
ing on national laws and concrete circumstances, can
consist in assigning the weapons to the State, or to
specific institutions for their use or destruction. The
destruction and deactivation of firearms are meth-
ods for disposal, with which the life-cycle of a firearm
reaches its end. However, destruction is the preferred
method of disposal to ensure that illicit firearms do not
re-enter the black market.

277 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx262 (2021).
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https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/usa/2021/united_states_of_america_v._joly_germine_et_al..html
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/can/2013/r._v._horsley_2013_oncj_310.html
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/can/2021/r_c._laberge_2021_qccq_13581.html
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/usa/2021/caniglia_v._strom_et_al..html
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/usa/2021/caniglia_v._strom_et_al..html

The State Members are faced with a wide array of
possibilities when choosing how to dispose of fire-
arms, leading to a great disparity in the local and
national legislations. This disparity was illustrated in
USAXx263 (2017)?’8, in which the Arizona Supreme
Court ruled that the city of Tucson does not have the
right to ignore State law when disposing of confiscated
weapons. Tucson had issued an ordinance allowing for
the destruction of confiscated guns, while the laws of
the State of Arizona required them to be sold. The city
argued that the disposal of confiscated weapons is a
local concern, and as such could be regulated at local
level. But the Court sided with the State of Arizona,
holding that firearms related statutes implicate sev-
eral matters of state-wide, not merely local, concern
and, therefore, govern over the conflicting municipal
ordinance.

The choice of the destruction of a firearm, given its
finality, has often been contested before courts. In
FRAX038 (2022), the French Cour de Cassation was
faced with a case regarding the seizure of firearms
at the appellant’s residence during the execution of a
search warrant. After charging him with illicit posses-
sion of a firearm, the prosecutor ordered the destruc-
tion of the weapons, which was upheld by the first
instance court and the court of appeal. The Supreme
Court held that as the firearm was no longer necessary
to establish the facts of the case and the offence, its
destruction was allowed, and the order was justified.

7.4 Administrative
sanctions

As already addressed in Section 2 of the Digest, the
Firearms Protocol requires States parties to criminal-
ize the illicit manufacturing of and trafficking in fire-
arms, their parts and components and ammunition
as well as the tampering with markings on firearms.
However, the way national legislations sanction other
types of breaches of firearms regulatory regimes
such as possession or infraction to record keeping
rules falls within the discretion of State parties and
sanctions can be of administrative or criminal nature.
Furthermore, States parties to the Firearms Proto-
col are free to accompany the criminal offences with
administrative sanctions, such as the withdrawal of
firearms related licences.

278 For more information on this case, see UNODC, SHERLOC case law
database, Case No. USAx263 (2017).
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The administrative process regulates the interaction
between private persons and legal entities with the
state institutions, in this case, the authorities respon-
sible for issuing various types of firearms licences.
When an individual or a legal entity is found in viola-
tion of the established procedures, in some jurisdic-
tions this can be defined as an administrative offence,
which can be fined. Section 76¢ of the Act on Firearms
and Ammunition of the Czech Republic provides that
a legal entity or a natural person commits an admin-
istrative offence if they acquire or possess a firearm
and ammunition without a licence, and such a viola-
tion can be sanctioned by a fine of up to CZK 50,000.
Similarly, in BRAx009 (2016), the Brazilian Federal
Court of Justice ruled that the possession of a fire-
arm with an expired licence was not a criminal offence
but an administrative one and dismissed the charges
against the defendant.

Criminal convictions related to firearms can also lead
to administrative sanctions, such as the cancelation of
gunsmiths or firearms licences. That was the case in
FRAX039 (2022), in which the prefect of French Guy-
ana took away the gunsmith licence of the plaintiff
after he was convicted in Brazil for an offence against
the local gun legislation. Both the administrative tribu-
nal of French Guyana and the administrative court of
appeals upheld the order of the prefect, stating that
the conviction in Brazil would be sufficient to consti-
tute a disturbance to public order warranting the with-
drawal of his gunsmith licence.

Similarly, in AUSx214 (2015), the firearms licence of
the plaintiff was cancelled after he was convicted for
multiple firearms offences, including failure to ensure
safekeeping of firearms and ammunition, being in
possession of unlicensed firearms and ammunition,
and making a firearm available to a person without
a licence. The court stated that having a licence to
acquire a firearm “is not a right, but a privilege; hence
the regulatory regime whereby the obligation is on the
applicant to demonstrate why he should be licensed
and why the applicant, in order to be licensed, must
continue to be a fit and proper person to hold a
license”. The court further stated that a licence may
be revoked if the respondent is satisfied that the
applicant could not be granted a firearm licence if he
were at this stage applying for one. The onus would
be on the applicant to prove that he is still a fit and
proper person to be licensed to possess a firearm. In
this case, the court ruled that the nature and circum-
stances of the offences the applicant was convicted
for show his lack of understanding of the responsibili-


https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/usa/2017/state_of_arizona_v._city_of_tucson.html
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/fra/2022/cass._crim._23.11.2022_n22-80.950.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/usa/2017/state_of_arizona_v._city_of_tucson.html
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2016/acordao_n._952289_20150910048805apr.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/fra/2022/caa_de_bordeaux_2eme_chambre_22092022_20bx01911.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/aus/2015/katich_v_commissioner_of_police_2015_wasat_2.html?lng=en&tmpl=sherloc
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ties of a licencee. As such, the public interest and the It is noteworthy that administrative sanctions do not
responsible regulation of firearms demand that the necessarily have to be firearms related as illustrated by
applicant’s licence be revoked. the case FRAX040 (2022). In this case, the Ministry of

Home Affairs expulsed the plaintiff, a Spanish citizen,
from France due to public safety concerns based on his
numerous convictions, including for illicit possession of

CASE STUDY '

: : . a firearm.
Revocation of licences does not vio-
late the ne bis in idem principle -
SWEx002 (2015)

GOOD PRACTICE

In SWEx002 (2015), the matter of the validity
of revoking a firearms licence after a criminal Firearms related offences can also result in
conviction was adjudicated by the Supreme administrative sanctions, such as the revoca-
Administrative Court of Sweden. In this case, tion of licences based on the consideration that
the applicant was given a conditional sentence non-compliance with firearms regulations is an
for assault and battery in 2013. When the sen- indication that the licencee is not fit and proper
tence became legally binding, the Varmland to be licensed.
Police Authority decided to revoke the appli-

cant’s licence to possess firearms and ammu-
nition. After the Administrative Court overruled
the decision, both the Administrative Court
of Appeal and the Supreme Administrative
Court upheld the original decision of the Police
Authority. The plaintiff had argued that the
Swedish legislation for revocation of weapon
licences was contrary to the prohibition of dual
trials and dual punishments for the same crime
as stipulated in the European Convention on
Human Rights and the European Union Charter
of Fundamental Rights, when the revocation is
based on an already existing criminal sentence
(non bis in idem). However, the Supreme Admin-
istrative Court ruled that the Swedish procedure
for revocation of a licence to possess firearms
cannot be considered a part of criminal law, but
of administrative law, and as such the revoking
of a licence cannot be seen as a violation of the
non bis in idem principle.?7°

279 For more information on this case, see UNODC, SHERLOC case law
database, Case No. SWEx002 (2015).


https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/swe/2015/case_1116-14.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/swe/2015/case_1116-14.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/en/case-law-doc/illicitfirearmscrimetype/swe/2015/case_1116-14.html
https://sherloc.unodc.org/cld/case-law-doc/drugcrimetype/fra/2022/caa_de_paris_3eme_chambre_18102022_22pa01088.html?lng=en&tmpl=sherloc

8.Specialized
agencies and other
institutional settings



The cases examined in the previous chapters of the
Digest have made it clear that specialization is a crucial
factor in the effectiveness and success of detecting,
investigating, prosecuting and adjudicating firearms
trafficking and related offences. The added value of
specialized firearms units in the context of enhanc-
ing investigative capacity and strategies to prevent,
combat and eradicate illicit trafficking in firearms was
acknowledged by the Conference of the Parties to the
UNTOC in various of its resolutions, including Resolu-
tion 9/2. In addition to considering the establishment or
strengthening of such units, the Conference also called
upon the States parties to consider enhancing scien-
tific services related to the gathering and processing
of related evidence.

The establishment of national firearms focal
points or integrated firearms centres entails
policy considerations at domestic level since
it requires an appropriate legal framework and
the allocation of adequate financial and human
resources.

The cases examined in the Digest brought to light a
great variety of specialized agencies and structures
established nationally around the world to coordinate
efforts in countering firearms trafficking and related
offences at domestic level, and to cooperate interna-
tionally. These bodies perform different tasks (research
and analysis, operational and investigative, prosecuto-
rial and adjudicative), and they present different levels
of inter-institutional coordination. Some of these enti-
ties have already been analyzed in the previous sec-
tions of the Digest, when dealing with forensic and bal-
listic examination of firearms, tracing, and inter-institu-
tional coordination mechanisms. This chapter offers a
brief non-exclusive comparative examination of orga-
nizational models of specialized bodies that were pre-
sented by national experts during the development of
the Digest.

8.1 Specialized bodies
embedded in
police services and
military units

The most common specialized bodies encountered
in the cases examined in this Digest are operational
entities set up by police services and law enforce-
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ment agencies, especially to facilitate police to
police cooperation in the context of international
firearms trafficking.

For instance, the expert of The Bahamas explained
that during the 1980s the drug trade flourished
throughout the Caribbean islands, which brought
about a growing gun culture. The Bahamas was no
exception and its geographical location along with its
proximity to the United States made it an attractive
gateway for illicit firearms. With the drug trafficking,
violent crimes and the use of firearms became more
prevalent. This direct correlation brought about the
need for a more focused approach to countering
illicit firearms and firearms trafficking. Thus, in 1994,
the Royal Bahamas Police Force Firearms Tracing
and Investigation Unit was established in The Baha-
mas?8°, OQver the years this unit, thanks to its broad
mandate, has been responsible for the investigation
of thousands of illicit firearms which have made their
way into the islands of The Bahamas. The Firearm
Unit’s tasks encompass: the identification of all per-
sons in possession of illegal firearms; the investiga-
tion of all incidents where criminal use is made of a
firearm, to determine the possessor and its illicit ori-
gin; the interdiction of all illegal firearms and assis-
tance in analyzing the use of firearms in crimes; the
determination if detected and seized firearms are
related to gang activities or criminal groups. Another
good practice arising from the Bahamian experi-
ence is the inter-institutional coordination existing
at national level among the Firearms Unit and other
law enforcement and security forces, i.e. the Royal
Bahamas Defense Force, the Customs and Immigra-
tion Departments, and the Forensic Science Lab-
oratory; as well as the collaboration that this Unit
has established with foreign partners. According to
the expert, co-operation between Bahamian author-
ities and United States law enforcement agencies
in firearms trafficking investigations resulted in the
indictment of several firearm traffickers within the
United States. This partnership allows for cooper-
ation in the tracing of firearms, exchange of infor-
mation (evidence) to assist with prosecution in each
country’s jurisdiction and engages Bahamian firearm
trafficking investigators to develop a closer working
relationship with United States agencies, such as
ATF, Homeland Security, DEA, Coast Guard, FBI, and
international law enforcement agencies.

280 https://www.royalbahamaspolice.org/


https://www.royalbahamaspolice.org/

Other examples of specialized units embedded in law
enforcement authorities were found in the Federal
Police of Brazil?®' and Argentina?®? and in the Royal
Canadian Mounted Police (RCMP) of Canada?83,

Another organizational model with a broader mandate
is that of specialized entities that are established
to deal with organized crime. The Chilean expert
explained that in 1999 the Investigative Police of
Chile (PDI) established a special unit called Brigada
Investigadora del Crimen Organizado?8* to respond to
the challenge posed by organized crime. This police
unit is in charge of the detection and investigation
of both national and international criminal organiza-
tions, coordinating with other police forces around the
world. The Brigada Investigadora del Crimen Organi-
zado comprises internal working groups and a Crimi-
nal Analysis Office and has a broad mandate covering
the investigation of criminal organizations involved in
firearms and drug trafficking and other crimes. More-
over, this unit has the duty to advise the command of
police on decision-making with regard to action plans
to tackle crime associated with firearms offences, and
to keep a register of firearms seized in the country at
central level.

Similarly, Niger established a specialized investiga-
tive unit on arms-related criminality within its national
police force in 2018285, which focuses on links to terror-
ism and organized crime and which works closely with
the judicial pool of anti-terrorism and anti-organized
crime prosecutors, with a view to supporting investiga-
tions into illicitly trafficked firearms.

Other examples found in Jamaicainclude the Counter
Terrorism and Organized Crime Branch, which is
an arm of the national police which incorporates a
specialized firearms section, and the Major Orga-
nized Crime and Anti-Corruption Agency (MOCA)?286,
which is a stand-alone executive agency dedicated
to the most serious organized crimes, including the

281 https://www.gov.br/pf/pt-br.

282 https://www.interpol.int/en/Who-we-are/Member-countries/
Americas/ARGENTINA.

283 https://www.rcmp-grc.gc.ca/en.

284 https://www.pdichile.cl/instituci%C3%B3n/unidades/
antinarc%C3%B3ticos-crimen-organizados

285 UN (2020) Conference of the Parties to the Working Group against
Transnational Organised Crime, Working Group on Firearms, CTOC/
COP/WG.6/2020/3, p.7.

286 https://www.moca.gov.jm/.
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investigation and prosecution of firearms traffick-
ing offences.

Less common are special units embedded in mili-
tary forces. A notable example is the National Inter-
agency Security Force (Fuerza de Seguridad Interin-
stitucional Nacional, FUSINA)287 established in 2014
in Honduras. This is an elite corps made up of the
Armed Forces, National Police, Intelligence Direc-
torate, Public Prosecutor’s Office, and the Supreme
Court of Justice, among other bodies. Led by a mem-
ber of the Armed Forces, the objective of FUSINA is
to combat organized crime, firearms offences, drug
trafficking as well as other serious crime. FUSINA
has a strong presence in territories with high lev-
els of gang-related crime, carrying out patrols to
identify and arrest gang members. It also carries
out operations on the Honduras-Guatemala border,
which is one of the crossings most frequently used
for drug and firearms trafficking.

8.2 National firearms
focal points?8®

As already addressed in Section 3.3.3 of the Digest,
a promising example of institutional settings to tackle
firearms trafficking and related offences emerging
from the cases studied is the establishment of national
firearms focal points (NFFPs).

The Firearms Protocol provides for a broad definition
of NFFPs. According to Art. 13, para. 2 each State
party is to identify a national body or a single point
of contact as liaison between it and other States on
matters relating to the Protocol. The Model Law?8®
explains that single points of contact do not have a
specific set of tasks to carry out, except for being the
liaison between different State parties. State parties
can, therefore, determine its scope and activities as
they best see fit.

From the examined cases, it emerged that national
firearms focal points (NFFPs) and integrated firearms

287 https://sedena.gob.hn/tag/fuerza-de-seguridad-
interinstitucional-nacional-fusina/.

288 See also Section 3.3.3 of the Digest, supra.; and Section 1.7.2 of the
UNODC Guidelines on the Investigation and Prosecution of Firearms
Offences.

289 See Model Law against the lllicit Manufacturing of and Trafficking
in Firearms, Their Parts and Components and Ammunition, UNODC,
2011, pp. 67-68.


https://www.gov.br/pf/pt-br
https://www.interpol.int/en/Who-we-are/Member-countries/Americas/ARGENTINA
https://www.interpol.int/en/Who-we-are/Member-countries/Americas/ARGENTINA
https://www.rcmp-grc.gc.ca/en
https://www.pdichile.cl/instituci%C3%B3n/unidades/antinarc%C3%B3ticos-crimen-organizados
https://www.pdichile.cl/instituci%C3%B3n/unidades/antinarc%C3%B3ticos-crimen-organizados
https://www.unodc.org/documents/treaties/Fire_Arms_2020/CTOC_COP_WG.6_2020_3_E.pdf
https://www.unodc.org/documents/treaties/Fire_Arms_2020/CTOC_COP_WG.6_2020_3_E.pdf
https://www.moca.gov.jm/
https://sedena.gob.hn/tag/fuerza-de-seguridad-interinstitucional-nacional-fusina/
https://sedena.gob.hn/tag/fuerza-de-seguridad-interinstitucional-nacional-fusina/

centres provide for a particularly promising institu-
tional framework to prevent and combat firearms
trafficking and related forms of crime. These entities
combine coordination and analytical and operational
functions to support law enforcement agencies in
better understanding and effectively tackling firearms
offences, including through intelligence analysis and
reporting, ballistic and forensic examination, tracing
activities, and investigation and prosecution of fire-
arms offences. In addition to their operational capac-
ities, NFFPs and integrated firearms centres provide
a framework within which law enforcement agencies
can develop expertise and improve analytic and stra-
tegic reporting capabilities regarding the misuse and
illicit trafficking of firearms. For instance, the capabil-
ities (on ballistic and forensic examination) and intel-
ligence provided by NABIS290 (the first NFFP estab-
lished in Europe in 2008) have effectively empowered
UK law enforcement to better address firearms traf-
ficking and related offences.

8.3 Specialized
departments of
prosecutorial offices

Within prosecutorial offices, specialized entities deal-
ing specifically with firearms trafficking are not com-
mon. A prominent example of them, however, emerged
from the Italian cases. The Italian National Anti-Mafia
and Counter-Terrorism Directorate (DNA)2?" and its
decentralized 26 district directorates (DDA) are the
most relevant judicial body in Italy in the fight against
transnational organized crime and firearms traffick-
ing. This structure pursues the objectives of concen-
trating and centralizing organized crime investiga-
tions in the hands of specialized prosecutors within
highly qualified structures and of promoting the cen-
tralized collection of data and information related to
organized crime. However, the prosecutorial activity
of DNA is only partially centralized. The prosecutions
are carried out by regional prosecutors’ offices (DDA).
The DNA directly supports the prosecutorial activi-
ties of the regional offices and gathers and analyzes
information and documents linked with all the pro-
ceedings, thus serving as a centralized intelligence
and operational focal point.

290 https://www.nabis.police.uk/. For more information on NABIS see
Section 3.3.1 of Chapter 3, supra.

291 https://www.giustizia.it/giustizia/it/mg_2_10_1.page.
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Canada uses specialized prosecutors as well to pros-
ecute all firearms related crime. These prosecutors
work closely with the RCMP during the investigation of
cases but also to develop tools that can be used in the
investigation, prosecution and adjudication of firearms
related crime. These tools include guidelines for first
line responders, such as guidelines on relevant evi-
dence that should be collected in the context of inves-
tigations into firearms trafficking and related forms of
crimes, as well as affidavits to courts, for instance on
3D printing of firearms.

8.4 Specialized courts

As illustrated by JAMx004 (2020), in Jamaica fire-
arms related offences are adjudicated by the Gun
Court, which is a specialized court established to
address the pressing issue of gun violence within
the country. It was established in 1974 under the
Gun Court Act and has jurisdiction over cases
related to illegal firearms, gang-related activities,
and other gun-related offences. The Gun Court
operates under a separate set of procedures, rules
and sentencing regime designed to expedite the
judicial process and ensure the cases are adju-
dicated by experts with a specialized set of skills
who understand the specific challenges related to
firearms offences. Most trials are conducted in cam-
era, without a jury and closed to the public and the
press, in order to avoid problems of intimidation of
witnesses and jurors. Although the Gun Court was
intended to expedite cases, bringing defendants to
trial within seven days, defendants now often wait
months, sometimes years for their trials.


https://www.nabis.police.uk/
https://www.giustizia.it/giustizia/it/mg_2_10_1.page
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/jam/2020/r_v_cherrington_2020_gchcd_1.html?lng=en&tmpl=sherloc
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Annex 1- List of countries with acronyms

ALB Albania

ATG Antigua and Barbuda
ARG Argentina

ABW Aruba

AUT Austria

AUS Australia

BHS The Bahamas

BRB Barbados

BLZ Belize

BMU Bermuda

BFA Burkina Faso

BIH Bosnia and Herzegovina
BEL Belgium

BRA Brazil

CAN Canada

CHL Chile

CRI Costa Rica

Cuw Curacao

CZE Czech Republic

DNK Denmark

DOM Dominican Republic
SLV El Salvador

GBR The United Kingdom of Great Britain and Northern Ireland
FRA France

DEU Germany

GRD Grenada

GTM Guatemala

GUY Guyana

HND Honduras
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IND India

ITA Italy

JAM Jamaica

JPN Japan

KEN Kenya

LTU Lithuania

LUX Luxembourg
MWI Malawi

MTQ Martinique
MEX Mexico

MNE Montenegro
NAM Namibia

NLD The Netherlands
NIC Nicaragua
NGA Nigeria

PAN Panama

PRY Paraguay

PER Peru

PHL The Philippines
POL Poland

PRT Portugal

ROU Romania

ZAF South Africa
KNA St. Kitts and Nevis
SVK Slovakia

ESP Spain

SRB Serbia

LCA St. Lucia

SUR Suriname

VCT St. Vincent and the Grenadines
SWE Sweden

URY Uruguay

USA United States of America
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Annex 2 - List of cases

ALB(i)

ABW(i)

ARG(i)

ARG(ii)

ARG(iii)

ATG(i)

AUSx212

AUSx213

AUSx214

BEL(i)

BEL/ESP(i)

BFA(i)

BHS(i)

BHS(ii)

BIH(i)

BIH(ii)

BiH(iii)

BLZ(i)

BLZ(ii)

BRAXx007

BRAx009

BRA(i)

BRAx010

Operation “Porosia”

Bolonfa Case

Baracetti Gonzalo Fabio and others v. State

Maffullo Nahuel v. State

Miranda Parra Diego Emerson v. State

Curt Dean Michael of Cedar Valley and Yenisei Martinez Batista v. State
Farhat v. Tasmania

Seifeddine v R

Katich v Commissioner of Police

Conseil D’Etat, Section Du Contentieux Administratif N° 242.029 of 29 June 2018
Belgian National Case

Witness protection failure case

Importation Case

Conspiracy to introduce firearms into the Commonwealth of The Bahamas
Transnational Case

Converted Weapons Case

BIH Court of Appeals, no. S1 3 019787 15 Kz

Giovanni Castro

The Queen v. Omar Ibanez

Operacgéo Gun Express

Acérddo n. 952289, TSJ

Operagéao Yankee

Operation Fogo Amigo

2017-2018

2021

2019

2017

2021

2018

2017

2021

2015

2018

2018

2017

2021

2018

2016

2016

2016

2020

2020

2021

2016

2023

2019


https://sherloc.unodc.org/cld/case-law-doc/drugcrimetype/aus/2017/farhat_v_tasmania_2017_tascca_20.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/aus/2021/seifeddine_v_r_2021_nswcca_214.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/aus/2015/katich_v_commissioner_of_police_2015_wasat_2.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/en/case-law-doc/criminalgroupcrimetype/bra/2021/operacao_gun_express_acao_penal_n_5018093-25.2020.4.04.7000pr.html
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2016/acordao_n._952289_20150910048805apr.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2019/operation_fogo_amigo.html?lng=en&tmpl=sherloc
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BRAXx011 Processo: 1036362-90.2011.8.19.0002 20M

BRAXx012 Operagao Mercado das Armas 2021
BRA(ii) Processo n°. 0504546-76.2017.4.02.5101 2018
BRB(i) Importation of firearms 2013
CANx052 R v Gadner 2014
CANx149 R v. Farah 2016
CANx150 R v Jones 2017
CANx151 R v Nur 2015
CANx152 R v Horsley 2013
CANx153 Sa Majesté La Reine c. Jean-Michel Laberge 2021
CANx154 R v Seymour 2016
CANXx155 R v Johnson 2015
CANx156 RvA.E. 2018
CANx157 Delisle c R 2022
CANx158 R v Hills 2023
CANx159 R v Hilbach 2023
CANx160 RvM.A.CL. 2008
CANx161 R v Bacon 2020
CHL({i) Operation Wolf 2021
CHL({ii) Operation Acero 2021
CRIx008 Juan Carlos Martin Viquez and others v. State 2019
CRI(i) Fabricacion de armas hechizas 2018
CUW(i) Marquez Prentt 2021
CUW(ii) Mulata and Edison Cases 2020-2021

CZE/NLD/SVK(i) lllegal trade of converted firearms 2021


https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2011/processo_1036362-90.2011.8.19.0002.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/bra/2021/operation_mercado_das_armas.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/criminalgroupcrimetype/can/2016/r._v._farah_2016_onsc_5000.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/can/2017/r._v._jones_2017_scc_60.html?lng=en&tmpl=sherloc
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ZAFx024

ZAFx025

ZAFx026

ZAFx027

ZAF(i)

142

S v Dawjee and others

S v Solomon and Others (CC23/2018)

Trust Phakathi v State

S v Chitiyo

Corruption case

2018

2020

2017

2022

2015


https://sherloc.unodc.org/cld/en/case-law-doc/corruptioncrimetype/zaf/2018/s_v_dawjee_and_others_cc452015_2018_zawchc_63.html
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/zaf/2020/s_v_solomon_and_others_cc232018_2020_zawchc_116.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/zaf/2017/trust_phakathi_v_state_a47815_.html?lng=en&tmpl=sherloc
https://sherloc.unodc.org/cld/case-law-doc/illicitfirearmscrimetype/zaf/2022/s_v_chitiyo_cc772019_2022.html?lng=en&tmpl=sherloc
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