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BcecroponHee ucciienoBanue npoodieMbl
KHOepHpecTyNNHOCTH U OTBETHBIX MeP €O CTOPOHBI
roCy1apCTB-WICHOB, MEKAYHAPOAHOIO CO0O01IIeCTBA U
YaCTHOI0 CEKTOPA

Pe3iome

I. BBeaenmue

1. B cBoeli pesomonun 65/230 I'enepanbHass Accambies mpocwmina Komuccuio mo
MPEeIyNpeXIeHUI0 HPECTYNHOCTH M  YIOJIOBHOMY TIPaBOCYAMIO YYpEIWTh, B
COOTBETCTBUM C IyHKTOM 42 CanBaopcKoWd JAeKIapalud O KOMIUIEKCHBIX
CTpaTerusix Aias OTBETa Ha NIOOANbHBIE BBI30BBI: CHCTEMBI IPEIyNPEKICHUSI
MPECTYIHOCTH M YTOJOBHOTO MPaBOCYAWS W HMX pa3BUTHE B M3MEHSIONIEMCS MHpE,
MEXIIPAaBUTEIbCTBEHHYIO TPYIIYy 3KCHEPTOB OTKPBITOTO COCTaBa I IPOBEICHUS
BCECTOPOHHETO HCCIENOBaHHUS MPOOIEeMBl KHOEPIPECTYHHOCTH M OTBETHBIX MEp CO
CTOPOHBI TOCYAAapCTB-YJICHOB, MEXIYHapOAHOTO COOOIIECTBAa M HYaCTHOTO CEKTOpa,
BKJIIO49ass oOMeH wnH(popManmueil 0 HAIMOHAJIHHOM 3aKOHOJATENIBCTBE, HAMIYUIINX
BHJAaX NPAKTHKH, TEXHUYECKOW MOMOIIM M MEXAYHapOJAHOM COTPYZHHUYECTBE, C
LEeNbI0 M3YYEHHS BO3MOXHBIX MyTEH YKPEIUIEHHS CYIIECTBYIOIIUX H BBIPAOOTKH
MPEUIOKEHNH B OTHOIIEHWH HOBBIX HAIMOHAIBHBIX M MEXIYHAapOIHBIX INPaBOBBIX
WIH APYTUX Mep Mo mpoTuBoaeiicTBuio kubepnpectynHoctu!. Kpome toro, B cBoeit
pesomonmu  67/189 TenepampHas AccamOiess ¢ TPU3HATENBHOCTHIO OTMETHIIA
paboTy MEXIPaBUTEIBCTBEHHOW TPYNNbl 3KCIEPTOB OTKPBITOTO COCTaBa s
MPOBEJCHUSI BCECTOPOHHETO HCCIEAOBAaHUS MPOOJEMBl KHOEPHPECTYNMHOCTH U
Impu3Baja €€ AaKTUBU3WPOBATH CBOM YCHIMS 10 3aBEPIICHUIO 3TOH paboTel U
MpEJICTAaBUTh  PE3yNbTaThl  HccienoBaHus KoMuccuum 1O HpexynpexIeHUI0
MPECTYIHOCTH U YTOJIOBHOMY IPaBOCYIHIO B HaJUIEKALIUH CPOK.

I Pesomtorust 65/230 I'enepanbHoOit AccaMOien, MPHUIIOKEHUE.
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I1.

2. IlepBas ceccus Tpynmsl SKCIepToB OblIa mposeaeHa B Bene ¢ 17 mo 21 sHBaps
2011 roma. Ha s3TOM coBemaHuu Irpynmna 3KCIEPTOB paccMoTpena MU yTBepauia
MOoJ00pPKYy TE€M M METOJOJIOTHIO i TIPOBEACHUS HCCIENOBAaHMUAZ. MeToJoI0THs
UCCIIEJOBaHMS ITIpeAycMaTpuBaja paclpoCTpaHEHHE BOMPOCHUKA CPEIU TOCYAapCTB-
WIEHOB, MEXIPABUTEIbCTBEHHBIX OpTaHM3allii W MNPEJCTaBUTENEH YacTHOTO
CEeKTOpa M Hay4yHbBIX yupexaeHnd. COop wuHPoOpManum B COOTBETCTBHH C
COTJIaCOBAaHHOM METOZO0JIOTHEH IpOBOAMICS  YIpaBIEHHEM Opranuzannu
OO6venuHeHHBIX Hanmii 1Mo HapKOTHKaM M HPECTYMHOCTH B mepuoj ¢ (eBpais 1o
utons 2012 roma3. B Hacrosmem [okjage MPUBOAHWTCS pe3iOMe IPOEKTa
BCECTOPOHHETO HCCIEeNOBaHUs, MoAroTosiaeHHoro CekperapuaroM Ha OCHOBE
cobpaHHOH HHpOpMaIHH, JUTST paccMOTpeHUs Ha BTOPOH ceccuu
MEXIIPaBUTEIBCTBEHHOH TPYIIBEI SKCIIEPTOB MO KNOEPIPECTyNHOCTH.

IMoakroueHue K 100AJIbHON CeTH U KHOEPNPeCTYMHOCTh

3. B 2011 romy mo mesbpmeil Mepe 2,3 MuuiMapaa 4elloBEK WM 0Oojiee OJIHOI
TpeTH OT OOIleld UYHUCIEHHOCTH HAaCeJIeHMs IUIaHEeTHl MMeNu OCTyn K HHTepHerty.
bonee 60 mpoueHToB Bcex mosb3oBareieil HTepHeTa HaXOAsATCs B Pa3BUBAIOLIMXCS
cTpaHax, mpuueM 45 NpOIEHTOB Bcex Ioib3oBareneil VHTepHETa COCTaBIAIOT JIMILA
B Bo3pacte mo 25 uner. Ilo omenkam, x 2017 romy noctyn K MOOHIBHOMY
HIUpoKoIosocHoMy MHTepHeTy mnoiydar 1o 70 mpoOLEHTOB OT OOLIeil YMCICHHOCTH
HaceneHus wmupa. K 2020 roxy kommdecTBO ceTeBbIX YycTpoiicTB ("MHTepHer
Bemei") OyaeT B MIECTh pa3 MPEBOCXOJUTh YHCJICHHOCTh HACEJICHHUsS, 4YTO
IIOJIHOCTBIO U3MEHUT HBIHEIIHEE MPEACTABICHUE 00 Hurtepnere. B
CBEPXIOJKIIOYEHHOM K CEeTH Mupe Oyaymiero OyaeT TpyAHO TIIpeACTaBUTH cebe
Kakoe-mub0 "KOMIBIOTEpHOE IpecTyIuieHue", a, BO3MOXHO, WU BOOOIIe Jroboe
MPECTYIUIEHUE, KOTOPOE HE COIPOBOXKAAIOCH OBl AJIEKTPOHHBIMH J10Ka3aTelbCTBAMH,
CBSI3aHHBIMU C TOJKJIIOUEHHEM K UHTepHeT-npoTokony (IP).

4.  "OmnpeneneHus" KuOEpHPECTYNHOCTH TJaBHBIM OOpa3oM 3aBUCIT OT TOro, B
KaKuX I[eJsAX 93TOT TEPMHH OyaeT HCHoJb30BaThcsi. OCHOBY KHOEPIPECTYIMHOCTU
COCTaBJISIIOT OTpaHHYEHHOE YUCIIO JIeSTHUH, HAMPaBJICHHBIX OPOTHUB

KOH(UIEHIIMAIBHOCTH, LEIOCTHOCTH M JOCTYINHOCTH KOMIIBIOTEPHBIX JaHHBIX MU
cucteM. OJHaKo, €CId ATUM HE OTPAHUYUBATHCA, TO B OTHOLIGHUU JESHUH,
IpEeANoJaraloiuX HCIOIb30BaHHE KOMIIBIOTEpA B LEAAX W3BICUECHMS JTHYHON MM
(¢uHaHCOBON TPUOBUIM WMIM NPUYUMHEHHMS JUYHOTO WM (UHAHCOBOIO Bpena,
BKJIIO4ast (OPMbI NPECTYILUICHUH, CBS3aHHBIX C HCIIOJb30BAHUEM IEPCOHAJIBHBIX
JAaHHBIX, M JesHUs, CBSI3aHHBIE C XpaHslleicss B KoMmmObloTepe HMH(popmanueil (Bce
OHM BXOJT B OoJiee MIMPOKOE MOHATHE "KUOEprnpecTynHOCTH"), HE TaK JIEFKO HAWTH
BceoOBbEMIIIONIEE IOPUAMYECKOE OIpeseneHue. B OTHOLIEHHMHM MNpecTyIIeHUH,
COCTaBIISIOIUX OCHOBY KHOEepIpeCTYHOCTH, HEKOTOpPHBIE omnpeneneHus
HeoOxomumbl. OpnHako Hanuuue "ompejeneHus" KUOEpHPECTYIHOCTH HE CTOJb
BAXHO M JAPYTHX Ienei, Takux Kak OIpeJelieHHe Auamna3oHa CIHelUaIbHBIX

woN

E/CN.15/2011/19.

Nudopmanus O6bl1a monydeHa ot 69 rocynapcTB-uieHOB CO CIACAYIONUM pacipeeIeHHEM 10
peruonam: Aszus (19), Amepuka (13), Adppuxka (11), EBpomna (24) u Okeanust (2). Undopmarius
Obuta mosrydeHa ot 40 opraHu3anuii 4acTHOTO ceKTopa, 17 HaydHBIX opraHu3anuii u 11 Mexmpa-
BUTEIBCTBEHHBIX opranu3anuii. Cexperapuar u3ydni takxe cBbime 500 10KyMeHTOB, HaXos-
LIUXCS B OTKPBITOM JIOCTYIIE.
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CIE/CTBEHHBIX TIOJIHOMOYMH UM BO3MOXHOCTEH B 00MacTH MEXKAYHapOAHOTO
COTPYAHHMYECTBA, KOTOpble B OOJNbIIEH CTENEHW KacaloTcs OOHapyXeHUs
JIEKTPOHHBIX J[0KA3aTeNbCTB COBEPUICHUS JIOO0OTO MPECTYIUICHHUS, a2 HE HAXO0XKJICHUS
IIMPOKOTO, UCKYCCTBEHHOTO OIpe/eleHNs KOHIEeNIHH "KnubeprnpecTynHocTn" .

II. TnodanbHas KAPTHHA KHOEPNPECTYNIHOCTH

5. Bo MHorux cTpaHax pe3Kui BCIUIECK B KOJHUYECTBE IMOJCOEAUHEHUH K
r100aNbHONW CETH COBIAJ 10 BPEMEHH C SKOHOMHYECKHMH H jJeMoTrpaduuecKuMu
npeoOpa3oBaHUIMH, pPOCTOM pas3pbiBa B JIOXOJaX, COKpAlIeHHEM pacxoloB B
YaCTHOM CEKTOpEe M CHHXCHHEeM (UHAHCOBOW mnukBHIHOCTA. Ha oOrmemMupoBoM
YPOBHE MPaBOOXPAHUTENbHBIE OPraHbl B CBOMX OTBETaX Ha BOMPOCHHUK OTMEUArOT
pPOCT YpPOBHS KHOEPIPECTYMHOCTH B CBA3M C TEM, 4YTO M YAaCTHBIC JIHIA, |
OpPraHW30BaHHbIE TMPECTYNHBIE TPYNNbl MCHOJb3YIOT HOBBIE BO3MOXXHOCTH IS
COBEpPIICHUSI MNPECTYIUIEHUH, PYKOBOJACTBYACH CTPEMJIEHUEM K  HM3BJICUCHHIO
OpPUOBLIM M TOJYYCHHIO JIMYHOU BhIrombl. [lo oreHkam, cBbilie 80 MPOLEHTOB
KHOEpIpPEeCTYIICHUH COBEpPINAOTCS B TOW WM HHOW (QopmMe OpraHU30BaHHOU
NEeSITeIbHOCTH, CO CIOXHMBIIUMHUCS YEPHBIMU PBIHKAMU KHOEPIPECTYNHOCTH B
o0lacTH UHMKJIa CO3/JaHUS BPEJOHOCHBIX MPOTrpaMM, KOMIBIOTEPHBIX BHUPYCOB,
yhapaBlieHus OOT-ceTsMHU, cOopa MEPCOHANBHBIX M (PUHAHCOBBIX IAHHBIX, MPOJAXKU
JNaHHBIX M TIOJy4YCHHUs JeHer 3a (QuHaHCOBy0 wuHpopManuw. s coBeplieHHS
KuOeprpecTymieHuil Oonee He TpeOyeTcs oONajaHWe CIOXHBIMH HaBBIKAMH HIIH
3HAHHUE CJOXKHBIX MeTofoB. (OcCoOeHHO B KOHTEKCTE pPa3BUBAIOIIUXCA CTpaH
MOSIBUJIACh  CYOKyNIbTypa  MOJIOABIX  JIFOJCH, 3aHUMAarmUXcs  (HUHAHCOBBIM
MOIIIEHHHYECTBOM MpPU TMOMOIIA KOMIBIOTEPOB, MHOTHE M3 KOTOPHIX HAYHWHAIOT
3aHMMAaThCsl KHOEPIPECTYHOCThIO B KOHIIE IOJPOCTKOBOTO BO3pacTa.

6. B mo6anbHOM mutaHe HaOnopaeTcs MIMPOKWH AMANa3oH KUOepHpecTyIUIeHU,
KOTOpbIE BKJIIOYAIOT MPECTYIUICHUs, COBEpUIaeMble B LEJSIX MOIy4eHHS (UHAHCOBOM
BBIFOJBI, IPECTYNJIEHUs, CBSA3aHHBIE C UCIOJIb30BAaHUEM COJepiKallelcs B
KoMIploTepe HH(pOpMaluu, a TakXKe MPEeCTYIUICHUs, HalpaBleHHbIEe MNPOTUB
KOH(UIEHIIMAIBHOCTH, LEJIOCTHOCTH M JOCTYHHOCTH KOMIIBIOTEPHBIX CHCTEM.
OnHako roCymapCTBEHHBIE OpPraHbl M MPEANPHUSATUS YAaCTHOTO CEKTOpa IMO-Pa3HOMY
BOCIPUHUMAKT  OTHOCHUTENBHBII pPUCK U  yrpo3dy. B  Hacrosdimee Bpems
CTAaTUCTUYECKUE JAHHBIE O HPECTYNHOCTU, PETUCTPUPYEMbIEC IONULUEH, HE SABIAIOT
co00if  IpPOYHOW OCHOBHI Ui  MEXKCTPAHOBBIX  CpPaBHEHMH, XOTS  TakKue
CTaTUCTUYECKHE  JAHHbIE YacTO BaXXHbl [  pa3paboTKM  MOJUTUKH  Ha
HAallMOHAJIbHOM YypOBHE. JIBe TpeTH CTpaH CUUTAIOT CBOU CHUCTEMBI MOJHUIEUCKON
CTaTUCTUKHU HEJ0CTaTOYHbIMU IS TOrO, 4TOOBI perucTpupoBaTh
KHOepIpecTynHOCTb. ITokazarenu KHOEpIpeCTYHOCTH, perucTpupyemsle
MOJIULUEH, 3aBUCIAT HE CTOJBKO OT HENOCPEACTBEHHOIO YPOBHS IPECTYNHOCTH,
CKOJIBKO OT YPOBHS DPa3BUTHUS CTpPaHbl U CIELUAIU3UPOBAHHBIX BO3MOXXHOCTEH
HMOIULHHU.

7. bonee HajexXHYIO OCHOBY JUIsl CpPaBHEHHS NpPEICTABISIOT co00il ompockl Ha
TeMy BHUKTUMHU3aIUU. OHM CBUJETEIHCTBYIOT O TOM, YTO BUKTUMH3AIUS YACTHBIX
JUIl B pe3yiabrare KHOEpIpEeCTYyMHOCTH 3HAYUTEIBHO BBIIE, YeM B Cllydae
"00bruHBIX" (opM TpecTymHOCTH. [lokasarend BHUKTHMHU3AIMH B OTHOIICHHH
MOIIEHHHYECTBA C KPEIUTHBIMH KapTamMu B pexume "oHJIaWH", Kpaxu
MEPCOHAJIbHBIX JAaHHBIX, OTBETOB Ha MHOMBITKY (HUIIMHra M HECAaHKIMOHHPOBAHHOTO
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IV.

JOCTyHa K YYETHBIM 3alHUCsM 3JICKTPOHHOW TOYTHI COCTaBIst0T oT | 1o 17
MPOLEHTOB cpenu monb3oBareneil MHrepuera B 21 cTpaHe MHpa, B OTIHYHE OT
TUNUYHBIX II0OKa3aTeledl B OTHOLUIEHWHM Kpak CO B3JIOMOM, OrpalleHHd M Kpax
aBTOMOOMIIS, COCTABISIONINX JUISI 3THX )K€ cTpaH MeHee 5 mpoueHToB. lloxasarenu
BUKTHMU3ANNHU, CBA3aHHOH C KHOEPHIPECTYMHOCTHIO, BBIIIE B CTPaHaX C HHU3KUM
YpOBHEM pasBUTHSA, 4TO MOIEPKUBACT He00XOUMOCTD YKpETUIeHUS
npoduIaKTHIEeCKOH paboThl B ATHX CTpaHax.

8.  IlpenmpusTus dYacTHOTO cekTopa B EBpome cooOmaioT 00 aHaJIOTHYHBIX
MOKa3aTeNIX BUKTHMHU3aHHA — OT 2 10 16 MpOIEeHTOB — B OTHOIICHWH TaKUX JESHUH,
KaK HapylleHWe NAaHHBIX B pe3yabTaTe BTOpXKeHUS niu ¢umuHra. Hambonmee mupoxo
HCIIONb3yeMbIe ISl COBEPIICHUS STHUX MPECTYIUIEHUH YTONOBHBIE CPEICTBA, TaKue
Kak 00T-ceTd, UMET rtobanpHBIA oxBaT. B 2011 rogy Bo BceM MHpeE CBBIIIE OJHOTO
MUJUTHOHAa WHAWBUAYaTbHBIX [P-agpecoB (yHKIHOHWpOBaNM B KaueCTBE CEPBEpPOB
yopasineHus OoT-ceTsmMu. Cepbe3Hyr0 03a00YEeHHOCTh IS MPABHTEIBCTB TAaKXKe
mpeacTaBiIseT — coxepxkaHue  VHrepHera. [IlpenHasHaueHHBIE UL yHalleHUs
MaTepHaibl BKIIOYAOT JETCKYyI0 NOpPHOTpa(gHUI0 W BBHICKa3bIBAaHHUS Ha II0YBE
HEHAaBHCTH, a TaKXKe COoNep)KaHHe JaHHBIX, CBA3aHHOE ¢ AuddaManued W KPUTHKOU
MPaBUTENBCTBA, YTO BBI3BIBAJIO B pANE CIy4aeB 03a009€HHOCTP B OTHOIICHHUHU
cobmoneHuss mpaB dYenoBeka. lloutu 24 mpomeHta obmero oObema TI00aTbHOTO
MOTOKa MaHHBIX B HHTepHETe NpeAcTaBIsIIOT CcOOOW, IO ONEHKaM, HapylleHHe
aBTOPCKMX TIpaB, HIpWYeM HaumOoliee BBICOKHH YpPOBEHb 3arpy3kd MaTepHalioB
coBMecTHOro Tmonb3oBaHua ("peer-to-peer" wmmum "P2P") oTmedaercs B cTpaHax
Adpuku, FOxuHo#t AMepukn u 3anagHoit u FOxHON A3znu.

3aKoHOAATENIBCTBO B 00/12aCTH KHOEPNPECTYITHOCTH

9.  IOpuauueckue Mepsl HTpalOT KIOYEBYID pOJIb B MNPEAYNPEXKACHUH U
MPOTUBOJCHCTBIM KHOeprpecTynHOCTH. Takue Mepbl HeoOXOOMMBI BO BCEX
06macTsx, BKJIIOUas KpPUMMHAJIU3AIHIO, npoleccyajabHbIe MOJIHOMOYHS,
IOPUCAUKINIO,  MEXIYHApPOAHOE  COTPYJHHYECTBO M  OTBETCTBEHHOCTb U
00s3aTeNbCTBA KOMIIaHU, NIPEN0CTABIAIIUX yclIyru HNurepnera. Ha
HallMOHAJbHOM YpPOBHE KaK CYLIECTBYIOIIME, TaK M HOBbIE (MJIM IUIAHUpPYEMBIE)
3aKOHBl B 0O0JacTd  KUOEpHpecTymHOCTH  Hauboiee  4YacTo  KacaloTcs
KpPUMHMHAJIM3AIUH, 9TO CBHUAETEIBCTBYET O TOM, YTO OCHOBHOH yIOp JeiaeTcs Ha
YCTaHOBJIEHUHM KOHKPETHOTO COCTaBa MPECTYINIEHUH NPHUMEHHUTEIBHO K OCHOBHBIM
kubepnpectymieHuaM. OJHAKO CTpaHbl BCE IIHpPe MPU3HAIOT HEOOXOJUMOCTh
NPUHATHS 3aKOHOB B JApyrux obnactsax. [lo cpaBHEHHIO ¢ CYIIECTBYIOIUM
3aKOHOAATEIbCTBOM B HOBBIX WM IUIAHUPYEMBIX 3aKOHaxX I0 IPOTHUBOAEHCTBUIO
KHOEeprnpecTynHOCTH 0oJiee 4YacTo paccMaTPHUBAIOTCS  CIIEICTBEHHbIE JIEHCTBUS,
BONIPOCHl  IOPUCAMKIIMH, DJIEKTPOHHBIX  JIOKAa3aTeJbCTB U MEXIYHapOJHOTO
COTpyIHUYEeCTBa. MeHee IONOBUHBI MNPEACTABUBIIUX OTBETHI CTpPaH BCEro MHpa
CYHTAIOT CBOM YTOJOBHO-NPOIECCYalbHbIE CHUCTEMBI JOCTATOYHBIMH, XOTS 3a 3TUM
CKpBIBAIOTCs OOJIBLIME perHoHalbHbIe pa3nnyus. B To Bpems kak Oojee nByX Tperei
ctpaH EBpomnbl cO00IIAIOT O TOM, YTO MX 3aKOHOJATENLCTBO SIBJISIETCS JI0CTAaTOYHBIM,
B Adpuke, Ceeproii u lOxHoii Amepuke, A3un u OKeaHMHM KapTHHA NPSIMO
IPOTUBOMOJIOXKHASA: TaM CBBIIIE JBYX TpeTell CTpaH CYUTAIOT 3aKOHOAATEIbCTBO
JUIIb YaCTUYHO JIOCTAaTOYHBIM MJIM BOOOLIEe HeAOoCTaTOYHBIM. JIMIIb TmONOBHHA
CTpaH, YKa3aBMIMX Ha HEJOCTAaTOYHOCTh CBOEro 3aKOHOJATENbCTBA, TaKKe
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COO6U.II/IJ'II/I O HOBBIX WM IIJIAHUPYEMBIX 3aKOHaX, 9YTO NOAYECPKHUBAECT HACTOATCIbHYIO
HCO6XOI[I/IMOCTB YKPECIUICHUA 3aKOHOAATEJIbCTBA B 3TUX PETUOHAX.

10. 3a mnociemnHee JecATWICTHE HaOIOgaeTcs 3HAYMTEIbHAsS AaKTHBHOCTH B
TNPUHATHN MEXAYHAPOOHBIX W PETHOHAINBHBIX TOKYMEHTOB, HAaNpaBlIeHHBIX Ha
npotuBojeiicTBre kubOepupecTymHocTH. OHH BKIIIOYAIOT KakK oOs3aTelbHBIE IS
BBITIOJIHCHHSI, TaK W HeoOs3aTeNbHBIE DOKYMEHTH. MOXXHO BBIIEIUTH IISTH TPYIII
IOKYyMEHTOB, B KOTOPBIC BXOAST JAOKYMEHTHI, pa3paOOTaHHBIE B KOHTEKCTE HIIH IIOX
srupori: i) Coera EBpomer wnm EBpomeiickoro corosa, ii) CompyxecTBa
HE3aBHCHMBIX TocymapcTB win lllaHxaiickodl oOpraHW3alMH COTPYOHUYECTBA, iii)
MEXIPaBUTEIbCTBCHHBIX  apUKAHCKUX  opraHusammii, iv) Jlurm apaOckux
rocynapcts u v) Opranmzanmn OObenuHeHHBIX Hamuii. Bce 3TH TOKyMEHTH B
3HAYUTEIBHOM CTeleHn 00O0TamamT APYT APYyTa, B TOM YUCJIE B YacTH, Kacaromeihcs
KOHIIENIMH © ToaxomoB, pa3paboranHsix B Kousennuum Cosera Espomsr o
kubOepnpecTymHocTH. AHannu3 ctaTedl 19 MHOTOCTOPOHHHX JOKYMEHTOB, MMEIOIINX
OTHOIIEHHE K KHUOEPIPECTYMHOCTH, MOKa3hIBaeT, YTO B HHUX INPHUCYTCTBYIOT 00mue
OCHOBHBIE TIOJIOKEHHA, HO TakXKe HWMEIOTCI ¥ 3HAYUTEIbHBIE PACXOXKICHHUS B
paccMaTpUBaeMBIX B HUX OCHOBHBIX O0JACTSX.

11. Bo Bcem mupe 82 cTpaHBl MOANKCATH WA PAaTHQUIUPOBANH TOT M HHON
00s13aTeIbHBIN JUIS BBITIOTHEHNUS JOKYMEHT 0 KuOeprpecTynHoCTH.
MHOTrocTOpOHHHE AOKYMEHTHI O KHOEpIPECTYNHOCTH HE TONBKO 00ecIednBaoT
¢dopmManpHOE ydacTHe B HHUX M HX OCYIIECTBICHHE, HO M OKa3bIBAIOT KOCBEHHOE
BIMSHHE Ha HAIMOHAJIbHOE 3aKOHOAATEIbCTBO Onarojapss MX HCIHOIb30BAaHUIO B
KayecTBe 00pasma rocyfapcTBaMH, HE SBISIONIMMUCS WX yYaCTHUKaMH, WM 32 CUET
BIMSHUS 3aKOHOAATENbCTBA T'OCYAAapPCTB-YYaCTHHKOB HAa JPYTHE CTpaHbl. YdacTHE B
MHOTOCTOPOHHEM JOKYMEHTE O KHOEpIpEeCTYyHOCTH COOTHOCHTCA C OIIyIIEHHEM
Oompmiell  OCTAaTOYHOCTH  HAIMOHAIBHOTO  YrOJOBHOTO M MPOLECCYaTbHOTO
3aKOHOJATENbCTBA, YTO CBHUJAETENBCTBYET O TOM, UYTO HBIHCIIHHE ITOJOXKEHUS
MHOTOCTOPOHHUX  JOKYMEHTOB B  3THX 00JacTsX B  IEJIOM  CUHUTAIOTCH
s¢ppextuBHbIME. bomee 40 mpexcraBuBmIMX HMHGOPMALUIO CTPaH CUYUTAIOT
Konmsennnio  Cosera  EBpomer o  kmbepmpecTymHocTH — Hamboiee — 9acTo
UCIOJIB3yEMbIM MHOTOCTOPOHHHM JOKYMEHTOM IHpH pa3paboTKe 3aKOHOJATENbCTBA B
obmacT TpPOTHBOACHCTBHS KHOEpNpecTymHOCTH. B  1memoM, MHOTOCTOpOHHHE
JIOKYMEHTBI U3 APYTHUX "Tpynn'" HUCIOIb30BAIM IPUMEPHO B /IBa pa3a MEHBIIE CTPaH.

12. B memom, oxHa TpeTh MNPEACTABHBIINX OTBETH CTPaH COOOINAIOT, YTO HX
3aKOHOJATEIbCTBO B 3HAYUTENIBHON WM OYEHb 3HAYUTEIBHOW CTENEHH COITACOBAHO
C  3aKOHOAATENbCTBOM  CTpPaH,  CUMTAIOMIMMHCS  BaXHBIMH A Ieneid
MEXIyHapoJHOro coTpygHuuecTtBa. OJHAaKO 374€Ch HMEIOTCA  pEeruoHaJIbHbBIE
pasnuuusd, u Oonee BhICOKAs CTENEHb COIVIACOBAHHOCTH Habmionaercs B CeBepHOI u
IOxHo#t Amepuke mw B EBpome. OTo0 MOXET OOBACHATHCA HCHOIB30BaHUEM B
HEKOTOPHIX PErmoHaX MHOTOCTOPOHHHMX IOTOBOPOB, KOTOpBIE IO CBOEH mHpHpoe
IpU3BaHBl WUTpaTh ONPEACIEHHYI0O pOJIb B OOECIEYEeHHH COTIACOBAHHOCTH.
Bo3MoxHO, cymecTByeT KOppessimus Mexay (parMeHTanueil Ha MeXIyHapOIHOM

4 OIMH WM HECKOJIBKO U3 ciefylomux qokymeHToB: Konsenmuio Cosera EBponsr o
kubepnpecrynHoct, KOHBEHIHMIO 0 O0pb0OE C MPECTYIIICHUSIMU B 00J1aCTH HHPOPMAIIHOHHBIX
texHosoruit Jiuru apabckux rocynapcts, CorameHue 0 COTpyIHHYECTBE FOCYIapCTB-
yuactHuKOB CoxpyxecTtBa HezaBucumeix ['ocynapcts B 60pbbe ¢ mpecTyruieHusMH B chepe
KOMIIBIOTEpHO# HHpopManuu mwin Cornamenne 0 COTPYAHNYECTBE B 00sacTH obecrnedeHus
MEeXAyHapoaHoi uHpopmannonHoit 6e3omacHocTu lllanxalickoit opraHu3aluyu COTPYIHHYIECTRA.
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YpOBHE W pa3HOOOpa3HMeM NOJOXCHHH HAIMOHAIbHBIX 3aKOHOAATENbCTB C TOUYKH
3peHus KPUMHUHAIM3ANWN  KHOEpIpEecTYIUIeHnH, IOPUCIAMKIMOHHBIX OCHOB |
MEXaHN3MOB COTPYAHHYECTBA, C ONHOH CTOPOHBI, M HaJHMYHWEM pPa3HBIX JOKYMEHTOB
[0 TIPOTHBOAEHCTBHIO KHOEPIPECTYNNHOCTH, UMEIOIINX PA3JINIHBIA TEeMaTHIECKUH U
reorpaduueckuil oxpar, ¢ aApyroid. B HacTosmee BpeMs M B JOKyMEHTaX, W B
permoHax HaxoAAT OTPAKCHHE pas3lndusi, BBI3BaHHbIC 0a30BBIMH IPaBOBBIMH U
KOHCTUTYLMOHHBIMH PAacXO0XJICHUSIMH, BKJIIOYas pa3iudus B TNOHMMAHHWU IIpaB |
KOH(HUIEHINAIBHOCTH.

Kpumunanuzanus

13. Hudopmarus 00 YrOJIOBHOM 3aKOHO/ATEIhCTBE B obnacTtu
KHOepHpecTynHOCTH coOupasach MpU MOMOIIM BOMPOCHHMKA, MOATOTOBIEHHOTO JJIs
Lenel MpoBeACHUS HCCIEIOBaHHUSA, a Takke IOCPEJICTBOM AaHaju3a OCHOBHBIX
HCTOYHUKOB C KCIOJb30BAaHUEM HMEIOUICHCs WHPOpPMAIMK O 3aKOHOIATEIbCTBE
crpaH, cobpannoii CekperapuaTom®. B BONpoCHHMKE, NOJATOTOBICHHOM IS IieJied
MPOBEACHHUS KCCJICOBAHUs, OBUIM BbIACICHBI 14 JesHUil, KOTOpbIe OOBIYHO
BKJIIOYAIOTCS B HOHATHE KubOepnpecTynHocTtu®. CTpaHbI-peCIOHACHTH COOOIIMIN O
TOM, 4TO 3TH 14 jAesHUE IHPOKO KPUMHHAJIW30BaHBI, 33 SBHBIM HCKIIOUCHHEM
NPECTYIUICHUH, CBA3aHHBIX CO CIIaMOM, WU, B HEKOTOPOW CTEIEHHU, MNPECTYIICHUH,
CBSI3aHHBIX CO CPEJACTBAMU HENPAaBOMEPHOIO  HCIOJb30BAaHUS KOMIBIOTEPOB,
MPECTYIUICHUH, CBSI3aHHBIX C PACU3MOM U KceHodoOWel, a TakkKe HCIOJIb30BAHUS
HNutepHera ¢ uenplo 3aBiedeHuss wim "rpymuHra" geteid. OTo  OTpaxkaer
Ompe/Ie/ICHHBIH 0a30BbIi KOHCEHCYC B OTHOIICHUHU MOJJICKANIMX HAKA3aHUIO BHJIIOB
JeSIHU, CBS3aHHBIX C KuOeprnpecTynmHOoCThio. CTpaHbBl COOOMIMIM O HECKOJIBKUX
JIOTIOJIHUTEIBHBIX TPECTYIICHUSAX, HE YMOMSHYTHIX B BOmpocHHKe. OHU TIaBHBIM
o0pa3oM  KacaluCh  JAHHBIX,  XpaHSANIUXCS B  KOMIIBIOTEpE, BKJIFOYast
KPUMHUHAJIM3AINI0 HENPUCTOWHBIX MaTepHaioB, a3apTHBIX WIP B PEXHUME OHJIAWH U
OHJIAHOBBIX HE3aKOHHBIX PBIHKOB, TAaKMX KaK PHIHKA TOPTOBIM HApPKOTHKAMHU W
moabMu. B TOM uTO Kacaercs yka3aHHBIX 14 JnesHHi, CTpaHbl COOONIMIH, YTO B
OTHOLICHHHW  OCHOBHBIX  KHOCPHPECTYIJIEHUH  NPOTHB  KOHQUICHIMAIBHOCTH,
LENIOCTHOCTA JAHHBIX M JIOCTYIIHOCTH KOMIBIOTEPHBIX CHCTEM MPUMEHSIOTCS
ClenHalIbHbIE MPECTYIUICHUS B 00JIACTH KHOEPHPECTYMHOCTH. B OTHOIICHHH IPYrUX
dbopM KuUOEPHPECTYMHOCTH 4Yalle KCIOJIb30BANKMCH IPABOHAPYIICHHS OOIIETro
xapakTepa (HEIOCPEACTBEHHO HE CBS3aHHBIC C KHOEpPHIpPECTYMHOCThIO). B To ke
BpeMsi MPUMEHUTENIbHO K JESHHSM, CBS3aHHBIM C HCIOJIb30BAaHUEM KOMIIbIOTEpA B

w

[}

BbI10 poaHalu3upOBaHO HCXOAHOE 3aKOHOAATEIHCTBO 97 roCyAapCTB-4JICHOB, B TOM YHCIE

56 rocynapcTB, OTBETHBILINX Ha BOMPOCHHUK, CO CICAYIOUIMM PErHOHATIBHBIM paclpeaeIeHIEeM:
A3sus (24), Cesepnas u HOxnas Amepuka (22), Appuka (15), Espona (30) u Okeanus (6).
He3akoHHBIH 10CTYyN K KOMIBIOTEPHON CHCTEME; HE3aKOHHBIN TOCTYII, IEPEXBAT HIIU MOJIyYCHUE
KOMIIBIOTEPHBIX JJaHHBIX; HE3aKOHHOE BMEIIATEIbCTBO B JaHHBIC HJIM BMEIIATEIbCTBO B CHCTEMY;
MPOU3BOACTBO, PACIPOCTPAHCHUE HIIM XPAHCHUE CPEACTB HEMPABOMEPHOTO HCIIOIb30BaHMS
KOMITBIOTEPOB; HapylIeHHe KOHDUICHINAIBHOCTH HIH MEP 3aIUTHl JaHHBIX; KOMIBIOTEPHOE
MOIICHHHYECTBO WJIH MOJJIOT; KOMIBIOTEPHbIE MPECTYIICHHS, CBI3aHHbIE C UCIOJIB30BaHUEM
JINYHBIX JAHHBIX; KOMIIBIOTEPHBIC MPECTYIUICHUS, KAaCAIONIUECs aBTOPCKUX MPaB M TOBaPHBIX
3HAKOB; KOMIIBIOTEPHBIC MPECTYIUICHUS, CBI3aHHbIC C IPUYHHCHHEM JHYHOTO Bpeaa;
KOMITBIOTEPHBIE MPECTYIUICHHUS, CBI3aHHBIC C PACH3MOM HIIH KCeHO(POOHEil; HCIIOIb30BaHIE
KOMIIBIOTEpA C LEJbI0 MPOU3BOJICTBA, PACIIPOCTPAHCHHS WIIM XPAHCHHUs IETCKOW mopHoTpaduu;
HCIIOJIb30BaHNE KOMIIBIOTEPA JIJIsl 3aBJICUCHHUsI HIIH "TpyMuHTa" JAeTeil; U HCIOJIb30BaHUE
KOMITBIOTEpA ISl COACHCTBHS TEPPOPHUCTHUECKUM MPECTYICHHSIM.
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LeIIX BTOPXKEHHUA B YaCTHYIO JXW3Hb, MOIICHHUYECTBA WK IIOAJIOTa, a TaKXKe
MNPpECTYIIICHUAM, Kacaronmmcea MMEPCOHAIBHBIX JaHHBIX, Kak coo6u1aeTc;1,
IIPUMEHAIOTCA oba nmoaxonaa.

14. XoTs B OTHOIIEHHH OOMMX 00MAcCTedl KPUMHHAIH3AIUHN CYIIECTBYET JOBOJBHO
BBICOKAsl CTENEHb KOHCEHCYCa, JeTalbHBbIH aHAIN3 TMOJOXKECHHH CYIIECTBYIOIINX
3aKOHOB CBHJIETEJBCTBYET O TOM, UYTO IIOAXOABI paziuuatorcs. Ilpectymenus,
CBA3aHHBIC C HE3aKOHHBIM JOCTYIIOM K KOMIIBIOTEPHBIM CHCTEMaM M JaHHBIM
pasznuyYaoTCs B 3aBUCHMOCTH OT OOBEKTa MpEecTyIUIEHUs (JaHHBIE, CHCTEMa WIN
nHbopManus) W B 3aBUCHMOCTH OT KpPUMHHAJIM3aUMKM "TPOCTO" JOCTyma Kak
TaKOBOTO WM TPEOOBAaHUS JOMOJHUTEIBHOTO YMBICJIA, TAaKOTO KaK TNPUYMHEHUE
yOBITKOB WM TOBpEeXIeHUs. Paznuyarorcss MOAXOABl K HEOOXOAMMOCTH HaJIW4IUsSA
YMBICIA B COCTaBe IMPECTYIUIGHHS W B 3aBHCHMOCTH OT KPHUMHHAIU3ALUU
BMEIIATEIbCTBA B (YHKIMOHHUPOBAHHE KOMIBIOTEPHBIX CHCTEM WM JaHHbBIE. B
OOJBIINHCTBE CTPaH BMEMIATEIHCTBO JOJDKHO OBITH HMpPEJHAMEPEHHBIM, B TO BpeMs
KaK B JIPyI'MX CTpaHax NpEeAyCMaTPUBAETCS M BMEIIATEIbCTBO 1O HEOCTOPOXKHOCTH.
B TomM 4uro Kkacaercs BMENIATENbCTBA B KOMIIBIOTEPHBIE JIAHHBIC, JESHUS,
MPEJICTaBIAI0MNe CO00W BMEMIATEIbCTBO, OXBATHIBAIOT JESHUS OT IIOBPEXKICHUS
WIM YyJaJeHus [0 W3MEHEHUs, OJOKMPOBKM, BBOJA WJIM TE€pelayd JaHHBIX.
Kpumnnannsanus HE3aKOHHOTO IEpeXBaTa JAHHBIX Pa3JIMYacTCsl B 3aBUCHMOCTH OT
TOTO, KacaeTcs JIM IpaBOHApyIIEHHE IIepexBara TOJIbKO HE MpPEJHA3HAUYEHHBIX IS
00mIeTro Moab30BaHUS JAHHBIX WIM HE OTPAaHMYMBAETCS MM, a TAaKK€ B 3aBHCHMOCTH
OT TOrO, OTPAaHWYMBAETCSA JIM TNPECTYyINICHHE TIEpexXBaTOM IPH  IOMOIIU
"Texuuueckux cpeacts". He Bo Bcex cTpaHax KpUMHUHAJIM3UPOBAHBI CpPENCTBA
HENPaBOMEPHOTO HWCIIOJIB30BAHHWA KOMIIBIOTEpOB. B Tex crTpaHax, Tae OHH
KPpUMHUHAJIN3UPOBAHBI, WMEIOTCA pa3ln4us B 3aBUCUMOCTH OT TOTO, CBSI3aHO JIH
INPECTYIUIGHHe C  XpaHEHHEeM,  pacHpOCTPAaHEHHEM WM  HCIOJb30BaHUEM
IporpaMMHOTO oOecredeHnss (TAkOro Kak BPEJOHOCHBIE MPOTPAMMBI) W/HMIHU
KOMITBIOTEPHBIX KOJOB JAOCTyna (Hampumep, mapoieil moTepresmieil croponst). C
TOYKH 3pEHHUS] MEKIYHapOAHOTO COTPYJHMYECTBA TAaKHE Pa3IM4YUsi MOTYT BIMATH Ha
000101HO€ TPU3HAHNE CTPAHAMHU COOTBETCTBYIOLIETO JIESHUS MPECTYIICHUEM.

15. B psme cTpaH OPHUHATH TIOJIOKCHHS B  OTHOMICHHHM  KOHKPETHBIX
KHOEPIPECTYIUICHUH: KOMIBIOTEPHOTO MOIIEHHHYECTBA, IIOJUIOra M HCHOJIb30BAHUS
MEPCOHANBHBIX JaHHBIX. B IOpyrnx cTpaHax HCHOIB3YIOTCS OOIIME ITONOXKEHUS B
OTHOIIEGHNN MOIICHHWYECTBAa WJIM Kpaku JHOO 3a OCHOBY OepyTcs MHpecTyIUICHHS,
OTpaXkaloIllie COCTAaBHBIE OJJIEMEHTH JEeSHUS, TaKWe KaK HE3aKOHHBIH JOCTYII,
BMEIIATEIbCTBO B JaHHBIE ¥ TMOAJIOT B CiIy4ae IPECTYIUIGHHH, CBSI3aHHBIX C
UCIOJB30BAaHUEM TIEPCOHAJBHBIX JaHHBIX. BechbMa IIHPOKOE pacCIpPOCTPaHEHHE
MOJTy4YMJIa KPUMHHAIN3ANNS MPaBOHAPYIIEHNH, CBSA3aHHBIX C COJEP)KaHUEM JaHHBIX,
0CcOOEHHO  MpecCTyIJIeHWH, Kacaromuxcs  JeTckod  mopHorpadum.  OmHAaKo
CYHIECTBYIOT PAaCXOXICHHS B OIpEAEICHUH TepMHHAa '"peOeHOK", OrpaHHYCHHSX,
Kacaomuxcss  "BU3yalbHBIX"  MarepHalioB  HMIM  HCKIIOUYEHUS  HMMHTHPYEMBIX
MaTepuajoB, a TAaKKe B OTHONICHWH OXBAaThIBAEMBIX JIESHUH. XOTA B MOIABIAIONIEM
OONBIIMHCTBE CTpPaH, HAaIpPHUMEpP, OXBATHIBACTCS H3TOTOBICHHE M PaCIPOCTPAHCHHE
JIeTcKoi mopHorpaduu, B 00MaCTM KPUMHHAIM3AUM XPaHEHWsS M JOCTyIa
HabmomatoTcss  Oonee  MMpOKHE  Bapuanmuu. UYTo  KacaeTcss  KOMIIBIOTEPHBIX
IIpaBOHAPYIICHWH, CBA3aHHBIX C aBTOPCKUMH IIpaBaMH ¥ TOBAPHBIMH 3HAaKaMH,
CTpaHbl Yale BCEro COOOIMIAOT, YTO B CiIydae JCSHHH, COBEPIICHHBIX YMBIIUIEHHO U
B KOMMEpPYECKHX MacmTabax, OHM MPUMEHSIOT O0IIHNe yroJOBHBIE MPECTYIICHHUS.
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VL.

16. Poct nmnonmymsipHOCTH COLMJIBHBIX ceTell MW colepxkaHus IHTepHera,
TeHEpUPOBAHHOTO MOJb30BATENISIMH, 3aCTaBWJI MHOTHE CTpaHbl HPHHATH MEpPHI
HOPMAaTHBHOTO XapakTepa, B TOM 4YHCIE B OOJAacCTH yrojJOBHOTO IpaBa, 4YTO CTaJo
NPUYMHOW TPHU3BIBOB K YBAXEHWIO TMpaB Ha CBOOOAY  CaMOBBIPaKCHHUS.
IIpencraBuBIIE OTBETHI CTPAHBI COOOMIAIOT O PA3JIMYHON CTENEHHW OTpPaHHYCHUS
cBOOOABI BBIPAXXEGHHS MHEHHUS, B TOM 4YHCiIe B OTHomeHHH anddamanumy,
HEYBaXXCHHA, yTpoO3, MOJCTPEKATEIbCTBA K HEHABUCTH, OCKOPOICHHS PEIMTHO3HBIX
YyBCTB, HENPHCTOMHBIX MaTepHaJIOB M TMOJAPBIBA TOCYZapCTBEHHBIX YCTOEB.
ConunanbHO-KYJIBTYPHBIH 3JIEMEHT HEKOTOPBIX OTPaHMYEHUH HAXOOUT OTpPaKEHHE He
TOJIBKO B HAI[MOHAJbHOM 3aKOHOJATEIbCTBE, HO M B MHOTOCTOPOHHHX JOKYMEHTaX.
Tak, B  HEKOTOPBIX pErHOHAJBHBIX  JOKYMEHTaX 10  IPOTHBOJCHCTBHUIO
KHOEPIPECTYITHOCTH MNPEJYCMOTPEHBl MpPaBOHApYIIEHWs OOIIero xapakrepa B
OTHOIICHNN HapyUICHHUsI OOIECTBEHHOH Mopayin, MOpHOrpagUIEeCKUX MaTepHaioB U
PENUTHO3HBIX WM CEMEHHBIX MPUHIUIIOB WIN IICHHOCTEH.

17. MexayHaponHoe MpaBo B OONAacTH MpaB deJoBeKa NEHCTBYeT KaKk MeY W IIWT,
mpexycMaTpuBas — HEOOXOOMMOCTh  KPpUMHUHAJIW3anMuM  (OTPAaHHYEHHOTO — YHCJIA)
KpailHUX (OopM BBIpRXKEHHS MHEHHUS, HO B TO K€ BpeMs 3aImuimias Apyrue (Gopmsl.
ITosTomy roCyaapcTBa, SABIISIOLINECS y4acTHUKaMHU COOTBETCTBYIOIIUX
MEXIyHapOJIHBIX JOKYMEHTOB B OOJIACTH 3aIlMTHl IPaB YeJIOBEKAa, 00s3aHBI BBOJIUTH
HEKOTOpBIE 3ampeThl Ha CBOOOAY BBIPAKEHHS MHEHHUS, B TOM 4YHCIE B OTHOIICHHUU
MOJCTPEKATEeIbCTBA K  TEHOUMIY,  HEHaBUCTH,  HpEACTaBiIfOmEed  coOoi
MOJCTPEKATEIbCTBO K ITUCKPUMHHAILMH, BPaXA€ WIM HACWINIO, MOJCTPEKAaTeIbCTBA
K TEeppOpU3MY W Ipomnaranjabl BoifHBIL. UTO KacaeTcs APYrHUX rocyJapcTB, KOHIEIIUSI
"cBOOOZBI yCMOTpeHHA'" [aeT CcTpaHaM BO3MOXKHOCTh THOKOTO TIOAXOAa HpH
OTPECNICHUN TPaHUIl MPUEMJIEMOCTH BBIPAXXEHUS MHEHHS B COOTBETCTBHH C HX
COOCTBEHHOH KyJIbTypOM W TpPaBOBBIMH TpagunusMH. TeM He MeHee, Ha
OTpEeZeNIeHHOW cTaauu OyAeT MPUMEHHMO MEKAYHapoaHOE IpaBo B 0o0JIacTH Ipas
yeynoBeka. Tak, B ciydyae YTrOJIOBHBIX 3aKOHOB O au¢daManui, HEYBaKCHHH K
BIACTAM W OCKOpDOJNCHWH, pacHpOCTPAHSAIOIIMXCS Ha BBIPAXKEHHWE MHEHHUS B
WntepHere, mnpuaercs yOeAWTENbHO JOKa3blBaTh, YTO OTH MEpPBl  SBISIOTCS
COpa3MEpHBIMH, Ie1ecO00pa3HbIMH U MHHHMMAaJIbHO WHTPY3UBHBIMH. B Tex ciydasx,
KOTZla B OJHOHM CTpaHe COJepKaHWE NaHHBIX SBISIETCS HE3aKOHHBIM, a B JPYyroi
CTpaHE €ro IPOU3BOACTBO U pPACHPOCTPAHEHHWE pa3pelICHbl, TOCYAapcTBaM
norpedyercst COCpEeJOTOYUTh BHHMAaHHE Ha Mepax YrojJOBHOIO IIPaBOCYAHsS B
OTHOIIGHNHW JUI[, OCYHIECTBJAIONUX AOCTYNl K COICpPXXAHHWIO JaHHBIX B Ipeesax
Hal[MOHAJbHOW IOPUCAWKINHM, a HE B OTHOIIEHHUH COAEPXAHWS JIaHHBIX,
MIPOU3BEACHHOTO 3a IPEJeNaMy CTPaHBI.

JleATeIbHOCTh MPABOOXPAHUTEIbHBIX OPraHOB M
NpoBeJeHUE PACCIeAOBAHUI

18. Cabiue 90 MPOLEHTOB CTpaH-pECIIOHICHTOB coo0maror, 4TO
MIPaBOOXPAHUTEIbHBIM OpraHaM CTAHOBUTCS M3BECTHO O JACSHHIX B oOyacTu
KHOEPIPECTYITHOCTH W3 COOOIIEHMH YaCTHBIX JHII HMJIM OpraHU3alil, CTaBIINX
KEPTBAaMHU TakoH pedTenbHOCTH. [lo OIEHKaM CTpaH-peCHOHJEHTOB, TOJUIUSA
MOJTy4aeT COOOMICHHUS O BUKTHMM3AIMM B PE3yiabTaTe KHOEPNPECTYMHOCTH B OJHOM
MpOLEHTe ciydaeB wiM Oonee. B ogHOM TmnoGanbHOM 00CIENOBAHMHM YacTHOTO
ceKTopa yka3aHo, dYro 80 TIPOIEHTOB YACTHBIX JHI, CTaBIIMX JKEPTBAMHU
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KHOEPIPECTYITHOCTH, B MOJHUIMIO O HpecTyIieHnH He coobmaror. Tor daxt, uro
JMIONM PEAKO OOpamaloTcs B IONHIUIO, OOBSICHAETCS TEM, YTO OHHM HE 3HAIOT O
BUKTHMHU3AIMN M O MEXaHHU3Max cooOImeHus WHGOpMAlUH, OIIYIIAIOT CTBIA HIH
HEJIOBKOCTh B CBSI3U C TE€M, UYTO OHHU CTaJH >KEPTBAMH NPECTYNHUKOB, & KOPIIOPALUU
OTacaroTCsl BO3MOXXHOTO DENyTallMOHHOTO pHCKa. [0CynapcTBEHHBIE OPTaHbl CTpPaH
BCEX PErHOHOB MHpa co00ImanT 00 MHWIHMATHBaX, HAIPABICHHBIX HAa ITOBBIIICHUE
YPOBHS NpEACTaBICHUS HHYOPMALUK O COBEPIIECHUH NPECTYIUICHWH, B TOM YHCIE O
CHUCTEMaxX, IO3BOJIAIONIMX COOOWaTh O TMPEeCTyIIeHUsX 1o VIHTepHETYy W TOpSIuuM
Teae(OHHBIM  JUHUSAM, KaMIIaHWAX 10 MOBBIIICHHIO HH()OPMHPOBAHHOCTH
OOImIECTBEHHOCTH,  KOHTAaKTax C  YacTHBIM  CEKTOPOM W aKTHUBU3ALUU
nHGOPMAIMOHHO-TIPONIAraHANCTCKON JeSITENbHOCTH HOJUINH " oOmeHe
nHpopmanueii. OgHako Mepsl OOpPHOBI C KHOEPHPECTYMHOCTHIO, NMPUHHUMAEMbIE B
MOpSAJKE PEearupoBaHHS HA COBEPIICHHBIE NMPECTYIUICHHS, JOJKHBI CONPOBOXKIATHCS
CpPEIHECPOYHBIMH W JOJTOCPOYHBIMM  TAKTHUYECKHMMH  pacclIelOBaHUSIMH B
OTHOIIEHWW PBIHKOB IPECTYNHOCTH M  Pa3pabOTYMKOB MNPECTYMHBIX  CXEM.
[TpaBoOXpaHHUTENbHBIE OpPTaHbl Pa3BUTHIX CTPaH pabOTAOT B 3TOH 00IacTH, B TOM
qHClie WCIONb3Yysl ACHCTBYIONME IO NPUKPBITHEM MOIPA3JEICHHUS 10 BBISBICHUIO
IpaBOHApyIINTEIeH Ha calTaXx CONHUANbHBIX CeTed, B dYarax W T1pu oOMeHe
MTHOBEHHBIMH  COOOIIEHWSMH W  TONb30BAaHMM  MaTepHajaMH  COBMECTHOTO
monp3oBaHus ("P2P"). TpymHocTH mpH  pacciefOBaHWHM KHOEpIpeCTyIUICHUN
CBSA3aHBl C HCIOJb30BAHHUEM IIPECTYNTHUKAMH HOBAaTOPCKHUX IPECTYMHBIX METOJOB,
CIOXXHOCTSIMH B MOJYYEHHHM JOCTyla K OJICKTPOHHBIM JOKa3aTeIbCTBAM H C
BHYTPEHHUMH  OTPAaHWYECHHSIMH B  OTHOLUICHWMH pPECypcoB, IOTCHOHada |
MaTepuaIbHO-TEXHUYECKUX BO3MOXKHOCTel. Ilomo3peBaeMble YacTO HCIOJIB3YIOT
TEXHOJIOTMH aHOHUMH3ALUU W 3aIyTHIBAHUS CIEAOB, U HOBBIE TEXHOJOTHH OBICTPO
MOJy4aloT pAaclpoCTpaHEHHE B MPECTyMHOM MHpe Omaromapss OHJIAHHOBBIM
MPECTYIIHBIM PHIHKAM.

19. JHnsa paccienoBaHuss KHOEPNPECTYIUIGHHH MPAaBOOXPAHUTEIbHBIM OpraHam
HeoOXOJMMO HCIIOJNB30BaTh KaK TpPAAWIHOHHBIE, TaK W HOBBIE METOABI PabOTHI
MOMUIMH. B TO BpeMs Kak HEKOTOpPbIE CIEACTBEHHbIE MACHCTBHA MOTYT OBITh
OCYIIECTBIICHBI Ha  OCHOBAaHMM  TPAAWNHOHHBIX  IOJHOMOYHI, MHOTHE
IpoleccyaNbHbIe IOJIOKEHUs, B OCHOBE KOTOPBIX JIC)KHT HPOCTPAHCTBEHHBIH,
OpPHEHTHPOBAaHHBIH Ha TMpPEAMETHl MOAXOJ, TPYJHO TIPUMEHATh B CHUTYalHsX,
CBA3aHHBIX C XPaHEHHEM OJJIEKTPOHHBIX MAHHBIX M TMOTOKAMH IaHHBIX B PEXHUME
peadbHOTO BpeMEHH. B BONpOCHHWKE, NOATOTOBIEHHOM B MENAX IPOBEICHUS
UCCIIEJOBAHNS, YKa3bIBAJIHCh AECITh METOAOB PACCIENOBaHUS KHOEpIpPEeCTYIUICHUH
HaunHas C TakWX [OJHOMOYMH O0Omero xapakrepa, Kak INpOBEIEHHE OOBICKa U
BBIEMKH, 710 CIIENHAIN3WPOBAHHBIX METOJOB, TAKHX KaK COXPAaHEHHE KOMIIbIOTEPHBIX
naHHbIX’. Yame Bcero cTpaHel coOOmany O HAIWYUHM MOJHOMOYHI obmero
Xxapakrtepa (HE CHENUaJIbHO TNPEJHA3HAUYEHHBIX M KUOepmpecTyIUIeHui) B
OTHOIIGHWU BCEX CIIEACTBEHHBIX MEPONPHUATHHA. Psix cTpan Takxke cooOmMIN o

N

OO6BICK KOMITBIOTEPHOTO aMIapaTHOro 00eCneyeH s HIId KOMITBIOTEPHBIX JaHHBIX; BEICMKA
KOMIIBIOTEPHOTO annapaTHoro 00ecrneyeHus WM KOMITBIOTEPHBIX TaHHBIX; PACHOPSIKEHHE O
MpeAOCTaBICHUU HH(DOPMAIIUU O MOAMUCYHKAX; PACIIOPSIKCHHIE O MPEJOCTABICHUN XPaHUMBIX
MAHHBIX O MOTOKaX HHGOPMAaLUHU; PACTIOPSKEHUE O MPEAOCTABICHHH XPAHUMbIX JaHHBIX O
cofepkaHnuu; cOOp B pexkuUMe peajJbHOr0 BpEMEHHU MaHHBIX O MOTOKax uH(opmaiuu; coop B
peXuMe pealbHOrO BpeMEeHH HH(GOPMALUK O COACPKAHUN TaHHBIX; OTIEpaTUBHOE oOecIeueHne
COXPAHHOCTH KOMIBIOTEPHBIX JaHHBIX; UCIIOJIB30BAHUE YIaICHHON KOMITBIOTEPHO-TEXHUYECKON
9KCHEPTU3BI; U TPAHCTPAHUYHON JOCTYH K KOMIBIOTEPHOU CHCTEME HIIU TaHHBIM.
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HaJUYUU  3aKOHOJATENBHBIX  TOJIOKEHHH,  KacaroIIUXCi  HETOCPEACTBEHHO
KHOEpIPECTYITHOCTH, B YacCTHOCTH C IEJIbI0  ONEPaTHBHOTO  OOecHeYeHUs
COXPAaHHOCTH KOMIBIOTEPHBIX JAHHBIX W  TOJIYYCHHS XpaHUMBIX  JIAHHBIX
nognucyuka. MHorue  cTpaHbl  cooOmMIM 00  OTCYTCTBHM  IOPUANYECKHX
MIOJTHOMOYNH B OTHOIIGHWM NPHMEHEHHs Oojee NPOABUHYTHIX MeEp, TaKHX Kak
yoaJeHHas  KOMIBIOTEPHO-TEXHMYECKass ~ JKCIepTH3a.  XOTS  TpPagWIHOHHBIE
IpolecCyaNbHbIe IOJHOMOYHS MOTYT HPHMEHSATBCS B CHTyalUsX, CBSI3aHHBIX C
KHOEPIPEeCTYIUICHUAMH, BO MHOTHX CJIydasX Takod IMOAXOZ MOXKET TakKXe NPUBECTH
K BO3HMKHOBEHHIO IIPaBOBOW HEONPEAENEHHOCTH M IIOCTaBUTh 0], COMHEHHE
3aKOHHOCTH cOOpa 10Ka3aTeNbCTB M TaKUM 00pa3oM JOMYCTHMOCTH J0Ka3aTeIbCTB.
B memom, HanuoHambHBIE MOAXOABl K IOJHOMOYHSAM IO  PAaccleTOBaHUIO
KHOCPIPECTYIUICHUH  ABISIOTCS  MEHEe  eIMHOOOpa3HBIMHM, YeM  IOAXO0X K
KPpUMHUHAJIN3AaMI MHOTHX KHOEpIpeCTyIUICHHH.

20. HesaBucuMo oOT TmpaBoBOH  (GOPMBI  MOJHOMOYHH TIO  TNPOBEIACHUIO
paccienoBaHMKH  BCE TNPEACTABUBINME OTBETH OpPraHbl  HCIOJNB3YIOT  IPaBO
MPOU3BOACTBA OOBICKA M BBIEMKH IS (U3MYECKOTO M3BATHS KOMIBIOTEPHOTO
000pyIOBaHNA M TOJNydYEHHUS KOMIIBIOTEPHBIX JAHHBIX. BOJBIIMHCTBO CTpaH Takke
UCHOJB3YIOT PACIOPSIKEHHS B IEJAX IMOJyYEHHUS XPAHUMBIX KOMIBIOTEPHBIX ITAaHHBIX
0T moCTaBIIMKOB ycuayr MHTepHera. OfHAKO, 32 MCKIIOYEHHEM E€BPOINEHCKHX CTpaH,
OKOJIO OJHOW TpeTH TOCYIapCTB COOOIIAIOT O TOM, YTO TPEThH CTOPOHBI B
paccieoBaHMM TPYAHO 3aCTaBUTh NPeAOCTaBiATh HHpopmanuoo. OKoI0 Tpex
YeTBEpTEH CTpaH HCIOJB3YIOT CIENUATbHBIC CIEICTBEHHBIE MEpHI, TaKue Kak cOop
JaHHBIX B pPEXHME pEaJbHOTO BpPEMEHHM WM OIepaTHBHOE oOecredeHne
COXPaHHOCTH HaHHBIX. JIIsI TpHUMEHEHHWs CIEICTBEHHBIX Mep OOBIYHO TpelyeTcs
MUHUMaJIbHOE KOJMYECTBO II€PBOHAYAIBHBIX JI0Ka3aTENbCTB HIM COOOIIEHHE O
kubepnpectyuiennn. JJns npuMeHeHus 0osiee MHTPY3UBHBIX MeEp, TAKHX KaK MeEpBI,
CBA3aHHBIE CO COOPOM MAAaHHBIX B PEXHMME pEATbHOTO BPEMEHHM WM JOCTYIIOM K
COJIEpP)KaHUIO JaHHBIX, 4aCTO HE0OXOAUMO coOnofeHne 0oJiee >KECTKOTO KpHUTEpHs,
HalmpuMep, HalWdWe CBUACTEILCTBA COBEPIICHUS CEPHE3HOTO  JCSHHUS WU
JI0Ka3aTeIbCTBA BEPOSATHON NMPUYMHBI MM Pa3yMHBIX OCHOBaHUH.

21. Ocobenno CIO0KHBIM SIBIISIETCS B3aUMOJEHCTBHE MEXIY
MPaBOOXPAHUTENbHBIMH ~ OpPTaHAMH W  TNOCTaBIUKaMH  ycayr  VHTepHeTa.
[MocraBmuku ycayr pacmojaraloT wuHQopManuedr 00 aboHEeHTaX, CUYETaMH-
¢dakTypamMu, HEKOTOPHIMH J>XypHallaMH CBsI3W, WH(OpMaIueii O MEeCTOIOJIOKECHUU
(HanmpuMep, MOCTABIIMKH YCIYyT MOOWIBHON CBA3M MMEIOT WH(GOPMAIMIO C aHTEHH
COTOBOW CBSI3M) W COACPKAHWU IaHHBIX — BCE 3TO MOXET MPEACTABIATH COOOU
Ba)kKHeHIIHe ANEKTPOHHEIE JI0Ka3aTelIbCTBa COBEpIICHUS MPECTYIUICHHUS.
OO0s3aTenscTBa,  MPEAYCMOTpPEHHBIE  HAallMOHAJNBHBIM  3aKOHOJATENHCTBOM, H
MOJINTHKA B 0OJAacTH XpaHEHHWs H PACKPBHITHA [aHHBIX B YaCTHOM CEKTOpe
3HAYUTEIBHO DPA3IUYAIOTCA B 3aBUCHMOCTH OT CTPaHbBI, OTPAacid W BUIA JaHHBIX.
CrpaHBl COOOMIAIOT, YTO dYamle BCETro IONY4YeHHE TOKA3aTeNbCTB OT IMOCTaBIIUKOB
YCIIYT OCYIIECTBISIETCS Ha OCHOBE CyHeOHBIX pacmopspkeHHil. OJTHAKO B HEKOTOPBIX
coy4dasx  TNPAaBOOXPAHUTEIBHBIM  OpraHaM  yAaeTcs  HampsAMyl  TONYy4YUTh
COXpaHEHHEIE IaHHBIe 00 aboHEHTe, NaHHBIE O Tpaduke W Naxke HHOOPMAIUIO O
CO/IepXXKaHWU JaHHBIX. B 3TOH CBA3M OpraHM3aIMM YacTHOTO CEKTopa dacTo
cooOmarwT Kak o 0a30BOH MONUTHKE COONIONEHUS HaIexamed ImpaBOBOU
MPOIEIYPHl B BOMPOCAX PACKPHITHS NAHHBIX, TaK U O JOOPOBOJIBEHOM BHITIOJIHCHUH B
OTIpeNeNeHHBIX 0OCTOSATENBCTBAX IMPSAMBIX 3alPOCOB MPaBOOXPAHUTEIBHBIX OpPTaHOB.
HeodunnanbHple  OTHOMICHWS  MEXIy I[PAaBOOXPAaHUTSIHHBIMH  OpPTaHaMH U
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MMOCTaBIIMKAMHU YCIYT, O CYIIECTBOBAaHUU KOTOPHIX COOOIIAOT O0jee MOJOBHHBI BCEX
MPEACTAaBUBIINX OTBETHl CTpaH, MOMOTAIOT B Tpolecce oOMeHa wWHpopManuend wu
ykperaeHud JoBepus. OTBETH CBUACTEIHCTBYIOT O HEOOXOAMMOCTH HAXOXKICHHS
Oamanca MeXIy KOHOQHUICHIMATHPHOCTBIO W COOIIONEHHEM IPOIECCYalbHBIX HOPM,
MTO3BOJISAIONIET0 CBOCBPEMEHHO PACKpBIBATh MOKA3aTeNbCTBA, C TEM YTOOBI YaCTHBIN
CeKTOp HE TMpeBpaTHWIICS B HENPEONOIMMOE TMPEMsATCTBHE TIPU TPOBEICHUU
paccienoBaHUU.

22. PaccienoBaHue KuOepnpecTyIieHni HEHU3MEHHO CONPSIKEHO c
coOOpakeHUSIMH ~ OOEcIeYeHHsI  HENPUKOCHOBEHHOCTH  YacTHOM  JKHM3HH B
COOTBETCTBUHU C TOJIOKEHUSIMH MEXIYyHApOIHOTO IpaBa B OOJAcTH MpaB dYeIOBEKa.
CornacHoO HOpMaM B OOJIACTH IIpaB YEJIOBEKAa B 3aKOHOAATEIbCTBE JOCTATOYHO SCHO
JOJDKHBI OBITH HM3JI0XKEHBI OOCTOSTENBCTBA, NPU KOTOPBIX BIACTH HMEIOT IIPaBO
IPUMEHATh TE€ WIM WHBIE CIEICTBEHHBIE MACHCTBHA, W JOJDKHBI CYIIECTBOBATh
Hajuexamue u 3(Q(EeKTHBHBIE TapaHTHH HENOMyIIeHHs 3JoynoTpedneHnid. CTpaHbl
COOOIIAaIOT O TOM, YTO HAIMOHAIBHOE 3aKOHOAATENHCTBO 3alllMIIAECT IPaBO Ha
HENPHUKOCHOBEHHOCTh YAaCTHOM JXU3HHU, a TAaKXKE O psAAe OrPaHWYCHWHA M TapaHTuil B
CBA3M C TIIpOBeACHHMEM paccienoBaHunii. OpHako B ciydae IpOBEJIEHUS
TPaHCHAIIMOHAJIBHBIX PACCIEAOBAaHUI BO3HHMKAET HEMPEICKAa3yeMOCTh B OTHOIICHHUU
BO3MOJKHOCTH JOCTyHa K JAHHBIM CO CTOPOHBI MHOCTPAHHBIX MPaBOOXPAHUTEIbHBIX
OpraHOoB W TIOTCHIHAJbHBIE IOPUCIUKINOHHBIE IPOOENBl B pPEXHUMax 3al[UTHI
HENPHUKOCHOBEHHOCTH YacCTHOW KHU3HHU.

23. Cpbiie 90 mNpPOUEHTOB OTBETHBUIMX HAa BONPOCHUK CTpPaH HNPUCTYNMIH K
CO3/1aHHUIO CHeUaJIN3UpPOBaHHBIX CTPYKTYD JUIS paccienoBaHus
KHOepIpecTyIIeHUH " MIPECTYIUICHNUH, CBSI3aHHBIX c JIEKTPOHHBIMH
nokazatenbeTBamMu. OfHAKO B Pa3BUBAIOMIMXCS CTpaHaX Ha 3Ty JESATEIBHOCTh
BBIJIETISICTCS. HEJOCTATOYHO PECYPCOB, M OIIYIIAETCS HEAOCTATOYHOCTH MOTCHIHAJA.
B cTpaHax c HHU3KMM YpPOBHEM pa3BUTHS B TOJUIUN 3HAYUTEIHHO MCEHBIIE
crnenuanuctoB: npumepHo 0,2 cnenuanucra Ha 100 000 monb3oBareneit MHtepHera
B CTpaHe. B pa3BHTHIX CTpaHax 3TOT IOKa3aTedb OT JBYX JO IIATH pa3 BBHIMIE.
CornacHo NMONMy4YeHHOH HH(OPMAaIUH, CEMbAECIT IMPOLEHTOB CIEHUATH3UPOBAHHBIX
COTPYAHHMKOB IIPAaBOOXPAaHUTEJIBHBIX OpPraHOB B MEHEE pa3BUTHIX CTpaHaX He
00nanaloT HEOOXOAMMBIMH HaBBIKAMH pPAabOTBI € KOMIBIOTEPOM U HE HUMEIOT
000pynOBaHNA, U TOJBKO TOJIOBHHA COTPYAHHKOB IPOXOISAT HOATOTOBKY Oosiee uem
oIuH pa3 B roj. CBBINIE MOJOBUHBI MPEACTABUBIINX OTBETHI CTpaH AQPHUKH M OJHA
Tpetb cTpaH CeBepHoil M HOxHON AMepHWKH COOOIIAIOT, YTO NMPAaBOOXPAHUTEIHHBIC
opraHsl HE paclojaraloT JOCTaTOYHBIMH pecypcamMH Uil  pacclefOoBaHUS
kubepnpectyuiennii. Ha oOmeMupoBOM ypoBHE KapTHHA, BEPOSITHO, emie Xyxe. B
paMKax TIpOBEAEHUS [aHHOTO HCCIICJOBAHMS OTBETHl, K IPUMEPY, NPEACTABHIN
auwp 20 npoueHToB u3 50 HauMeHee pa3BUTHIX CTpaH B Mupe. Bce mpencraBuBLine
oTBeTHl cTpaHbl Adpuku u Oomee 80 mpomentoB crtpaH CeBepHoit m IOxHOU
Awmepuxu, As3unm u OKeaHMH COOOIIMIM, YTO OHM HYXAAIOTCI B TEXHUYECKOH
nomomu. Hambornee dwacrto ymoMuHamach HEOOXOAMMOCTH OKa3aHHS TEXHHUYECKOMH
MIOMOIIM B Takoi oOnacTH, Kak oOIIMe METOMbl paccieloBaHHUs KHOEepIpecTyIUICHUH.
W3 ctpan, Hyxpaomuxcs B mnomomu, 60 THpPONEHTOB yKa3aaH, 4YTO B IIOMOIIU
HYXXZAI0TCA MPABOOXPAHUTEIbHBIE OPTaHBI.
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VII.

JJIeKTPOHHbIE 10KA3aTeJILCTBA U MePbI B 00J1aCTH
YI0JIOBHOTO PABOCYAUS

24. ]Jloka3aTesbCTBa MPEACTABISAIOT cO00H CpeacTBa, MpU MOMOIIM KOTOPBIX B XOJ€
cyneOHOro pa30MpaTenbCTBAa YCTaHABIMBAIOTCA (AKTHI, KacaroNUecs BHHOBHOCTH
WIM HEBUHOBHOCTH JIMIA. DJIEKTPOHHBIE HOKA3aTeIbCTBA — 3TO BCE CPEACTBA TAKOTO
poma, CymecTBYIONIHE B OJIEKTpOoHHOH (wnum 1mudposoit) ¢opme. OHEM MOTyT
MPEJCTaBIATh CO00H XpaHUMbIE WM BpeMEHHbIEe JaHHbIe. OHM MOTYT CyIIECTBOBaTh
B BHUAEC KOMIBIOTEPHBIX (haiiaoB, mepenad, >KypHAJIOB, METaZaHHBIX MJIH CETEBBIX
naHHbIX. CyneOHas mudpoBas 3KCIEpTH3a NMPEANoNaracT BOCCTAHOBICHHE 3a4acTylo
HEYCTOWYMBOW M JIETKO TOABEPKEHHONW HCKAXEHHI0 HMH(OPMAaIUHU, KOTOpas MOXKET
UMETh [JOKa3aTeJIbHYI0 I€HHOCTb. MeToasl CyJeOHOH OKCHEPTHU3Bl BKIIOYAIOT
co3JaHWe KOMHMHA XpaHWUMOW W yrnaleHHOW mH(popMmManmuu mo mpuHOuny "Out B Out",
"ONOKMPOBKY 3amucu" B MENAX HEIONMYyNIeHWsS BHECEHWS H3MCHEHHH B HMCXOITHBIC
JaHHBIE ¥ HCIIOJB30BaHMWE KPHUNTOTPAaUUYECKUX XOMI-KOAOB MM  IUPPOBBIX
MoJNuCeH, KOTOpbIE MOKA3bIBAIOT Haluune u3MeHeHWHd B mH(opmannu. Iloutnm Bce
CTpaHbl COOOIIMIM O HAJUYHMM OIpPEJEICHHBIX BO3MOXKHOCTEH B 00macTu cyneOHOM
nuppoBoil  3KcmepTH3bl. B TO  Ke BpeMs MHOTHE CTpPaHBI-PECIOHJCHTHI,
MPEJICTABIISIOMAE BCE PErHOHBI, OTMEYAIOT HEXBaTKy CyIEOHBIX OKCHEPTOB,
paznuuus B BO3MOXHOCTAX, MMEIOIIMXCA Ha (eaepaqbHOM YpOBHE M Ha YpPOBHE
cyObeKkToB (enepannuu, OTCYTCTBHE HMHCTPYMEHTOB Ui TIPOBEACHHSA CyAeOHOM
OKCHEPTHU3Bl M 3aJEpPKKH H3-32 OTPOMHOTO KOJMYECTBA JAHHBIX, KOTOpPBIE
HeoOXoauMO TpoaHanu3upoBarh. [1oM0BMHA CTpaH COOOMIAIOT, YTO MOJO03PEBAEMbIC
MOJIB3YIOTCS IN(POBAHNEM, YTO 3aTPYAHSET U 3aJEp)KHBAET IOJNydYeHHE AOCTyNa K
TaKoTO poja JI0Ka3zaTeNbcTBaM 0e3 Kiroda pacmudpoBaHus. B OonpmmMHCTBE CcTpaH
AQHAJIM30M JJIEKTPOHHBIX JJOKa3aTEeJbCTB 3aHMMAIOTCSI IPABOOXPAHUTEIBHBIE OPTaHBbI.
OpHaKo MPOKypopaM HEOOXOIMMO M3YyYUTh M IOHATH 3JIEKTPOHHBIE HOKA3aTelbCTBa,
9TOOBI 0Ka3aTh CBOIO BEPCHIO B cyae. Bce cTpaHbl AQpuKM M OfHA TPETh CTPaH B
JIPYTHX perHoHax COOOIAIOT O TOM, YTO HPOKypaTypa HE pacrmojiaraer s 3TOTo
JIOCTaTOYHBIMH pecypcamMu. Y COTPYAHHKOB TIPOKYpaTypbl HAaBBIKM paboOTHl C
KOMIIBIOTEPOM OOBIYHO HHXKE, YeM Yy clemoBaTesed. Bo BceM Mwupe OKoso
65 MPOIIEHTOB  CTPaH-PECIOHIEHTOB CcOOOMmMAIT O TOoW wiIM HWHOH (dopme
CHEeIUaJIN3alluid COTPYIHUKOB IIPOKYpaTypsl B BOIPOCaX KHOEPIPECTYNHOCTH.
Jlnme 10 mpoumeHToB cTpaH cOOOMIAIOT O HAJMYWU CIENHATH3UPOBAHHBIX CYAEOHBIX
cnyx6. IlomaBnsromee OONBIIMHCTBO €1 O KHOEPHPECTYMHOCTH paccMaTpUBAIOT
CyZIbH, HE SIBJISIONINECS CIENHAINCTAaMH B 3TOH ob0nacth, kotopblie B 40 mpomeHTax
CTPaH-PECIOH/IEHTOB HE IPOXOJAT HMKAKOTO OOYy4EeHHs IO BOIPOCAM, CBSI3aHHBIM C
kubeprnpecTynHoCcThi0. Oco00 TNPHOPUTETHYIO 3aAady IPEACTaBIseT coOoi
MOJrOTOBKA COTPYIHUKOB CyHAeOHOW CHCTEMBI B OOJAacTH 3aKOHOJATEIbCTBA IO
60oppbe ¢ KHOepHpecTyMHOCThIO, cOOpa TOKa3aTeNbCTB W 0a30BOTO W YIIyOJIEHHOTO
KOMIIBIOTEPHOT'O O0ydICHHUSI.

25. Cpbimie 60 mpPOUEHTOB CTpPaH, MPEACTAaBUBIIMX OTBETHl, HE MPOBOAST
IOPUANYECKOTO  pas3iIu4Ms  MEXAY  OJJCKTPOHHBIMH  JOKa3aTedbCTBAMH |
BEIIECTBEHHBIMHU JI0Ka3aTENbCTBAMH. XOTS IOAXOABI Pa3IUYaIOTCS, MHOTHE CTPaHbI
CYMTAIOT 3TO ONTHUMAJBHON NPAKTUKOH, IMOCKOJBKY TakOW IMOAXOX obecrednBacT
JIOCTaTOYHYI0 JOMYCTHMOCTH JOKa3aTelIbCTB HApsAIy CO BCEMH JPYTMMH BHJAMU
JI0Ka3aTeNbeTB. P HEEeBpONEHCKMX  CTpaH HE  NPHU3HAIOT  3JIEKTPOHHBIE
JI0OKa3aTeNbcTBa ~ BOOOmE, B  pe3yiaprare d4ero cyaebHoe  IpeciieoBaHUE
KHOEepIpEeCTYIUICHUH, PaBHO KakK M JIOOBIX APYTHUX MPECTYIUIEHUH, 10Ka3aTelbCTBOM
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KOTOPBIX SABJIACTCA JJIEKTPOHHAA I/IH(l)OpMaI_lI/I}I, HEBO3MOXHO. B TO BpEMs Kak
0OBIYHO B CTpaHaX HE€ HUMECTCA OTHACIBbHBIX MNpaBUJI AOKAa3bIBaHWSA B OTHOIIECHUH
QJIEKTPOHHBIX AOKA3aTCIbCTB, PAA CTPAaH HA3BAJIMW CICAYIOMIHWEC IMPUHIUIBI: IIPaBUIIO
HaWJIy4YIIUX JOKa3aTE€JIbCTB, OTHOCHUMOCTH JOKa3aTE€JIbCTB, IPABUJIO B OTHOIICHUHU
MMOKa3aHUU ¢ YyXHUX CJIOB, INOAJIAHHOCTE MW NEJIOCTHOCTH — BCE€ OHHU MOTYT OBIThH
HEMOCPEACTBEHHO NPUMEHHUMBI K JJIEKTPOHHBIM JOKa3aTCJIbCTBaAM. Mmuorue CTpaHbI
IMOAYECPKUBAIOT CJIOXKHOCTH OTHECCHUSA ,I[CHHI/II\/'I Ha CYET KOHKPETHOro Juma #u
OTMEYAIOT, YTO 3TO YAaCTO 3aBHUCHT OT KOCBCHHBIX NOKa3aTCJIbCTB.

26. BBuay mnpobiaeMm, C KOTOPBIMH HPHUXOAUTCS CTAIKHUBATHCSA CJIEIOBATEISIM
MPaBOOXPAHUTEIbHBIX OPTaHOB W  COTPYJHHKaM IPOKypaTypbl, IOKa3aTelu
MPUBJICYCHNS JIMI, BUHOBHBIX B COBEPIICHWH KHOEPHpPECTYIUIEHUH, K CyaeOHOM
OTBETCTBEHHOCTH HH3KH. B OTHOIICHMH TPECTYNJICHHWH, CBA3aHHBIX C JETCKOMH
nopHorpadueii, MNPOLEHTHass O MOJ03PEBAaCMbIX, BBISBICHHBIX B CBSI3H C
3aperuCTPUPOBAHHBIMY TOJIHIHEH NPECTYIUICHUAMH, CONOCTaBUMO C CHUTyallMed B
OTHOIIGHWU JIPYTMX TPECTYIJICHUH CeKCyaJdbHOro Xxapakrepa. OpmHako Jois
MOJI03pPEBAEMBIX B COBEPIIGHWH  TAaKUX  3apETHCTPUPOBAHHBIX  IONHIHEH
MPECTYIUIEHNH, KaK HE3aKOHHBIM JOCTYHN W KOMIIBIOTEPHOE MOLICHHHYECTBO HIIN
OMJIOL, cocTaBisieT Juwb 25 mnopo3peBaeMblx Ha 100 mnpecrymieHuid. OueHb
HEMHOTHE CTpaHbl CMODIM TMPEACTABUTh [aHHBIE O YHCIE JHI, IOABEPTHYTHIX
MPECIECIOBAHNI0 B CyAeOHOM TMOpsAKe, WM OCyXIeHHbIX. OIHAKO MJaHHBIE B
OTHOIICHNN KUOEpPHpPEeCTYyIUIEHHH B OZHONH CTpaHE MOKAa3bIBalOT, UYTO COOTHOIIEHHE
qHClIa OCYXACHHBIX M 3apETHCTPUPOBAHHBIX MPECTYIUICHUH 3HAYMTEIHHO HIDKE, YeM
B ciy4ae Apyrux "OOBIYHBIX" MPEeCTYIUICHUH.

MexkayHapoaHOe COTPYAHUYECTBO

27. CrpaHbl, TpeACTaBUBIINE OTBETHl HAa BONPOCHUK, MOATOTOBJICHHBIM B IEAX
MPOBEACHUS  HCCIeqOoBaHusA, coobmarT, 4to oT 30 mo 70 TpPOUEHTOB
KHOepIpecTyIIeHU HOCAT TpaHCHAI[MOHANBHBIA XapakTep U CBA3aHBI C BONPOCAMHU
MPOBCACHNA TpaHCHAOUMOHAJIBHBIX paCCJ’Ie}IOBaHHﬂ, CYBCPCHUTCTA, IHOPUCIAUKIINHU,
9KCTEPPUTOPUANBHBIX  JIOKAa3aTeNbCTB U HEOOXOAMMOCTBIO  MEKAYHapOJHOTO
COTpY/IHUYECTBA. Kubeprpectymenus MpUOOpeTaoT TpaHCHAIIMOHAbHBIN
XapakTep B TOM CJIy4ae, eClii KaKoi-1u00 3JIEMEHT MM CYIIECTBEHHOE IOCIIE/CTBUE
HNPECTYILUICHUS IPOSBISAIOTCA Ha TEPPUTOPUU APYrOM CTpaHbl MIJIM €CJIM 4acThb
COBEPIICHUS NPECTYIJIEHUS IPOUCXOAUT HA TEPPUTOPUM  JPYrOM  CTPaHBIL.
MexayHapoaHoe IpaBO IMpeaycMaTpUBAeT psiJi OCHOBAaHUN /s IOPUCOUKLHMHU B
OTHOLICHHUHU TaKHuX Lle)lHHfI, B TOM 4YHCJEC pa3jJuvYHbIC BHUJAbl HOPpUCAUKIUN II0
TEPPUTOPUAIBHOMY NPUHLUUIY U IOPUCAUKLMHU Ha OCHOBE IpaxkjaaHcTBa. HexoTopsle
u3 3TUX OCHOBaHUH 3aKpPCIJICHBI B MHOTOCTOPOHHUX JOKYMEHTax Io
IPEeAYHNPEeXKICHUI0O KUOEpNpecTymHOCTH. XOTs BC€ CTpaHbl EBpPOMBI CUYHUTAIOT, YTO
HalMOHaJbHOE 3aKOHOAATEJIbCTBO OOECHEYMBAET JOCTATOYHYIO OCHOBY IS
KPpUMHUHAJIM3AIMK W TPECcieJ0BaHUs DKCTEPPUTOPHANIBHBIX KHOEpIpecTyIUICHUH,
OKOJIO OJHOW TpeTH A0 Oojiee 4YeM IOJIOBUHBI CTpaH B JPYTHX peruoHax Mupa
YKa3bIBAIOT, UTO TMpaBoBas 0asza  SBJISICTCS  HEJOCTAaTOYHO  pa3BUTOH. B
3aKOHOJATENbCTBE MHOI'MX CTpaH Hallla OTPaXXeHWe ujaes O TOM, 4YTO JUIs
NpU3HAHUS TEPPUTOPHANILHON  IOPUCIMKLIMK BHYTPU CTpaHbl JIOJDKHO  OBITh
coBeplIeHO He o0s3aTenbHO "Bce" mpecTymieHHe. TeppuropuanbHas MPUBA3Ka
MOXET 6])ITI> MMpou3B€ACHAa B OTHOLICHHUU DJJICMCEHTOB WJIN HOCJ'IC[[CTBHIZ JACAHUA, a
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TaK)K€ MECTa HaXOXACHHS KOMIBIOTEPHBIX CHCTEM I JIAHHBIX, WCHOJb3YyEMbIX IS
COBEpIICHUS MpecTyImeHus. B  cimydyae BO3HHKHOBEHHUS  IOPUCAMKIIMOHHBIX
KOH()INKTOB OHM OOBIYHO Pa3pEmIalOTCs C ITOMOIIBIO0 IPOBEICHHUS MEXAY CTpaHaMU
oGUIMANBHEIX W HEOQUIHMANBHBIX KOHCydbTamui. [loka 9TO OTBeTH cTpaH He
CBHJICTENBCTBYIOT O Kakoi-mub0 HEOOXOAMMOCTH B JONOJHHUTENBHBIX (opMax
IOPUCAMKINY B OTHOIICHHH HEKOETO YCIOBHOTO M3MepeHHs "kubeprpocTpancTsa'.
HanpoTtus, ¢opMBl IOPHUCAMKINK ITI0 TEPPUTOPHAIBHOMY IPHU3HAKY M HAa OCHOBE
IPaXAAaHCTBA MMOYTH BCErJa CIIOCOOHBI OOECMEYHTh JOCTATOYHYIO CBSI3b MEXAY
KHOEPIPECTYNICHUAMH U XOTSI OBl OZTHUM TOCYIapCTBOM.

28. @opMBI MEXIYHAPOAHOTO COTPYJHHUYECTBAa BKIIOYAIOT BBIIAYy, OKa3aHHE
B3aWMMHOH TIPaBOBOW IIOMOINM, B3aWMMHOE TPHU3HAHWE WHOCTPAHHBIX CyHeOHBIX
pemeHUt W HeopHIHMANIPHOE COTPYOJHHYECTBO MEXIY OpraHaMd  IOJHITHH
pa3NIHYHBIX CTpaH. BBUIY HEyCTONYHMBOTO XapakTepa IJIEKTPOHHBIX JOKA3aTelIbCTB B
paMKax MEXIYyHapOJHOTO COTPYIHHYECTBa B YrOJOBHBIX BONpocax B oOOmacTH
KHOEPIPEeCTyTHOCTH HEOOXOJUMO CBOCBpPEMEHHOE IMPEACTABICHHE OTBETOB W
HaJu4ue BO3MOKHOCTH oOpamarscs c npoCcKOOi 0 TPOBEACHUH
CIIENMANIN3NPOBAHHBIX  CJIEACTBEHHBIX  NEWCTBHI, TakMX KaK COXpaHEHHE
KOMIBIOTEPHBIX ~ JaHHBIX. B Bompocax  TONy4YeHUS  OIKCTEPPUTOPHATBHBIX
IOKa3aTeNbCTB B  KOHTEKCTE e, CBA3AaHHBIX C  KHOepHpecTyIICHUsIMH,
npeoOiagaroT TpaIWOHOHHBIE (QOPMBI COTpyZHHYECcTBa: cBbiie 70 TPONEHTOB
CTpaH, MPEJCTABUBIINX OTBETHI, COOOIIAIOT, YTO OHH HCHONB3YIOT IS JTHX Ielel
opunuaneHble TPOCHOBI 00 OKa3aHWHM B3aMMHOM MpaBoBOoi moMommu. B pamkax
Takoro O(HIMAIBHOTO COTPYAHHYECTBA B ciiydae HoyTd 60 TPOLEHTOB NMpOChO B
KayecTBe  IIPaBOBOW  OCHOBBI  HCIONB3YIOTCA  JBYCTOPOHHHE  JOKYMCHTEHI.
MHOTOCTOPOHHHE JOKYMEHTHI HCHONB3yIOTca B 20 TmpomeHTax ciy4daeB. Bpewms
MpEeACTaBICHUS OTBETOB B paMKax OQUIMAIBHBIX MEXaHH3MOB COCTaBJSET,
COTJIAaCHO TIONYyYEeHHOH WH(GOPMAINK, TOpANKa HECKONBKHX MECSALNeB B clydae
mpock0d Kak O BbIAaye, TaKk W 00 OKa3aHWM B3aWMHON NPaBOBOW IOMOIIM — TaKOU
CpoK co3naeT mpoOieMsl B neie cObopa HEYCTOHYMBHIX IMEKTPOHHBIX JTOKAa3aTEIbCTB.
Mectpaecsat mpoueHToB ctpan Adpuku, CeBepHoit u HOxHoit AMmepuku u EBpomsl
u 20 mpoueHToB cTpaH Asmm W OKeaHHH COOOMIAIOT O HalWYUU KAaHAJIOB IS
HalpaBJeHUS CPOYHHIX Mpocb0. OgHAKO HEM3BECTHO, HACKOIBKO TaKHe MPOCHOBI
MO3BOJISAIOT COKPAaTHTh CPOK TIPENCTAaBICHHS OTBeTa. lIpuUMepHO [ABE TpeTH U3
MPEACTAaBUBIINX OTBETHl CTPaH HWMEIOT BO3MOXHOCTh HpHOEraTh K pa3dHIHBIM
BHJIaM HEOPHUIMATHHOTO  COTPYOIHHMYECTBA, XOTSA IOJHTHKA B  OTHOIICHHUH
HCIIONF30BaHUA TaKHX MEXaHM3MOB CYIIECTBYET JIMIOb B HEMHOTHX CTpaHaXx.
CymecTBEHHBIM IOTEHIMAIIOM B Jelie COKpAalIeHUs CpOoKa IPEICTaBICHHUS OTBETOB
007aal0T WHUIIMATHBEL B O0JIACTH HEO(DHUIMAIBHOTO COTPYIHHYECTBA M COACHCTBUSA
opUIHaTEHOMY COTPYAHHYECTBY, TaKMX KaK KPYIIOCyTodHble ceTH. OmHAKO OHH
HCIIONB3YIOTCS B HENOCTATOYHONH Mepe — Ha HHUX HPHUXOTUTCA OKOJO 3 TPOLEHTOB
obmero dumcia Jemn O KHOEpPIPECTyMHOCTH, C KOTOPBIMH HMEIOT  Jel0
MIPaBOOXPAHUTEIbHBIE OPTAHbI MPEJCTABUBIINX OTBETHI CTPaH.

29. Odunnanpuble U HEOGUIMAIBHBIE KaHAIBl COTPYNHHYECTBA IPEIHA3HAYCHBI
JUISL PETYIUpPOBAaHUS Ipollecca IONY4YEeHHS COINAacHsi TOCyAapcTBa Ha IPOBEICHUE
WHOCTPAaHHBIMH TIPABOOXPAHUTEIBHBIME OPTaHAMH PACCIIECJOBaHHUN, 3aTPardBalOINX
CYyBEpEHUTET rocyaapcTsa. OnHako cienoBaTeN , CO3HATEIBHO Wi
Oecco3HaTeNbHO, BCE dHame oOpamaroTcss K OSKCTEPPUTOPHUATIBHBIM NAaHHBIM B
mporecce cOopa A0Ka3aTeabCTB, HE HCHpPAIINBas COTIACHUS TOCYIapcTBa, B KOTOPOM
(GU3NYECKN HAXOAATCS 3TH JaHHBIE. DTa CUTyalllsi BO3HUKAET, B YaCTHOCTH, B CBA3H
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¢ OONaYyHBIMH KOMIBIOTEPHBIMH TEXHOJOTHIMH, IPEANONaraloN[UMU XpaHEHHe
NaHHBIX B HECKOJNBKHX IICHTpPaX NaHHBIX B Pa3IUYHBIX TeorpapUUIecKHX TOUKaX.
XoTrs "MecToHaxoXJeHHe" MaHHBIX TEXHHYECKH MOXKET OBITh YCTaHOBICHO, OHO
npuoOperaer Bce Ooiee HMCKYCCTBEHHBIM XapakTep, BIUIOTH JO TOTO, YTO JJaxke
TpaguIIMOHHBIE MPOCHEOBI 00 OKa3aHWW B3aWMHON MPaBOBOM MOMOIIM OyOYT YacTo
HalpaBIATBCA B CTPaHy MeCTa HaxXOXACHHS IIOCTaBIOIMKA YyCIyT, a HE CTpaHy, B
KOTOpOit ¢bu3ngeckn PaCIIONOXKEH LEHTp JIaHHBIX. WHoCcTpaHHBIE
MpaBOOXpaHUTENbHBIE  OpTraHbl ~ MOTYT  HCIOJB30BATH  MPSAMOH  OOCTYm K
SKCTepPUTOPUANBHEIM JaHHBIM B TEX CIy4dasX, KOTIa CJeJAOBATEIH HCIOIB3YIOT
cyllecTBylollee "XKUBOE" MOAKIIOUEHHE C YCTPOMCTBAa IOJ0O3PEBAEMOI0 MJIM KOTAA
CIIEOBATENN HCIIONB3YIOT MONYYCHHOE 3aKOHHBIM 00pa3oM paspemieHrne Ha JOCTYII
Kk naHHeIM. CliemoBaTeN NPaBOOXPAHHUTEIBHBIX OPTraHOB WHOTAA MOTYT IONTydYaTh
NaHHBIE  OT  OKCTPAaTePPUTOPHANBHBIX  MOCTABIIUKOB  yCIyT  MOCPEACTBOM
HEeo(UIHATBHOTO MPSAMOTO 3alpoca, XOTS TOCTaBIIUKH YCIYyT OOBIYHO TpelyroT
coOmomeHnss  HauIeXKamieil  mpaBoOBOM  mpomenypel. B COOTBETCTBYIOMINX
MOJIOKEHUSIX O '"TpaHCrpaHWyHoM'" Jnoctymne, conepxamuxcsi B KoHBeHuuu o
kubepnpectynmaoctn CoBera EBponsl m KoHBeHmMm 0 mpecTymieHHAX B obOmactu
HHOOPMAIIMOHHBIX TeXHOJNOTHH JIUTM apaOCKMX TOCymapcTB, TaKHE CHUTYyallud
YUYUTBHIBAIOTCA HE B NOJHOM Mepe, MOCKOJIBKY YIOp B HHUX Jeiaercs Ha "cornacue"
JMUIA, TPaBOMOYHOIO pPAacCKpHIBaTh JdaHHBIE, M MPEAIONaraeTcs, 4YTO B MOMEHT
IOCTyNa K NaHHBIM WIIH MOJIYYSHHUsS TaHHBIX U3BECTHO MECTO WX HAaXOXKICHUS.

30. BBuay HBIHENIHEW CHUTyamuu B OONACTH MEXIYHApPOJHOTO COTPYIHHYECTBA
BO3HMKAaeT pPHCK OOpa3oBaHUs CTPAHOBBIX TPYIIHUPOBOK, B paMKax KOTOPBIX
CYHIECTBYIOT HEOOXOAMMBIE ITOJHOMOYHS W MPOLEAYPHI IIS COTPYJHHUECTBA MEXAY
BXOASIIMMHU B WX COCTaB CTPaHAMH, HO KOTOPbHIE IO OTHOLICHHIO KO BCEM APYTUM

CTpaHaM  OTpPaHMYMBAIOTCA  "TPaJAWIUOHHBIMH'  BHJAAMH  MEXKIYHapOAHOTO
COTPYAHMNYECTBA, HE YUYHUTHIBAIOIIMMU OCOOCHHOCTH 3JIEKTPOHHBIX OKa3aTEIbCTB H
rmo0anbHBII  XapakTep — KHOEpIpecTYHHOCTH. 3t0 0co0eHHO Kacaercs

COTPYAHMYECTBA IPU MPOBEACHUH paccienoBaHui. OTcyTcTBHE 00miero moaxona, B
TOM 4YHCJIE B paMKaX CYIIECTBYIOIIMX MHOTOCTOPOHHHMX JOTOBOPOB B oOyacTu
KHOEPIPECTYITHOCTH, O3HAYaeT, YTO MOTYT BO3HHKaThb TPYAHOCTH B BBHINOJHEHHUU
mpock0 O NPUHATHM TaKUX Mep, KaK OINepaTuBHOE oOecredeHne COXPaHHOCTH
JaHHBIX B CTpaHax, HE BXOISAIIUX B YHCIO CTpaH, HECYIIHX MEXIyHapOIHbBIC
obOs3aTenbCcTBA B OTHOWIEHHMM  OOECIEYEHHS TaKOro  MEXaHW3Ma W €ro
3a/IeHCTBOBAHMS B Cllydae MOCTYMJICHHS 3amnpoca. BKiIroueHHe TaKWX MOJHOMOYHMH B
npoekt KouBennmmm o knbepOezonacHocTH AQPHKAHCKOTO COM03a MOXKET B
HEKOTOPOH CTENeHM CrocoOCTBOBAaTh JMKBHJIAUHK 3TOro npoberna. Bo Bcem mmpe
pacxoxnaeHns B cdepe oxBaTa MOJOXKEHHH B OTHOLNICHHHM COTPYJHHYECTBA,
COJlep)KalINXCsl B MHOTOCTOPOHHMX U JBYyCTOPOHHHMX JOKYMEHTaX, OTCYTCTBHE
o0s13aTenbCTBA NMPEACTABIATh OTBET B TEUCHHE OIPENEICHHOTO CPOKa, OTCYTCTBHE
JIOTOBOPEHHOCTH O JOMYCTUMOM IPSIMOM JOCTYHE K 3KCTEPPUTOPHAIBHBIM JIaHHBIM,
OonpIIOe YHCIIO HEO(UIMATBHBIX CETEH NMPaBOOXPAHUTENBHBIX OPTaHOB M Pa3JINIHS
B TapaHTHUSAX COTPYOHHUYECTBA MPEICTABISIIOT COOOH Cephe3HbIE NMPOOIEMBI B Aeie
obecrieueHns  3(GGEKTUBHOTO  MEXAYHAPOJHOTO  COTPYIHHYECTBA B  oOyacTu
IEKTPOHHBIX J0KA3aTENbCTB 110 YTOJOBHBIM JEJIaM.

IIpenynpexaenne KuGepnpecTymHOCTH
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31. IlpenynpexieHue MPECTYHHOCTH COCTOMT M3 CTPATeTHH W Mep, HampaBIECHHBIX
Ha CHM)KCHHE PUCKA COBEPUICHMSA NPECTYINICHHH M HEHTPaJIN3alHi0 MOTEHIHAIbHO
BPEAHBIX IOCIEACTBUI AN YacTHBIX JUI M obOmectsa. [loutm 40 mnpoueHTOB
MPEJCTAaBUBIIMX  OTBETHl CTpaH  CcOOOIMAIOT O HAIMYMM  HAIHOHAJIBHOTO
3aKOHOJATEIbCTBA WU IOJMTUKH B 00ONAacTH MpEayNpekIeHHUs KHOEpIpPeCcTyIHOCTH.
Eme B 20 mpoueHTax cTpaH BeneTcs paspaboTka mHHMIUaTHB. CTpaHBl OTMEYAIOT,
YTO K YHCJIYy ONTHMAJIbHBIX BHJOB TPAaKTHKA B OOJAcCTH IperyNpexIeHUT
KHOEPIPECTYITHOCTH OTHOCATCS TNPUHSATHE 3aKOHOB, 3(QeKTHBHOE pPYKOBOACTBO,
pa3BUTHE IOTEHIHAJIa OPraHOB YTOJIOBHOTO TIPaBOCYAHS M TPAaBOOXPAHUTENBHBIX
OpraHoB, HWH(OPMAIMOHHO-NIPOCBETHTEIbCKAS JESATEIBHOCTb, CO3/[aHNWE MPOYHOMN
0a3bpl 3HAHUHM M COTPYAHHYECTBO MEXIy OpPraHaMH TOCYIAapCTBEHHOTO YIPaBICHHUS,
0oOImIMHAMM, YAaCTHBIM CEKTOPOM M Ha MEXAyHapoIHOM YpoBHe. bonee momoBHHBI
CTpaH COOOMIAIOT O HANMYMH CTPAaTeruil MPOTHUBOJAEHCTBUSA KuOepmpecTymHocTu. Bo
MHOTHX CIy4asX CTpaTerudl IPOTHUBOJIEHCTBUS KHOEPHIPECTYNHOCTH SIBISIOTCS
HEOTBEMJIEMON YacCThIO CTpaTeruii obecrnedeHus knbepbdeszomacHoctu. IIpumepHo B
70 mpomeHTax BCEX HANMOHAJIBHBIX CTPAaTeTHH, O KOTOPHIX OblIa NpemocTaBiIcHa
nHboOpManus, MNPHUCYTCTBYIOT KOMIIOHEHTHI, CBfA3aHHbIE ¢ HH()OPMAIHOHHO-
MPOMAraHJuCTCKOW  JESATENbHOCTHIO,  MEXIYHAapOIHBIM  COTPYIHHYECTBOM U
MOTEHI[MAJIOM IPaBOOXPAHUTENBHBIX OPraHoB. B TOM 4TO KacaeTcs KOOpAMHAILWH,
OTBETHl CBUACTEILCTBYIOT O TOM, YTO Yallle BCEro BEAYIIMMH YYPEXKICHUSIMH B
obmactu 60pHOBI C KHOEPHPECTYMHOCTHIO SABISIOTCS IPABOOXPAHHUTEIbHBIC OPTaHbBI
1 OpTaHbl IPOKYPATyPHI.

32. OOGcienoBaHusi, B TOM 4YHCIIE TIPOBEJEHHBIE B pa3BUBAIOMIMXCS CTpaHax,
MIOKa3bIBAlOT, 4TO OOJBIIMHCTBO WHIMBUAYAJIbHBIX IOJIb30Bareneil IHTepHeTa B
HacTosIIee BpeMsl  IPUHUMAIOT  OCHOBHBIE  MEpHI MPEIOCTOPOKHOCTH.
IIpencraBuBIIE OTBETH TMPABUTEIbCTBA, OPTaHM3alMM YacCTHOTO CEKTOpa U
Hay4HbIE YYPEXKJCHHUS IOAYEPKUBAIOT COXpaHsSIoIIeecs 3HaueHHe HH(OpPManHOHHO-
MIPOCBETUTEIHCKUX KaMIIaHWH, B TOM YHCJI€ KaMIIaHWH 110 BOIPOCAaM HOBBIX yTpo3 U
KaMITaHUH, OPUECHTHPOBAHHBIX Ha KOHKPETHBIC IIE€JICBBIC TPYIIIBI, HalpuMmep, AeTeH.
HaubGonpmas >¢dexkTuBHOCT, 0OOy4YeHHS MOJIB30BaTENIEd JOCTUTAETCS B Clydae
couetaHusi oOOy4eHHsT C CHCTEMaMH, KOTOpbIE IIOMOTAlOT  II0JIb30BATEISIM
Oe3omacHBIM 00pa3oM JOCTHYb cBoMX wneneil. Eciam 3arparel momp3oBarteneit
MPEBBINIAIOT HEMOCPEICTBEHHYIO IOJIy4aeMyl0 MMM BBITOALY, y JIIOAEH IpomnajgaeT
CTUMYJI TIPUMEHATh Mephl Oe3omacHocTH. OpraHu3alil YacTHOTO CEKTOpa Takke
COOOINAOT, YTO OCBEJOMIICHHOCTh MOJb30BaTEeNIed M COTPYAHHUKOB JIOJDKHA SIBISTHCS
4acThI0 KOMIUIEKCHOTO I0X0la K oOecrnedeHHnio Oe30MacHOCTH. YKa3bIBalOTCS
CIEIyIOIHe OCHOBOMOJATaNmie MNPUHIUNOB W ONTHMAJIbHBIE BHUABI HPAKTHKH:
OTBETCTBEHHOCTh 3a TIIOBBIMICHHE OCBEJOMJICHHOCTH, MOJUTHKA M TPAKTHYECKUE
Mepsl B o0OnacTH ymOpaBieHHsS pPHCKaMH, pPYKOBOJACTBO Ha YPOBHE COBETOB
IUPEKTOPOB W  TNpodeccCHOHambHAas IOATOTOBKA COTPYIHUKOB. JIBEe TpeTn
PECIIOH/IEHTOB M3 YHWCJIa OPTaHM3alMi YacTHOTO CEKTOpa IHPOBEIH OICHKY pHCKa
KHOEPIPECTYTHOCTH, ¥ OOJBIIMHCTBO COOOMAIOT 00 WCHOIb30BAaHUHM TaKHX
TEXHOJIOTHH  oOecredeHnss KHOepOe30macHOCTH, Kak  MEXceTeBas  3allnuTa,
COXpaHEeHHE IUGPOBBIX JOKA3aTENbCTB, HACHTH(PHUKALMUS COAECPXKAHUS JaHHBIX,
oOHapyXeHHnEe BTOPXEHWH M KOHTPOJIb W MOHHTOPHHI CHCTEMBI. B TO Xe Bpems
ObUTa BEIpaXX€HAa 03a00YCHHOCTH TEM, YTO Majble M CPEIHHE NPEANPHUATHS TUO0 He
MPUHUMAIOT JOCTaTOYHBIX MEp MJS 3aIlUThl CHCTEM WJIH OUIMOOYHO CYHUTAIOT, 4YTO
OHM HE CTaHYT MHUIIEHBIO NPECTYITHUKOB.
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33. BaxHy0 poib B NpeayNpekKACHHH KHOEpIPECTYNHOCTH WIpaeT HOPMAaTHBHO-
mpaBoBas 0a3a — Kak B OTHOIICHWH YaCTHOTO CEKTOpPa B IIEJIOM, TaK M B OTHOIICHHUHU
MOCTAaBIIMKOB YCIYr B YacTHOCTH. 1l0oYTH B MONOBHMHE CTpaH NPHUHATH 3aKOHBI O
3alIUTe AAHHBIX, KOTOPbIE MpPEJyCMaTPHUBAIOT TPeOOBaHUS B OTHOWICHUM 3AIIMTH U
WCIOJB30BAaHUS TEPCOHANBHBIX HaHHBIX. HEKoTopble M3 3THUX PEXUMOB COJEpIKaAT
KOHKpETHbIE TpeOOBaHMS K TIOCTaBOIMKaM ycuayr MHTrepHera w®  Apyrum
MOCTAaBIIMKAM JJIEKTPOHHBIX CPEJACTB CBSI3M. XOTA 3aKOHBl O 3alUTe JAHHBIX
TpeOyIOT yIajsITh MEpCOHAJbHBIC [aHHBIE, €clM OHM Ooijee He Tpebyrorcd, B
HEKOTOPBIX CTpaHax CJeJIaHbl MCKIIOUEHHUS IS LeJeil yroJOBHBIX pacclieOBaHUH,
COTMIACHO  KOTOPBIM  TIOCTAaBIIUKKM  yciuyr  VHTepHeTra  00s3aHBI  XpaHUTh
OTpeZeNieHHbIE BHJbBl JIAHHBIX B TEYEHHE OIPEIENIEHHOro cpoka. Bo MHoOTHX
Pa3BUTHIX CTpaHaX MMEIOTCS TaKXe IpaBuia, TpeOyIoIIue OT OpraHU3aluil B ciydae
YTEUKN AaHHBIX yBEIOMJISTh YAaCTHBIX JIMI U PETYIHpYIOUINe opraHbl. [locTaBumukn
yciyr MHTepHETa OOBIYHO HECYT OTPAaHHYECHHYIO OTBETCTBEHHOCTH KakK '"TPOCTBHIE
KaHanbsl mepenadn” AaHHBIX. Moanpukanus NeperaBaeMoro COACPKAHHUA JAHHBIX
MOBBIIIAET  CTENEHb OTBETCTBEHHOCTH, paBHO Kak H  (aKTHYECKOE  WIH
mpejanojaraeMoe 3HaHHE O HE3aKOHHOH nestenbHOCTH. C  1Ipyroil  CTOpOHBI,
ONEepaTUBHOE MPHUHATHE MEp IOCJIE IOJYYEeHUS YBEJOMIICHHS CHHXAET CTENEHb
OTBETCTBEHHOCTH. HecMoTps Ha  HaJWdMe  TEXHHYECKHX  BO3MOXKHOCTEH,
MO3BOJIAIONINX TOCTABIIMKaM ycIyr (uIbTPOBaTh cojaepkaHue IHTepHETa, TNpu
OTpaHMYEHHWH  JocTyna K  VIHTepHETY  [MOJKHBI  COONIOAATBCA  KPUTEPUU
MpEeICKa3yeMOCTH W COPa3MEpHOCTH, TPEIyCMaTpUBaeMble  MEXIYHAapOIHBIM
paBoM B OOJIACTH MpaB YeJIOBEKa, KOTOPOE 3alIMIAeT MPaBO HCKATh, MOJydYaThb U
nepenaBaTs HHPOPMAIHUIO.

34. lleHTpaJbHBIM D3JIEMEHTOM B Jelie MPEeIyNpexIeHUS KHOEPNPECTYIMHOCTH
SBIISIETCS TOCYJapCTBEHHO-YacTHOE MapTHepcTBO. O HaJIWYUM TaKOrO INapTHEPCTBA
coobmarorT OoJyiee TOJIOBHHBI BCEX CTpaH. OJTO MapTHEPCTBO B pPAaBHOW CTENEHU
co3maeTcs KaKk Ha OCHOBAaHMM HEO(QUIUANIBbHBIX JOTOBOPEHHOCTEH, Tak M Ha
IOpUANYECKOH OCHOBe. Yamie Bcero mapTHEPCKHE OTHOIIEHHUS yCTaHABIMBAIOTCS C
OpraHM3alUsIMH YacTHOTO CEKTOpa, 3a HHMH CIEAYIOT Hay4dHbIE YUPEXKACHUS U
MEXIyHAapOJHBIE U pPETHOHAJIBHBIE OpraHu3anuu. IlapTHepckHe OTHOMICHUS B
OCHOBHOM HCIONB3YIOTCA I obOnerdeHuss obmeHa wuHdopmammeid o0 yrposax u
TEHICHIHAX, a TAKXKE IS JIEATEIbHOCTH IO MPEIyNpeXJCHHI0O KHOSPIPECTYyIMHOCTH
U NPUHATHS MEP B KOHKPETHBIX ClIydasx. B KOHTEKCTE HEKOTOPHIX TOCYIapCTBEHHO-
YaCTHBIX ITAPTHEPCTB OPTAHM3AIMM YACTHOTO CEKTOpa MPHUMEHSIOT YHPEKIAroImnit
MOJXO0J K IPOBEJIEHHUIO pACCIENOBAaHUN M OOpameHWio B CyJeOHbIE OpTaHbl i
O6oprOBI ¢ KkmOepmpecTymHOCTBIO.  Takue  Mepbl  JOMOJHSIOT  YCHIIHSA
MIPaBOOXPAHUTEIbHBIX OPraHOB W MOTYT IIOMOYb CHHU3WUTh NPHUYHHSIEMBIH XEepTBaM
ymep6. Hayunple opraHW3anuy BBIIOJHSIOT pa3HOOOpa3Hble (YHKIUH B JAeie
MpenynpexIeHUs] KHOEpIpecTyHOCTH, B TOM 4YHCIIE MOCPEICTBOM OOydeHUS U
mpodeccHoHaNbHON IMOATOTOBKM CIIENHAINCTOB, Pa3pabOTKH 3aKOHOMATENBHON 0a3bl
U TIOJINTHUKW, a TaKXe IOATOTOBKM TEXHUYECKHX CTAHJAPTOB M HAXOXKJICHUS
pemeHnii. B yHuBepcurerax padoTalOT M HCHOIB3YIOT HMMEIONIIHECS BO3MOXKHOCTH
9KCHEPTHl 10 KHOEPNPEeCTYMHOCTH, pAa3IWYHbIC TPYINBl pearupoBaHUs  Ha
KOMIIBIOTEPHbIE HWHIMJICHTH W CIENHAIN3MPOBAHHBIE HAYYHO-HCCIIEJOBATEIbCKUE
LEHTPHI.

OcHOBHBIE BbIBOBI M BO3MOKHbIE JeHCTBUS
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35. OcHOBHBIE BBIBOJBI, CJHCNAaHHBIE II0 HTOTaM BCECTOPOHHEIO HCCIEJOBaHUS
po0OIeMbl KHOEPIPECTYTHOCTH, BKIIOYAIOT CIEAYOIIee:

a)  BO3MOXXHO, CYIIECTBYET KOPpEISAIMs Mexay (parMeHTanuend ycwiuid Ha
MEXIyHapOJHOM YpPOBHE W  pasJMYMsIMH B  HAIMOHAJIbHBIX  3aKOHAX O
MPOTUBOJACHCTBIHM KHOEPIPECTYIHOCTH, ¢ OJHOW CTOPOHBI, M HAaJHMYHUEM DPa3IHUHBIX
JIOKYMEHTOB C Pa3HbIM TE€MaTHYECKHM M reorpaduueckuM OXBaToOM, ¢ ApPYroil. XoTs
B JOKyMEHTAaX COBEPIICHHO CIPaBEAIUBO OTPAKECHBI COLUATBHO-KYIbTypHBIE |
perHOoHaNbHBIC PA3INYMA, PACXOXKICHHUS B CTEIICHH IPOIECCYalIbHBIX MOTHOMOYHUI U
MOJIOKEHUSIX, KacarolUXCsd MEXIYHapOIHOTO COTPYJHHYECTBA, MOTYT NPHUBECTH K
BO3HUKHOBEHHUIO TPYIN COTPYJHHYAIONIMX MEXAy co00il cTpaH, 4TO HE BCeraa
1enecoo0pa3Ho BBUAY INOOANBHOTO XapakTepa KHOepIpeCcTyTHOCTH;

b) mnpumeHeHHE TPAIUIHOHHBIX CPEACTB O(HUIMAIHHOIO MEKIYHApOAHOTO
COTPYAHMYECTBA B BONPOCAX MHPOTHUBOACHCTBHUS KHOEPNPECTYMHOCTH B HACTOSIIEE
BpeMs HE IMO3BOJISIET 00ECIEYUTh CBOEBPEMEHHOE pearupoBaHHE, HEOOXOAMMOE i
MOJTyYeHHsS] HEYCTOWYMBBIX JJEKTPOHHBIX J0Ka3aTelIbCTB. [I0CKOIBKY HpECTyIICHUS
BCE Yallle CBSI3aHBI C IEKTPOHHBIMH JOKa3aTeJbCTBAMHU, Pa30pOCAHHBIMU IO BCEMY
MUpY, 3Ta npobiema OyneT Kacarbcs HE TONBKO Il KHOEPHPECTYIMHOCTH, HO U BCEX
MPECTYIJICHUH B I[EJIOM;

C) B MHpe OONAaYHBIX BBIYUCICHHA M IEHTPOB JAaHHBIX HEOOXOIUMO IIO-
HOBOMY HOJOWTH K KOHLENLUHUH POJM "MECTOHAXOXAEHUSA" N0Ka3aTelbCTB, B TOM
9UCJe C IeNbl0 JOCTIDKEHHS KOHCEHCyca IO BOIPOCAaM, KacCAIOMUMCSA IPSMOTO
IOCTyIa IPaBOOXPAHUTEIBHBIX OPTaHOB K AKCTEPPUTOPHATHHBIM JaHHBIM;

d) aHanM3  AOCTYNHBIX  HANMOHAJIBHBIX  HOPMAaTHBHO-TIPABOBBIX  0a3
CBHJIETENBCTBYET O HENOCTATOYHOH YyHH(PUKAOIWH "OCHOBHBIX" IIpaBOHApYyIICHUH,
CBA3aHHBIX C KHOEPIPECTYMHOCTHIO, ITOJHOMOYHMH IO NPOBEACHUIO pacclieOBaHUI
U JIOIMYCTUMOCTH 3JIEKTPOHHBIX /0Ka3aTeldbCTB. MeXIyHapogHOE MpaBo B oOiacTu
IIpaB 4eJIOBEKa MPEACTaBIsAeT cO00H Ba)KHYIO BHENIHIOIO TOYKY OTCUETa B BOIPOCAX
KPUMUHAIN3AINHI 1 NPONECcCYalbHbIX TpeOOBaHUH;

€) COTPYOHHMKH HpPaBOOXPAHUTEIbHBIX OPTraHOB, MPOKYPAaTypsl M CyAEOHBIX
OpraHOB B pAa3BHBAIOIIMXCS CTPaHaX HYXAAIOTCA B JOJITOCPOYHOH, YCTOHYMBOM,
BceOOBEMITIOMEH TEXHHYECKOW TOAJCPKKE W IOMOIIM JUIsl  pacclefOoBaHUS
KHOEepNpecTyNIeHUH 1 IPOTUBOAEHCTBHS KHOEPIPECTYITHOCTH;

f)  BO Bcex cTpaHax HEOOXOIMMO HApallUBaTh YCHIIMS MO IPEAYNPEKIACHUIO
KHOEpIPECTYIHOCTH Ha OCHOBE KOMIUIGKCHOTO MOAXOAa, HPeAyCMaTPUBAIOIIETo
JaybHelllee MOBBIIICHHE OCBEJOMIICHHOCTH, CO3JaHHE OTHOLICHHWH IapTHEpCTBa
MEXJy TOCYIapCTBEHHBIMH M YaCTHBIMH OPraHU3alUSAMH M HMHTETPALUIO CTPaTeTHil
NpOTHBOJCHCTBHS ~ KuOepnpecTymHOCcTH B Ooiee  LIMPOKYK  NpOOJIeMaTHKY
obecneueHNs KnOEepOE30MaCHOCTH.

36. Bo3MOXHBIE MyTH YKPEIUIEHUS CYNIECTBYIOIINX W BBIPAOOTKH NPEAJIOKCHHH B
OTHOIICHNN HOBBIX HAI[MOHAJIBHBIX W MEXAYHAPOIHBIX NPABOBBIX WJIM MHBIX MEp IO
MPOTUBOJACHCTBUIO KHOEPIPECTYMHOCTH MOTYT BKJIIOYaTh OJHY MIM HECKOIBKO W3
CIEIyIOMMUX Mep:

a)  pa3paboTKy MEXIYHAapOIHBIX THIIOBBIX ITOJIOKCHHH IO KPUMHHATH3ALUH
0a30BBIX ACSTHUH B 0ONacTH KHOEPNPECTYNHOCTH C LEIbI0 OKa3aHMS TOCYIapCcTBaM
MIOMOINX B JINKBUAALUHU O€30IMAacHBIX YOEXHWI IIyTeM COITacOBAaHUS €IMHOOODPA3HBIX
COCTaBOB IPECTYIUICHHH:
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1) B OTHX TOJOXEHUSAX MOT OBl OBITh COXpaHEH MOIXOJ, NMPUMEHSEMBIH B
CYHICCTBYIOIIMX JIOKYMEHTaX K NPECTYIUICHUSIM TPOTHB KOH(QUIACHINATb-
HOCTH, [[EIOCTHOCTH U JOCTYIHOCTH KOMIIBIOTEPHBIX CHCTEM W JaHHBIX;

il) OTH TOJOXEHUS MOTIH OBl TaKXe pacIpPOCTPAaHATHCA Ha "OOBIYHBIC"
MPEeCTYIUICHUS, COBEPLICHHBIE ITOCPEICTBOM WM NPU IOMOIIM HCIIOJIb30BaHHSA
KOMIIBIOTEPHBIX CHUCTEM, HO TOJBKO B TEX CIy4asX, KOIrJa CYyLIeCTBYFOLIHH
MOJX0J K KpUMUHAJIM3AIMH CYUTACTCS HEJIOCTATOUHBIM;

iiil) B ATHUX TOJOXKEHUIX MOXKHO OBUIO OBl paccMOTpEeTh OONacTH, HE
OXBa4YCHHBIC CYLIECTBYIOIIMMH JOKYMEHTaMH, TaKhe KaK KpPUMHHAIHM3aLUsA
crama;

iv) OTH TOJNIOKEHHA MOTIH OBl OBITH pa3paboTaHBl C YYETOM CaMBIX
HOCIEeIHUX MEXAYHApOAHBIX CTaHZApTOB B 00JacTH IpaB  deJOBeKa
HNPUMEHHUTENEHO K KPUMHHANM3alMK, BKIIOYas, B YACTHOCTH, JOTOBOPHBIC
rapaHTHM IpaBa Ha cBOOOJY BBIPaXCHUS MHCHUS;

V)  HCNOJB30BAaHME TAaKMX IIOJIOKEHHMH ToCygapcTBaMu CBeNO OB K
MHUHUMYMY BO3HHKAIOI[YI0 B pPaMKaX MEXAYHapOJHOTO COTPYIHHYECTBA
npobieMy OOOIOOHOTO TPHU3HAHHWA CTPAHAMH COOTBETCTBYIOIIETO JCSTHUS
IpPECTYNICHUEM;

b) pa3paboTKy MeXIyHApOJHBIX THIOBBIX IIOJOXKEHHH O MOTHOMOYHUSIX B
obmacT  WCHONB30BaHMA  DICKTPOHHBIX  JOKAa3aTeJbCTB  NIPHU  NPOBEACHUU
paccienoBaHMH C IIENBI0  OKa3aHHWA MOMOINM TOCyAapcTBaM B o0O0ecHedYeHnu
HEOOXOOUMBIX MpPOLECCyalbHBIX CPEACTB s paccieloBaHUs IPECTYIUICHUH,
CBSA3aHHBIX C 3JCKTPOHHBIMU JOKA3aTEJIbCTBAMU:

1) B OTHX IOJOXCHHSIX MOXHO OBIIO OBl  HCIOJIB30BaTh  IOJIXOI,
MPUMEHIEMbIH B CYHICCTBYIOMIMX JOKYMEHTAaX, B TOM 4YHCIE PacHopsiKeHus o0
OTepaTUBHOM OO0ECIICUYEHUH COXPAHHOCTH JIAHHBIX W  PACIOPSDKEHHS] B
OTHOIICHUHU TOJYYCHHUS XPAHUMBIX JAHHBIX M JaHHBIX B PEKUME PEallbHOTO
BpEMEHHU;

ii) B OTH TOJNOXEHWUS MOTIM OBl OBITh BKIIOYEHB PEKOMEHIAINH
OTHOCHUTEJIbHO pACHpOCTpPaHEHHsI Ha OJIEKTPOHHBIC [OKA3aTENbCTBA TAKHUX
TPaJMIMOHHBIX MOJHOMOYH, KaK OOBICK M BBIEMKA;

iiil) B OTH TOJNOXKEHWUS MOTIH OBl OBITh BKIIOYEHB PEKOMEHIAINH
OTHOCUTEJIIbHO  NPUMEHEHHs  HA[UICKANIMX  T[ApaHTHH B OTHOIICHUH
UHTPY3UBHBIX CIEJICTBEHHBIX METOIOB C YYETOM MEXIYHApPOAHOrO MpaBa B
obnacTd mpaB dYeIOBeKa, B TOM 4YHCIE JAOTOBOPHBIX MOJOXKCHHH O 3aluTe
rpaBa Ha YaCTHYIO JKH3Hb;

C)  pa3paboOTKy THIOBBIX MOJOXECHHH IO BONPOCY O IOPHCIUKLIUHU C IENBIO
3aJI0KUTh €INHYI0 3()()EKTHBHYI0 OCHOBY B OTHOLICHWH IOPHUCAMKIIMHM B YTOJOBHBIX
BOIPOCAX, CBI3aHHBIX C KHOCPIPECTYNHOCTHIO:

1) B OTH IIOJOKEHHS MOIIM OBl OBITH BKJIIOYEHBI OCHOBOIIOJArarolne
OPHUHIMUIBI, OCHOBAHHBIE HA MPHUHIUIE OOBEKTHBHONW TEPPUTOPUAIBHOCTH U
JOKTPHHE CYIIECTBEHHBIX MMOCICACTBUI;

ii) B OTH TOJOXKEHUS MOTIH OBl OBITh BKJIIOYEHBH PEKOMEHJAIUU TIO
PacCMOTPEHHUIO BOMPOCOB, CBA3AHHBIX C COBMAIAIONICH IOPUCIAUKIUEH;
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d) pa3paboTKy THIOBBIX IMOJIOKCHHH MO MEXIYHApOIHOMY COTPYIHHUYECTBY
B 00NaCTH HWCIOJIB30BAHUS DJEKTPOHHBIX TOKA3aTENbCTB C IIENbI0 BKJIIOUCHHS UX B
IBYCTOPOHHHE W MHOTOCTOPOHHHE JOKYMEHTHI, BKJIIOYasg MepPeCMOTPEHHBIN
Tunosoi#t moroBop Opranuzammn OObenuHEHHBIX Hammii o B3amMHOI mpaBOBOH
IIOMOIIH, B COOTBETCTBUH C PEKOMEHIAIHSIMH, M3JOKEHHHIMH B PykoBomcTBe ais
IucKyccun TpuHaamaroro KoHrpecca mo TpeaynpexIeHHI0O MPECTYOHOCTH |
YTOJIOBHOMY ITIPaBOCYIHIO:

1) 9TH TMIOJIOKEHHS MOIIM OBl KacaTbCsd MEXaHM3MOB MMPaKTUYCCKOTO
COTpYAHHUYCCTBA, KOTOPBIC MOKHO ObIO OBl BKIIOYHUTH B CyHIECTBYOIIHC
JAOKYMCEHTBI B  LCJIIX CBOCBPCEMCHHOIO COXpaH€HUA W NPEACTABICHUA
QJIEKTPOHHBIX JOKa3aTEJIbCTB B YIOJIOBHBIX J€JIaX;

il) B 3TH MOJIOKECHHS MOTIH OBl BOWTH 00s3aTENBbCTBA IO BOTPOCY CO3IaHUS
KOOPAMHAIMOHHBIX  IIEHTPOB  OBICTPOTO  pearupoBaHWss B  OTHOIICHUHU
JNEKTPOHHBIX  JIOKAa3aTeIbCTB W  COMVIACOBAHHBIX CPOKOB IMPEACTABICHUS
OTBETOB;

€) pa3paboTKy MHOTOCTOPOHHEro JOKYMEHTa [0  MEXIyHapOJHOMY
COTPYAHHYECTBY B OOJIACTH HCIIOJIB30BAHMS DIIEKTPOHHBIX JOKa3aTelIbCTB B
YTOJOBHBIX  JelaXx €  [eIbl0  CO3MaHMA  MEKAYHapOAHOTO  MEXaHH3Ma,
obecreuynBaromero CBOCBPEMEHHOE COTPYAHHYECTBO B J€l€ COXPAaHEHUS U
MOJTyYEHHSI JEKTPOHHBIX AOKA3aTeNbCTB!

1) TakoW  JOKYMEHT, JOTOJHSIONIMH  CYIIECTBYIOIIHE  JOTOBOPHL O
MEXIyHAPOJHOM COTPYAHHYECTBE, MOT OBl OBITh IOCBSIICH MpPEXIE BCETo
MEXaHN3MYy HalpaBleHUA MPOChO 00 OoMEepaTHBHOM OOECHEYCHHHN COXPAaHHOCTH
JAHHBIX Ha OTpEeNeJIeHHBIH CPOK;

ii) B [OKYMEHT MOTIM OBl TakKe BOWUTH KOHKPETHHIE TOJIOKECHHS O
COTPYIHHUYECTBE B OOJACTH [OMOJHHUTENbHBIX CIEJACTBEHHBIX JeHCTBUIA,
BKIIIOYasl MPEJOCTABICHUE XPAHUMBIX JAHHBIX M COOp JaHHBIX B PEKHUME
peansbHOrO BpEMEHHU;

iii) motpebyercs ompenenuTs cdepy NPUMCHEHHS, OJHAKO OHA HE JIOJDKHA
OymeT orpaHWYuBaThCS "KHOEPIpecTYIUICHHUSAMHU" WM  MPEeCTYIUICHUSIMH,
"CBA3aHHBIMU C HCIIONIb30BAHUEM KOMIBIOTEPOB'";

iv) B O3TOM JOKYMEHTE MOXHO OBIIO OBl NPEeayCMOTPETh TpeOoBaHHE B
OTHOLICHWW NPEIOCTABICHUS OTBETa B TEYCHHE OIPEICICHHOTO CpOoKa H
yKa3aTh YeTKUH KOHTAKTHBIH IIYHKT W KaHAJbl CBSI3W C KOHTAKTHBIM ITYHKTOM,
He B KayecTBe JAyONUpOBaHMSA, a B MOPSAKE Pa3BUTHS CYIIECTBYIOIINX
WHHULIUATHB B OTHOLICHWH KPYIJIOCYTOYHOM €)XEIHEBHO JACHCTBYIOLICH CeTH
cBs3u (24/7);

V) B HTOKYMEHT MOXHO ObLI0 OBl  BKIIFOYHUTH TpaAUIIUOHHBIEC TapaHTUH
MEXAYHAPOIAHOTO COTpYAHHUYCCTBA, a TaKXe npeaAycMOTpEeTh B HEM
COOTBETCTBYIOIINE UCKIIOUYCHUA, CBA3AHHBIC C ITpaBaMMU 4Y€JI0OBEKA;

f)  pa3paboTky  BCEOOBEMIIONIET0O  MHOTOCTOPOHHETO  JOKyMEHTa O
MPOTUBOJACHCTBUM KHUOEPHPECTYIHOCTH C LEIbI0 BHIPAOOTKH MEXKAYHapOAHOTO
MoJX0/a B 00JacTH KpUMHHAIU3ALWHU, MPOLECCYaTbHBIX MTOJHOMOUYNH, IOPUCIUKINU
U MEXIYHapOJHOTO COTPYJHUYECTBA:
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i) B 3TOT AOKYMEHT, C(OpPMYIHMPOBAaHHBIH B KadecTBe 00A3aTEIbHBIX JUIS
BBITMIOJTHEHNST MEXIyHApOJHBIX O0053aTeNbCTB, MOIIM OBl BOWTH pa3IUYHBIE
3JIEMEHTHI U3 BCEX BBIIIENIEPEUYHNCICHHBIX BAPHAHTOB;

g€)  YKpeIUIeHHE  MEXAYHApOAHBIX, pPETHOHANBHBIX W  HAIMOHAJIbHBIX
MapTHEPCKUX OTHOLICHWH, B TOM 4YHCIE C YaCTHBIM CEKTOPOM M HAyIHBIMHU
YUPEXKICHUSAMH, C HENbl0 OKa3aHud 3((EKTHBHON TEXHWYECKOW MOMOIIM B oOyiacTh
HMpEeIyNnpexXIeHUs] W TNPOTHBOACHCTBUS KHOEPIPECTYNMHOCTH B Pa3BUBAIOLINXCS
CTpaHax:

1) TCXHHYCCKasg IIOMOINb MOIJIa Obl OKa3bIBATHCA HA OCHOBE CTaHAAapTOB,
paspa60TaHHHx B paMKaX BBIMICIIEPEUYNCITICHHBIX THUITOBBIX HOHO)KCHI/Iﬁ;

ii)  TeXHWYEecKas MOMOIIb MOTIJa Obl OKa3bIBAaTHCS C YIOPOM Ha IPUBJICUCHHE
K €€ OKa3aHWIO Pa3JInYHBIX CTOPOH, B TOM YHCIE NPEICTaBUTENIEH YacTHOTO
CEKTOpa M HayYHBIX KPYTOB.
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