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Introduction

	 “Fifty-four .  .  . migrants have been found dead after suffocating in a lorry smuggling them .  .  .” 

	 “More than 100 people were packed into a container measuring 6m by 2m. Many of the 
survivors are seriously ill from dehydration and lack of oxygen. 

	 “The driver opened the doors of the vehicle after the migrants banged on the walls—but he fled 
on foot when he saw what had happened. 

	 .  .  .

	 “ .  .  . [Survivors] said they tried to bang on the walls of the container to tell the driver they 
were dying, but he told them to shut up as police would hear them when they crossed through 
checkpoints .  .  . 

	 “ .  .  . A 30-year-old survivor told .  .  . how he believed everyone would perish in the lorry. 

	 “I thought everyone was going to die. I thought I was going to die. If the truck had driven for 
30 minutes more, I would have died for sure. .  .  .” 1

Migration is one of the great driving forces of human progress and development. The movement 
of people around the globe has contributed many stories to the shared history of humanity. People 
have moved all over the world for a variety of reasons: for example, to increase their economic 
opportunities, to provide their children with an education, to found a family, to embark on an 
adventure or to seek protection. In turn, migration has led to the proliferation of languages, cultures, 
cuisines and ideas throughout the world. Global migration today is one of the great by-products 
of globalization, and yet the exploitation of it by profit-seeking criminals represents a darker side 
of the phenomenon.

A.  The smuggling of migrants is a deadly business

Not all persons who migrate have the legal opportunities to do so. Profit-seeking criminals take 
advantage of this and smuggle migrants. Virtually every country in the world is affected by the 
smuggling of migrants, as a country of origin, transit, destination or all three. Smuggled migrants 
may be refugees. Smuggled migrants may become victims of crime during the smuggling process 
or as a result of the smuggling process. Their consent to be smuggled does not mean that they 
have necessarily consented to the treatment they received throughout the process. Smuggled 
migrants are vulnerable to exploitation and their lives are often put at risk: thousands of smuggled 
migrants have suffocated in containers, perished in deserts or drowned at sea. Smugglers of migrants 
often conduct their activities with little or no regard for the lives of the people whose hardship 

1 BBC “Burma migrants suffocate in lorry,” 10 April 2008. Available from http://news.bbc.co.uk/2/hi/asia-pacific/7339939.stm.
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has created a demand for smuggling services. Survivors have told harrowing tales of their ordeal: 
people crammed into windowless storage spaces, forced to sit still in urine, seawater, faeces or 
vomit, deprived of food and water, while others around them die and their bodies are discarded 
at sea or on the roadside. The smuggling of migrants and the activities related to it generate 
enormous profits for the criminals involved and fuel corruption and organized crime. Smuggling of 
migrants is a deadly business.

B. � Importance of increasing the focus of law enforcement efforts 
on investigating and prosecuting smuggling networks 

The information currently available is too scattered and incomplete to paint an accurate picture 
of the number of people who are smuggled each year and the routes and methods used by those 
who smuggle them. However, the evidence available reveals the following trends and patterns:

"" Criminals are increasingly providing smuggling services to irregular migrants to evade 
national border controls, migration regulations and visa requirements. Most irregular 
migrants resort to the assistance of profit-seeking smugglers. As border controls are 
improved, migrants are deterred from attempting to cross borders illegally on their own 
and are diverted into the hands of smugglers. 

"" The smuggling of migrants is a highly profitable business in which criminals are at low 
risk of detection and punishment. As a result, the crime is becoming increasingly attractive 
to criminals. Smugglers of migrants are becoming more and more organized, establishing 
professional networks that transcend borders and regions. 

"" Smugglers of migrants constantly change routes and methods in response to changed 
circumstances, often at the expense of the safety of the smuggled migrants. 

"" Thousands of people have lost their lives as a result of the indifferent or even deliberate 
actions of smugglers of migrants. 

These factors highlight the need for responses to combat the crime of the smuggling of migrants 
to be coordinated across and between regions. They also highlight the need to complement border 
controls by increasing the focus of law enforcement efforts on the investigation and prosecution 
of smuggling networks so as to dismantle criminal organizations and change the conditions in 
which they can flourish.

C. � Addressing the smuggling of migrants needs  
a comprehensive approach

The United Nations Office on Drugs and Crime (UNODC) is aware of the fact that law 
enforcement measures alone cannot prevent the smuggling of migrants. If they are not part of a 
holistic approach, increased border controls may simply have the result of diverting migrant 
smuggling routes and of increasing the demand for more risky services. Where migrants are simply 
returned to their countries of nationality or residence without consideration for the underlying 
root causes that made them migrate, they may simply attempt to migrate again, perhaps under 
more dangerous conditions. There are important push-and-pull factors that influence a person to 
become a smuggled migrant. All of them must be addressed in a comprehensive way, based on a 
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multidimensional partnership, which has to involve States, civil society, academia, the media, state 
institutions and international organizations.

The primary goal of UNODC as the guardian of the Protocol to Prevent, Suppress and Punish 
Trafficking in Persons, Especially Women and Children2 and the Protocol against the Smuggling 
of Migrants by Land, Sea and Air,3 both supplementing the United Nations Convention against 
Transnational Organized Crime,4 with respect to combating the smuggling of migrants is to 
promote global adherence to the Smuggling of Migrants Protocol and to assist States in their 
efforts to implement it effectively. As outlined in article 2:

“The purpose of this Protocol is to prevent and combat the smuggling of migrants, as well 
as to promote cooperation among States Parties to that end, while protecting the rights of 
smuggled migrants.”

D.  About the manual

Against the backdrop of the Smuggling of Migrants Protocol, and as part of a larger, comprehensive 
response, UNODC launched a process in 2008 to elaborate basic training modules on preventing 
and combating the smuggling of migrants. The process was undertaken in cooperation with the 
International Criminal Police Organization (INTERPOL), the European Police Office (Europol) 
and the United Kingdom Serious Organised Crime Agency (SOCA) and, most importantly, with 
the active participation of experienced practitioners working all over the world to investigate and 
prosecute those who smuggle migrants. Three working meetings were organized in Egypt, Nigeria 
and Senegal involving investigators and prosecutors from 30 countries, including both common- 
and civil-law countries. 

The present manual is the result of this process. 

It covers the following thematic areas:
"" Concepts and categories of the smuggling of migrants and related conduct, focusing on 

definitions and the constituent elements of the offence of the smuggling of migrants and 
related conduct and main categories of modi operandi of smuggling of migrants.

"" Role of smuggled migrants and smugglers of migrants in investigations, focusing on debriefing 
smuggled migrants; protecting smuggled migrants as witnesses of crime; understanding 
the limitations of smuggled migrants’ role as witnesses; recognizing the challenges in 
seeking the cooperation of smugglers of migrants and smuggled migrants; and alternative 
sources of evidence.

"" Investigative approaches: points of entry for investigation; proactive and reactive investigation 
techniques; and disruptive techniques.

"" Financial investigation: parallel financial investigations; financial investigations in the 
pre-arrest phase; seizure of assets and confiscation of proceeds of crime; and the role of 
financial investigations in investigating the smuggling of migrants generally.

"" Covert investigative techniques: use of informants; controlled delivery; and surveillance and 
undercover operations.

2 United Nations, Treaty Series, vol. 2237, No. 39574.
3 Ibid., vol. 2241, No. 39574.
4 Ibid., vol. 2225, No. 39574.
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"" Intelligence: types of strategic and tactical intelligence necessary to combat smuggling of 
migrants; and improving the gathering, analysis, use and sharing of information.

"" Legislative issues: regulatory and legislative background relevant when investigating and 
prosecuting; alternative offences that can be used to prosecute smugglers of migrants in 
the absence of specific legislation; and rights of migrants.

"" International cooperation: international cooperation through informal cooperation 
mechanisms; international cooperation through formal mechanisms (mutual legal 
assistance); establishing joint investigation teams; and inter-agency cooperation.

"" Human rights: human rights that are relevant in investigating and prosecuting the 
smuggling of migrants, in particular the human rights of smuggled migrants and the 
rights of suspected smugglers of migrants; principles relating to the protection of refugees; 
and the role of law enforcers and prosecutors in protecting and promoting human rights.

The modules are complemented by an example of a witness statement (annex I), some basic 
considerations to be taken into account at the start of an investigation into the smuggling of 
migrants (annex II on planning and strategizing) and a glossary. 

The purpose of this manual is threefold. First, it has been designed to be a reference tool for 
self-study that provides a basic introduction to the subject of investigating and prosecuting the 
smuggling of migrants. Secondly, it was conceptualized for use in training investigators and 
prosecutors in preventing and combating the smuggling of migrants. Since there is no “one size 
fits all” solution to building capacity to investigate and prosecute the smuggling of migrants, 
the third objective of UNODC in elaborating this basic training manual is to provide a solid 
basis of knowledge that can be adapted to a country’s specific context. The Manual has been 
designed in such a way that individual modules can be adapted to the needs of different regions 
and countries and can serve as the basis for upgrading or supplementing the training programmes 
of national training institutes. UNODC stands ready to assist national institutions in this 
adaptation process. 

The manual is the result of a highly active and successful cooperative effort. The Manual could 
not have been developed without the dedication and commitment of all those who shared their 
knowledge and experiences throughout this process. 

It is hoped that the improvement of the manual will take place in the same spirit of collaboration. 
To that end, UNODC would appreciate receiving any suggestions that readers might have for future 
versions of the Manual. Relevant material, case studies, information on best practices and general 
or specific suggestions may be sent by e-mail to UNODC at ahtmsu@unodc.org.
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Module 1. � Concepts and categories of the  
smuggling of migrants and  
related conduct

A.  Learning objectives

The aim of module 1, entitled “Concepts and categories of the smuggling of migrants and related 
categories”, is to define the term smuggling of migrants in the light of the Smuggling of Migrants 
Protocol. It is also intended to raise the reader’s awareness of the different forms that the smuggling 
of migrants and related conduct can take.

At the end of the present module, the reader will be able to understand:

"" The basic elements of criminal conduct that constitutes the smuggling of migrants and 
related conduct.

"" The fact that the organization of the smuggling of migrants and related conduct can take 
various forms. 

"" The roles of the different actors involved in a smuggling operation.

"" The substantial differences between trafficking in persons and the smuggling of migrants 
and related conduct.

B.  Definition of smuggling of migrants

What is the smuggling of migrants?

Awareness of the constituent elements of the smuggling of migrants and related conduct is a 
prerequisite for identifying, investigating and prosecuting the crime. 

Article 3 of the Smuggling of Migrants Protocol defines smuggling of migrants as:

“The procurement, in order to obtain, directly or indirectly, a financial or other material benefit, 
of the illegal entry of a person into a State Party of which the person is not a  national”.

Article 6 of the Protocol requires the criminalization of this conduct. 

In addition, article 6 requires States to criminalize the following conduct: 

“Enabling a person who is not a national or a permanent resident to remain in the State 
concerned without complying with the necessary requirements for legally remaining in the 
State” by illegal means. 
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To sum up, article 6 requires States parties to establish as an offence or as offences the following 
conduct:

The procurement of the 
illegal entry +

Of a person into a State party 
of which the person is not	
a national

+
In order to obtain, directly or 
indirectly, a financial or other 
material benefit

Enabling a person to 
remain in a country

+

Where the person is not a 
legal resident or citizen without 
complying with requirements 
for legally remaining

+

In order to obtain, directly or 
indirectly, a financial or other 
material benefit

In short, the combination of all of the following elements constitutes the smuggling of migrants 
and related conduct

"" Either the procurement of the illegal entry or illegal residence of a person
"" Into or in a country of which that person is not a national or permanent resident
"" For financial or other material benefit

Throughout these training modules, when the term “smuggling of migrants” is used, it 
refers to all the elements that constitute the smuggling of migrants and related conduct.

During the negotiation of the Protocol, States discussed the inclusion of the procurement of 
illegal residence in article 3 before eventually agreeing on covering this aspect under article 6.

Furthermore, article 6 of the Smuggling of Migrants Protocol requires States to criminalize pro-
ducing, procuring, providing or possessing fraudulent travel or identity documents when that is 
done for the purpose of enabling the smuggling of migrants.

By virtue of article 5, migrants shall not become liable to criminal prosecution under 
the Smuggling of Migrants Protocol. It is therefore to be understood that the 
Protocol aims to target the smugglers of migrants, not the people being smuggled.

!

Should investigators be faced with a set of circumstances that does not allow them to pursue 
migrant smuggling offences (e.g. there is no existing specific national law and/or evidence of one 
of the key migrant smuggling elements is missing), then they must rely on evidence of the 
commission of other offences prohibited by national law. 

Some of those offences are outlined in module 7.

For more detailed information about the criminalization requirements contained in the 
Smuggling of Migrants Protocol, see module 7.
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What is not smuggling of migrants?

It is important to underline that the criminalization only covers those who profit from the 
smuggling of migrants and related conduct through financial or other material gain. The inter-
pretative notes for the official records of the negotiations of the Smuggling of Migrants Protocol 
highlight that the criminalization should not cover persons such as family members or non-
governmental or religious groups that facilitate the illegal entry of migrants for humanitarian 
or non-profit reasons.

The Smuggling of Migrants Protocol does not intend to criminalize migration as such. In this 
regard, article 5 states that the migrants themselves must not be held responsible for the crime 
of smuggling only because of having been smuggled:

	 “Migrants shall not become liable to criminal prosecution under this Protocol for the fact of  
	 having been the object of conduct set forth in article 6 of this Protocol.”

This article was included to make it explicit that no one should be penalized with reference to 
this Protocol for having been smuggled.

It should also be noted that refugees often have to rely on smugglers to flee persecution, serious 
human rights violations or conflict. They should not be criminalized for making use of smugglers 
or for their illegal entry (article 31 of the 1951 Convention relating to the Status of Refugees1  
and article 19 of the Smuggling of Migrants Protocol).

1 United Nations, Treaty Series, vol. 189, No. 2545.

Case study

Fishing boats land carrying hundreds of irregular migrants

The third of four boats carrying irregular migrants from an East Asian country arrived 
off the coast of an island of the destination country, in North America. The boat was 
apprehended after it made a dangerous manoeuvre through the reef-strewn waters in 
the dark. 

On board were 190 persons travelling without valid travel documents. Each passenger 
owed $30,000-$40,000 to the smugglers for transportation costs. One of the accused 
was the captain of the vessel and the other two were organizers and enforcers on board. 
The vessel was unsafe, unseaworthy and unsanitary. Passengers were provided with 
inadequate food and water throughout their journey. 

Of the 190 persons on board, only 3 were found to be refugees according to the 1951 
Convention. 

The cost of the apprehension of the vessel and the processing of the irregular migrants, 
exclusive of the cost of the trial, was in the range of $10 million.
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News stories illustrate cases that are not smuggling of migrants in terms of the Smuggling of 
Migrants Protocol.

Case study

Man sentenced on charge of smuggling people

In Anyland, it is illegal for any citizen to leave the country without permission. 

A man from Anyland was sentenced to six years in prison for allegedly working for a gang 
that “smuggled” persons out of their country.

Case study

Sicilian trawler and Office of the United Nations High Commissioner 
for Refugees help in the rescue of 27 migrants from Eastern Africa

Sicilian fishing boat captain Gaspare Marrone was fishing with his crew south of Italy’s 
Lampedusa Island when they spotted a boat in distress. The Sicilians started bringing the 30 
migrants on board, but in the process the boat capsized and 3 people were unaccounted 
for. Nicola Asaro, another Sicilian captain fishing in the area, called Laura Boldrini, Senior 
Regional Public Information Officer of the Office of the United Nations High Commissioner 
for Refugees (UNHCR), by satellite phone and told her that Marrone and his crew were 
trying to mount a rescue operation but were having difficulties. Boldrini passed the informa-
tion (including the coordinates of Marrone’s fishing boat) to the Italian coastguard and navy, 
who sent help. Marrone detached his boat from the tuna pen it was towing and rescued 20 
men and 7 women. The migrants were taken to Porto Empedocle in Sicily after being moved 
onto a navy vessel. 

Both Asaro and Marrone were each presented with the Per Mare Award for their efforts. 
The Per Mare Award was established to resolve the problem whereby boat people in distress 
in the Mediterranean are often ignored by commercial vessels whose crews fear investigations 
into their role in irregular migration.
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? Questions and exercises

"" Has your country signed and ratified the United Nations Convention against Organized 
Crime and the Smuggling of Migrants Protocol? If so, when? 

"" Is there legislation criminalizing the smuggling of migrants and related conduct in your 
country? 

If so, what are the elements of the offence of the smuggling of migrants according 
to your national legislation?

"" Explain in your own words what the smuggling of migrants is. 

"" Consider the three case studies above. Which cases do you consider to be cases 	
involving the smuggling of migrants and which are not? Why? 

"" What does the Protocol say about the culpability of the smuggled migrant?

C.	 Key differences between smuggling of migrants and  
	 trafficking in persons

For investigators or prosecutors, it is important to distinguish between trafficking in persons and 
smuggling of migrants and related conduct for three reasons.

"" The constituent elements of the respective offences are different. 
"" The response required of the authorities will vary depending on the offence.
"" Being recognized as a smuggled migrant or a victim of trafficking has serious implications 

for the person concerned.

What is trafficking in persons?

Constituent elements

Article 3, subparagraph (a), of the Trafficking in Persons Protocol defines trafficking in persons 
as follows:

… The recruitment, transportation, transfer, harbouring or receipt of persons, by means of 
the threat or use of force or other forms of coercion, of abduction, of fraud, of deception, of 
the abuse of power or of a position of vulnerability or of the giving or receiving of payments 
or benefits to achieve the consent of a person having control over another person, for the 
purpose of exploitation. Exploitation shall include, at a minimum, the exploitation of the 

UNODC has also produced an anti-human trafficking manual for criminal justice practi-
tioners. For more information contact ahtmsu@unodc.org.
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prostitution of others or other forms of sexual exploitation, forced labour or services, slavery 
or practices similar to slavery, servitude or the removal of organs.

In basic terms, for a person to be guilty of trafficking in persons, the following must be present 
(and substantiated).

"" Act: recruiting, transporting, transferring, harbouring or receiving a person.
"" Means: use of force; or threat of force; or coercion; or abduction; or fraud; or deception; or 

abuse of power; or abuse of a position of vulnerability; or giving or receiving of benefits.
"" Purpose: exploitation.

Using a combination of these three constituent elements, the Protocol defines the crime of traf-
ficking in persons as outlined in figure I.

The issue of consent

Article 3, subparagraphs (b), (c) and (d), of the Trafficking in Persons Protocol states that the 
consent of a victim of trafficking in persons to the intended exploitation is irrelevant once it is 
demonstrated that deception, coercion, force or other prohibited means have been used. Consent, 
therefore, cannot be used as a defence to absolve a person from criminal responsibility. In cases 
involving trafficking in children, the Trafficking in Persons Protocol states that it is sufficient to 
prove the action and the purpose. 

Figure I.  Trafficking in persons: matrix of the elements of the offence

Recruitment

+

Threat or use of 
force

+

Exploitation of the 
prostitution of 

others

=  
Trafficking in 
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Transportation
Other forms of 
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Sexual 	
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Harbouring Fraud
Slavery or other 
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Receipt of persons Deception Organ removal

Abuse of power	

Etc.

Abuse of a position 
of vulnerability

Giving or receiving 
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benefits to achieve 
the consent of a 

person having 
control over 

another person
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Both instances reflect the simple fact that no person can consent to being exploited, because 
in the case of adults, consent has been negated through the use of improper means and, in the 
case of children, their vulnerable position makes it impossible for them to provide consent in 
the first place. 

A case of trafficking in persons is illustrated below.

Article 3, subparagraphs (b), (c) and (d), of the Trafficking in Persons Protocol 

    (b)  The consent of a victim of trafficking in persons to the intended exploitation 
set forth in subparagraph (a) of this article shall be irrelevant where any of the means 
set forth in subparagraph (a) have been used;

    (c)	  The recruitment, transportation, transfer, harbouring or receipt of a child for 
the purpose of exploitation shall be considered “trafficking in persons” even if this does 
not involve any of the means set forth in subparagraph (a) of this article;

    (d)  “Child” shall mean any person under eighteen years of age.

Case study

Trafficking in persons

In 2006, the department for organized crime of an EU member State in Central Europe 
conducted an investigation into trafficking in its citizens with the aim of exploiting them 
at tomato plantations located in the vicinity of a town in an EU member State in South-
ern Europe.

On the basis of the evidence gathered, it was concluded that the perpetrators placed 
advertisements in national newspapers offering work picking tomatoes in the Southern 
European country. Persons providing information on working conditions and departure 
dates over the phone introduced themselves using false personal data. Phone numbers 
featured in job offers were changed frequently. The charge for the journey to the des-
tination country was from €95 to €190; workers were additionally charged about €150 
upon arrival. Transport was provided by private companies of the Central European 
country as well as by individual carriers.

Recruited workers were transported directly to plantations. Workers were enslaved in 
the holdings, and subjected to physical and psychological violence. In order to prevent 
them from contacting anyone from outside, they were supervised by guards during the 
working day, and at night they were locked in the premises where they slept; frequently, 
their mobile phones and documents were taken away.
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What are the main differences between trafficking in persons  
and smuggling of migrants?

In a significant number of cases it may be difficult to distinguish a case of trafficking in persons 
from one of smuggling of migrants and related conduct. The scenario may be so similar that an 
investigator or prosecutor may be tempted to treat them in the same way. However, the conse-
quences of treating a trafficking case as one of smuggling of migrants can be severe for the victim. 
Also, the applicable punishment for a person convicted of trafficking in persons, not “just” of 
smuggling of migrants, is more severe in most cases. 

The distinctions between smuggling and trafficking are often very subtle and sometimes overlap. 
Identifying whether a case is one of trafficking in persons or smuggling of migrants can be very 
difficult for a number of reasons.

"" Some trafficked persons might start their journey by agreeing to be smuggled into a 
country illegally but find themselves deceived, coerced or forced into an exploitative situ-
ation later in the process (e.g. being forced to work for extraordinarily low wages to pay 
for the transportation to that country). 

"" Traffickers may present an “opportunity” that sounds more like smuggling to potential 
victims. They could be asked to pay a fee in common with other people who are 
smuggled. However, the intention of the trafficker from the outset is to exploit the 
victim. The “fee” was part of the fraud and deception and a way to make a bit more 
money.

"" Smuggling may be the planned intention at the outset but a “too good to miss” oppor-
tunity to traffic people presents itself to the smugglers or traffickers at some point in 
the process.

"" Criminals may both smuggle and traffic people, employing the same routes and methods 
of transporting them.

One of the methods of forcing the recruited persons to work was charging them with 
excessive costs for accommodation, electricity and other costs (e.g. for the possibility 
to go shopping) during the first few weeks of their stay abroad. The costs charged were 
so high and earnings so low that the persons did not manage to cover the alleged debt, 
even after a few months. The work was organized in such a way that it was impossible 
to meet the conditions of picking a certain amount of tomatoes within a certain time. 
If the victim failed to meet those conditions, the exploiter charged him or her a fine 
and thus the indebtedness of the victim kept increasing. The victims were accommodated 
in premises completely unfit for humans, mainly in ruined buildings with no water, elec-
tricity or furnishings; in many cases victims were forced to live in tents. The “guards” 
carried guns and were extremely brutal.

At present, the status of “trafficking victim” has been granted to 285 persons. Decisions on 
filing charges have been issued in respect of 28 persons.
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Thus, it should also be borne in mind that what may begin as an investigation of the smuggling 
of migrants could develop into an investigation of trafficking in persons once the full facts are 
established. The key here is to investigate the conduct and circumstances to see what, if any, 
offences have been committed and to deal with the people involved (be they suspects, witnesses 
or victims) appropriately.

To appreciate the proper investigative approach to the two offences, investigators and prosecutors 
must understand the basic differences. 

There are three basic differences between smuggling of migrants and trafficking in persons as 
summarized below:

 
1.	 Exploitation

One important indicator of whether a case is one of smuggling of migrants and related conduct 
or of trafficking in persons is how the offenders generate their income. The primary source of 
profit and thus also the primary purpose of trafficking in persons is exploitation. In contrast, the 
smuggler has no intention of exploiting the smuggled migrant after having enabled him or her 
to illegally enter or stay in a country. The smugglers of migrants are usually paid in advance or 
on the arrival of the smuggled migrant by the smuggled migrant or intermediaries.2 In other 
words, the relationship between smuggler and smuggled migrant usually ends after the procure-
ment of the illegal entry or illegal residence. In contrast, in trafficking in persons, profits are 
mainly generated through exploitation. The exploitation phase might last for several years. 

 
2.	 Illegal entry or illegal residence

The smuggling of migrants always has a transnational dimension involving at least two countries. 
The objective of the smuggling of migrants and related conduct is always to facilitate the illegal 
entry or stay of a person from country A in(to) country B. Trafficking in persons may also involve 
the illegal entry or stay of a person, but it does not always. The transportation and stay of a victim 
of trafficking in persons can also occur in a legal way. Moreover, trafficking in persons often occurs 
within the home country of the victim without involving any border crossings. 

 
3.	 Victim 

The smuggling of migrants does not necessarily involve the victimization of the smuggled migrant. 
The smuggling of migrants generally involves the consent of those being smuggled. However, 
often other crimes are committed against smuggled migrants during the smuggling process such 
as violence or crimes endangering the smuggled migrants’ lives. There is also the possibility that 
the smuggled migrants might retract their consent during a smuggling operation (e.g. if they deem 
the conditions of transportation too dangerous) and might subsequently be forced to continue 
with the smuggling operation (e.g. a smuggled migrant who is physically forced to enter a 
vessel). 

2 It must also be noted that sometimes smuggled migrants have not paid the entire smuggling fee at the outset; this pending 
payment renders them vulnerable to exploitation by the smugglers. See Module 4 for more information about modes of payment.
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In contrast to the smuggling of migrants, trafficking in persons is always a crime against a 
person. Victims of trafficking have either never consented (e.g. if they have been abducted or 
sold), or, if they have given an initial consent, their initial consent has become meaningless 
through the means the traffickers have used to gain control over the victim, such as deception 
or violence.

Figure II.  Trafficking in persons and smuggling of migrants

Trafficking in 
Persons

[Action:] the recruitment, 
transportation, transfer, 
harboring, or receipt of 

persons

[Means:] by means of the 
threat or use of force, 

coercion, abduction, fraud, 
deception, abuse of power 
or vulnerability, or giving 
payments or benefits to a 
person in control of the 

victim

[Purpose:] for the purpose 
of exploitation, which 
includes exploiting the 
prostitution of others, 

sexual exploitation, forced 
labor, slavery or similar 

practices, and the removal 
of organs

Migrant  
Smuggling  

and related conduct

Procurement of illegal 	
entry or illegal residence

For financial or other 	
material gain
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The following case study illustrates a case of trafficking in persons that from the victim’s perspec-
tive started as migration.

Case study

Nok

Nok is a 20-year-old woman from South-East Asia. She is widowed and supports her 
two small children by selling vegetables. One day, her friend Patnaree approaches her. 
Patnaree says she can find Nok a job as a domestic worker in another South-East Asian 
country where she can make 10 times her current monthly earnings. Patnaree also 
promises to make all her travel arrangements and to pay for her trip if Nok agrees to 
repay her once she starts her new job in the destination country.

Deciding that the extra income will benefit her family, Nok leaves her children in the 
care of her mother and begins her journey by bus in the company of Patnaree. Nok has 
no passport, but Patnaree assures her that she will not need one since she has friends 
at the border. Some miles before the border, they leave the bus and wait at a roadside 
cafe until they are joined by a truck driver called Than. Nok is surprised to see Patnaree 
pay to Than a significant sum of money before they both get into the truck with him 
and continue their journey to the border. They cross the border without any problems, 
as Patnaree promised. It is the only time Nok knowingly crosses a border on her trip 
to the destination country. The truck driver Than is friendly, but asks Nok to sit in the 
truck’s closed rear compartment so as to avoid problems at the next border. It is dark, 
hot, and very uncomfortable in the back of the truck, but Nok agrees since she has no 
passport and can only rely on his advice and goodwill and Patnaree’s friendship. It is a 
long trip, and Nok’s journey in the rear compartment of the truck comes to an end in 
an empty field beside a wide river where Patnaree and the driver Than meet four men 
who are citizens of the destination country. 

The four men then take Nok across the river. Nok is told that she is now in the des-
tination country. She is ordered to get in the back of a truck that is waiting at the side 
of the river. In the back of the truck are seven other women. Nok is afraid, no longer 
believing that she is to be given the job she was promised. When she refuses to get 
into the vehicle one of the men threatens her with a gun. The four men travel together 
in the cab of the vehicle. 

Nok and the other women are taken to a private house in a major city. Over a period 
of several weeks, the four men repeatedly physically and sexually abuse the women. They 
do not allow them to leave the premises. One man tells Nok that if she escapes, the 
police will put her in prison for being in the country without a passport and that she 
will never see her children again. He also threatens to locate and traffic her children if 
she even tries to escape. Other men visit the house, and Nok is forced to have sex 
with them, for which her four captors receive payment. She is not allowed to retain any 
of the money and is not allowed to leave the building.
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D.  Categories of smuggling of migrants

? Questions and exercises

"" Why is the case study on trafficking in persons considered to be one of trafficking 
in persons? Why is this not a case of the smuggling of migrants? 

"" With regard to the case study on Nok, is Nok a smuggled migrant or a victim of 
trafficking?

"" Susan consents to getting into the vehicle with John, who has promised to take her 
illegally over the border into Anyland. Because Susan gives her consent, the investi-
gating officer on this case concludes that Susan is not a victim of trafficking. 	

You are supervising this case and must advise the investigating officer. 

Is the conclusion of your investigating officer correct? 

Explain why or why not to your investigating officer.

Case study

Morgan

“My name is Morgan, I’m 30 years old. I was born in a West African country. I tried to 
get to the islands of a Western European country once before but didn’t make it. I’m 
on my way back to try a second time. The boat I was on was intercepted by the coun-
try’s police as we reached land. I was put in detention and then deported back to my 
country of origin. That journey was quite possibly the most frightening experience of my 
life and had we not been picked up by the authorities, we would all have died. Despite 
this, I am on my way back, to try again, a second time. 

“Life in my home is hard. There is such poverty. There are no jobs, there’s no food 
and there is corruption. I can’t say too much about the situation as I fear for the lives 
of my family, the ones I’ve left behind. My father died when I was young, life has been 
difficult for my family ever since. I don’t remember a time when we didn’t struggle to 
eat. I have to try and make a better life for myself and it will enable me to send money 
back for my family. 

“I left my home on 11 January 1998 and began my journey. I travelled overland through 
several countries to North Africa. I worked wherever I could, selling goods and working 
as a barber. I was caught by police on various occasions. 
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The smuggling of migrants can take many forms.

Organizing the smuggling of migrants might range from pre-planned, highly sophisticated smug-
gling operations involving different methods (such as first travelling openly with falsified documents, 
then being guided over a green border on foot and finally driven hidden in a lorry over a border) 
to simple smuggling services (such as guiding a migrant over the green border) that were negotiated 
on an ad hoc basis between the migrant “on the move” and the smuggler (e.g. in a border town). 

“Upon arriving in North Africa, a friend of mine told me we should go to the western 
side of a country in North Africa where we could meet someone who would help us get 
to the islands of this Western European country. I gave a man €300. He took me out 
into the open desert where there were more than 70 other Africans waiting to go. 

“We entered the boat on 7 August 2002. There were three boats, each boat carried 
around 25 people. As the boat moved off, we began singing gospel music to keep our 
spirits up. It helped us not to think about the danger. After many hours, lots of us, includ-
ing myself, were vomiting. One girl who had been seriously vomiting died. I can’t say what 
happened to her body. I try never to think about it. I’m also afraid for my safety. 

“After many hours of this, a big wave came and covered the boat. Everyone was shout-
ing, water was pouring into the boat. I thought we were dead. We were all crying. We 
had no idea which direction we were going in or which direction we had come from. 
Everyone was panicking but then the engine suddenly started again. We all worked hard 
to bail out the water and we continued the journey. We were at sea for another 3 or 
4 hours. I remember thinking it felt like the ocean kept opening up, swallowing our boat 
and spitting it back out again. 

“We were rescued by the police as we neared the coastline. Moments after they picked 
us all up, our boat broke in two. If we had not been rescued, we would certainly have 
died at sea. The other two boats disappeared. To this day I don’t know what happened 
to them. I was in detention on the island for many days but we heard nothing. 

“Back in my home country, the situation was even worse. I started trying to save money 
again. I met a friend who had some money and we agreed to try and make the journey 
again. We travelled through many countries before arriving in a West African country 
that borders North Africa. There we paid a truck driver to take us to a North African 
country but he dropped us in the middle of the desert in that country. We were left 
there for two days with no water. Some people died, including my friend and travel 
companion, John. Luckily for us, the authorities rescued us again. It was the country’s 
police this time, they found us in the desert and sent us back to the other country. 
That saved my life. 

“I gathered together as much money as I could and started out again. I’m back on the 
road now, working where possible and trying to save enough money to take the boat 
again. I am, of course, very afraid of making this boat journey again but there is no other 
way. I and other Africans like myself feel we have no choice. I have to try and make a 
better life. I pray God will see me through.”
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Similarly, the number of actors involved (that is, criminals involved in a smuggling operation) can 
vary considerably. Also their relationship to each other can take various forms. 

Too often, it is assumed that the smuggling of migrants is a business dominated by hierarchically 
organized criminal groups who utilize existing smuggling routes (for example, those used for drug 
trafficking) and adapt various modi operandi to deal with a different commodity — migrants. 
This might be true in certain countries and regions, but there are also large numbers of smaller, 
flexible criminal groups or individual criminals that interact when necessary. Although these groups 
may form networks, these networks should not be confused with a unified organization character-
ized by a “mafia”-style hierarchy. 

Smuggling of migrants can be organized in many different ways and having a basic understanding 
of the main categories of the smuggling of migrants and related conduct will help in gathering 
intelligence or investigating or prosecuting such offences. 

While there are many possible ways to categorize the smuggling of migrants, the following typol-
ogy has been chosen since it places particular emphasis on the organizational aspects of the 
smuggling of migrants and related conduct. Like all models, this typology constitutes a generalized 
depiction of reality. Thus, while this typology can serve as a starting point to help in understand-
ing the smuggling of migrants and related conduct, no attempt should be made to squeeze reality 
into such a model. As mentioned earlier, the smuggling of migrants can take many forms.

Type 1:  Ad hoc smuggling services

The key characteristics of ad hoc smuggling services are:

"" Migrants organize their journey themselves with the occasional use of local smugglers; 
the smuggling process is not pre-organized. That is: 

A migrant travels on his or her own, mostly legally and by public transport.
However, not being in possession of the necessary documents to enter the country 
of destination (or transit) legally, the migrant resorts from time to time (at least once 
— if not there is no smuggling of migrants) to the assistance of smugglers of migrants 
to facilitate his or her illegal entry during the journey. 

"" The migrant usually does not have sufficient financial or logistical options for being 
smuggled in other ways. It is rare that families rely on this way of being smuggled.  

The typology below is modified and simplified, based on research by Matthias Neske. He 
interviewed experts and examined copies of 51 complete court proceedings from all over 
Germany. The court proceedings provide information on several hundreds of smugglers 
of human beings and approximately 20,000 smuggled persons. Based on his research, 
Neske developed three model types of migrant smuggling and related conduct. 

For more details, see Matthias Neske, “Human smuggling to and through Germany” in 
International Migration, vol. 44, No. 4 (October 2006).
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Type 2:  The smuggling of migrants and related conduct 

A key example of the smuggling of migrants facilitated by the use of fraudulent documents is 
the misuse of visas to facilitate illegal entry or stay: 

"" Visas are obtained on fraudulent grounds; that is, the reasons put forward to obtain the 
visa are not true.

"" After having received their visas, the migrants conduct the whole journey between their 
countries of origin and destination, often without any presence of human smugglers.

"" For people who have been issued with an individual visa (for example, a business visa), 
the border controls can be passed easily. In the case of group visas (tourists) where the 
so-called tourist group neither knows each other nor travels together, problems could 
occur when checks are made (in the cases examined by Neske, it was only in this way 
that cases of obtaining visas by artifice were discovered at all).

"" The smuggled migrants usually do not have any personal relationship with the smugglers. 
"" In extreme cases, only two “smugglers” are able to organize the whole smuggling process.
"" Migrants or those who commission the smuggling have sufficient financial resources; fees 

are usually paid in advance. 

Case study

Gheorghe

Gheorghe is 35 years old and lives in the capital of an Eastern European country. He has 
been without a job for several years. He has already gone to Western Europe looking for 
a job three times. Twice he was apprehended when crossing a border and sent back. 
Another time he managed to enter the envisaged destination country in Western Europe 
irregularly and worked there for one and a half years. Then he returned to his country. 

In 2000, since his savings from his time in the Western European country were running 
out, he decided to leave his country again. He obtained a visa for the neighbouring 
country and travelled to its capital by bus. From there, he travelled by bus to the border 
with a Central European country, which he crossed on foot without any assistance. 

Gheorghe could not find any work in that country and decided to go to another country 
in Western Europe. Fearing that it was too dangerous to attempt to enter the neigh-
bouring country illegally on his own, Gheorghe decided to enlist the services of a smug-
gler. After a few days of searching, he met a fellow citizen who assured him that he 
knew the border area very well. He paid a fee of approximately $150 to the smuggler. 
The smuggler drove him close to the border and guided him over the border on foot. 
Immediately after crossing the border, he was apprehended by a border police patrol 
while the smuggler managed to escape.

During the debriefing, Gheorghe indicated that he did not have a fixed plan; he might have 
wanted to stay in that country or continue to another Western European country.
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There are also other forms of facilitating illegal residence such as sham marriages which is another 
commonly used technique.

Case study

Two men cooperate in facilitating the issuing of fraudulent visas

A businessman from a Western European EU country, Mr. M, organized tourist travel to 
his country. Another businessman from a country in Southern Africa, Mr. D, lived in the 
capital of an Eastern European country. Both Mr. M and Mr. D had known each other for 
several years. At the end of the 1990s, they decided to cooperate in facilitating the issuing 
of visas on fraudulent grounds to citizens of that Eastern European country.

Through newspaper advertisements, Mr. D identified clients wanting to migrate to a 
Western European EU country. He provided their names and birth dates to Mr. M, who 
then prepared invitations and agendas for alleged “business trips” to his country. He also 
completed the formalities that were part of the visa application in his country. Mr. M 
also made a three-day reservation in a cheap hotel in a city in his country for each of 
the travellers. Once the arrangements were made, Mr. M sent all the documents includ-
ing the hotel reservation, the invitation and the agenda for the business trip to Mr. D 
who submitted them to the embassy of Mr. M’s country. Mr. D then provided the trav-
ellers with their respective visas, and they then travelled on their own across Mr. M’s 
country to their respective countries of destination in the European Union. 

It is estimated that Mr. M and Mr. D facilitated the illegal residence of 6,000 citizens of 
that Eastern European country. The estimated fees for arranging a visa were up to $2,000 
per person. Mr. M was sentenced to seven years and six months of imprisonment.

Case study

Sham marriage scam, from South Asia to Western Europe, 2006

A man who had arranged over 80 sham marriages was jailed for five years following an 
investigation in a Western European country. 

Mr. S, who had been the main organizer of the scam, was recommended for deportation 
after serving his sentence. 

The scam involved bogus marriages between men mainly from South Asia who wanted to 
stay in the Western European country and brides who appeared to be citizens of that 
country.
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The fraudulent use of documents for the purpose of migrant smuggling may involve:

"" Fake passport. 
"" Lookalike photo in passport: the bearer or holder of an original passport is not the owner 

of the passport but bears a resemblance to the person in the photo therein (commonly 
referred to as a lookalike or imposter passport). 

"" Original passport with a visa that has been obtained fraudulently.
"" Original passport obtained fraudulently.
"" Blank stolen passport filled in with the irregular migrant’s data.
"" Falsified passport: the photo and/or data on the ID page has been changed.
"" No passport — lost or thrown away prior to making a claim for asylum.

Mr. S supplied the brides and submitted false supporting documents to the relevant authori-
ties requesting that the grooms be allowed to remain in the country. 

The scam came to light in July 2004 when an investigative journalist received information 
that someone was using the name of a reputable firm of solicitors to carry out an immi-
gration scam. The reporter then posed as an immigrant looking to stay in the country and 
met up with Mr. S. During the meeting, Mr. S offered to arrange a marriage, saying he 
would organize the necessary documentation in a service he called “everything under one 
roof” for €8,500. 

Mr. S was arrested in September 2004 with his then girlfriend Ms. P, who was also involved 
in the scam. 

During searches of Mr. S’s addresses, police found blank Islamic marriage certificates and 
documents, including passports in the names of his three alias. 

A number of the “brides” and “grooms” were arrested and prosecuted for their involve-
ment in the scam:

"" Ms. P pleaded guilty to three charges of knowingly making a false declaration for the 
purposes of obtaining a certificate of marriage. She was sentenced to 140 hours 
community service and fined €750. 

"" Mr. J pleaded guilty to perjury and received a nine-month prison sentence.

"" Ms. D pleaded guilty to five counts of perjury and was sentenced to two years’ 
imprisonment.

"" Ms. G pleaded guilty to her involvement in a fake marriage including one charge of 
perjury. She received and served a four-month prison sentence.

"" Mr. K pleaded guilty to his involvement in the marriage to Ms. G. He provided police 
with the fake supporting documents, including a fake death certificate supplied by 
Mr. S for his real wife, who was still alive and living with him. He was sentenced to 
nine months’ imprisonment.
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Type 3:  pre-organized stage-to-stage smuggling

The key characteristics of pre-organized stage-to-stage smuggling are:

"" The smuggling process is pre-organized, meaning that the migrants themselves do not have 
to conduct negotiations with local smugglers during their journey. “Stage coordinators”, a 
chain of independent individuals who however interact closely, carry out the negotiations 
with the “local service providers” and pay them. “Local service providers” are most often 
nationals or residents of the transit country and change from stage to stage.

"" The stage coordinators and smuggled migrants usually have the same ethnic background.
"" Each stage coordinator outsources the actual smuggling activities to either a “local coor-

dinator” (who in turn outsources the actual smuggling to the “local service providers”) or 
directly to the “local service providers”.

"" Migrants conduct most parts of the journey accompanied by smugglers.
"" Rarely does one individual mastermind the whole process from origin to destination.

For more information refer to the UNODC specialized training module on document 
fraud. Contact the UNODC Anti-Human Trafficking and Migrant Smuggling Unit at 
ahtmsu@unodc.org.

Case study

Gang jailed for running passport factory, 19 January 2009

A gang of fraudulent passport makers were sentenced to a total of 12 years and 2 months 
for running one of the most sophisticated and organized document factories seen in recent 
years. All five defendants will also be subject to deportation orders.

The gang had been running a passport factory from their residential address in a European 
Union (EU) member State, making identity documents, driving licences and national insur-
ance cards of other EU member States. The document factory contained high-tech card 
printing and hot foil equipment. It was very well organized, with three separate work-
stations replicating the various stages of manufacture. Between two bench vices, detectives 
found dry embossing stamps bearing official passport crests ready to be placed on the 
front covers of the counterfeit passports.

A thorough search of the premises revealed two safes containing numerous documents, and 
on open display were over of 300 blank passports and 400 blank identity documents of four 
other EU member States. There was evidence that numerous false documents, including utility 
bills, had been made and sold and orders were being prepared with numerous passport pho-
tographs lying in wait. The group was believed to be manufacturing identities of EU member 
States to enable non-EU citizens to remain in their country and to gain employment.
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"" The relationship between coordinators and service providers is characterized by the fol-
lowing aspects: 

The local service providers’ “wrong” ethnic background and the lack of contacts may 
make it difficult for them to become coordinators themselves. 
The service providers and coordinators are not part of one organization; they are 
rather part of a process which works on the principles of the market and is driven 
by profit. After the coordinators and the service providers have cooperated successfully 
over a long period of time, they could be considered to be part of a network through 
a process similar to the establishment of a circle of regular customers.
In the cases examined by Neske, threats, if they are made at all, almost always refer 
to not being asked to take part in the next smuggling operation.

"" In cases of pre-organized smuggling from non-crisis regions, single male and female 
migrants prevail. Neske identified two sub-types:

Migrants being smuggled in order to allow them to join family or community mem-
bers already established in the destination country. Those being smuggled are usually 
expected in the target country. The smuggling operation is mostly commissioned from 
the target country. 
Migrants who are sent by their community without having existing contacts in the 
destination country (e.g. migrants from certain Chinese provinces). Usually a family 
or village community suffering from poor living conditions commissions the smug-
gling operation. The smuggling fees are often advanced by the smugglers, making the 
smuggled migrants particularly vulnerable to trafficking in persons and exploitation 
in the destination countries.

In cases of pre-organized smuggling processes from crisis regions (see the case study on smuggling 
of asylum seekers below), the smuggled migrants usually rely on existing international contacts 
and on sufficient financial resources. Such cases include most of the cases examined by Neske in 
which either a whole family or parts of a family were on the move. Countries of origin are usu-
ally those which are experiencing crises by virtue of conflict. Destination countries are usually 
those where the migrants have a good chance of being granted asylum. In this respect it is impor-
tant to note that many of those smuggled by this method are refugees; the right to apply for 
asylum is upheld regardless of the means by which the person gained entry into a country.

Where fees are advanced by smugglers, this could be an indicator of trafficking in 
persons.!

It is not the role of the law enforcer to determine whether an asylum claim is valid 
or false. It is the law enforcer’s role to know how to appropriately initiate the 
process of having such claims determined in their country.

!

For more on asylum claims see module 9. 
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Case study

Rajat

Rajat is from a South Asian country and has lived in the capital of a Central European 
country for many years. He speaks the language of his country of residence fluently. He 
deals with the import and export of textiles. 

He is also a typical “stage coordinator”. That is, he is responsible for receiving migrants 
smuggled from his home country, arranging housing and preparing for their onward travel 
to their next destinations (usually in a Western European country). 

In his function, he interacts with other “stage coordinators”, who are all from his home 
country, and with “local service providers”. Local service providers are most often nationals 
or residents of the countries en route and do the actual smuggling work such as driving 
or guiding the migrants over the border. Whenever one stage is successfully passed, the 
migrants call the responsible stage coordinator to inform them of this. The “stage coor-
dinator” then pays the “local service providers”. 

Rajat is also in contact with the “stage coordinator” in his South Asian home country who 
coordinates the departure of the migrants. That coordinator, together with the other “stage 
coordinators” involved, determines the route and the fee to the targeted destination 
country. In the cases in which Rajat is involved, the fees were estimated to be between 
$2,000 and $5,000.

In a typical case in which Rajat was involved, the smuggled migrants flew from the South 
Asian country to the capital of an Eastern European country using falsified passports. A 
“stage coordinator” took the passports on their arrival and sent them back to a South 
Asian country. He also arranged for the migrants’ to travel to the capital of another 
Eastern European country while hidden in a truck. In that city, another “stage coordina-
tor” arranged for them to travel to the capital of a Central European country. There, 
another “stage coordinator” arranged for the migrants to travel to Rajat’s city of resi-
dence, while hidden in a van. Then Rajat organized the next stage of travel to a neigh-
bouring Western European country by outsourcing the actual smuggling activity to a 
citizen of Rajat’s country of residence, Jozef. Jozef drove the migrants close to the border, 
where they were handed over to an associate of Jozef’s, who guided them over the 
border on foot. Once they crossed the border, the migrants were picked up and brought 
in a small van to a big city where the next stage coordinator, Harun (a friend and rela-
tive of Rajat), lived. From there, the migrants called Rajat, informing him of their arrival. 
Harun then contacted Jose, the “stage coordinator” of the Western European country 
of destination. Harun again outsourced the actual smuggling to local smugglers, who drove 
them in cars to the destination country, sometimes hiding them behind the rear seats 
when crossing the borders of other Western European countries. Jose received the 
smuggled migrants. Most of the migrants had relatives in the destination country who 
collected them from Jose. It was proved that most of those relatives had commissioned 
the smuggling.
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Case study

Smuggling of asylum seekers

The case described below was reconstructed mostly on the basis of telephone intercep-
tions made in 2001. The smuggling fee was estimated to have been between $2,000 and 
$5,000 per person. 

Fellow citizens already living in the destination country in Western Europe commis-
sioned the smuggling of their relatives from a country in the Middle East. To do 
that, they contacted Ahmed (a fellow citizen living legally in a city in the destination 
country), who they knew through mutual acquaintances. The migrants started their 
journey with local smugglers, who guided them over the border into the neighbour-
ing country. The subsequent bus journey to the capital of the country was conducted 
with the assistance of a locally recruited smuggler. Ali, another fellow citizen who 
legally resided in both the destination country and the transit country, received the 
migrants in the capital of that transit country. He arranged for food and accommoda-
tion and organized the next stage. Ahmed and Ali were either brothers or very good 
friends. Little is known about that next stage, travelling to another capital in a South-
ern European country, other than that it was outsourced to other coordinators. The 
smuggled migrants arrived by boat in that Southern European country. During that 
stage, Ali maintained constant telephone contact with the other coordinators. In that 
Southern European country, the migrants were received by Oemer and declared 
themselves to the authorities and were asked to leave the country within two weeks. 
During that time, they could move freely. Oemer assisted in arranging the accom-
modation and buying the tickets. The smuggled migrants took a train to the northern 
part of that country. Oemer informed Ahmed, who picked them up and drove them, 
hidden in a car, to the destination country in Western Europe, where they were 
handed over to their relatives. There, the migrants applied for asylum. During the 
whole smuggling process, Ali remained in constant contact with those who had com-
missioned the smuggling and those who were involved in smuggling.

When investigating migrant smuggling cases, always bear in mind the saving clause of 
the Smuggling of Migrants Protocol (article 19), and the principle of non-refoulement.	
For more on non-refoulement, see modules 7 and 9.

!
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E.  Actors and their roles in the smuggling process

There may be a range of different actors performing a range of different roles in the smuggling 
process, e.g. small-scale smugglers would not generally employ other actors in the process but 
would arrange all aspects of the operation themselves. Within larger smuggling networks, there 
will be a division of work among the actors involved. Often those individuals who organize or 
coordinate a smuggling operation are the most difficult to gain evidence against, but unless they 
are brought to justice, the smuggling of migrants will continue. 

There are several actors who may be involved in the smuggling of migrants. They are known by 
different names in different regions. Some functions that they could perform are outlined below.

? Questions and exercises

"" Describe the most common modus operandi used by smugglers of migrants that you 
have come across in your country.

"" In your own words, explain what smuggling of migrants on an ad hoc basis means. 
Describe situations you have come across in your country involving this type of 
smuggling of migrants.

"" In your own words, what is meant by “the smuggling of migrants facilitated by the 
use of fraudulent documents”? Describe situations you have come across in your 
country involving this type of smuggling of migrants.

"" In your own words, explain what is meant by “pre-organized stage-to-stage smuggling”. 
Describe situations you have come across in your country involving this type of 
smuggling of migrants.

"" Make up an example of the smuggling of migrants involving one of the typologies 
discussed:

	 Smuggling services arranged on an ad hoc basis during the journey;

	 Facilitating illegal residence through visas obtained on fraudulent grounds;

	 Pre-organized stage-to-stage smuggling.

"" In an earlier exercise, you described the most common modus operandi in the smug-
gling of migrants that you have come across in your country. Does one of the three 
typologies presented describe this modus operandi?

"" In the case study on sham marriages, would Ms. G be considered a smuggler of 
migrants according to the Smuggling of Migrants Protocol? Would your answer be 
any different if she had received no remuneration for her involvement?

"" In the case study on the gang jailed for running a passport factory, would the defendants 
be considered smugglers of migrants according to the Smuggling of Migrants Protocol? 

"" Have you come across any passport factories in your country? If so, what crimes did 
those responsible breach according to the legislation of your country?
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Coordinator or organizer 

The coordinator or organizer is the person with overall responsibility for the smuggling operation, 
acting like a manager of an enterprise. He or she might direct, employ or subcontract other indi-
viduals participating in a particular operation. The organizer oversees the whole process within 
his or her area of responsibility and can arrange for a change of personnel, routes, modes of 
transport and accommodation. The organizer has many contacts. 

A full smuggling operation might be organized by one organizer. Or it might also be organized 
by a chain of organizers, who interact on an equal footing with each other, each covering and 
organizing a certain part of the migrant’s journey, like managers of different companies cooperat-
ing with each other.

Traditionally, it has been extremely difficult to gather sufficient evidence against the organizers. 
The organizers often have “employees” who actively engage in the criminal activities, and those 
people will only report to the organizers when required. However, unless those involved further 
down stream in the organization are arrested, it will not be possible to bring to justice the organ-
izers of the smuggling network or group. 

Recruiters

Recruiters advertise their services and establish contacts between smugglers and migrants wishing 
to make use of smuggling services. Often, recruiters may not be affiliated with one particular 
smuggler. They often live permanently in the country of origin or transit and have a good knowl-
edge of the language of the migrants, and may even know them personally. Recruiters prey on 
vulnerable persons and exploit their vulnerability. They will often tempt people into migrating, 
often misinforming them about both the process and the reality of the destination country. Recruit-
ers may also collect the initial fees for transportation and use the services of persons who do not 
directly recruit persons to be smuggled, but will provide the recruiters with information about 
where such persons could be found.

Transporters or guides

Transporters or guides manage the operational part of smuggling by guiding and accompanying 
migrants en route through one or more countries and overseeing border crossings. Migrants may 
be handed over from one guide to another at different stages of a journey. Often, guides are men 
from border regions with local knowledge.

Because guides are often easy to recruit, their separation from the network does not necessarily 
represent a serious interruption of the smuggling process. At the same time, they play a crucial 
role in the success of an individual migrant’s crossing of the border and are in a position that 
allows them to exploit or mistreat the people they are guiding. Often, it is the role played by the 
guide that will impact most on the smugglers’ reputation. 

In some contexts, guides may be unaffiliated with larger smuggling networks and may provide 
services only on a contract basis or may otherwise loiter around international border areas (bridges, 
bus stations etc.) touting for work.
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When caught with a group of migrants, guides will often seek to pass themselves off as a member 
of the group. It is important to watch how the members of a group of migrants behave with each 
other. Is one in control or attempting to influence what others do or say? Does one member of 
the group appear to be dressed differently or in more expensive clothes? Often, these clues will 
help identify a guide who is attempting to pose as a migrant.

Spotters, drivers, messengers, enforcers

Spotters, drivers and messengers are individuals who perform other jobs in the smuggling process. 
Spotters, for instance, may have the responsibility for providing specific information about checks 
by the police, border guards and the army. Spotters, who often travel some distance ahead of the 
vehicle carrying the smuggled migrants, warn by mobile phone of possible checks. 

Enforcers are responsible for protecting the smuggling business. This may involve using threats 
or actual violence against the migrants who are being smuggled in order to keep them under 
control during an operation (which could involve numerous migrants aboard a vessel) or to make 
them pay smuggling fees that are still owed. 

“Service providers” and suppliers

Ad hoc “service providers” and suppliers are individuals who often maintain a relationship with 
the smugglers and are paid a share of the profits for their role in the smuggling process. As they 
often deal with more than one smuggling network or group, they will provide their services to 
whoever is willing to pay for them. They may be used frequently or sporadically, depending on 
the services offered and what is actually required. For instance, boat owners or boat makers may 
allow their boats to be used for the purpose of smuggling migrants.

When corrupt, public officials such as border police, soldiers, immigration officials, employees in 
embassies and consulates, port police and other actors are paid a bribe to turn a blind eye or 
otherwise facilitate the smuggling process. 

Throughout the smuggling process, there are also people who harbour smuggled migrants and 
smugglers of migrants. These include hotel, house or apartment owners (or residents) who are 
responsible for providing accommodation to migrants en route. Hotel owners are particularly useful 
when groups of migrants need to be gathered together before being moved onward. 

Service providers also include other individuals who are willing, for a price, to play a role in 
facilitating the process, such as: 

"" Forgers of passports, visas and other travel and immigration documentation.
"" Document counterfeiters.
"" Train conductors.
"" Taxi drivers.
"" Airline staff.
"" Boat owners or owners of other vehicles.
"" People responsible for upkeep of vehicles (for instance, rubber dinghies) and fuel 

supply.
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"" Financiers and cashiers who are responsible for handing over the migrants’ money to the 
smuggler(s) on successful completion of the smuggling operation; cashiers may also be 
involved in a legitimate business (e.g. shop owners).

It should also be noted that there may be some individuals who facilitate the smuggling process 
without being aware that they are doing so because they receive no payment for their participa-
tion (for instance, the taxi driver who unknowingly transports smuggled migrants for a normal 
fee). Other individuals may be aware of the indirect benefit they receive for playing a passive role 
in the process, while turning a blind eye (for instance, the taxi driver who receives a normal fee 
but is aware that he is transporting a smuggled migrant to a safe house, and thinks that it is not 
his business to interfere).

F.  Concluding remarks

There are three basic components of the offence of smuggling of migrants:

"" Procurement of illegal entry or illegal residence for a person.
"" Into or in a country of which that person is not a national or permanent resident.
"" For financial or other material gain.

Awareness of the constituent elements of the smuggling of migrants is a prerequisite for success-
fully identifying, investigating and prosecuting the crime.

The smuggling of migrants can take many different forms, ranging from pre-planned, highly 
sophisticated smuggling operations involving different methods to simple smuggling services nego-
tiated on an ad hoc basis between the smuggler and the migrant. Similarly, the number of actors 
involved and the nature of their relationship to each other can vary considerably. 

The typology outlined serves to depict the various degrees of organization and sophistication of an 
operation to smuggle migrants. While there are many possible ways to categorize the smuggling 
of migrants, this typology has been chosen because it places particular emphasis on the organiza-
tional aspects of the smuggling of migrants. Like all models, this typology constitutes a generalized 
depiction of reality and should serve only as a starting point for understanding the smuggling of 
migrants. When investigating or prosecuting an actual case, it must always be kept in mind that 
only the facts count. An actual case might involve a mixture of elements derived from all three 
types presented or might be completely unrepresentative of the typology presented.

? Questions and exercises

"" Write a short case study based on your experience, describing the modus operandi 
of an operation to smuggle migrants. 

"" What individuals other than those mentioned above may also act as service providers 
and suppliers?
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Another important feature of the smuggling of migrants process is the constant change of routes 
and methods by smugglers in response to such factors as new migration regulations, changes in 
visa regimes and more efficient border control measures.

Being aware that the smuggling of migrants takes many forms and has many variations is an 
important weapon in the investigator’s armoury.

At the same time, it is of the utmost importance to appreciate the difference between trafficking 
in persons and the smuggling of migrants. Although the crimes will sometimes overlap or have 
similar consequences (e.g., smuggled migrants might be severely traumatized by the conditions 
under which they travelled or were forced to travel), trafficking in persons and the smuggling of 
migrants are distinct crimes. 

Self-assessment questions

"" What are the basic elements that constitute the smuggling of migrants?

"" What forms can the smuggling of migrants take?

"" What are the main differences between the smuggling of migrants and trafficking in 
persons?

"" What are the roles of the different criminal actors in migrant smuggling 
operations?
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Module 2. � Role of smuggled migrants  
and smugglers of migrants  
in investigations

A.  Learning objectives

The present module serves to address the issues of debriefing both smuggled migrants and the 
smugglers of migrants. It also looks at best practices for collecting evidence from them. At the 
end of the module you should:

"" Understand how the debriefing of smuggled migrants and the smugglers of migrants 
assists in investigations and prosecutions.

"" Understand the best practices when using smuggled migrants or the smugglers of migrants 
as witnesses in a prosecution.

"" Understand how to debrief a victim or witnesses of crime.
"" Have a basic understanding of the role profiling can play within an investigation into 

the smuggling of migrants.

B.  Debriefing

What is debriefing?

Debriefing, interviewing and taking a witness statement have different objectives:

"" To debrief is to question for the purposes of obtaining knowledge or information, or to 
provide information or instruction.

"" To interview is to question a suspect about his or her possible involvement in an offence. 
"" To take a witness statement is to obtain a recorded account from a witness, primarily for 

the purpose of admission in court. 

Why is debriefing important?

The debriefing of those who have been smuggled is probably the most overlooked area in inves-
tigations into the smuggling of migrants. The smugglers of migrants, like other criminals, are often 
debriefed but law enforcers often neglect to debrief the people who have been brought into the 
country and, instead, simply send them back to their country of origin. Besides the impact on 
the migrants themselves, this can result in the loss of witness testimony and other evidence. 
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While debriefing does occur in many countries, it is often poorly resourced and misconstrued as 
a task that contributes little to criminal justice objectives. Smuggled migrants can provide a wealth 
of information which can either assist with an ongoing investigation or lead to the launch of a 
new investigation. Learning the country of nationality of migrants and of smugglers is key to 
investigations and may be relevant to other investigations already under way. Migrants and smug-
glers may also have inside knowledge and can provide intelligence on:

"" The country they came from.
"" Fees paid and to whom.
"" Contact with smugglers in person or via telephone.
"" The organizational hierarchy.
"" What documents they have used.
"" What routes were taken.
"" The story they were coached in telling or told to tell if detected.
"" Safe houses used.
"" The overall methodology used by the group.

Unless an undercover officer is deployed or other special techniques are used in an investiga-
tion (see module 5), this information is unlikely to be secured by any other means. The col-
lation of intelligence from debriefings is an essential tool that aids both investigators and 
policymakers. Where relevant information is centrally recorded and disseminated among front-
line officers, it can be crucial in preventing crime. In all operations dealing with migrant 
smuggling, obtaining information through the debriefing process from those smuggled should 
be a clear-cut objective.

Key considerations when conducting debriefing

Debriefing should be conducted by people who are appropriately trained.

Also, to engender the trust and confidence required for cooperation, a migrant should be treated 
humanely and assured of protection by the law enforcement officials of the host country, without 
of course being given false promises. Gender issues should be considered at all stages of the pro-
cess, with women and children given the option of being debriefed by trained female officers, 
where appropriate (see article 16 of the Smuggling of Migrants Protocol). 

A proper debriefing procedure needs to have an inbuilt support and assistance component. This 
will generally require the careful involvement of non-governmental organizations (NGOs) and/or 
other service providers.

First assist, then debrief!!
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Trauma is psychological or emotional injury that creates substantial, lasting psychological damage 
to a person. More information on the patterns of behaviour of smuggled migrants is offered below, 
but throughout his or her contact with a smuggled migrant, it is crucial for the debriefer to be 
aware that no two people are the same and the impacts of their experiences will manifest differ-
ently. Direct, challenging questioning introduced too early is likely to alienate the person concerned 
and possibly “re-traumatize” them. A considered, methodological and non-judgemental approach 
has the best chance of revealing the truth. 

Good practice suggestions: use of interpreters

"" Where possible, interpreters should be accredited. 

"" Interpreters should build trust with witnesses, but remain emotionally disconnected. 

"" Meetings including police, interpreters and witnesses should be tape-recorded or 
extensive notes should be taken so that officers can potentially counter allegations 
of witness coaching or inducement. 

"" An interpreter used during the interview of a suspect or a witness cannot also provide 
interpreting services in a court hearing. By virtue of their services, interpreters become 
witnesses to the content of the interviews they have attended.

"" Attitudinal, cultural and ethnic compatibility should be a priority. For instance, in cases 
where an interpreter feels “superior” to the individual for whom he or she is serving 
as interpreter, and shows this by treating the individual in an aggressive, dismissive 
or arrogant manner, the trust and confidence necessary for a witness to provide a 
useful statement could be undermined. 

"" Where possible, audio recordings should be made of all interviews, whether formal 
or informal. Where this is not possible or practical, it is necessary to ensure that 
comprehensive notes are kept. 

"" A “dip sample” of interpretations should be taken to ensure accuracy and consistency 
in interpretations. 

"" One should be prepared to assess and, if necessary, change interpreters to ensure 
that the right person is used in the right role. For instance, some interpreters are 
very good at building trust with witnesses in one-on-one situations while others are 
more suited to interpreting in formal situations. 

"" Where interpreters are needed over an extended period of time (for a prosecution 
trial for instance), the entering into fixed-term contracts with interpreters should be 
considered. Generally, interpreters are freelance and take jobs offered by various 
sources at various times. If an interpreter is trusted, entering into a fixed-term con-
tract will ensure his or her availability when needed.

Remember that intercepted smuggled migrants may be suffering from trauma.!
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Timing is also an important determinant of the usefulness of the debriefing. It must be borne in 
mind that a debriefing conducted immediately after the interception may not be successful, if the 
person concerned is traumatized or has basic needs, such as for food and water, that must be met 
before he or she can communicate. A person who provides information immediately after his or 
her arrival may well be seeking to protect other persons involved in the hope that they will still 
secure admission to the country they are intending to travel to. He or she may well wish to give 
false information in the hope that friends or family may be successful. However, once he or she 
is about to be returned or deported, often in a matter of days, weeks or months, the weight of 
some of these considerations may have diminished. At the very end of the process, smuggled 
migrants may be more forthcoming, as there is then less for them to lose. 

A form should be completed for each person who is debriefed and the subject should be informed 
that the interview is voluntary and will form no part of an asylum claim, and that its content 
will not be disclosed at any point. The subject may be given a reference number or some other 
code to ensure that no subsequent reports mention the subject by name, unless necessary. 

At the outset, a person should be informed of the purpose of conducting a debriefing. It should 
also be explained that the debriefing is confidential. 

It is also important to consider that some smuggled migrants could actually be victims of crime. 
The issue of trafficking in persons is considered in module 1; investigators must always bear in 
mind that smuggled migrants could be victims of trafficking or other offences. 

 
Anticipating and dealing with possible patterns of behaviour  
of smuggled migrants

When encountering migrants who have been smuggled, the following should be kept in mind: 

"" They may have been psychologically and/or physically harmed.
"" They may have experienced violence and threats.
"" Depending on where they are intercepted, they are likely to be in the country illegally.
"" Their smugglers may have advised them not to trust or cooperate with police.

Example: use of liaison officers for debriefing 

The use of liaison officers in countries of destination or transit can be useful for the 
purposes of debriefing. Several countries have agreements in this regard. For instance, 
Italy and Nigeria have a common agreement with respect to the exchange of officers. 
In such cases, the experience, language and local knowledge of the liaison officer may 
be used in the debriefing of a migrant from the same country. This can facilitate a strong 
start to investigations, and the effective and early sharing of information among law 
enforcers in different countries.
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"" They may have been extremely intimidated by their smugglers or they may be intimidated 
by the debriefer or both.

"" Their smugglers may have coached them.

Thus, the following possible effects of smuggling on migrants should be considered:

"" Traumatization; post-traumatic stress disorder.
"" Loss of or scattered memory in order to cope with trauma.
"" Distress.
"" Loyalty to smugglers based on the survival instinct, gratitude or for some other reason 

(such as not wanting the smuggler to get caught).
"" Personal dissociation from events. 

Consequently, the following possible reactions towards the debriefer should be considered: 

"" Hostility
"" Anger
"" Fear
"" Distrust
"" Reluctance to cooperate
"" Lying

In this regard, the following basic reactions should be considered by the debriefer:

"" Appease, don’t be confrontational.
"" Try to build some trust by asking harmless, inoffensive questions, such as: How are you?/

Do you need help?/Are you thirsty, hungry?/etc. 
"" No finger-pointing: don’t “blame” the migrant.
"" Take him/her seriously.
"" Try to put yourself in their position: Would you openly provide any information? Would 

you be able to talk about intimate details? Would you be free of fear? Would you be able 
to trust others?

Case study

Smuggled migrants as victims of manslaughter

Fifty-eight nationals of an East Asian country who were being smuggled into a Western 
European country in 2000 became victims of manslaughter. These migrants had been 
concealed in the trailer of a refrigerated lorry. There had been no provision made for 
adequate levels of oxygen. When the doors of the lorry were opened for inspection upon 
arrival at the seaport, all 58 of those on board were found to have suffocated to death. 
The driver was subsequently convicted of manslaughter and smuggling of people.
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Possible debriefing questions

The focus of debriefing is generally on routes, agents and safe houses that have been used during 
the journey. The main questions posed are who, what, where, when, how and why. These questions 
assist the subject in opening up and assist the debriefer in formulating his or her next question. 
It also means that the debriefer will have extracted as much information as possible before mov-
ing on to the next question. 

The list below comprises some questions that could be asked during debriefing. This is in no way 
an exhaustive list — it is intended only as a guide.

Personal 

"" How old are you? 
"" What is your date of birth?
"" What is your religion?
"" What is your nationality?
"" Where do you live? 
"" What is your level of education?
"" Are you married? 
"" Do you have children?
"" Why have you come here?
"" When did you last speak to family or children?

Finances 

"" How much did you pay in total for your journey?
"" Did you pay in instalments?
"" Whom did you pay?
"" Which currency did you pay in?
"" How did you get the money — savings, sell land, borrow?
"" Who did you borrow money from?
"" Is interest accumulated on money borrowed and if so, what is the interest rate?
"" How will the smuggler be paid?
"" Was money left with a third party?
"" Where is the third party located?
"" What procedures are in place to tell the smuggler that you arrived?
"" What happens to the money if you are intercepted and returned? Will you repeat the 

journey? 
"" Are there any further costs?
"" Do you believe you were charged a fair price?
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Documents 

"" What travel document did you need in order to travel?
"" Who arranged the travel document(s)?
"" Was a visa needed?
"" How much did it cost?
"" Describe the documents you used.
"" Are they counterfeit or lookalike?
"" Did the smuggler give you instructions about the document?
"" Where did you meet the smuggler to arrange the document?
"" Where is the document now?
"" Which checkpoints/borders was the document shown at?

Travel

"" Who arranged your travel?
"" When did you leave your hometown?
"" How did you travel here?
"" Is it easy or hard to travel here? Why?
"" How did you get here?
"" Was it easy or hard to get here?
"" What other countries did you pass through?
"" What methods of transport were used to travel here?
"" Describe the methods of travel, who was driving etc.
"" Describe the vehicle(s) you travelled in.
"" How many people were in the boat, vehicle or other form of transportation?
"" Did you know anyone else in the boat, vehicle or other transporter? Where are they now? 
"" What happened to the others on the boat or vehicle? 
"" Who was in charge of the boat or vehicle?
"" How did they know where they were going?
"" Did they use any technology to navigate?
"" Where were you kept on board?
"" What did you do for food, water and toilet?
"" What nationality or nationalities was the captain and crew?
"" What language did they communicate in?
"" How did they treat you?
"" Were other options available? What would the comparative cost have been? 



8	 Basic Training Manual on Investigating and Prosecuting the Smuggling of Migrants

Safe houses, meeting points, restaurants, coffee shops 

"" What was the place called where you met the smuggler?
"" Describe the building to me.
"" Where was the building?
"" How would you explain to a family member how to get there? 
"" Draw a picture of the building.
"" Was there Internet access?
"" Why did you meet there? Why did you stay there?
"" Who else uses the address?
"" How long were you there for?
"" Where did you go afterwards?
"" Who else did you meet there?
"" Why were they there?
"" Did you have any problems with the authorities?
"" Why did you stay for such a long or such a short time?

Smugglers

"" What were the names of your smugglers?
"" Describe them to me.
"" Did they have any distinguishing marks?
"" Did they wear any jewellery or have piercings, tattoos or deformities?
"" What language did they use to communicate?
"" Did they treat you fairly?
"" Where did they live?
"" What did their home look like? 
"" Did they have permission to stay here?

Example: debriefing on safe houses

With regard to safe houses, the following should be established to achieve a full descrip-
tion of the safe house: size, colour, number of floors, entrance, windows, garden, location 
in street, type of road (main highway, residential), location of road (town centre), view 
from opposite side of street, view from house, landmarks in proximity to the house 
(shops, places of worship, schools), floor plan of house, how many other people reside 
there, show maps to assist in identifying the area, retrace steps (transport stops, stations 
or hubs), parks (descriptions of parks).
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"" How did you hear about them? 
"" Did the smuggler travel with you?
"" Who is the main smuggler?

Border crossings 

"" How did you cross the borders?
"" Did you use documents?
"" Where did you cross specific borders?
"" What methods were used by the agent?
"" Did the smuggler bribe anyone at the borders?
"" Was it easy or hard? Why?

The above list is not at all exhaustive — questions generally lead to more questions. 

Limitations

While smuggled migrants can offer a wealth of information, investigators must also be mindful 
that the quality of the information they provide may be affected by several factors. Some of these 
are set out below:

"" The smuggled migrant may have very limited or vague information.
"" The smuggled migrant may have been given a particular story to tell by the smuggler of 

the migrant.
"" It may be in the smuggled migrant’s best interests to create a story.
"" The smuggled migrant may have little or no incentive to cooperate.
"" The migrant may feel grateful towards the smuggler.

The above considerations highlight the need to corroborate information gleaned through debrief-
ing. One or two smuggled migrants who do provide useful information or evidence make it 
worthwhile to debrief all smuggled migrants who have been detected. 

Simple tests of credibility

Many people from Anyland claimed to have flown from Anyland to Anotherland. It is 
known to law enforcers that before boarding a plane in Anyland, there are 12 checkpoints 
that a passenger must go through before reaching the plane. 

Another strong indicator is that there are no flights between Anotherland and Anyland! 

A good site at which to read about airports is www.airlinequality.com. Travel guides, 
maps and open Internet sources can also be useful in checking a person’s account.
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C.  Searching

In addition to debriefing, it is important to search a smuggled migrant or smuggler of migrants. 
In this regard, the following should be observed.

When arrests are made or irregular entrants detected, it is important, if legislation allows, to ensure 
that people are properly searched. Often, tiny pieces of paper which can easily be overlooked are 
found containing the telephone numbers of those involved in the smuggling. Accounts given dur-
ing the debriefing process should also be considered in conjunction with what smuggled migrants 
are wearing to determine if their dress fits the requirement of the routes or types of journeys 
described. Forensic opportunities should also not be overlooked and before any items are seized, 
due consideration should be given to the possibility of forensic collection or enhancement.

Smugglers, and sometimes smuggled persons as well, often learn from the mistakes made during 
previous smuggling attempts. Therefore, they will be instructed to hide important phone numbers, 
names and addresses or to memorize them. It is important to give this some additional attention 
during the search. 

Having due regard for the rights of the smuggled migrants and smugglers of migrants 
is imperative throughout the debriefing process. This includes protecting their right 
to privacy.

!

? Questions and exercises

"" Explain in your own words what debriefing means.

"" How can you build trust and confidence in a smuggled migrant, without promising 
things that cannot realistically be achieved?

"" What are the criminal justice objectives of debriefing? 

"" What are the non-criminal justice objectives of debriefing?

"" Is debriefing in your country considered a criminal or an administrative procedure?

"" Can you think of other types of information that smuggled migrants can provide 
either to assist an ongoing investigation or to facilitate the launch of a new 
investigation?

"" Can you think of other factors affecting the quality of the information smuggled 
migrants can provide, can you think of other limitations? 

"" List some questions that could routinely be asked of smuggled migrants when debrief-
ing them.

"" What crimes can smuggled migrants potentially be victims of during the smuggling 
process?
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While conducting searches, attention should be paid to the following areas or objects: 

"" Inside the collar.
"" Inside the trouser belt or waistband or other parts of the clothing where notes or money 

can be stitched.
"" Turned inside bottom of pants.
"" Shoes or socks.
"" The space between the foil and paper of a pack of cigarettes.
"" Paper money, on which notes are sometimes written. 

General points of information and things to note:

"" At the time of arrest, the suspect or people being smuggled may try to get rid of incrimi-
nating material.

"" Phone numbers may be stuffed between cracks in the floor or hidden in seats.
"" SIM cards may be disposed of.
"" Someone may try to throw something outside the vehicle.
"" Empty bottles (or bottles filled with urine) and waste disposal.
"" External printing on packaging or foreign currency. 

Consider: receipts, vouchers and petrol receipts or containers.
"" Prepared loads/space mostly indicate the knowledge of the driver.
"" Remember: double bottoms, double ceilings, also — defective cars; campers have excellent 

hiding places.
"" A tachograph can provide information on the tracked route. 
"" Traffic stamps may have been manipulated.

? Questions and exercises

"" From your own experience, what else can you add to the list of things to pay atten-
tion to in searching smuggled migrants?

"" What items or objects have been found locally while conducting a search of smuggled 
migrants? 

"" Can you think of any good finds during a search? 

"" In your country, what laws are relevant to conducting searches?

"" What gender considerations come into play with respect to conducting searches?

"" You have intercepted a possible smuggled migrant who has been travelling from a 
still-to-be-determined location concealed in a truck. His clothes are torn and stained. 
There are urine, faeces and other stains on the pants he is wearing, which also have 
pockets. He appears to have been injured, as his body is marked with several cuts 
and bruises, and there is blood on his shirt. You cannot communicate with this person 
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D.  Smugglers and smuggled migrants as witnesses

An investigation is most likely to advance when a smuggled migrant or migrant smuggler agrees 
to cooperate with law enforcement officials. 

Obstacles to cooperation

It is difficult to persuade witnesses to most crimes to come forward. Witnesses may be scared or 
intimidated but most people who agree to cooperate with law enforcement officials ultimately do, 
despite any fears they may have, attend court, if required, to support the prosecution. The same 
cannot always be said of smuggled migrants for the following reasons:

"" Smuggled migrants may be intimidated by real threats to their physical safety or to 
members of their families at home, where there may be little prospect of police 
protection.

"" Some smuggled migrants may be led to believe that they will be given a full or partial 
refund of the smuggling fee if they do not cooperate with authorities.

"" Smuggled migrants may be scared of being arrested and prosecuted for being party to 
the crime.

"" Smuggled migrants may also avoid contact with the immigration or law enforcement 
agencies and remain hidden in order to stay in the country they have been smuggled 
into (or move on to their destination country if they have not yet reached it).

"" Smuggled migrants may have been sent back to their own country and may therefore be 
unavailable to give evidence in court.

"" Witnesses have no incentive, as they have everything to lose by giving evidence. Migrants 
are often told that if they do not assist the authorities, should they be caught, they will 
be given another chance to enter the country illegally without being charged by the 
smuggler.

Creating an environment conducive to cooperation

Some countries have sought to address these issues. Given below is one example of how to create 
an environment in which the smuggled migrant will be given an incentive to cooperate. 

because you do not speak the same language. The services of a translator have been 
engaged but it will be several hours before he or she arrives on the scene. 

	 What do you do in the meantime? (When you give your answer, consider both 	
	 human rights objectives and your investigative objectives.) 

	 How would your answer change if the person concerned was a woman? 

	 How would your answer change if the person was a child?
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Example: incentive to cooperate

An administrative regulation that entered into force on 26 September 2008 in Belgium 
provides that, where migrants were smuggled under aggravating circumstances, they will 
be offered the same protection as victims of trafficking.

The regulation defines the persons who can benefit from this protection, as (a) victims 
of trafficking as provided for in article 433 of the Belgian Criminal Codea and (b) smug-
gled migrants who endured certain forms of aggravated offences related to the smuggling 
of migrants as provided for in article 77 of the Belgian law on aliensb which relates to 
unaccompanied minors; abuse of a situation of particular vulnerability; use of manipula-
tion, threat or force; endangerment of life and causing of an incurable illness, injury or 
permanent disability.

The regulation stipulates that when the police are faced with a situation in which there 
is evidence to suggest that a person is a victim of trafficking in persons or smuggling 
of migrants, the police must first try, in collaboration with the specialist services, to 
gather additional material evidence indicating that that person is indeed a victim. At 
this stage, some brief information can be provided to the presumed victim concerning 
the possibilities offered by victim status if the victim collaborates with the judicial 
authorities.

As a second step, on the basis of the material evidence gathered, the regulation stipulates 
that the relevant police service (a) inform the public prosecutor; (b) contact one of the 
three specialized non-governmental organization shelters registered in Belgium to request 
the shelter to take the victim into its charge and (c) notify the Department of Federal 
Immigration. The public prosecutor will then assess whether or not the granting of victim 
status is justified at this stage of the procedure.

The regulations outline three general conditions that all have to be met by the presumed 
victim for victim status to be granted: (a) he or she must sever contact with the pre-
sumed offender(s); (b) he or she must remain in the charge of a specialized shelter at 
all times; (c) he or she must cooperate with the judicial authorities by filing a charge or 
making a statement, which will be assessed by the prosecutor.

The procedure of granting victim status includes:

"" A reflection period: the presumed victim is allowed to stay in Belgium for a period 
of 45 days, which enables the victim to sever contact with the criminal milieu and 
take time to decide whether he or she wishes to collaborate with the judicial authori-
ties. During this stage, the victim can also decide to return to his or her country 
of origin, but may not be deported.

a Belgium, Criminal Procedure, Criminal Code (8 June 1867).
b Belgium, Loi du 15 décembre 1980 sur l’accès au territoire, le séjour, l’établissement et l’éloignement des 

étrangers.
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Aside from those described in the above example, there are other ways of trying to secure 
either cooperation or the admissibility of evidence. Some of these methods are listed below:

"" Requests to the immigration authorities for smuggled migrants who are witnesses to be 
allowed to stay (either on a temporary or on a permanent basis).

"" The use of video link testimony, if the facilities exist, so that a smuggled migrant who 
has been sent back may still give evidence from his or her home country.

"" The provision of legal advice to the smuggled migrants prior to their being interviewed, 
which may help both to ensure that they are aware of what they are doing and to reas-
sure the judiciary that debriefings and witness interviews are being conducted properly. 
A statement made by a person who has already received legal advice may be viewed in 
a different light from that obtained in other circumstances.

"" The corroboration of evidence given by smuggled migrants using other means such as 
wiretaps (see module 5) or other witnesses.

"" Audio or video recording of witness interviews.
"" Where laws allow and where there are grounds to support their use, consideration should 

be given to formally protecting the witness’s identity, which may also include the provi-
sion of witness protection.

 
Cooperating with smugglers of migrants

From time to time smugglers of migrants, like other criminals, may either give evidence or provide 
information. Such evidence should be handled in the same manner as that provided by any other 
criminal and national policies must be complied with. The smugglers of migrants offer more to 
an investigation than a smuggled migrant does, simply because they know more about how the 
organization works and how it is run. All opportunities to obtain this type of intelligence or 
evidence must be taken advantage of.

"" Further permission to stay for a maximum of three months (with the possibility of 
a one-month extension), at which stage the victim decides to file a charge or make 
a statement. From the time of issue of the registration document, the victim can 
obtain a class C work permit.

"" Permission to remain in the country for an unlimited period: this permission is 
issued when the statements made or charges filed by the victim have led to a 
conviction or, as a minimum requirement, when the public prosecution service has 
established the charge of trafficking or aggravated trafficking in the case for the 
prosecution.
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International cooperation

It is important that there be international cooperation if smuggled migrants and the smug-
glers of migrants are to be used effectively as witnesses. This may be relevant when verifying 
information provided by them and when ensuring that persons are returned to their country 
of residence without their involvement in the investigation and prosecution of a migrant 
smuggling case being terminated. Bilateral, regional and international agreements stress that 
international cooperation is key at every stage of the process of addressing the smuggling of 
migrants. 

Article 26 of the United Nations Convention against Transnational 
Organized Crime 

Measures to enhance cooperation with law enforcement authorities

1.  Each State party shall take appropriate measures to encourage persons who participate 
or who have participated in organized criminal groups:

(a)  To supply information useful to competent authorities for investigative and 
evidentiary purposes on such matters as:

	 (i)	 The identity, nature, composition, structure, location or activities of organized 	
	 criminal groups;

	 (ii)	 Links, including international links, with other organized criminal groups;

	 (iii)	 Offences that organized criminal groups have committed or may commit;

(b)	 To provide factual, concrete help to competent authorities that may contribute 
to depriving organized criminal groups of their resources or of the proceeds of crime. 

2.  Each State party shall consider providing for the possibility, in appropriate cases, of 
mitigating punishment of an accused person who provides substantial cooperation in the 
investigation or prosecution of an offence covered by this Convention. 

3.  Each State party shall consider providing for the possibility, in accordance with fun-
damental principles of its domestic law, of granting immunity from prosecution to a person 
who provides substantial cooperation in the investigation or prosecution of an offence 
covered by this Convention.

For more on international cooperation, see module 8.
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Practical guidance for taking statements

PEACE is an interview model used in a number of countries around the world that is applicable 
to interviewing suspects, witnesses and victims. PEACE is an acronym that stands for: 

"" Planning and preparation: this may involve securing certified interpreters, social supporters 
and accommodation for migrants.

"" Engage and explain: engaging with a person means establishing a rapport with him or 
her. Explaining means that you should make sure the person understands what is hap-
pening in the interview and what his or her rights are. 

"" Account: the persons should be able to give you an uninterrupted account, sometimes known 
as “free recall”. After they have given you a full account, you may ask them to repeat their 
account or ask them further questions to clarify inconsistencies and complete the picture. 

"" Closure: the interview may be summarized, the person then being given the opportunity 
to add anything and be informed of what will happen next. 

"" Evaluate: after the interview has been conducted, it should be evaluated to establish 
whether its aims and objectives have been achieved, whether new information obtained 
in the interview affects the investigation and how the interview went.

E.  Profiling

What is profiling?

In its simplest form, profiling entails analysis of information or intelligence for the purpose of 
producing indicators and, through them, a profile that facilitates identification of smuggled 
migrants, smugglers of migrants, routes, communication methods, false passports etc.

For an example of a witness statement see annex I.

? Questions and exercises

"" Do the laws of your country offer any incentives for smuggled migrants to cooperate 
with the criminal justice system?

	 Do you have any examples? Do they work?

"" In your work, do you use the PEACE model or another model for taking statements 
or conducting interviews?

	 �If so, how does your model differ from the PEACE model? What are the pros 
and cons of each model?
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Profiling is a covert investigative technique which can assist in identifying potential criminal 
activities and be of service during an investigation by facilitating the planning of operations. 
Profiling can involve virtually anything, but if the best results are to be derived from it, either a 
trained analyst or a profiler should be used to assess any results.

 
Key considerations when profiling

The key to profiling is the collation of relevant information. Therefore, the information required 
to profile a criminal group, passports or individuals needs to be solid enough and the methods of 
collection need to be effective enough to ensure that this key role is fulfilled. Profiling is best 
achieved through a two-way system whereby front-line officers can both seek information and 
feed back further information.

The example below is one where profiling leads to arrests.

As in many other areas of smuggling, some issues frequently occur and investigators and front-line 
officers should be aware of, inter alia:

"" Forged passports.
"" Tickets paid for late and in cash.

Example: profiling

In one example of profiling, all forged passports issued by the country A could be col-
lated together with details of the holders. By analysing this information, it is established 
that those who use the passports live in country Z and boarded their flights in country T. 
Flights from country T are then targeted for fuller inspection.

Example

A number of young women arrived by plane from country F. They all held either forged 
passports or forged visas. Some were detected but many were known to have gained entry.

Analysis of the intelligence on these women resulted in the following profile:

"" Female aged 17-25.

"" Wearing blue jeans and a black jacket.

"" Hair tied in a ponytail using a coloured ribbon.

"" Pulling a wheelie bag-type carry-on suitcase.

As a result of this profiling, many other females were detected who would not have been 
otherwise because of the quality of the forgery. Ultimately, arrests were made of those involved 
in smuggling them and it became apparent, from surveillance, that the style of dress had been 
chosen to enable them to be identified by those who were meeting them at the airport.
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"" Rental cars.
"" Unregistered boats and small craft.
"" Light aircraft landing in unusual areas.

The list could be extended, the entries being determined by local knowledge. It may be a good 
idea to keep an easily accessible record of all current trends (such as a poster on a wall) to enable 
quick identification. The use of a trained profiler or analyst may also assist greatly. Trends are part 
of a profile but the best placement of information allows it to be easily disseminated to front-line 
officers, as the information may reinforce what they have seen for themselves. Through an under-
standing of the trends (profiles), more information is likely to be obtained.

Indicators

The following indicators may signal the smuggling of migrants or trafficking in persons; but this 
is a non-exhaustive list: there may be several other clues.

The smuggled person and/or (potential) victim: 

"" Does not know which country he or she is in. 
"" Does not know through what countries he or she has travelled.
"" Does not give a credible explanation of the purpose of his or her trip. 
"" Does not know a specific address at which he or she is about to stay.
"" Does not have a name or phone number for the person with whom or place where he 

or she is going to stay.
"" Indicates that he or she should be at a particular location at some point in time (in order 

to make contact with his or her supervisor).
"" Has distinctive clothing or hairstyle. Note: small groups of smuggled persons often have 

the same characteristics (e.g. the same coloured clothing or bags etc.)
"" Often exhibits physical marks (e.g. writing on an arm).
"" Does not know how long he or she will stay at his or her next address.
"" Carries no money or virtually none with him or her.
"" Is not in possession of his or her own travel documents or residence permit.
"" Is often in possession of false or forged travel documents or residence permit.
"" Often travels together with the smuggler or trafficker (possibly provable by aeroplane, 

bus or train tickets).
"" Has little or no luggage.

The presence of these indicators does not prove that the smuggling of migrants or 
trafficking in persons has occurred, but may indicate that further enquiries should be 
made. Indicators can vary from country to country and from situation to situation: you 
should be aware of the intelligence potential of the situations you come across and not 
be led into drawing too simple conclusions. Profiles need to be reviewed regularly.

!
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"" Has no personal belongings (family photos, address books).
"" Does not know the people whom he or she is travelling with.

When the smuggler or trafficker is found together with the smuggled person and/or (potential) 
victim: 

"" The smuggler or trafficker will often have valid documents.
"" The smuggler or trafficker will often have a heavily stamped passport suggesting that he 

or she is well travelled.
"" The smuggler or trafficker will often be in possession of the travel documents of the 

smuggled or trafficked person if he or she has documents.
"" The smuggler or trafficker tries to answer the questions posed to the smuggled or traf-

ficked person.
"" The smuggler or trafficker often has a better appearance than the smuggled or trafficked 

person.
"" The smuggled or trafficked person will often be very quiet because he or she depends on 

his or her smuggler or trafficker.
"" The smuggled or trafficked person is often visibly in fear of or submissive to the smuggler 

or trafficker, because the smuggler or trafficker often uses violence or threatens to use 
violence.

"" The smuggled or trafficked person (in many cases but not all), is of the same ethnic 
background as the smuggler or trafficker.

"" The smuggler or trafficker may claim that he or she picked up his or her passengers by 
chance.

Vehicles:

"" Vehicle has been altered (for instance, compartments built in to carry people, seals broken, 
extra fuel tanks, small compartments for hiding papers etc.).

"" Vehicles may be in very bad condition and not well looked after (and yet, some bad-
looking vehicles may contain strong, well-maintained engines).

"" Broken seals, roof.
"" Darkened windows.

Strong but not definitive indicators of trafficking in persons are smuggling fees that have been 
advanced to the migrants by the criminals who are carrying out the operation. The people con-
cerned may also have been “recruited” for a particular job. On the other hand, the fact that a 
migrant has paid the fee him- or herself does not mean that he or she is not or will not become 
a victim of trafficking. 

The smuggler or trafficker:

"" May be the only one who speaks the language of the transit or destination country, and/
or he or she acts as an intermediary.

"" Is often the only one with a mobile phone.
"" May be the only one who has cash, receipts and phone numbers with him or her.
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"" May have the travel documents of his or her fellow travellers with him or her.
"" Is often the only person who is well dressed and distinct from those smuggled in terms 

of clothing and/or hairstyle.
"" Is often the only one who carries no luggage with him or her.
"" Is often the driver of the vehicle.
"" May (but may not) have a different nationality from that of the rest of the group.
"" May try to give the smuggled or trafficked persons instructions, hints or directions.

 
 
 

F.  Concluding remarks

Opportunities to enhance intelligence and evidence through searching and debriefing of migrants 
and smugglers must always be seized. Following good procedures and human rights standards is 
essential to making intelligence and evidence work. Officers who are on the front line must be 
encouraged to obtain information, to protect it and to communicate it appropriately. 

When dealing with smuggled migrants it is also worth remembering that they are potential victims 
of crime as well as witnesses. Many jurisdictions provide statutory guidance on how such persons 
should be treated with regard to their human rights, which may also include requirements for 
accommodation, meals and other refreshments. There are also international standards governing 
this (see module 9). Generally, the better a person is treated, the more likely he or she is to 
cooperate. In many countries, people fear their police, rightly or wrongly. They often need to be 
reassured that they will be treated well and looked after, although great care must be taken to 
avert the suspicion that improper inducements have been offered.

Isolate the potential smuggler or trafficker from the smuggled and/or (potential) victim(s) 
or migrant(s) as soon as possible.!

? Questions and exercises

"" Explain what is meant by profiling.

"" Have you had any experiences with profiling in your country?

"" Do the indicators of smuggling of migrants or trafficking in persons listed above apply 
in situations of the smuggling of migrants in your country?

	 Add other indicators relevant to your context.

	 Does the use of indicators help or hinder your investigations? 

"" Can you think of instances where intelligence was not used to create a profile that 
would have helped in an investigation into the smuggling of migrants?
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Similarly, where possible, officers should be trained appropriately to take witness statements from 
potentially vulnerable persons. It is the investigator’s duty to seek to confirm the accuracy and 
veracity of the intelligence or evidence provided and to use it for the purpose for which it was 
given. In this respect, depending on the legal system the guidance of the judiciary, prosecutors, 
the team leader and more experienced officers is essential.

Human rights issues are important throughout the whole process of investigating and prosecuting 
smuggling of migrants, but they come into play more in the context of this module than in that 
of any other. 

Module 9 on human rights provides further information.

Remember that intercepted smuggled migrants may be suffering from trauma.!

Self-assessment questions

"" What can smuggled migrants provide information about?

"" Name some factors that affect the quality of information provided by smuggled 
migrants. 

"" Give some reasons why smuggled migrants often fail to give evidence.

"" Name two methods for possibly encouraging the cooperation of smuggled migrants.

"" How does the debriefing of smuggled migrants and the smugglers of migrants assist 
in investigations?

"" What are some best practices to incorporate when using smuggled migrants or the 
smugglers of migrants as witnesses in prosecutions?

"" What are some key principles to follow in debriefing a victim of crime or witness 
to a crime? Who should be involved in debriefing a victim of crime who may become 
a witness in a migrant smuggling case?

"" What is profiling?

"" What role can profiling play in an investigation into the smuggling of migrants?

"" Name some indicators that are often profiled.
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Module 3. � Investigative approaches

 
A.  Learning objectives

The present module will look at standard investigative approaches. It will also look at the potential 
for non-judicial outcomes and the factors that may aggravate or mitigate offences. At the end of 
this module, you should be able to:

"" Understand the proactive and reactive types of investigation and how they may start.
"" Have an awareness of the aggravating and mitigating circumstances in investigations into 

the smuggling of migrants.
"" Understand some of the key considerations necessary before arrests are made or searches 

carried out.
"" Understand the potential for disruption of networks that smuggle migrants and the tech-

niques available to support this.

 
B.  Types of investigation 

Principal considerations when investigating the smuggling  
of migrants 

There are some general considerations that investigators must bear in mind, irrespective of the 
type of investigation being conducted.

"" Risk:
Operational risks are addressed in annex II but it must be stressed here that human 
beings and very real risks to life are being dealt with. This includes a potential risk 
to law enforcers; for instance, sub-standard transport conditions may pose a health 
threat to officers who board boats when they are not specially equipped (see the 
example below under “reactive investigations”).

"" Investigations involving offences against persons: 
An investigation into the smuggling of migrants is comparable, in basic terms, with 
any other criminal investigation, but the nature of the human “commodity” being 
smuggled entails particular considerations. Because people are involved, time is of the 
essence. Planning is required so that special measures can be taken to ensure that 
human beings have their needs provided for. Cases where people are victims of crime 
by virtue of having been smuggled should be approached in the same way as all other 
offences against persons.
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"" Financial: 
Financial investigations will be addressed in module 4. Because financial transactions 
are a key element of the offence, all investigations should always include some focus 
on the finances of the criminals involved.

"" Offences: 
Smuggling of migrants seldom stands alone as an offence. There is every likelihood 
that other crimes have been committed in conjunction with or in the course of com-
mitting the crime of smuggling of migrants. Some of these offences may be additional 
or incidental and may be pursued if smuggling of migrants cannot be proved. Module 
7 contains a list of other offences that may have been committed.

Before starting any investigation, you should consult a senior officer or prosecutor (as 
appropriate).

Defining proactive and reactive investigations

In basic terms there are only two types of investigation: reactive and proactive.1

Proactive investigations are those started by the investigators on their own initiative, often on the 
basis of information and intelligence gathered. Proactive investigations often utilize specialist 
techniques (involving, for example, informants and various forms of surveillance) to amass a body 
of evidence before proceeding to action such as arrests of suspects and victim rescue.

Reactive investigations commence as a law enforcement response to a particular incident (infor-
mation is received that an offence has been committed) and include situations where an immediate 
response is required.

1 Note: the terms “reactive investigation” and “proactive investigation” do not refer to administrative procedures. They describe 
two different methodological approaches to investigating a case. In civil law systems influenced by the French legal tradition, a proac-
tive investigation usually takes place within the preliminary investigation (enquête préliminaire), whereas a reactive investigation is 
usually carried out in response to an offence where the perpetrator is caught red handed (flagrant délit) and within a prescribed time 
limit.

Example: proactive investigation

Over a period of several months, a sharp increase in the numbers of irregular migrants 
from a province in Anyland has been reported in Anotherland. It is assumed that the 
irregular migrants were smuggled. An investigation is therefore launched.

Example: reactive investigation

A boat is observed dropping some people off on a beach and the vessel is stopped by 
the coastguard.
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A proactive operation can also develop out of a reactive investigation or response, as outlined in 
the box below.

In many jurisdictions, the distinction between a reactive and a proactive investigation may be 
blurred or non-existent. 

Some jurisdictions have a strict set of criteria regarding when an investigation should start. That 
investigation will include both reactive and proactive elements, as described in these modules. 

 
C.  Reactive investigations

Reactive investigations are triggered by an event that requires an immediate law enforcement 
response. For example, customs officers may open the boot of a car and find two people hiding 
in it. The migrants and the driver of the car are arrested. The need to protect lives may allow less 
time and opportunity to amass as much evidence as may be possible in a proactive investigation. 
Frequently, there may be suspects but no evidence. However, investigators should always bear in 
mind that a reactive response can be a starting point for a proactive investigation.

One of the most common types of reactive investigation is triggered by the discovery of people 
in the process of being smuggled. In a reactive investigation, the investigator is likely to be 
faced with:

1. � Information is received that a boat is in trouble on the ocean. A reactive response 
is to send the coastguard.

2.  The coastguard effects a rescue of those on board, who are smuggled migrants.

3. � The reactive investigation then begins, but it could also lead to a proactive investiga-
tion, particularly if the evidence found in the course of the reactive investigation is 
insufficient to charge someone.

? Questions and exercises

"" In your own words, explain the difference between proactive and reactive 
investigations. 

"" Can you add any other considerations to the list comprising some of the general 
considerations that investigators must address, irrespective of the type of investigation 
being conducted, before embarking on an investigation? 

"" Can you think of any other general considerations, particularly with regard to your 
own locality or jurisdiction?
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"" A number of people, which may include children, who might not speak the investigator’s 
language.

"" A crime scene.
"" An extremely confusing picture of events.

It is the responsibility of the first investigator who arrives on the scene to ensure that:

"" Any threat to life is addressed.
"" Basic needs are met.
"" Human rights of smugglers and migrants are protected.
"" Order is maintained.
"" Facts briefly detailing what has happened are obtained.
"" Potential witnesses are identified.
"" The crime scene or place of arrest is secured.
"" Any suspects (smugglers) are detained and isolated where possible from migrants until 

other investigators or specialists arrive.

Once these actions are taken, the investigation can move forward.

Once the investigation begins, however, the event being investigated is often dealt with as if it is 
of an isolated or one-off type. This should not happen. In reactive investigations, investigators 
should ask themselves some of the following questions:

"" Has this happened before?
"" Were there previous tests of the route, carried out by the smugglers, to assess the method 

used (often referred to as dummy runs)? 
"" How many other trips have been made? 
"" Where is the money? 
"" What country do those smuggled come from and can the authorities in that country be 

approached for advice or assistance in conducting the investigation?
"" Have they been through transit countries to get here? If so, can they be approached?

Example: challenges posed by investigations into the smuggling 
of migrants

Some investigations may involve hundreds of migrants. For instance, to deal with a migrant-
smuggling situation in a North American country, special provisions had to be made. 
Buses were required to transport people in remote areas. Several officers were required 
to process the 300 migrants and the smugglers involved, and to distinguish between them. 
Officers on board the boat required appropriate attire and equipment so as to remain 
protected from the health risks they confronted.
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Example: reactive operation — Mr. and Mrs. Y

Mr. Y is driving a car across a land border. In the front are his wife and two children. 
The car is stopped for a routine inspection. The boot of the car is opened and two 
people are found.

The car driver and his wife are arrested and the children are taken into care until another 
family member arrives to take custody of them.

The people in the boot claim that they paid Mr. Y $1,000 each to be collected and taken 
across the border. They had been told by Mrs. Y, the wife, to be at a certain point and 
at a certain time for collection and to have $1,000 each.

Mr. Y was searched and found to have $2,000 on him. Mrs. Y admitted to having arranged 
this smuggling venture. Examination of both of their bank accounts showed that they had 
over $40,000 in savings, although their combined incomes totalled just $18,000.

Both Mr. and Mrs. Y were convicted and imprisoned and their assets were seized.

Case study

Mrs. C

A random police and tax control was established at the border and a foreign-registered 
hire car, driven by Mrs. C, was stopped. Inside the car were four passengers and Mrs. 
C. She informed the police that she had picked up her passengers with no prior arrange-
ment at a nearby garage, close to the border. They all wanted to go to Anyland and 
she agreed to take them. None of the passengers held valid passports or identity docu-
ments and all five people were arrested.

Mrs. C was searched and found to be in possession of identity papers from the Republic 
of X. She had two mobile telephones and rental papers for the car showing that she 
had hired it for three days. She told police that she lived 1,400 kilometres (km) from 
where she had been arrested and was going to a hotel somewhere in Anyland. Mrs. C 
was unemployed and had no visible income.

The hire company confirmed that the car had been rented and advised that it had trav-
elled over 2,000 km since she had rented it the previous day. The company further 
explained that she had rented four other cars within the previous three months and had 
covered over 16,000 km.

Examination of the mobile telephones showed that someone had tried to contact her 
twice after her arrest. The caller’s number was known to police as that of someone 
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As can be seen from the case study above, when the reactive investigation is conducted properly, 
it can yield excellent results with minimal costs and human resources. 

The investigator’s role does not end with the conclusion of an investigation. The investigator should 
aim to make his or her job easier by passing on lessons learned and information on what would 
be required in future, to front-line officers. Often, these are the people who are the first to arrive 
at a scene and who may be there for some hours before a more experienced officer arrives. Pro-
viding checklists or help cards to border, police or immigration officers should be considered. After 
all, if front-line officers get it right, the investigator’s job will be easier, more quickly carried out 
and ultimately more successful! The collection of relevant intelligence may lead to proactive 
investigations. 

Also, the investigator should remember to provide feedback to those who provided information 
to him or her, so that they continue to do so.

involved in smuggling migrants. Cell site analysis showed that she had also been on or 
near the border with two other countries in the 12 hours prior to her arrest.

Enquiries centred on a toll-road pay booth produced numerous photographs of Mrs. C 
passing along the road, close to a border, with different people in her car each time. 
Photographs taken of the car on the return route from Anyland showed that she had 
been alone.

Mrs. C was eventually convicted, imprisoned and ultimately deported from Anyland.

? Questions and exercises

"" Have you had experience with reactive investigations? What events triggered them? 

"" What laws in your country apply to the situation of minors and other vulnerable 
people?

"" When you are trying to distinguish between different types of people (asylum-seekers, 
say, versus trafficked victims), who are your partners?

"" What are the key priorities of the first investigator to arrive on the scene?

"" Read the example above concerning Mr. and Mrs. Y. You are a law enforcer, and 
the first person at the scene. 

	 What do you do? 

	 What are your objectives?

	 Who do you contact? 

	 What should be done with the people in the boot? 

	 In what way would your answer be different if they were children? 
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D.  Proactive investigations

A proactive operation usually commences in response to information or intelligence received. Often 
such an investigation allows adequate time for investigators to carefully plan all stages of the 
investigation and to consider all standard and “special” (covert) investigative techniques (see module 
5). In this type of investigation, the investigators have slightly more control over how they will 
collect evidence and seek to prove their case.

The key to a successful proactive investigation is intelligence and its proper use. (Module 6 looks 
at intelligence issues in greater depth.) Generally, a proactive investigation will be triggered by an 
event that has come to the attention of law enforcement officers. For example, law enforcers may 
receive a phone call reporting suspicious activity. That event is usually researched in an attempt 
to establish if it is one-off or part of a larger group of similar or related events.

It is at the research stage of a proactive investigation in particular that things can begin to go 
wrong. Experience has shown that intelligence can often be developed too far: producing a bigger 
picture, crimes continue to be committed and lives may be put at risk. The example below high-
lights this fact.

If investigators work separately from those who collect, collate or analyse intelligence, then 
they must establish a close link that will protect the intelligence while still allowing 

"" Do you have another example of a good, simple reactive investigation? Why was it 
good?

"" Explain why the case study above involving Mrs. C is an example of a proactive or 
a reactive investigation.

"" Have you ever been the first officer on a migrant smuggling scene? 

	 What did you do? 

	 What would you do differently next time?

Example: intelligence

Information was received that showed that a particular route had been chosen to smuggle 
migrants into country Z from country A using small boats. During the several months 
required to compile a complete picture detailing boats, owners or users, addresses, tele-
phone numbers and credit cards, three other boats had arrived with their human cargo. 
All of those who had landed entered the country illegally and everyone being smuggled 
had had their lives put at risk by the use of small, improperly equipped boats. While the 
overall intelligence package provided to the operational unit was of very good quality, 
the situation had become too complicated to allow many of the leads to be followed, 
and criminality had been ignored and lives had been put at risk.
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investigators to act when the time is right. Investigators must ensure that their colleagues in 
the intelligence section understand what they are trying to achieve and what, as investigators, 
they require from them.

Once the investigators have a picture of what is going on, they need to look at deployment of law 
enforcement tactics from all possible angles. Below is an example involving a migrant smuggling 
group with some indications of how law enforcement agencies can “attack” the group, that is, of 
how law enforcement agencies can approach and tackle criminality in a proactive way.

It is by using law enforcement techniques such as those described above that investigators are able 
to move quickly towards a conclusion. When commencing proactive investigations, one should always 
set the objectives and work towards them. 

Finally, when the objectives of proactive investigations are being considered, one should always look 
at what can be done to procure evidence or intelligence while, hopefully, at the same time, disrupting 
a group’s activities or preventing the illegal entry of people. The following example shows how this 
can be achieved.

In order for successful criminal justice outcomes to be achieved, it is important to 
ensure that there is full cooperation between investigators and prosecutors and/or the 
investigative judge. To ensure that evidence is admissible in court, consultation should 
occur at the earliest stage practicable.

!

Example: proactive “attack” on a group engaged in the  
smuggling of migrants — Mr. C

Information is received that suggests that Mr. C is smuggling migrants into country B by 
concealing them in the backs of lorries. Once in country B, the migrants are delivered 
to a service station where they are collected by other vehicles.

Mr. C owns a haulage company. Investigations identify a mobile phone for Mr. C and 
billing information received indicates that each day that a group of migrants was smuggled, 
he had made a telephone call to Mr. H shortly before the group was deposited at the 
service station.

Mr. H is subjected to both conventional and technical surveillance, using a tracking 
device, and he is caught visiting a house where a number of migrants are seen coming 
and going. Surveillance is conducted at a service station and Mr. H is seen collecting a 
group of migrants who have recently left the rear of a lorry. He takes them to the 
house and then leaves to meet Mr. C at his office.

Mr. C, Mr. H and the lorry driver are all arrested.
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E.  Smuggling of migrants: crime scenes

In many ways, dealing with a crime involving the smuggling of migrants is just like dealing with 
any other crime, but there are a number of important factors to take into account.

What might constitute crime scenes for the smuggling of migrants?

In general, a crime scene is any area where physical traces of crime are left. Scenes signalling the 
smuggling of migrants encompass: 

Example: disruption and evidence collection

Intelligence suggests that a criminal group is using the crossing at X to move migrants across 
the border. They have chosen this spot because it is policed only during daylight hours.

An operation is mounted whereby the migrants are arrested shortly after they have 
crossed the border, although at a distance from the actual crossing point. This occurs 
on several occasions and a 24-hour immigration presence is then introduced.

Illegal entry using this crossing point stops and the law enforcement agencies have obtained 
the opportunity to debrief many smuggled migrants and to substantiate evidence of the 
method by which they cross the border.

? Questions and exercises

"" With reference to the box entitled “Example: intelligence”, regarding investigations 
into the smuggling of migrants, explain why the example provided does not demon-
strate an intelligent use of intelligence. 

	 When should the intelligence have been passed to an operational unit?

"" When conducting proactive investigations in your country, with whom do you need 
to cooperate in order to secure support for a prosecutorial goal?

"" With reference to the example of intelligence-gathering featuring Mr. C, and consid-
ering all of the facts provided in the example above, what would you have done 
differently? 

	 Would a “simple” police presence have worked as well? 

"" Have you had experience of receiving intelligence that led to a proactive investigation 
into the smuggling of migrants? Describe this experience in an example box like the 
one above.

	 Can you provide any local examples?
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"" People: bodies and clothes of migrants and smugglers.
"" Vehicles within which migrants are being or have been transported: cars, trucks, buses, 

boats, planes etc.
"" Buildings where migrants have lived or are living: flats, houses, barns etc.
"" Buildings that smugglers use: hotels, bars, travel agencies, airports etc.

Given that cases of smuggling of migrants cover several stages, there is likely to be a number of 
crime scenes. 

Physical traces that may be recovered at crime scenes include biological samples (e.g. blood, urine, 
saliva), fingerprints and other body-part prints, fibres and other micro-traces, documentary evi-
dence, information technology (IT) and other electronic equipment. 

 
What do you need to extract from the examination of smuggling  
of migrants crime scene?

You will want not only to detect evidence of individual crimes (assault, for instance) but also to 
determine who has been involved in the process and what role they have played. 

By examining a scene in a case of smuggling of migrants we may find evidence of:

"" Smuggling of migrants.
"" Suspected smugglers of migrants.
"" Smuggled migrants and victims of crime.
"" The age of the migrants.
"" Corroboration of a migrant’s account.
"" The links between suspects, migrants, locations, vehicles, documents etc.

Locations and items that may provide forensic evidence include:

"" Offices, which may contain employment records or evidence of who has been controlling 
a business.

"" Financial records, which may prove that smuggling has occurred and may help locate 
money to be seized.

"" Sleeping places: linking a person to a sleeping place reveals the conditions they were kept 
in; they may also contain evidence hidden by smuggled migrants.

"" Communication systems, which can reveal links to other smugglers, and prove that some-
one has been operating a smuggling business.

"" Vehicles, which may reveal who has been transported in them or prove that they have 
been used in the smuggling of migrants.
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Examining crime scenes: what you should do?

In general, at all crime scenes you must:

"" Protect and preserve the scene.
"" Control entry and exit.
"" Preserve evidence.
"" Call in trained crime-scene examiners or specialized investigators or both.

As some migrants may be victims of crime, try not to destroy their potential trust in you, and always 
think of your safety and the safety of others!

More specifically you have to: 

"" Tell people to stay where they are.
"" Note who is where.
"" Question people individually.
"" Ask people about the location of their personal property.
"" Protect the scenes you identify: this may simply mean shutting a door, but in some cases 

you may have to cover an entire area. In the case of a vehicle, you may have to take it 
to a dry, secure area. Keep records of every move and every person possibly in contact 
with evidence. Do not touch anything with your bare hands, if possible.

"" Search people you find — where your laws permit. Seize anything that might provide 
evidence (see below for guidance on seizing property).

"" Where victims of crime are identified, ask presumed victims not to change clothes 
although this may be difficult: victims’ clothing can contain a lot of evidence. If victims 
are scantily clad, or you suspect sexual violence, they should be given clothing to cover 
themselves.

"" Do not switch off electrical equipment, including phones, computers etc., and do not let 
anyone else switch it off.

"" Inform the crime scene examiner of what you know: this will include details such as 
where people were found etc.

 
Seizing property

Ideally, you should wait for a crime scene examiner to arrive before you seize any property but 
for various reasons this may not be possible. If you do have to seize property:

"" Record where items are located before they are moved. Ideally, they should be photo-
graphed; however, you can use drawings, plans and notes.

"" Handle items as little as possible.
"" Record who has handled items.
"" Store items properly: anything containing biological samples should be put in a receptacle 

that can “breathe”, such as a paper bag or a cardboard box.
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"" Label it: indicate clearly who has recovered the sample and give the sample a unique 
reference number.

"" Electrical equipment: obtain expert advice on what to do with it if you can. If you cannot 
do so, switch it off at the mains but do not otherwise tamper with electrical 
equipment.

"" Financial records: anything containing recorded figures should be seized and preserved. 
Experts can later decide if it is relevant. 

 
Clothing

Generally, the advice is that clothing should be removed only in the presence of specialist crime 
scene examiners. If possible, presumed victims should remain in their clothing until a trained person 
arrives.

However, if specialists are not available or will not be available only after a considerable period of 
time, it may be necessary to remove a victim’s clothing. Forcing a person to remain in dirty clothing 
may hinder them from cooperating with you and possibly constitutes a breach of their human rights. 
Forcing them to remove their clothes also constitutes a breach of their rights. 

You should explain to victims why it is important to stay in their clothing until a trained person 
arrives, but if clothing has to be removed, then:

"" Remove clothing only with the consent of the person.
"" Remove clothing only in the presence of people of the same sex as the victim.
"" Photograph or record a description of the clothing and its condition before it is removed.
"" Each item of clothing should be removed separately.
"" Each item of clothing should be removed with the person standing over a large clean 

piece of paper.
"" Each item of clothing should be placed in the paper and wrapped individually.
"" A new piece of paper should be used for each item of clothing.

Each wrapped piece of clothing should be labelled with a unique number.

The welfare of human beings is the immediate priority of any investigation.!

Refer to module 9 for human rights considerations.
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F.  Aggravating and mitigating factors

Aggravating and mitigating factors are generally matters for prosecutors and the judiciary to 
consider. Law enforcement plays a key role in supporting their functions. These are factors to be 
considered during the trial and sentencing of a convict. The consideration of aggravating and 
mitigating factors during sentencing are dependent on the relevant evidence gathered by the 
investigators within the arena of the crime investigation. 

The presence of either aggravating or mitigating factors may have an impact on priority setting 
at the commencement of investigations. If an investigator is handling several cases, an aggravating 
factor may be what leads one investigation to be given a higher priority than another. Similarly, 
mitigating factors may lead to a decision not to invest resources in a particular investigation.

Some of the aggravating and mitigating factors that could possibly influence investigations are 
given in the table in module 7.B. It must be remembered that these may assist in determining 
only if an investigation should be pursued or prioritized; the judiciary concerned will ultimately 
have to consider similar issues at the time of sentencing.

In cases where other offences are committed, investigators should remember to consider investi-
gating them as well. The commission of an assault during a smuggling of migrants operation is 
not simply an aggravating factor: it is an offence in its own right, and should be investigated as 
if it had occurred separately.

G.  Considerations at the arrest stage

If your investigation has gone well, be it a proactive or reactive one, and one of your objectives 
is to arrest those involved either with a view to prosecution or as part of a disruption, then there 
are some factors that you may wish to consider.

See module 7 for a list of aggravating and mitigating factors.

? Questions and exercises

"" Are you aware of any cases being taken on or rejected because of aggravating or 
mitigating factors?

"" Can you add any other aggravating or mitigating circumstances to the table in 	
module 7.B? 

	 �If the elements you added were present in a case of smuggling of migrants, what 
impact would that fact have on your decision to prioritize or not prioritize action 
on that case?

"" Create a list of five aggravating circumstances and five mitigating circumstances.
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Initial considerations at the arrest stage include ensuring that there is a legal basis for carrying 
out an arrest, and advising the detained persons of their right to counsel and their right to 
refrain from making incriminating statements or admissions. This will vary according to the 
laws of your country. 

Some considerations are set out below that may assist in either planning arrests or searches or in 
arrests that have already been made (e.g., in a reactive investigation):

Area of concern	 Considerations	

Evidence	 �Do you have enough evidence to justify an arrest? Is there a test to determine 
whether you should carry out the arrest? What is to be the timing of the 
arrest phase to obtain the best possible result?

Authority	 �Do you need a senior officer or judge to authorize an arrest? Do you need 
an arrest or search warrant? What are the rights of the arrested persons that 
come into play upon their arrest?

Searches	 �Do you need a senior officer or judge to authorize a search? Do you need a 
search warrant? If you are to search premises, have you identified them? If 
they are not to be searched simultaneously can you secure them? Do you 
have the means to seize and store any items discovered? What is the policy 
on seizing exhibits or evidence? Is specific paperwork required?

Officers	�	 �Do you have enough officers to achieve what you want to? Do you have 
female officers available in case you find female suspects or smuggled migrants? 
Do you have enough officers (and vehicles) for transportation of suspects 
or smuggled migrants, if required? If there is the possibility of officers’ being 
infected with disease (e.g. tuberculosis), what steps are to be taken to mini-
mize their risk?

Smuggled migrants	 �Do you need to liaise with the immigration authorities? Do you need to pre-
warn non-governmental organizations or other service providers? Who will 
deal with any smuggled migrants, for example, with interviewing or debriefing 
them? If any smuggled migrants are likely to be discovered, should a medical 
professional be in attendance (rather than respond to a subsequent call)? What 
will happen to any children discovered? Are plans in place to deal with them 
appropriately? Will asylum-seekers, smuggled migrants or trafficking victims be 
dealt with differently initially? If so, how? Do you have adequate resources to 
ensure that the health needs of migrants are met? Will you need to segregate 
migrants according to gender or health conditions?

Language	 �Do you need interpreters for either suspects or any smuggled migrants? If so, 
consider obtaining them in advance. If this cannot be done, consider having 
grounds, reasons for arrest or search written in advance in the relevant lan-
guage. Is there any risk of corruption of interpreters? 

Crime scene	 �Do not forget that you will be entering a crime scene. Take advice from a 
senior officer or specialist in advance.
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As has been stated elsewhere in this module, either you could be encountering a crime scene at 
the outset of a reactive investigation, or there could be a clear potential for your doing so during 
an arrest or search phase. This presents several clear forensic possibilities which may assist with 
the investigation.

In any arrest or search phase, always consider what you are going to do and why and how you 
are going to do it. It cannot be stressed enough that in investigations into the smuggling of 
migrants, you are dealing with human beings, not inert substances. Plan carefully and plan again 
for all foreseeable eventualities.

Once you have made an arrest, either as a result of a reactive response or a pre-planned action, 
it is highly likely that you will want to interview your suspects. 

H.  Disruption techniques

Disruption aims to interrupt criminal activities, often without prosecuting or even arresting the 
key actors involved in the commission of the crimes.

The techniques utilized will vary from country to country. You should therefore consult your senior 
officers regarding any permissions that may needed before disruptive techniques can be applied.

See module 2.D for practical guidance on taking statements.

See module 9.E for human rights considerations on arrest.

? Questions and exercises

"" According to the laws of your country, what rights do the arrested persons have at 
the time they are taken into custody? Must they be advised of their rights?

"" What authority do you need to arrest and/or search? 

"" What are your processes?

"" Do they allow you to act quickly enough where lives are at stake? 

"" How can you make the conduct or the process quicker? 

"" What will you do if you do not have enough officers?

"" What will you do if you do not have interpreters with you?

"" Can you add any bullet points under section E above on smuggling of migrants crime 
scenes, based on your knowledge and on experiences in your own country? 

	 �Which of the above points are applied in your country context? Which are not 
feasible? Why?
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The decision to employ disruptive techniques can be the outcome of a number of factors, namely:

"" Strong suspicion that an offence was committed without sufficient evidence to warrant 
initiating prosecution or a criminal justice disposal.

"" Insufficient resources to pursue a criminal investigation.
"" Their use as a tactic as part of an investigation, e.g., in the seizure of cash being moved 

about by criminal parties, or the arrest of a low-level criminal involved.
"" Target hardening, that is, identifying the method being used and making it more difficult 

for that method to be employed, e.g., use of heartbeat/carbon dioxide detectors at border 
crossings; safeguards in passports to make them harder to forge.

"" Their being the operational objective from the outset, that is, not to pursue a criminal 
investigation or judicial disposal, but simply to disrupt a criminal group’s activity as in, 
for example, the targeting of people working irregularly (for instance, by raiding construc-
tion sites that employ irregular migrants). This may not stop the smuggling but it may 
make it a great deal harder for criminal groups to operate or to recruit migrants if work 
is not available.

It is often the case that a decision is taken to disrupt an organized criminal group either because 
there is insufficient evidence to support a prosecution or because it will take too long or be too 
costly (in terms of both finances and resources) to prosecute. It follows that disrupting a crime 
or criminal group is usually better than doing nothing at all. Similarly, disruption of an organized 
criminal group may be pursued in order to protect an intelligence source, whose existence may 
become known if a judicial disposal is sought. 

Disruption can also be part of your operational plan. You may wish to disrupt the criminal group 

either to force it to change its methodology to one that better suits you, or to force more senior 
members of the group to take risks they would not ordinarily take.

Example: disruption technique

A man is employed as a lorry driver to smuggle migrants across a border. He is, however, 
disqualified from driving. The police are given this information by a close friend of the 
driver who believes that he is likely to be the only one who knows this information. To 
protect the informant’s identity, the driver is arrested on the way to the border as the 
result of a random stop by police. This disrupts the criminal group, prevents the source 
of the information from becoming known and may result in the criminal group’s having 
to use other drivers or undertake the task itself.
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When seeking to disrupt for this reason, you must be careful to balance what you hope to achieve 
against any risk that the organized criminal group will change to a method beyond your control 
or to one that involves greater risks.

Finally, disruption may support an investigator’s objective to make the smuggling of migrants 
harder to commit. While you, as an investigator, are unlikely to be able to bring about changes 
in law or policy, your senior officers or judiciary may be able to exert some influence. Disrupting 
and reporting constitute an extremely useful tool for making your job easier and the criminal 
group’s crime harder to commit.

The use of different disruptive techniques must, like most interventions, be assessed on a case-
by-case basis. Below are some examples of disruptive techniques and the part they can play in an 
investigation or target-hardening operation.

Tactic		  Potential impact

Lower-level arrests or 	 Potentially significant. The arrest of those at the lower end of the spectrum 
immigration detections	 �of migrant smuggling (such as drivers) can lead further up the chain. Potential 

for these people to give evidence against others or create openings for inform-
ants or undercover officers. This tactic may also lead to the direct engagement 
in criminal activities by more senior members of the group.

Seizure of money or	 Significant impact always. May force groups to take risks to make money more 	
proceeds of crime 	 quickly or in a different manner.

Use of the media	 �Potentially significant. The use of the media to support investigations into 
migrant smuggling is often underrated. The media can raise the profile of the 
smuggling of migrants, which may lead in itself to target hardening or law or 
policy changes, to the coming forward of people and to the deterring of those 
who are considering engaging in criminal activity. This tactic may also serve 
to reduce the demand for a smuggler’s services by showcasing dangerous 
conditions or unsuccessful attempts to enter countries.

Examples: disruption to change crime methodology or to force 
senior members of criminal groups to take risks

A forger could be removed from a smuggling operation, thereby forcing the group to 
rely on methods other than forging passports.

A lorry driver could be arrested the day before a smuggling operation is due to take 
place, which would force a senior member of the group to drive the lorry himself, thereby 
exposing himself to you (see the above example).

A criminal group regularly uses a small airport, which has no permanent immigration 
presence, to smuggle in groups of migrants. The pilot is arrested on the next flight and 
an immigration presence is established.
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Tactic		  Potential impact

Return of smuggled migrants 	 �Significant. If smuggled migrants are simply returned to their country 
of origin or residence, then the group that has brought them may 
lose credibility. The play of market forces may result in a lack of 
migrants wishing to be smuggled by a group that has a limited chance 
of achieving success. On the other hand, this must be carefully bal-
anced against considerations of the benefit to be derived from the 
role that migrants can play in investigations and prosecutions and 
against other factors.

Enforcement of other laws	 	�Potentially significant. The application of all available laws to disrupt 
organized crime groups is often extremely useful. Arresting or stopping 
suspects for vehicle offences and/or minor crimes often produces fresh 
intelligence for investigation teams. As can be seen from an example 
provided earlier within this module, a routine stop can bring forth 
results well above expectations. Furthermore, this tactic puts pressure 
upon members of the group who may then withdraw, allowing other 
covert means to be considered.

International cooperation	 	 �Significant. This particular subject is covered in module 8. Liaison with 
international colleagues to prevent people from travelling or to focus 
some law enforcement efforts overseas ensures that crime groups know 
that they cannot operate internationally with impunity. The use of airline 
liaison officers in some countries has dramatically reduced the number 
of persons travelling on forged passports and the like. Contact the 
International Criminal Police Organization (INTERPOL), the European 
Law Enforcement Agency (Europol) or other regional law enforcement 
agencies, as appropriate, to assist with international disruption.

Example: disruption

A criminal group smuggles migrants into Anyland and the majority work on farms for 
which the criminal group holds the contract for fruit picking. The smuggled migrants are 
all working without permission.

You launch a series of immigration raids at different venues, arresting those who are 
working without permission. As this results in the criminal group’s having insufficient 
workers to complete their contract, they either lose the contract or have financial 
penalties imposed on them as a result of their failure to comply with the terms of 
the contract.

Many smuggled migrants arrested in these raids are subsequently returned to their 
place of origin. Word then spreads within their community that the criminal group 
does not provide good service and that the risk of being deported, after having paid 
to be smuggled, is high. The criminal group then struggles further to secure workers 
under their contract.
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Disruption techniques will often create the problem of displacement, whereby (organized) criminal 
groups, to evade detection, simply move their activities or change their methods. Generally, dis-
ruption will create new opportunities to enhance intelligence or obtain new information. However, 
once a disruption takes place, officers must be aware of the potential for criminal activities  
to simply be displaced and, where possible, they must take steps to avoid this (for a further  
discussion, see the examination of risk considerations in annex II). Use of organizations such as 
INTERPOL may assist in informing other countries of methods and trends and in advising of 
the possible occurrence of displacement.

I.  Concluding remarks

The main message offered by this module is that the smuggling of migrants should be investigated 
with an open mind. Investigators should be aware of other potential offences involved and inves-
tigate them as they would any other serious crime, but with the understanding that humans rather 
than goods or substances are the target of this crime. 

Always seek advice, at an early stage, from your prosecutors or judiciary (as appropriate) and from 
senior officers when commencing investigations into the smuggling of migrants. The investigation of 
offences with a view to establishing the existence of a crime or proving or disproving who has done 
what and to whom is the cornerstone of your work. It is useless to conduct an investigation whose 
primary aim is to secure a judicial disposal without collecting sufficiently relevant evidence in a 
format that will both be admissible in court and help achieve your goal. Whether your investigation 
is reactive or proactive (or a combination of both) depends on the circumstances of the case.

? Questions and exercises

"" Are disruption tactics allowed by your policies and/or law?

"" What other reasons can you think of for employing the disruptive techniques listed 
above?

"" In your country, what laws may be applicable to disruption techniques utilized in 
relation to the smuggling of migrants?

"" Are you required to seek permission or authorizations before using disruptive tech-
niques in your country? From whom?

"" Can you think of another example of a disruption technique to include in the box 
above entitled “Examples: disruption to change crime methodology or to force senior 
members of criminal groups to take risks”?

"" Can you provide any examples of investigations where disruption tactics would have 
worked and benefited your investigation? 

"" Have you had any experience in using disruption techniques? 

	 What led to the decision to use disruption techniques? 

	 Which disruption techniques were used?
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Depending on the judicial system that applies, early consultation with a prosecutor or judge may 
occur automatically. However, if no such process exists, early consultation with a prosecutor, inves-
tigating judge or senior officer would be beneficial, particularly given the potential complexity of 
investigations into the smuggling of migrants, and their international and potential political 
ramifications.

You should also consult with other agencies at an early stage to determine whether they will assist 
with your investigation. The immigration authorities and non-governmental organizations and 
other service providers (such as social services) are prime examples of agencies that should be 
contacted as soon as possible, since they will probably be able to provide your investigation and 
the people involved with invaluable assistance.

Objectives must be set and worked towards.2 If you aim to arrest people, then work towards 
gathering the right type of evidence. If you are seeking to disrupt a group, then look for the form 
of disruption that best suits your organization. Be mindful of what you want to achieve, how you 
will achieve it, and what its negative impacts could be.

Self-assessment questions

"" What is a proactive investigation? How does it start?

"" What is a reactive investigation? How does it start?

"" What is the difference between a reactive investigation and a proactive one? 

"" List some general considerations that need to be taken into account when conducting 
an investigation.

"" Provide some examples of aggravating circumstances.

"" Provide some examples of mitigating circumstances.

"" What is the relevance of aggravating or mitigating factors to investigations?

"" What key considerations need to be taken into account before arrests are made or 
searches are carried out? 

"" What does it mean to disrupt a migrant smuggling network? 

"" Provide some examples of disruption techniques.

2 This is discussed in annex II.
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Module 4.  Financial investigation

A.  Learning objectives

The aim of the present module is to address the very important topic of financial investigation. 
Migrant smugglers commit their crimes for direct or indirect financial benefit; an understanding 
of a suspect’s finances will therefore assist investigations. At the end of this module, you should 
be able to:

"" Understand what constitutes a financial investigation.
"" Understand the role of a financial investigation and the potential sources of financial 

intelligence and evidence. 
"" Be able to identify the key financial transactions associated with the smuggling of migrants.

B.  Financial investigation

Why are financial investigations important?

As was seen in module 1, article 3, subparagraph (a), and article 6 of the Smuggling of Migrants 
Protocol explain that the smuggling of migrants takes place for financial or other material benefit. 
In module 3 on investigative techniques, the importance of financial investigation was touched 
upon. It is recommended that all investigations into the smuggling of migrants also include a 
financial investigation.

Irrespective of whether your national laws require proof of financial (or other) gain, the investiga-
tion of an individual’s finances has many advantages. Any opportunity to obtain or seize financial 
evidence or intelligence must always be taken advantage of. In this respect, it is also important 
to remember that financial investigations — even when they involve small sums — can strengthen 
the likelihood of bringing smugglers to justice. Not only do financial investigations assist in the 
investigation into the smuggling of migrants, they may also help secure a conviction and, in many 
cases, confiscation and seizure of assets may follow. 

The example below highlights how some basic financial investigation techniques assisted in an 

Example: petrol purchasing

Financial investigations can reveal much about a person’s lifestyle and movements. For 
instance, tracking the petrol purchases of a suspected smuggler of migrants is a cost-effective 
way of conducting surveillance and producing evidence of his or her movements.
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investigation into the smuggling of migrants.

Key considerations when conducting financial investigations

In crimes involving the smuggling of migrants monetary gain is the ultimate aim. The criminal’s 
greed presents investigators with good opportunities to develop tactics against him or her. In 
module 3, the seizure of cash was shown to be an effective disruption technique. Cash seizures 
have an impact, and if your national laws allow them, then permission to use them should be 
sought at every opportunity.

Along the same lines, if your country has a requirement that banks or financial institutions must 
report suspicious financial transactions, then these should be investigated and the findings relayed 
to the various intelligence agencies with the aim of determining whether criminal activity is fund-
ing those suspicious transactions, and if so, what type of criminal activity.

If you do not have a trained financial investigator, then it may be useful (subject to the advice of 
lawyers, the judiciary and senior officers) to approach senior banking staff for guidance with respect 
to the operation of financial systems. In this regard, outreach can be carried out by law enforcers 
who could establish contacts with staff at banks, with a view to developing a relationship of 
informal cooperation. This could help investigators understand how money is moved and might 
suggest potential means of attacking the organized criminal group. Although in many countries, 
there are strict privacy laws governing access to named bank accounts, those laws should not 
prevent investigators from being given general advice and guidance on how the banking system 
actually works.

Example: financial investigation

A law enforcement investigation into the smuggling of migrants was launched following 
the receipt of intelligence that showed that a particular group was smuggling people by 
air, using false documents, from country A to country Z via country G. Mr. W was 
identified as the head of the organized criminal group. 

The financial investigator focused on Mr. W. She identified a number of bank transfers 
made to a Mr. F. This account was investigated and enquiries by the financial investigator 
established that Mr. W and Mr. F were the same person. The Mr. W account had been 
opened using a false passport, driving licence and utility bill. The investigation team then 
shifted their focus by trying to locate Mr. F rather than Mr. W. 

Further investigations of both bank accounts identified flight bookings, hotel reservations 
and car hire.

Investigations subsequently carried out resulted in the identification of 136 migrants who 
had been smuggled. Initially, attempts to locate Mr. F failed but he was ultimately arrested 
when he sought to make a deposit at the branch of the bank that he used regularly.
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The fate of confiscated money and assets varies from country to country. In some countries, the 
money goes into a fund that is used to fight crime and compensate victims. Many countries 
have entered into bilateral agreements whereby confiscated money can be shared among the 
parties involved. A good financial investigation can produce excellent results, as shown in the 
example below. 

Financial investigation involves the collection, collation and analysis of all information available 
to assist in the prosecution and to deprive the smugglers of migrants of the proceeds of crime. 
The action may target an individual, an entity or criminal organizations involved in the crime.

It is important to know who conducts financial investigations in your country. In some countries, 
there are specialized financial investigation units tasked to conduct dedicated investigations. In 
other countries, judicial experts track the illicit proceeds of crime. In still other countries, law 
enforcers who investigate the smuggling of migrants are also required to conduct the financial 
investigation relevant to it. When conducting financial investigations, it is important that one be 
aware of other laws in relevant jurisdictions so as not to jeopardize the case. 

When a person maintains a lifestyle that exceeds his or her legitimate income (has an unaccounted 
for house or an expensive watch or staff he or she could not legitimately afford to pay), this can 
be indicative of illegitimate activity. One simple “red flag” indicator is: if it looks like it doesn’t 
belong, it probably doesn’t. Where someone’s lifestyle seems to have changed suddenly, this could 

Case study

Smuggling of migrants from East Asia to North America

In late 2003, a law enforcement agency in a North American country took part in an under-
cover operation. During this operation, police agents infiltrated an organization by posing as 
alien smugglers willing to transport nationals from an East Asian country into the North 
American country as destination. The husband and wife defendants (both nationals of that 
East Asian country) made payments of $12,000-$17,000 per alien to undercover agents for 
their assistance in the smuggling scheme, which allegedly amounted to over $100,000 for the 
12 undocumented aliens brought to the destination country over a three-month period.

According to the indictment, the two defendants were members of an organization special-
izing in making arrangements for irregular immigrants from that East Asian country to be 
smuggled into the destination country via a South-East Asian country and certain Central 
American countries. Typically, the aliens were required to pay a portion of their total 
smuggling fee in advance of their departure, with the balance due after their arrival in the 
destination country. Once they had been guided into the destination country by smugglers, 
the aliens were held in drop houses or hotels until their relatives or friends paid the bal-
ance of the smuggling fee.

The defendants, charged with 12 counts of smuggling for commercial gain and private 
financial advantage and 4 counts of money-laundering for the more than $100,000 in fees 
paid to the undercover officers, faced a mandatory minimum sentence of three years. 
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indicate that he or she is involved in illegitimate activity and should lead to the commencement 
of an investigation.

Article 12 of the Organized Crime Convention addresses the issue of asset seizure and the con-
fiscation of the proceeds of crime.

Law enforcers and prosecutors should be aware of privacy considerations throughout 
their investigations; otherwise, the investigation or prosecution can be put at risk.!

Article 12 of the United Nations Convention against Transnational 
Organized Crime, Confiscation and seizure

1. � States parties shall adopt, to the greatest extent possible within their domestic legal 
systems, such measures as may be necessary to enable confiscation of: 

	 (a)	 Proceeds of crime derived from offences covered by this Convention or 
	 property the value of which corresponds to that of such proceeds;

	 (b)	 Property, equipment or other instrumentalities used in or destined for use 
	 in offences covered by this Convention.

2. � States parties shall adopt such measures as may be necessary to enable the identifica-
tion, tracing, freezing or seizure of any item referred to in paragraph 1 of this article 
for the purpose of eventual confiscation.

3. � If proceeds of crime have been transformed or converted, in part or in full, into 
other property, such property shall be liable to the measures referred to in this 
article instead of the proceeds.

4. � If proceeds of crime have been intermingled with property acquired from legitimate 
sources, such property shall, without prejudice to any powers relating to freezing or 
seizure, be liable to confiscation up to the assessed value of the intermingled proceeds.

5. � Income or other benefits derived from proceeds of crime, from property into which 
proceeds of crime have been transformed or converted or from property with which 
proceeds of crime have been intermingled shall also be liable to the measures referred 
to in this article, in the same manner and to the same extent as proceeds of crime.

6. � For the purposes of this article and article 13 of this Convention, each State party 
shall empower its courts or other competent authorities to order that bank, financial 
or commercial records be made available or be seized. States parties shall not decline 
to act under the provisions of this paragraph on the ground of bank secrecy.

7. � States parties may consider the possibility of requiring that an offender demonstrate 
the lawful origin of alleged proceeds of crime or other property liable to confiscation, 
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Financial transactions and records

Financial transactions in investigations into the smuggling of migrants may include, but are not 
limited to:

"" Cash received from would-be migrants.
"" Money paid by credit card etc. for services (e.g., airline tickets, hotels etc.).
"" Remittances from abroad.
"" Foreign purchases (e.g., a smuggler from Toyland buys a property to be used as a safe 

house in Anyland).
"" Money transfers to or from other parties.
"" Receipts that are not commensurate with the revenues derived from the person’s 

occupation.

Financial records may provide some basic but very useful evidence. Some examples of types of 
financial records and the value they may offer to an investigation are outlined below:

Type of Record	 Possible benefits

Bank statements	� Identification of income; travel bookings; receipts from named individuals and 
payments to others. Location of a suspect at a particular time; identification of 
any weakness/routes for covert intelligence-gathering.

Credit card bills	� Travel bookings; location of suspect at a specified time; identification of any 
weakness/routes for covert intelligence gathering.

to the extent that such a requirement is consistent with the principles of their 
domestic law and with the nature of the judicial and other proceedings.

8. � The provisions of this article shall not be construed to prejudice the rights of bona 
fide third parties.

9. � Nothing contained in this article shall affect the principle that the measures to which 
it refers shall be defined and implemented in accordance with and subject to the 
provisions of the domestic law of a State party.

Example: creative financial investigation: “cash dogs”

In 2008, a dog specially trained by the French gendarmerie found about €450,000 hidden 
in the walls and ceilings of a property inhabited by the financial middleman of a smuggling 
network.
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Type of Record	 Possible benefits

Bank visits	� Location of suspect at a specified time; timing linkage to offence; cash deposited 
or withdrawn. Payments to other accounts. 

Communication of	 Those paying or in receipt of payment normally communicate the transmission  
payment	� or receipt of such. This can involve others further up in the group’s hierarchy.

Loyalty cards	� Use of facilities. Can be helpful with respect to airlines, where tickets have been 
paid for in cash. Purchases in supermarkets not consistent with family income. 
(For instance, bonus cards for shopping, airline cards for air mile bonuses.)

Money transfer slips	 Transfer of money to or from named individuals. May provide indications of  
or by Western Union	� the presence of those criminals in source, transit or destination countries. Also 

indicates where money is being laundered.

Telephone billing	� Telephone billing can not only reveal financial transactions but also show routes of 
money transfers and times of billing evaluated against smuggling-related conduct. 

Some of these records may not be available at present, but might become so. The investigation, 
like any other, must aim at, and its objectives must reflect, what can realistically be achieved. 

Example: the Internet and financial investigations

The Internet is an open source that may provide much information about a person’s 
lifestyle and finances. In Belgium, for instance, law enforcers use www.eurodb.be, a pri-
vately kept database of companies and the individuals working within them. This can be 
used to determine whether a person is a potential suspect in an investigation into the 
smuggling of migrants and whether a particular business is a legitimate one.

? Questions and exercises

"" With reference to the possible financial indicators of illegal activity, what are your 
local indicators? 

"" Is there a specialized financial investigation unit or body in your country? 

"" Does the law in your country authorize you or anyone else to conduct financial 
investigations with respect to the smuggling of migrants?

"" What are your powers with respect to financial investigation? 

"" What laws in your country are relevant to financial investigation? 

"" In your legislation, do you need to prove gain? 

	 Does this make the commission of the offence harder to prove? If so, why?
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C. � Key financial transactions within the smuggling  
of migrants

Smuggling fees and payment modalities 

If migrants hope to be smuggled, they will generally have to pay a fee. Fees are charged by smug-
glers of migrants for the following services or reasons:

Profit:		  The criminal is involved in the crime to make money.

Travel documents:	� The provision of forged documents costs money. The higher the qual-
ity of the document, the higher the price.

Transport (internationally):	 Airfares, payments to captains or operators of boats and the like.

Transport (locally):	�L orry or car drivers (who can also be engaged to cross national 
boundaries), transport within countries and from border to border.

Accommodation:	� Places to house migrants at the different stages of the smuggling 
process.

"" What other types of record (in addition to those listed in the table regarding exam-
ples of types of financial records and the value they may have) are relevant for financial 
investigations in cases of smuggling of migrants in your country?  

"" What can you achieve locally through financial investigations, given your laws, policies 
and financial systems? 

"" With reference to the box “Example: financial investigation”, how would the above 
financial investigation have been conducted locally?

"" How are financial investigation systems reconciled with a person’s right to privacy?

"" Have any financial investigations in your country led to positive results for law enforce-
ment agencies, as was the case for the successful investigations mentioned?

"" Can you provide any examples of creative financial investigative techniques used in 
your country, such as those involving cash dogs, as outlined above? 

"" What happens to seized assets in your country?

"" What informal financial systems are used in your country? 

	� What role can or do they play with respect to the smuggling of migrants or other 
transnational crimes? 

	� Have you ever conducted financial investigations into informal financial systems in 
your country? Provide examples. 

	� What are some techniques that can be used to investigate informal financial sys-
tems in your country?
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Corruption:	� To pay officials to allow smuggled migrants to cross borders or use 
false documents. Also involves payments by smuggled migrants over 
the price agreed upon.

There are three main modalities for payment of the smuggling fees:

"" Payment up front, before departure, by migrants or their family.
Often this will be on a 50/50 basis with the balance due on arrival in the destination 
country.
Often advance payments are made to a third party or middleman rather than directly 
to the smuggler. The third party may issue a receipt to the migrant, his or her family 
and the smuggler. The money would then be released to the smuggler only once the 
migrant’s family had confirmed to the third party that he or she had arrived safely.
Some smugglers will reimburse fees paid where the smuggling operation has been 
unsuccessful and may even offer to keep trying at no extra cost until the illegal entry 
is achieved.

"" Money paid en route to the different people involved so that the migrant can advance 
from stage to stage.

"" “Credit”: the smuggling fee is advanced to the smuggled migrant by some person. The 
smuggled migrant will have to pay back the fee after having arrived in the country of 
destination. Investigators need to be alerted to this and the potential for the smuggling 
of migrants to become a form of trafficking in persons or debt bondage.

The payment modalities established between smugglers and the people they smuggle take many 
forms, and which form is utilized depends on the origin of both and the nature of the 
smuggling.

Payments in cash:

"" Where this is the case, payments must generally be made in convertible currencies.

Trust systems:

"" Require a high degree of organization.
"" Often require a closer relationship between smugglers and smuggled migrants than is the 

case with cash transactions.
"" Often require a closer relationship between the smugglers involved.

Informal financial systems

Informal systems may be very difficult to investigate. Informal services are completely 
unregulated. In some cases, they may have premises; in other cases, they may not. A 
feature that they all share, however, is the need to communicate. The method of transfer 
varies among systems. It can be as simple as the transfer of money from one place to 
another by courier. In other cases, money may be deposited in one location and a phone 
call is then made communicating the instruction that the funds are to be released in 
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Regular bank transfers:

"" These may be used where the appropriate infrastructure exists to support such transac-
tions, as in larger cities, for example, and in areas where there is less of a tradition of 
engagement in private money transactions.

another location. This may involve the provision of a password to the depositor which 
is to be passed on to the recipient. Other versions of this system entail the transmission 
of e-mails, faxes or physical letters between receiver and payer. 

Specialist techniques, particularly those involving communications interception and com-
munications data, are very useful in investigating suspected informal remittance systems. 
In many cases, traffickers use an informal remittance system that is well established in 
the community from which they come. Identify the community (ethnic group, nationality 
etc.) that suspects come from, establish the characteristics of informal transfer within 
that community and use this information to plan your investigative approach. This approach 
may not always work but it can help speed up investigations. 

Where a courier system is used, overt stop-and-search techniques may yield results. This 
approach can be refined by using intelligence to identify nexus locations such as airports 
where courier transfer systems are likely to be used. Information such as the destination 
of flights, final destination of passengers and visas in passports can also help to direct 
your activities. In a significant number of cases, couriers will travel using genuine docu-
ments because they do not wish to attract attention to themselves. 

A number of countries allow significant amounts of money to be imported providing that 
a customs declaration is made. In some cases, couriers will make this declaration, as there 
is no risk in doing so although there is a risk of having the money confiscated if they do 
not. If you believe money is being transferred by courier, establish the financial import 
regulations of the country that it is being taken to. There may be information held by 
declarations made upon entry into the country.

Hawala

Hawala is an informal value transfer system. In this system, when the payer wishes to 
transfer money to a payee in another country, he will give the money to a hawala broker 
in his own city, who will then inform a hawala broker in the payee’s city that the appro-
priate amount (usually minus a commission) should be paid to the payee. The “debt” 
owed by the hawala broker in the payer’s country to the hawala broker in the payee’s 
country will be settled later. Hawala operates on an honour system, meaning that records 
are rarely kept and exchanges are not legally or juridically enforceable. Hawala can also 
bypass tax, official exchange rates and immigration or other legal controls, making it an 
attractive system to smugglers of migrants and other criminals. 

In some countries, hawala is illegal as it is considered a form of money-laundering. In 
other systems, it is a common practice which falls outside the interest of the law. 
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Fees paid for smuggling services vary widely depending on factors such as:

"" The means of transport used.
"" The level of “guarantees” included.
"" Additional services, such as provision of forged documents.
"" Whether the whole journey is to be organized by one provider and undertaken without 

any breaks or is to be carried out in stages.
"" The risks of detection associated with the route (that is, those posed by the presence of 

police or coastguard or border police).
"" The time of year and weather conditions.
"" (Sometimes), the nationality of migrants.

The following example illustrates how fees may vary according to the route.

Case study

Fees varying according to the destination country

A man from a Middle Eastern country recounted the following: 

When I entered the shop in the town there were a few boys and a woman sitting 
there. They offered me a cup of tea and then we talked a bit. Where do you want 
to go?” they asked.

“Europe”, I replied

“Of course. Everybody wants to go to Europe,” they said. “But which country in 
Europe?”

“I do not know anywhere where I can stay.”

“OK, at this moment we can offer you a North American country and two destina-
tion countries in Western Europe. But you have to know it costs a lot of money. 
With us you pay a lot but you will get what you want. If the first time fails, we will 
try again, but this time at our own expense.”

“How much does it cost and how long do I have to wait?” I asked. They replied, “The 
North American country is US$ 10,000 and we can arrange it within two or three 
weeks.

Western European country 1 is US$ 8,000 and this will also take two or three weeks.

Western European country 2 is US$ 7,000 but we can arrange that within five days.”

“OK, I will go to Western European country 2,” I said.



Module 4.  Financial investigation	 11

The following assumptions can be made about fees paid by migrants to smugglers:

"" The greater the distance between country of origin and country of destination, the higher 
the fee.

"" Reduced risk involves higher cost.
"" Land routes often require several stopovers, each of which poses a risk of detection. 

Clandestine travel (by foot, car, lorry or train) is likely to be more dangerous, and often 
life-threatening.

"" Air journeys directly from the country of origin to the country of destination are safer, 
more convenient and of shorter duration, and therefore more expensive than longer, more 
dangerous journeys via land and sea.

"" The more sophisticated the smuggling operation, the higher the fee.

 
Examples of fees paid to smugglers by migrants

Origin to Destination	 Route	 Fee 

China to Australia 	 Sea	 Between A$ 3,900 and A$ 40,000 

China to Australia	 Through Hong Kong, China	 Between A$ 10,000 and A$ 50,000  
		  for false documents and coaching  
		  on how to evade immigration  
		  controls 

Indonesia to Australia	 From Jakarta, Bali or west 	 Between A$ 2,000 and A$ 6,000 
	 Timor-Leste	

Indonesia to Australia	 From southern parts of 	 Between A$ 1,600 to A$ 3,800 
	 Indonesia to Ashmore Reef 	  
	 and Christmas Island	

Somalia to Australia	 From Mogadishu to Australia	 About A$ 3,000 (this generated a  
		  profit of A$ 2.76 million for the  
		  smuggling organization)

Afghanistan, Iraq and Iran 	 Flight from Pakistan to Malaysian	 Between A$ 6,000 and A$ 17,000 
(Islamic Republic of) to 	 and Indonesian ports and onward 
Australia	 to Australia	

Cambodia to Australia	 (Intercepted)	 Between US$ 5,000 and US$ 10,000

Iraq, Iran (Islamic Republic 		  Between US$ 3,000 and US$ 7,000 
of), Pakistan and Afghanistan 	  
to Greece		

Turkey to Greece	 From Istanbul to Athens	 Between US$ 2,000 and US$ 2,500

Turkey to Greece	 From Greek/Turkish border 	 Between US$ 800 and US$ 1,200 
	 (Evros river) to Athens or Patras 	
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Origin to Destination	 Route	 Fee 

Asia Minor to Greece	 From Asia Minor to a Greek 	 Between US$ 500 and US$ 2,000 
	 island in the Aegean	

Albania to Greece	 From Greek/Albanian border 	 Between US$ 500 and US$ 1,000 
	 (Thesprotia) to inland Greece 	

Greece to Italy 	 From Patras to Bari, Brindisi 	 Between US$ 1,000 and US$ 2,000 
	 and Ancona or from Patras to  
	 Italy via Albania	

Morocco to Spain		  €1,200 

Algeria to Spain		  Between €800 and €1,300

Colombia to Spain		  €6,000 

Brazil to Spain		  €10,000 

Mexico to the United 	 Across the desert	 Several hundred to several 
States of America		  thousand US$.

 
Raising the fee for being smuggled

Migrants commonly need to sell their property (land or chattels) to raise the necessary amount 
of money or must rely on credit in one form or another, which is often the case. Often, money 
is borrowed from friends or relatives or even loan sharks. Families will often sell their home and 
other possessions to support a person who is migrating. Occasionally, money is also borrowed 
through normal bank loans. 

In cases where migrants borrow heavily to pay for their smuggling, they experience great pressure to 
somehow make enough money to settle their debts. Particularly when the smuggler covers the cost of 
the smuggling, the migrant in debt to him or her becomes extremely vulnerable to exploitation. 

 
 
 
 
 

Profits 

It is difficult to estimate the profits that smugglers derive from their criminal activities because: 

"" Illicit proceeds are usually laundered and therefore become indistinguishable from legiti-
mate profits.

"" Success of attempts to assess and calculate the price and profit of smuggling businesses 

Investigators should be aware that loans incurred to cover the cost of smuggling 
can make a person highly susceptible to become a victim of trafficking in persons 
or debt bondage.

!
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varies widely, depending on factors such as the type and range of activities covered by 
the payment, the distance travelled, the nature of the risks and the countries involved.

"" Payments are not always disbursed in a single transaction, making overall fees and profits 
difficult to calculate.

Case study

Smuggling of migrants via sea

Small, flexible smuggling businesses had been established in a South-Eastern European coun-
try. By the end of the 1990s, at least 150-300 people could be transported every night 
from that country to a country in Southern Europe. It was estimated that about 50 rubber 
dinghies had been in use in 1999. They were about 10 metres long and had been com-
pletely emptied out. Some of them were equipped with two engines. 

Each craft carried 15-40 people crouched down and covered with canvas. They all left 
together at night, travelling in formation so as to be able to offer mutual assistance if 
necessary. They would then fan out as they approached the territorial waters of the des-
tination country, using lighthouses as their points of reference.

At first, the fee for the journey was variable: from $400 to $450 for those dealing 
directly with the boat owner, and from $600 to $650 for those who used the services 
of a middle man. It has been estimated that the annual turnover in 2000 was between 
$30 million and $60 million.

? Questions and exercises

"" Based on your experience in your own country, are smuggling services paid for up 
front, en route, on arrival or in the form of credit?

"" What modalities are used to pay for smuggling services in your country?

"" Do the assumptions that can be made about fees paid by migrants to smugglers apply 
to the smuggling of migrants in your country? 

	 What other assumptions apply to the smuggling of migrants in your country? 

"" Provide some examples of fees paid by migrants to be smuggled to and from your 
country.

"" In your country, how is the money needed to pay the fees for smuggling services 
raised by migrants and their families?

"" In your experience, what is the profit margin of smugglers in your country? 

"" Do the assumptions above made about the nature of profit hold true in your country 
context? 

	 What other assumptions apply in your country context?
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D.  Concluding remarks

As has been mentioned elsewhere, the fees charged and the services provided vary from case to case. 
However, the smuggling of migrants is big business and profits can be very large. Smuggled migrants 
can pay in excess of €30,000 to be smuggled from Asia to Europe, for example. At least half of this 
money will constitute pure profit for the smugglers. If the money can be identified, then it can be 
seized and confiscated.

As in many other areas of investigations into the smuggling of migrants, international assistance 
or cooperation may be required in order to trace money; and rather than confine their investiga-
tion to domestic boundaries, investigators should pursue all lines of enquiry. INTERPOL may be 
able to assist if other bilateral agreements (formal or informal) are not in place or are not effec-
tive. The Organized Crime Convention can also be relied upon to facilitate cooperation in the 
absence of other agreements.

It must be remembered that financial investigations are important for achieving the criminal justice goals 
of evidentially proving that the crime of smuggling has occurred and confiscating the assets of smugglers. 
Whether they are conducted as part of the main investigation or in parallel is a matter for local policy 
to decide; what is important is that such investigations are conducted. Experience shows that specialist 
financial investigators and/or lawyers generally produce the best results; still, individual investigators must 
also be made aware of the potential benefits of financial investigations and what to look for.

The seizure of money or assets can hurt criminals and impede the carrying out of their illicit 
businesses or the financing of other criminal activities. Besides this, the identification of the size 
of a criminal group and the profits it makes can lead to a significant increase in the weight of 
the sentences imposed by courts. National laws will set out the basis, if any, for seizure and/or 
confiscation of assets, however, in a growing number of jurisdictions, the assets seized are directly 
reinvested in law enforcement. Hence, a successful blow levelled against the operations of the 
smugglers of migrants that leads to asset confiscation could mean extra equipment, vehicles or 
technology to assist the individual investigator in future cases.

Self-assessment questions

"" What is a financial investigation? 

"" What impact can a financial investigation have on the smugglers of migrants? 

"" What impact can a successful financial investigation have on law enforcement? 

"" Who conducts financial investigations in cases of the smuggling of migrants in your 
country?

"" What happens to confiscated assets in your country?

"" List some potential sources of financial intelligence and evidence.

"" List some key financial transactions that may take place before, during or after the 
smuggling process.

"" Name some types of financial records.

"" Name different services, within the context of operations involving the smuggling of 
migrants, for which fees are charged.
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Module 5.  Covert investigative techniques

A.  Learning objectives

The present module will examine what are often described as covert investigative techniques, that 
is, techniques that diverge from the routine investigation methods. Covert investigative techniques 
include both covert or hidden techniques and the use of technology. At the end of this module, 
you should be able to:

"" Understand different specialist techniques as utilized in investigations into the smuggling 
of migrants:

Use of informants;
Use of undercover officers or agents;
Covert and technical surveillance tactics;
Communications intercept (phone, e-mail, post etc.);
Telephone analysis.

"" Understand the potential role of informants and undercover agents or officers in opera-
tions involving the smuggling of migrants.

"" Have a basic understanding of the role of covert tactics and techniques requiring 
technology:

Communications interception;
Vehicle tracking;
Telephone analysis.

"" Have a basic understanding of the human rights principles governing the use of covert 
investigative techniques.

"" Understand what role “controlled deliveries” can play in investigations into the smuggling 
of migrants.

"" Understand the risks associated with controlled deliveries.

 
B.  Use of informants

What are informants and why are they important?

The term “informant” can have different meanings for law enforcers in different countries. Here, 
the word “informant” refers simply to someone who provides information. An informant may 
remain anonymous or his or her identity may be known to police. An informant may simply 
lodge a complaint or provide one piece of information to the law enforcement agencies, or be 
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engaged in an extended relationship with the members of a criminal group. All informants are 
potentially useful and an informant will play some part in most investigations. 

Besides supplying information or intelligence, an informant can also provide the opportunity for 
undercover officers to be introduced into an organized criminal group. For example, an informant 
could introduce an undercover police officer as the skipper of a boat. 

What motivates an informant?

Informants are motivated to assist law enforcement agencies for a variety of reasons, including: 

"" Altruism: a genuine desire to stop crime (they seek no financial reward).
"" Money: a willingness to effectively “sell” information.
"" Vendetta or retaliation: a desire to get back at smugglers as a result of a failed attempt, 

a financial “con” or treatment at the hands of the smugglers (e.g., physical abuse of the 
smuggled migrant or of a member of his or her family). Former members of a smuggling 
network who have been excluded may also have a desire to get back at smugglers.

"" Criminal competition: involving those who wish to stop a rival group from operating in 
order to enhance the market share of their criminal activities. These may also include 
members of criminal groups who have either left by choice or been expelled.

"" Criminal objectives: to determine whether an investigation is ongoing or to learn law 
enforcement tactics.

"" Adventure: the excitement of attendant on unearthing information and passing it on, 
often at great risk.

"" Diversion: providing false information so as to hamper investigations or undermine them 
later on in court.

"" Other benefits: involving those who seek a reduction in sentence or in the scale or number 
of charges brought, or those who seek permission to remain in the country (this factor 
may be particularly relevant in investigations into the smuggling of migrants).

Principal considerations when dealing with informants

There may be legal or local policies setting out the definition of an informant and the rules governing 
their use and conduct (see the example from Canada given below). Informants can offer benefits to 
investigations, but when they are not handled well, they can also cause problems for law enforcers. 

It may also be appropriate to determine whether further training is either available or should be 
provided to officers who deal with informants. In many situations, informants end up managing 
the police officer rather than the other way around. The relationship between the handler and the 
informant is open to corruption. In many jurisdictions, irrespective of the type of judicial system, 
training is provided for those who deal with informants.

Before engaging in any activity that uses material provided by an informant, you should 
seek advice from a senior officer, prosecutor or the judiciary, as appropriate.!
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Informants often come forward at law enforcement agencies to provide information or intelligence. 
Informants are invaluable and opportunities to recruit them should always be sought. Those who 
come forward motivated by altruism have often been inspired to do so as a result of media coverage. 
This is another positive example of how good media coverage can assist investigations. Most other 
types of informants have to be recruited (and may be used beyond the initial investigation). 

Recruitment of informants can often be achieved with relative ease, but retaining them for additional 
investigations can be challenging. For instance, where an informant features in two criminal opera-
tions which were both interrupted by law enforcers, he or she could be identified as an informant. 
Moreover, the original motive for informing may have changed or may no longer exist. 

Example: admissibility test

In Canada, the admissibility of information provided by an informant is determined by the 
test set out in the case of R. v. Debot (1989) 2 S.C.R. 1140.

In order to test the source of information, R. v. Debot sets out three criteria. 

1.	 Credible

- � A history of crimes of dishonesty may affect the credibility of the informant. 
Whether or not his or her criminal record is revealed will be decided on a case-
by-case basis, and nothing may be revealed that would tend to identify the inform-
ant. If the issue becomes a matter of “innocence at stake” then the judge could 
order disclosure of information. However, if this occurs the prosecution can make 
the decision on whether to proceed with the case or not. For instance, where the 
informant provides information that goes to the heart of the case and puts the 
accused person’s innocence in jeopardy, the Crown Prosecutor may have to reveal 
the identity of the informant so the accused can make a full answer and defence. 
This is extremely rare. 

- � If there has been a pattern of reliable information having been passed on previously, 
this may go towards enhancing an informant’s credibility.

2.	 Corroborated

- � Police may confirm the information provided by a source through surveillance, 
background checks, other independent sources etc. 

3.	 Compelling

- � For instance, has the officer obtained as many details as possible? Is the informa-
tion detailed and specific? Such details should be carefully recorded at the time 
the information is given. 

- � For instance, if the information provided is of a serious nature relating to a serious 
criminal offence, it will heighten the compellability.

If fulfilment of one of the criteria is absent or weak, then fulfilment of the other two 
may provide sufficient assurances of reliability of the source’s information.
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In investigations into the smuggling of migrants, informants who are either smuggled migrants 
or smugglers of migrants or have close connections with relevant “service” industries (for example, 
as lorry drivers or haulage company owners) often make the best informants. It is important that 
such potential informants be suitably targeted by investigators or specialist units (if specialist units 
exist). People who already belong to the community that is being investigated generally make the 
best informants. 

Irrespective of who is used as an informant, he or she will expect to be protected. It is for this 
reason that advice needs to be sought, as outlined above. Usually, informants do not want to 
become witnesses; therefore, investigators must be careful not to inadvertently turn them into 
witnesses. Laws governing the use of informants differ from place to place. All officers must 
have a basic understanding of those laws, and those officers who recruit or handle informants 
must have a strong knowledge of those laws. A person who “handles” an informant is known 
as a “handler”. 

Informants generally do not want their identities to be known. Information provided by an inform-
ant should always be proved or disproved by other means (for instance, if an informant reports 
that Mr. Pilot is to fly 10 migrants into Anyland, law enforcers could determine whether Mr. 
Pilot is capable of flying the plane). The informant may point an investigation in the right direc-
tion but it is still the investigator’s responsibility to find and collate the evidence. Where possible, 
information provided by an informant should be kept in a “sterile environment”. This means that 
only those who really need to know (as opposed to those who would like to know) should be 
informed that an informant exists. Identities should be protected and information “cleaned” by, 
for example, breaking it up into smaller elements which might suggest that there could be more 
than one type of intelligence source, thereby reducing the risk of compromise. 

The example below highlights how poor use of information can place the informant at risk.

Example

A, B and C are at a meeting in the middle of a field. A informs B and C that he will 
smuggle 30 migrants across the border at point Z that night. B will arrange to collect 
them at point X and transfer them to his vehicle. C agrees to provide accommodation.

C, who is an informant, informs his handler. Law enforcement officials make no attempt 
to follow either A or B and simply decide to stake out point X.

That night, A and B are arrested at point X as the migrants are transferred between 
vehicles. While there is a possibility that law enforcement agencies either stumbled upon 
the scene or had other information, it may be obvious to A and B that C had provided 
the law enforcement agencies with information. 

One alternative would have been for the police to follow either A or B for the whole 
day. The police would then have been present at the point and place of transfer of the 
migrants; hence, the informant would not be assumed to have provided the relevant 
information leading to the arrests.
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When using informants, investigators must be aware of the difference between an informant — 
one who simply passes on information — and someone who may be categorized as a “participating 
informant”. A participating informant is generally an informant who plays an active part in the 
commission of an offence. A participating informant could, for example, be a lorry driver or a 
boat skipper. If you have an informant who is participating in a possible crime, then it is absolutely 
imperative that you obtain advice from senior officers or a prosecutor before you employ this 
informant or use him or her further, if he or she has already been recruited.

Investigators must always be mindful of the type of informant who may be involved in their 
investigation. Someone may simply be seeking to disrupt other criminal groups for their own 
benefit, become familiar with law enforcement techniques or establish whether they are being 
investigated. For instance, providing an informant with false information to see whether or not 
he or she disseminates it can be an easy way of determining the informant’s trustworthiness. Prove 
or disprove everything through routine investigation where possible, and do not assume everything 
provided to you is true (or, conversely, false). 

? Questions and exercises

"" How is an informant defined in your country? What legislation provides the basis for 
this definition? 

"" What laws govern the use of informants in your country?

	 If you do not know, how can you find out?

"" Does permission to use informants need to be sought? From whom? 

"" Can you think of any reasons (other than those listed above) why an informant might 
be motivated to assist law enforcers? 

"" Have you had any experience with informants? What motivated them to assist you?

"" In your country, is there a test similar to the one provided by R. v. Debot?a 

What is it?

"" What is the risk of entrapment and how would you manage it?

"" In your experience, what have informants been? criminals? community members?

"" What means would you use to distance the intelligence from its source?

"" Is there a system in your country for protecting the identity of informants and the 
information they provide? If so, describe it.

"" Have you had any experiences where the use of informants went wrong? 

"" Can you think of any cases where investigations were sidetracked or derailed by 
poor human intelligence?

	 What lessons were learned? What could have been done differently?

"" You are informed that A will transport people to Anyland by boat. 

	 How would you verify this?

a R. v. Debot 1989, 2 S.C.R. 1140.
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C.  Undercover officers

An undercover agent or undercover officer (UCO) is a law enforcement officer who pretends to 
be a criminal in order to obtain information, typically by infiltrating a criminal group. It is an 
extremely difficult and dangerous job and only suitably trained officers should ever be deployed 
in such a capacity. However, a UCO can provide more than an informant can. Everything that a 
UCO sees or hears is evidence and would be expected to be used as such. However, in most 
jurisdictions, UCOs are not allowed to encourage suspects to commit crimes (agent provocateur 
or entrapment) but rather follow the crime being committed.

It is easier for investigators in source and transit countries to deploy an undercover officer than 
for colleagues in destination countries. Infiltration of gangs of smugglers of migrants in destina-
tion countries is often difficult owing to ethnic, cultural and sociological differences and would 
require that adequately trained law enforcement officers with the relevant ethnicity and language 
skills be available in the destination country. Many communities are closed and infiltration would 
be extremely difficult to effect or even impossible. While infiltration remains difficult in destina-
tion countries, it might be relatively easy in source countries. 

The example below from Nigeria considers possible areas of infiltration.

As with informants, before an undercover officer is deployed you must seek the advice 
or authority of your senior officers and/or prosecutor or the judiciary, as the case may 
be. Any of these will advise you on all the risks involved locally as well as clearly set 
out the rules that govern the use of a UCO. National laws on the use of informants 
and UCOs vary and it is your responsibility to ensure that all laws and policies are 
complied with.

!

Example: possible infiltration by informant

At border locations within Nigeria, there are many different nationalities. This means that, 
generally, it would be easy to deploy a UCO who was able to mix in with the border 
community (on the side where he is a national). 

It would be more difficult with ethnic groups, as they are generally closed and as every-
body within the group knows everybody else. In such closed environments, the only 
possible means of infiltration would entail placing UCOs in a professional role such as 
that of teacher or health worker. However, as such persons need to be suitably qualified, 
this can be a resource-intensive operation.
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An undercover officer may perform roles integral to the running of a criminal group, but he or 
she should do so only after having been advised or given the authority to do so. Nor should he 
or she engage directly in criminal activity. A UCO who has been engaged as a boat skipper to 
transport migrants may be able to provide highly valuable evidence; however, for a UCO to be 
effective he or she does not always need to be so closely involved.

Often, UCOs are best placed if they infiltrate the criminal group indirectly. They could, for example, 
provide logistic support to a criminal group that is already the subject of an investigation, for 
instance, through the provision of vehicles or vessels. Along the same lines, a UCO could be 
deployed simply to purchase a forged passport. Below are two examples where UCOs played key 
roles in bringing a criminal group to justice.

As with informants, any deployment of UCOs must be subject to a thorough risk assessment 
process and the objective(s) of their undercover operation must be clearly defined. These types of 
operations are very often resource-intensive and may require the UCO to spend many weeks 
constructing a plausible cover story. The benefits of using a UCO are significant but there are also 
many risks (for instance, that posed to the investigation, the risk of unsuccessful prosecution and, 
most importantly, that posed to the lives of the UCO and his or her family). Consequently, the 
use of an undercover officer should not be the first tactic considered.

Example: UCO infiltrating criminal group

A UCO was introduced to a criminal group as the provider of mobile telephones on a 
“no questions asked” basis. In that way, the criminal group was provided with mobile 
telephones, the numbers of which were already known to the law enforcement agencies. 
The telephones were also subjected to a technical modification that allowed their location 
to be tracked more easily than would have been possible normally.

Example: use of UCO as taxi driver

In another operation, a police officer of Asian origin was engaged as an undercover officer, 
while posing as a taxi driver. The targets of the operation would collect irregular immi-
grants and use the taxi driver to take them to a safe house. This method, which without 
difficulty identified both ends of the collection and delivery route, was simple, easily risk-
assessed, and not problematic.
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D.  Covert and technical surveillance tactics

Investigations involving the smuggling of migrants present several opportunities for the deploy-
ment of covert tactics against organized criminal groups, which might include surveillance or more 
technically based methods such as wiretapping. The present section discusses some of the tech-
niques and tactics available and suggests possible uses for them. It will also consider the use of 
technical information in the post-arrest stage.

Before any tactic or technique is considered and then deployed, there must be a clear objective 
for its use.1 Before using any covert or technical tactics, you should seek advice or authority from 
a senior officer or prosecutor, as appropriate in your national circumstances. The deployment of 
any tactic should also be subject to a complete risk assessment regarding its use.

The table below details some of the covert techniques available and their possible uses:

Before surveillance tactics are used, you must seek the advice or authority of your 
senior officers and/or prosecutor or the judiciary, as the case may be.!

A tactic is an operational approach, and the technique is the method used. For instance, 
a tactic might be to follow Mr. X for a day and the technique might be to use a tracking 
device. This would be a covert technical tactic. If the technique was to use a person to 
follow Mr. X discreetly, this would result in a non-technical covert tactic.

1 Annex II addresses the need to set objectives.

? Questions and exercises

"" What laws govern the use of undercover officers in your country?

"" Does permission need to be sought to use undercover officers? From whom?

"" What opportunities are there in your local context for deploying UCOs?

"" Have you had any experience using UCOs in investigations into the smuggling of 
migrants? 

	 Was the use of UCOs beneficial to your investigation? Why or why not?

"" The comment has been made that “the use of an undercover officer should not be 
the first tactic considered”. 

	 Do you agree? 

	 What should the preferred tactic(s) to be considered be?
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Tactic/technique	 Use

Conventional surveillance 	 Can be used in most investigations to keep particular suspects, 	
(e.g., static observation posts	 premises or locations under observation. Can be used to observe	
and/or following mobile a	 subjects immediately prior to an arrest. May be used to confirm 	
person, group or vehicle)	 the use of telephones at particular times by named suspects.

Technical surveillance (e.g., 	 Can follow vehicles remotely without the need for surveillance cars	
tracking devices and similar)	 �close behind. Extremely useful in areas that are open and where the 

presence of other vehicles would risk compromise. Devices also exist 
that log a vehicle’s movements. The log can then be downloaded to 
ascertain where a vehicle was at a particular time. Such information 
allows you to build up a picture of a suspect’s movements, and thereby 
focus resources.

Telephone intercept	 �Extremely useful. Criminals need to communicate and frequently do so 
by telephone (or computer). Can provide good real-time intelligence. 
Not all jurisdictions allow telephone intercept to be used as evidence, 
though sometimes joint investigations can be conducted so that inter-
cepts can enter other jurisdictions.

Listening devices	 �Can be deployed within vehicles or premises and can be either “hard-wired” 
or “dropped down”, depending upon equipment, location and objective. 
Techniques are available to maximize the effectiveness of dropped down 
devices. Dropped down devices are those deployed at short notice to a 
wide variety of locations, such as telephone kiosks and restaurants.  

Phones data	 �Billing will show who called whom and when. Numerous calls immedi-
ately before or after a significant event can assist the prosecution. Cell 
site analysis can show the location of a phone at a given time.

Closed-circuit television 	 Provides remote surveillance at a fixed location. Can often be set	
(CCTV)		 	 and left to run without frequent human input.

Number plate recognition 	 Similar to CCTV, but can provide the times that vehicles passed	
systems		 	 certain points.

 
 
These tactics have many uses but there are also some drawbacks, including those arising from lack of 
equipment, training and resources. Besides these limitations, others are shown in the table below:

Tactic/technique	 Limitations and potential difficulties

Conventional surveillance 	 Resource-intensive (for example, because of the large number of	
(e.g., static observation posts 	 people required). Risk of compromise to investigation (for instance, 	
and/or following a person, 	 possibility of detection).
group or vehicle)

Technical surveillance	 Reliant upon suspects using the vehicles that have had the equipment	
(e.g., tracking devices and 	 deployed in them. Not practical if suspects regularly change their	
similar)		 	 vehicles. 
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Tactic/technique	 Limitations and potential difficulties

Telephone intercept	 �Language barrier. Often difficult to secure interpreters. Suspects fre-
quently switch phones. Can be resource-intensive. This may also raise 
issues (international cooperation, authorization and admissibility of evi-
dence) with respect to other jurisdictions, where a mobile phone, for 
instance, crosses a border or a SIM card was purchased in another 
country.  

Listening devices	 As above, relies on suitability of location to deploy equipment.

Phones data	 �Only proves which phone was used to make a call and where the 	
call was made from. Does not prove who made the call (highlighting 
the need to combine this tactic with surveillance to prove the 
identity).

Closed-circuit television 	 Generally a fixed site. Quality variable.	
(CCTV)		 	

Number plate recognition 	 Only confirms that a particular vehicle passed a particular point at a	
systems		 	 certain time. Generally does not prove who was driving the vehicle 	
	 	 	 	 or who or what was in it.

 
The key to the successful deployment of any covert technique is to first consider what your 
objectives are, then look at what technique would best serve them: the tactics should support 
the objectives of the operation, they should not dictate those objectives, otherwise “mission 
creep” (where resources or the focus of an investigation is drawn off into unrelated issues) 
becomes a very real possibility. Before you deploy covert techniques, you need to be aware of 
any national laws or policies that may impact on their use, both from your jurisdiction and 
from other jurisdictions where cooperation may be required for effective surveillance tactics. 
Likewise, before using covert tactics, you should consider whether you can obtain the informa-
tion sought in another way. The more you use covert tactics, the more the criminals will become 
aware of them and therefore the less effective they will become. Where possible, you should 
seek to substantiate information collected by covert means by conventional methods. By doing 
this, you reduce the risk of discovery by the criminals of the covert tactics that have been used 
against them. 

Below are two examples of covert techniques.

Example: routine surveillance

Intelligence suggests that Mr. P is smuggling migrants by boat across the sea and dropping 
them off on a beach. Payment is made before collection by those being smuggled. A 
simple “no payment, no journey” approach is applied. Once delivered onto the beach, 
the migrants are left to their own devices.
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Other technical information besides that provided by the methods suggested above can also assist 
in the investigation and prosecution of cases of the smuggling of migrants.

The use of computer analysis often yields vital evidence, such as flight bookings and e-mail 
exchanges. Similarly, recovering mobile telephones during searches allows for them to be forensi-
cally examined for SMS (text) messages and telephone numbers stored on the phone or SIM 
card. Cell site analysis can then be undertaken, together with “top-up information” enquiries, for 
example. Recovery of a telephone can also contribute towards proving who had control of it for 
key intercept issues.

Other devices that can prove helpful are tachographs and satellite navigation systems. A tachograph 
is a paper record of a lorry’s driving route, showing how far a lorry has driven in a particular time 
and any stops or breaks taken. That information can be useful in confirming that a vehicle was 
in a particular area at a significant time. Satellite navigation systems often have a memory which 
may show where cars have been or even home addresses that are unknown to law enforcement. 

Mr. P is put under surveillance and is covertly followed during his day-to-day activities. His 
banks are identified, as is a small motorboat that is harboured 50 miles away from his 
home.

One night, he is followed by the police to the harbour, where he boards the motor 
launch and sails off. He is tracked by aerial and coastal radar. When he returns eight 
hours later, eight migrants are left on the beach, and he returns to the harbour. A police 
team arrests the migrants as they leave the beach, out of sight of Mr. P and when he 
harbours the boat, Mr. P is also arrested.

Example: intercept and surveillance

Intelligence suggests that Mrs. Q is the provider of forged passports, which are sold to 
other criminal groups. Many of these passports are then used by migrants to enter transit 
and destination countries illegally.

Telephone intercept is able to establish when particular criminal groups are to collect 
passports and the locations they will collect them from. Using surveillance, the people 
who collect the passports are followed and the would-be users of the passports are 
identified.

The law enforcement agencies then target each criminal group identified and arrest several 
well-organized groups and many immigrants. Telephone intercept over many months sug-
gests that Mrs. Q believes the groups are being targeted and not her. She continues to 
produce and provide the passports.

After six months, Mrs. Q is arrested.
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Below are examples of how each type of analysis can be used to good effect.

The forensic awareness of the officers conducting searches is essential if maximum beneficial evi-
dence is to be obtained. It is important to establish how computers, mobile telephones, tachographs 
and satellite navigation systems are to be seized, packaged and stored. Failure to deal with these 
issues correctly could result in data being lost or declared inadmissible in court.

Where investigations are transnational, you must be aware of what you can and cannot do when 
your investigative interests are pursued in another jurisdiction. This will require cooperation from 
the authorities in relevant countries. On the other hand, law enforcers in some countries have the 
option of conducting cross-border infiltration, whereby a police officer is given authorization to 
enter a neighbouring country. 

Example 1

Mr. D is a lorry driver who works for a reputable haulage company. He regularly travels 
between countries. One day he is arrested, by chance, as 40 smuggled migrants are leav-
ing his vehicle.

His defence of his innocence is successfully challenged after his tachograph is examined. 
This shows that he put in unwarranted stops, which linked into telephone calls he made 
to various numbers, and had seemingly taken a route that was very different from the 
one he needed to take to arrive at his designated destination.

Example 2

Mr. Y is believed to be a people smuggler. He is arrested in his car at a land border 
with three smuggled migrants in his car. He initially claims that he was simply doing a 
favour and for the first time.

He provides officers with a home address. His home is searched and found to contain 
a few clothes but little else.

His satellite navigation system is examined and an address is saved in it under the heading 
“home”. This address is then searched. Five further smuggled migrants are found hidden 
in the loft and a large amount of paperwork relating to flights, vehicle hire, bank accounts 
and money transfers is found.
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E.  Controlled delivery and associated risks 

The present section aims to address the issue of “controlled deliveries” during investigations into 
the smuggling of migrants. As different countries have different views and regulations on this 
subject in many areas, it is difficult to offer definitive solutions. To law enforcement officers, the 
preservation of life is the fundamental principle that underpins their legal and moral responsibili-
ties, not to mention the human instinct to help people in need.  

The term “Controlled delivery” is used to describe the method by which a criminal enterprise is 
allowed to move migrants while law enforcement agencies watch the operation or are aware of 
that it is being carried out. Controlled delivery can also be used, for example, to allow the delivery 

? Questions and exercises

"" What laws or policies govern the use of surveillance in your country?

"" In your country, would you need to seek authority to use covert techniques? From 
whom?

"" What kind of equipment do you have available to you for putting surveillance tactics 
into operation?

"" Can you add any other covert tactics or techniques to the above table that details 
some of the covert techniques available and their possible uses? 

	 What are their uses?

	 Are any of the tactics described above not allowed in your jurisdiction?

	 Are any of the tactics described above not feasible in your local context?

"" With reference to the table detailing tactics and their limitations and potential difficul-
ties, what are the limitations of the covert tactics you added to the table above?

"" With reference to the example provided in the box entitled “Routine surveillance”, 
what else could have been done in the situation described?

"" Have you had any experience in using covert techniques in migrant smuggling inves-
tigations? Was it successful? Why or why not?

"" Is the technical information described useful in your context?

	 Is any other technical information useful to you? 

"" What laws and policies in your country influence the analysis of the content of 
computers?

"" Do you have any experience with investigations into the smuggling of migrants that 
used different types of analyses from those mentioned in examples 1 and 2 above? 

	 How did they benefit your investigations?

"" Have you conducted any covert or technical cross-border surveillances? 

	 What sorts of cooperation and permission were needed?

	 How did you achieve this?
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of passports or with people who are not at risk, such as cash couriers. Below is a table that lists 
some of the types of controlled delivery that can be undertaken during an investigation, together 
with the main risks and the potential gains.

Types of controlled delivery, the main risks and the potential gains

Type of controlled 
delivery

Method used by criminals Risk Gain from controlled 
delivery

Clandestine movement 
of people

Concealed in boats/	
cars/lorries etc.

No control over 
weather, sudden driver 
actions or conditions 	
in which people are 
travelling. Risk to 	
health and life. 

Controlled delivery 
cannot be used where 
the safety of people is 
put at risk.

Documents Forged passports 
delivered by post etc.

Loss of documents. Potentially good 
evidence of who 	
is involved in the 
smuggling.

Non-clandestine move-
ment of people (for 
instance, smuggled 
migrants with fraudu-
lent visas travelling 
openly)

Allowed in by immigra-
tion authorities or able 
to travel on their own.

Losing track of person. 

No control once they 
reach their destination, 
be it either interna-
tional or local. There is 
no control over what 
happens to the persons 
once they reach their 
destination. They could 
be harmed or simply 
escape. Alternatively, 
they could cause harm 
to others in cases 
where they have 
criminal or otherwise 	
ill intent.

Potentially good 
evidence of who 	
is involved in the 
smuggling.

With respect to controlled deliveries of people, it is crucial to remember at what stage you actually 
have “control”. For example, where a lorry containing smuggled migrants crosses an international 
land boundary, you are unlikely to have any control before it arrives in your jurisdiction. Therefore, 
you have neither allowed nor permitted what has happened. However, if the migrants exit the lorry 
and enter into other vehicles, then at that time you do have control and you could make arrests. At 
this stage, you may decide not to arrest certain people on this particular day because you are seeking 
to arrest the head, or higher-ranked members, of the organized criminal group.

When there is a risk of anyone dying, being injured or being trafficked, controlled 
delivery cannot be considered.!
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As can be seen, the risks of allowing clandestine movements to occur are high, with the ultimate 
and very real prospect that one or more people will die. Thus, controlled delivery cannot be consid-
ered in these circumstances.

It is envisaged that controlled deliveries would be extremely rare. Law enforcement activity or inac-
tion resulting in fatalities would rightly be severely criticized. Officers have been prosecuted in many 
countries for failing to act when their inaction resulted in a death. However, allowing the non-
clandestine movement of people may bring good results at minimal risk and the same can be said 
for allowing the controlled delivery of documents. These examples illustrate the point.

Case study

A

A is smuggled into the country using a forged passport and visa. Intelligence suggests that 
she will be met by a member of a criminal group at the airport and then taken to a safe 
house where further false papers will be prepared to allow her to stay in the country. 
Those previously using these passports have either been detected and deported or, the 
intelligence indicates, many people have entered the country on these passports.

It is decided that the next time a forgery is detected, the person will be followed and A 
is made the subject of covert surveillance. She is followed as she leaves the control area 
and is met by a male and a female. The group is then followed to the car park and A 
gets into a vehicle with them.

This car is followed and A is dropped off at an address. The car is followed away from the 
address while some officers remain. Later that night, the house is raided and A and six other 
females are arrested together with a male who is the householder. The car driver and his 
passenger are also arrested. All three are later convicted of facilitating unlawful entry.

Case study

Documents

A consignment sent from one country, via another, using an international courier company, 
is intercepted and found to contain 120 forged or stolen blank passports.

It is decided to allow the package to be delivered and it is subjected to the deployment 
of a tracking device and an audio recorder.

The package is duly delivered to the address shown, where it remains unopened for several 
hours. A male is seen leaving the premises with the package and putting it in a car which 
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Before allowing any type of controlled delivery to take place, aside from any risk assessment, you 
must ensure that any appropriate authority is obtained and it is advisable to consult the relevant 
immigration authorities if they constitute a separate agency.

F.  Rights

The use of covert techniques places a huge responsibility on the investigator for respecting indi-
viduals’ rights and freedoms and balancing them against the need to investigate crime. For example, 
listening devices concealed in vehicles or premises will often pick up private information that is 
not related to a criminal act. The officer-in-charge, if not required to do so by policy or law, should 
record how he or she is to handle this type of material. Prosecutors can greatly assist you in 
addressing the issue of balancing the rights of individuals affected by an investigation with law 
enforcement objectives. 

Early consultation with a prosecutor, judge or senior officer is essential. Without the appropriate 
consultations, you may find yourself amassing an enormous amount of relevant information and 
evidence that is not admissible during trial.

then drives off. The car is then followed to further premises. After a short while, the pack-
age is opened and arrests are made. The audio recorder has recorded one of those opening 
the parcel, swearing and saying “The police are on to us”.

Three people were convicted of possession of forged passports and conspiracy to assist 
unlawful immigration.

? Questions and exercises

"" What does the legislation in your country allow or prohibit with respect to control-
led deliveries in cases of the smuggling of migrants? 

	 What are the pros and cons of this law? Do you agree with it?

"" If you want to perform a controlled delivery, from which authority would you be 
required to seek permission?

"" Would you use controlled delivery? 

	 If so, in what circumstances? 

	 If not, why not? 

"" Are controlled deliveries a valid operational tool in investigations into the smuggling 
of migrants? 

"" Have you had any good or bad experiences in respect of controlled deliveries?
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Investigators should also keep in mind the fact that some of the people smuggled, or with whom 
your suspects come into contact, are victims or potential victims of crime and should be regarded 
as such.

 
 
G.  Concluding remarks

Many different tactics and techniques are available, but very few investigators have access to all 
of them, or to unlimited resources to support their use. Investigators must consider what technique 
is available to them, what they want to achieve and whether it is lawful to pursue a given method.

Often, these tactics and techniques are resource-intensive and have complex legal policies and 
issues associated with their use. 

Before embarking upon resource-intensive covert techniques or tactics, ensure that what you are 
doing is legal and seek the appropriate authorizations. 

Early consultation with a prosecutor, judge or senior officer is essential. Without the appropriate 
consultations, you may find yourself amassing an enormous amount of relevant information and 
evidence that is not admissible during a trial.

Always risk-assess your deployments carefully, be they technical or human. Losing a piece of 
equipment is annoying. Losing an informant or officer is a great deal worse. Never deploy human 
assets unless you have the best possible systems in place to protect them.

For more information on human rights see module 9.

? Questions and exercises

"" What rights can be impacted by the use of covert techniques?

"" In your investigations into the smuggling of migrants, what has been your experience 
with respect to consulting prosecutors and judges?

	 Has this advanced the criminal justice outcome of your investigation? 

	 What lessons did you learn from your experiences?

"" How do you balance investigative needs with the need to respect individuals’ rights 
and freedoms?

"" Should the objectives of combating the smuggling of migrants override other rights-
related considerations?



18	 Basic Training Manual on Investigating and Prosecuting the Smuggling of Migrants

Finally, irrespective of the risks involved, controlled deliveries are full of difficulties and should be 
used only after careful consideration. Aside from the human tragedy involved, loss of life can set 
an investigation back and may also have national political — and, indeed — international rami-
fications. As in all matters, the objective is to establish a balance between what you are seeking 
to achieve and the risks involved. 

The health and safety of people should never be put at risk.

Self-assessment questions

"" What is the difference between an informant and an undercover officer (UCO)? 

"" What is the difference between an informant and a participating informant? 

"" Give some reasons why a person may be motivated to become an informant.

"" Where can UCOs best be deployed?

"" What must you always consider in deciding whether to deploy a UCO?

"" Provide some examples of covert investigative techniques used in investigations into 
the smuggling of migrants that are available to you in your local context.

"" What must you always consider when using covert techniques or tactics? 

"" What human rights considerations govern the use of covert investigative techniques?

"" What role can controlled deliveries play in investigations into the smuggling of 
migrants? What are the associated risks? 

"" When may controlled deliveries be considered? 

"" Under what circumstances should controlled deliveries absolutely not be used?
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Module 6.  Intelligence

A.  Learning objectives

The present module examines various types of intelligence and their value in investigations 
into the smuggling of migrants. This module also considers how intelligence can best be 
gathered, analysed and shared with colleagues. Different jurisdictions may have organizations 
for gathering intelligence that are separate from those that act on such intelligence. Due 
regard must be given to your national laws and local policies regarding the acquisition and 
analysis of intelligence. 

At the end of this module you should be able to:

"" Understand the types of intelligence, both strategic and tactical, that are necessary to help 
combat the smuggling of migrants.

"" Identify methods for gathering, analysing and sharing information among colleagues both 
nationally and internationally.

"" Understand the need to protect sources of intelligence.

 
B.  Types of intelligence

Information or intelligence?

The difference between intelligence and information is explained below.

As in any investigation, intelligence is extremely important in cases of the smuggling of migrants. 
It can be used to initiate investigations or to direct ongoing investigations towards a satisfactory 

Information is raw data that are received by law enforcement agencies.

For example: an anonymous phone caller informs police that Mr. G is smuggling migrants 
by boat.

Intelligence is information that has been operated on in such a way as to enhance its 
meaning (for example, through corroboration, analysis, evaluation and dissemination).

For example: after receiving information from the anonymous phone caller, police confirm 
that Mr. G owns a boat.
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conclusion. In addition to investigation (tactical intelligence), there is strategic intelligence, 
which assists in policy formulation and target hardening. Both types of intelligence are equally 
important.

 
Tactical and strategic intelligence

Strategic intelligence is required to inform anti-migrant smuggling policy and plans at the national 
and international levels. Tactical intelligence is intelligence required in order to plan and conduct 
tactical operations to combat the smuggling of migrants. In the context of law enforcement, tacti-
cal operations include investigations into or disruptions of the activities of individuals or organiza-
tions involved in the smuggling of migrants. 

Tactical intelligence:

"" Forms the basis of investigations.
"" May lead to the interception of smuggling operations.
"" Is fundamental to the preparation and planning of any operation.
"" Helps identify specific opportunities for preventing the operation of, or detecting or 

disrupting of, smuggling networks.

Strategic intelligence:

"" Enables accurate assessment of the nature and scale of smuggling at the local, national 
and regional levels.

"" Facilitates changes in legislation, international liaison, prevention strategies, education and 
awareness-raising campaigns, etc.

"" Assists policymakers in planning.
"" Provides fundamental information needed to raise the awareness of the media and the 

general public.

Tactical intelligence supports investigations. Strategic intelligence contributes to developing 
the bigger picture of the smuggling of migrants. 

Example: H, J and K

H, J and K are travel agents. They provide not only a visa service as part of their tourist 
business but also a “student service” for those who wish to travel to Europe to study, 
which includes the provision of a letter of acceptance to a college, proof of the availability 
of funds to pay for the course and living expenses in the European country, and the 
submission of the visa application with these documents. The letter and the bank state-
ments are forgeries.
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The overall picture of migrant smuggling is produced by strategic intelligence which is fed by 
tactical intelligence. The collation of strategic intelligence is a key component of an investigator’s 
work. While it may not lead to a successful outcome in a particular investigation, it can result 
in changes in policy or law. Often, this is not perceived to be a key objective of an investigation 
while in fact it is, inasmuch as the facilitation of such changes strengthens the preventive arm 
of policing.

 
Usefulness of information 

In general terms, it can be said that all information is useful. Indeed, the phrase “knowledge is 
power” is highly applicable to the intelligence field. At the start of an investigation, it is likely 
that there will be a mass of information needing to be collated, assessed and converted to 
intelligence.

To disregard information at an early stage because it is not useful to you is, potentially, to deprive 
an investigator or prosecutor of a valuable commodity later on in the criminal justice process. 
What may not seem useful or relevant at the start of an investigation can easily become crucial 
later on, as is shown in the example below.

Information that is several years old can often prove significant, as shown in the example 
below. 

Example: M

Nationals of M are travelling in greater numbers than before and passports are easily 
reissued by the relevant authority. This allows travellers to present themselves as first-
time travellers when in fact they were previously deported.

Example

Eight smuggled migrants are arrested after having been dropped by boat on a beach. They 
are searched and two numbers are found on each, written on small pieces of paper, on 
bank notes and on the inside of clothes. These numbers are disregarded.

Other, similar groups are detected and on one occasion an officer retains all of the 
numbers. He notices that one of the two-digit numbers corresponds to the national 
mobile phone telephone number. When all the numbers are put together, they turn out 
to be constituent parts of the main smuggler’s mobile telephone number.
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Information storage

Whether information can be stored depends on the laws of the country concerned. In the 
United Kingdom of Great Britain and Northern Ireland, for instance, information can be 
kept for only seven years, unless its relevance can be proved. In Europol, for information to 
be stored for longer than three years, it must be subject to a major review and regular inde-
pendent audits. In many instances, information is deleted. 

Sources of information 

For investigations into the smuggling of migrants there are many potential sources of infor-
mation which can offer various insights into the nature of the crime. What is deemed to 
constitute important information will vary from country to country and from case to case. It 
is also important to note that information obtained in one country portrays only part of the 
picture: international cooperation is needed to ensure the sharing of information needed to 
yield intelligence on an international level. Some potential sources of information are given 
below, although the list is not exhaustive.

Source of intelligence	 Details

Smuggled migrants and	 The debriefing of migrants and smugglers, apart from those who  
smugglers of migrants 	� become informants, can provide good-quality strategic and tactical 

intelligence, inter alia, on trends, routes, networks and methods. For 
more on the role of smuggled migrants and smugglers of migrants in 
providing information, see module 2.

Personnel at ports and borders	 Trends in forgeries, cover stories, vehicles etc.

		  Flight, vehicle or ship manifests and passenger lists.

Police or immigration officers	� As above, plus information relating to those arrested for other criminal 
matters or catching the notice of officers for other reasons (sponsoring 
visa applications etc.), for instance, through contact with the community 
in day-to-day policing.

Informants	� Can provide the most relevant and timely information about all aspects 
of criminality. May often provide information that they will not discuss 
over the telephone, owing to fears of intercept.

Example

Mr. G and Mr. K were frequently seen together in 2006 during an investigation that did 
not result in prosecution. In 2009, both are arrested for migrant smuggling. They deny 
knowing each other. The only evidence that can be found to prove their association arose 
from the 2006 investigation. Through retaining that information, you are now able to 
take your case forward.
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Source of intelligence	 Details

Undercover officers	 As above.

Wiretapping	� All types of information, often very timely. Also covers e-mails, Skype 
and conventional mail.

Open source (for example, 	 A search engine can be used to provide much information very 
Google or any website that 	 easily and, often, to verify information obtained from other sources 
can be accessed either free 	 (addresses, phone numbers etc.).
of charge or for a fee)	

Confidential help (tip-off), 	 As for informants, but rules out any concerns about face-to-face 
telephone lines	� meetings. Often more prudent for the informant to make use of a 

quick phone call. Can lead to the training of informants.

Local government	 Can provide valuable information.

INTERPOL, Europol and other 	 Information on trends, lost or stolen documents.
law enforcement agencies 	 E.g. a Stolen and Lost Travel Documents Database is provided by 
relevant to your region 	� INTERPOL and is available to every country. It contains the details on 

over 16 million lost or stolen passports, identity cards and visas. It can 
easily identify the authenticity of documents of people encountered 
during an investigation.

Community	� Friends, family, acquaintances at shops, restaurants and other venues 
within the community, can provide information on migration patterns, 
vulnerabilities of community members. 

United Nations Office 	 Summaries have good potential for providing the information needed to 
on Drugs and Crime, Office 	 generate strategic and tactical intelligence on the smuggling of migrants.  
of the United Nations High 	 This can include methodology, vessels involved and changes in domestic 
Commissioner for Refugees, 	 situations that may influence migration. International organizations 
International Organization for 	 and non-governmental organizations can provide valuable information 
Migration or other international 	 at all levels, but investigators must remain alert to the fact that inter- 
organizations and local non-	 national organizations and non-governmental organizations have their own 
governmental organizations.	 agendas which may be different from those of police or Governments.

? Questions and exercises

"" What laws in your country govern the gathering, collation, use and storage of information?

"" How long can information be stored in your country? On what condition can it be 
kept beyond this period of time?

"" Explain the difference between information and intelligence.

"" In respect of the two examples on intelligence, “H, J and K” and “M”, which one illustrates 
the use of tactical intelligence and which one strategic intelligence? Justify your answer.

"" What other sources of intelligence may be important to investigating the smuggling 
of migrants in your country? 
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C.  Collecting information

Information is obtained by law enforcement agencies essentially in two ways:

"" Through tasked collection, which means that it is sought deliberately.
"" Through routine collection, which means that it is collected through day-to-day 

activities. 

Tasked collection

Tasked collection is engaged in when law enforcement agencies seek specific information. The 
information they seek may be on a particular person, group, activity etc. This information can be 
obtained using a number of approaches including:

"" Surveillance.
"" Tasking of informants.
"" Utilization of undercover officers.
"" Searching internal databases.
"" Searching open sources such as the Internet.

Tasked collection is normally undertaken to support a specific investigation or objective.

Routine collection

Much information is collected by law enforcement agencies routinely. This information can be 
very valuable, examples of such information include:

"" Arrest reports.
"" Border entry and exit records.
"" Other criminal investigations.
"" Reports made by members of the public.
"" Licence applications.

The collection and storage of information are often regulated by law. In the first instance, 
you must consult a prosecutor or senior officer in order to ensure that you comply 
with any legal or policy specifications.

!

? Questions and exercises

"" What information does your organization regularly collect that could be of assistance 
to you in conducting an investigation?
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D.  Assessing information

The “5 Ws” approach

The simple collation (bringing together) of information achieves very little. Once information has been 
received and collated, it needs to be assessed. There is a simple and practical approach to evaluating 
intelligence known as the “5 Ws” approach, encompassing who, what, why, when and where, that is:

"" Who is the source of the information? 
"" What is the information?
"" Why is it out there?
"" When did the activities it covers occur?
"" Where is it relevant? 

Through use of this simple methodology, the credibility of the intelligence can be tested in a 
similar manner to the way in which the credibility of informants’ intelligence is tested. Let us 
look at the 5 Ws approach in somewhat greater depth. Assume that John, a retired police officer, 
telephones the police to tell them that a lorry containing a group of foreigners arrived late at 
night outside his apartment in the city:

W Questions Answers

Who Who is the source of information? John.

What is the background of this source?  
Is there any known credibility or  
provenance? 

John is a retired police officer. His law 
enforcement experience gives the informa-
tion a certain value.

What What is the information? A lorry of foreigners arrived in the city 
late at night.

What exactly is the content of the information? 
If necessary, assess the content of the  
information overall by examining the key 
components one by one. One component may 
contain information that is correct and the 
other components, information that is incorrect.

    - Lorry 
    - Foreigners 
    - Address 
    - Late at night

Why Why is the information out there?  
Is it misinformation? Does it reflect a test  
by criminals to assess the law enforcement 
response? Who could have the information?

Because John claims that he saw this 
happening and reported it. 

CCTV reveals that a lorry indeed arrived 
at around the time John alleged that it did. 

A shopkeeper nearby verified the occurrence. 

When When did the information get passed on?  
Is it timely? Can it be acted upon? When  
did the event occur or when will it occur?

Just after the alleged event occurred.  
The foreigners may have already dispersed, 
but the information could not have been 
provided earlier.

Where Where does this fit in to your investigation? There have been several other lorries 
transporting foreigners that have arrived in 
the area and that have been the subject of 
police investigations.

 Is it relevant? Yes
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The 5x5x5 method

One approach used to grade and share intelligence is known as the 5x5x5 method. This addresses 
the issues of evaluation, of both the source and the resultant intelligence, and determines the 
extent of any further dissemination. One example of this grading system is shown below.

The 5x5x5 method for grading and sharing intelligence

Source Intelligence evaluation Handling code  
(to be completed at time of entry 
into an intelligence system and 
reviewed upon dissemination)

A:  Always reliable 1:  Known to be true, without 
reservation.

1:  May be disseminated to 
other law enforcement and 
prosecuting agencies.

B:  Mostly reliable 2:  Known personally to source 
(information provider) but not to 
the officer who receives the 
information.

2:  May be disseminated to 
non-prosecuting parties in the 
country.

C:  Sometimes reliable 3:  Not known personally to 
source, but is corroborated. (For 
example, A tells police officer that 
B saw smuggled migrants arriving. 
Other people have also informed 
police of this.)

3:  May be disseminated to law 
enforcement agencies in other 
countries (although special 
conditions may apply).

D:  Unreliable 4:  Not known personally to 
source and cannot be 
corroborated.

4:  May be disseminated only 
within the originating law 
enforcement agency that received 
the information.

E:  Untested source 5:  Suspected to be false. 5:  No further dissemination. 
Refer to originator (special 
conditions apply).

Case study

Simple verification of information

Egyptian law enforcement officials received information from an unknown source that a 
boat in the Mediterranean Sea containing about 300 people was going to capsize. The law 
enforcers asked the unknown source to provide the mobile number of a person on board 
the boat. The unknown source provided a mobile number of a relative. Law enforcers 
called the number and spoke to people on board the boat to verify that the information 
they had received was true. As a result, and with the cooperation of INTERPOL, coast-
guards were able to mount a rescue operation.
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Intelligence and policies

The methodology for assessing or evaluating tactical intelligence can also be applied to strategic 
intelligence. Indeed, senior officers and politicians may use a similar method in order to confirm 
or support any strategic intelligence they intend to use to support a change of policy or law. While 
investigators are generally focused on their investigation and the intelligence that supports it, they 
must also be mindful of the wider situation and understand that what they do can ultimately play 
a major part in making their job easier. The example below highlights how an investigation can 
produce strategic intelligence that results directly in a change of law:

Once the information is evaluated, it becomes intelligence because, although it remains unchanged, 
there has been some indication of the likelihood of its accuracy.

Example: change in a law as a result of strategic intelligence

An investigation into the abuse of marriage laws by migrants resulted in a number of 
arrests of those entering into the marriage and those who had arranged it.

Reports were submitted to senior officers and eventually to ministers. It was then decided 
that the law should be changed to require that migrants obtain authorization from the 
immigration department before they could marry.

This reduced the number of bogus marriages, which involved migrants present irregularly, 
and disrupted the activities of those who had adopted this scheme as an easy means of 
making money and circumventing immigration controls.

? Questions and exercises

"" Utilizing the case study entitled “Simple verification of information”, answer the fol-
lowing questions: 

	 Who is the source of the information? 

	 What is the information?

	 Why is it out there?

	 When did the activities it covers occur?

	� Where is it relevant? What is your system for grading and sharing intelligence in 
order to protect it? 

	� Can you think of any laws or policies in your country that you believe should be 
changed in the light of strategic information that you possess regarding the smug-
gling of migrants?
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E.	 Sharing intelligence

Although ideally, there should be a single point (either a unit or person) that collates information, 
this is often not the case. However the information is received, it should be assessed as described 
above and a decision then taken on whether it should be disseminated to others and, if so, how.

Usually, it is helpful to classify intelligence, as this classification can then be used to aid dissemi-
nation. One method of classification is shown below.

Security classification

Classification Considerations Dissemination

Not protectively 
marked 

No harm or compromise would result were 
information to become public. 

Any person within the law 
enforcement community.

Protected Whether accidental or deliberate compromise of 
assets marked “PROTECTED” would likely:

"" Have no impact on life and safety 

"" Cause minor disruption of emergency service 
activities requiring reprioritization at local 
(station) level to ensure delivery of expected 
levels of service

"" Have no impact on crime fighting

"" Have no impact on judicial proceedings

"" Cause inconvenience or discomfort to an 
individual

"" Cause minor disruption of emergency service 
activities requiring reprioritization at area or 
divisional level to ensure delivery of expected 
levels of service

"" Cause minor failure within local magistrates 
courts 

Any person within a 
particular unit (or beyond) 
depending on the actual 
content of information.

Restricted Whether accidental or deliberate compromise of 
assets marked “RESTRICTED” would likely:

"" Pose a risk to an individual’s personal safety 
or liberty

"" Cause disruption of emergency service 
activities requiring reprioritization at the 
country or organizational level to ensure 
delivery of expected levels of service

Any person within a 
particular unit (or beyond) 
depending on the actual 
content of information, 
which is more sensitive 
than protected information.

The collection of information is often regulated by law. In the first instance, you must 
consult a prosecutor or senior officer in order to ensure that you comply with any 
legal or policy specifications.

!
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Classification Considerations Dissemination

Restricted 
(cont.)

"" Hinder the detection, impede the investiga-
tion or facilitate the commission of low- 
level crime

"" Cause a low-level criminal prosecution to 
collapse or cause the conviction for a low-
level criminal offence to be declared unsafe 
or referred for appeal

"" Cause a breach in the undertakings appropri-
ate for maintaining of the confidence of 
material provided by third parties

"" Cause a breach in statutory restrictions on 
disclosure of material

"" Undermine confidence in public services 

Confidential Whether accidental or deliberate compromise of 
assets marked “CONFIDENTIAL” would likely:

"" Pose a risk to the safety or liberty of a 
group of individuals

"" Cause a disruption of emergency service 
activities requiring reprioritization at national 
level (e.g., one police force requesting help 
from another) to ensure delivery of expected 
levels of service

"" Impede the investigation or facilitate the 
commission of a serious crime (as defined  
in legislation)

"" Cause the prosecution of a serious crime  
to collapse; or cause the conviction for a 
serious criminal offence to be declared  
unsafe or referred to appeal 

A specified individual and 
possibly others, depending 
on content.

Secret Whether accidental or deliberate compromise  
of assets marked “SECRET” would be likely to 
cause:

"" A threat to life leading directly to limited  
loss of life

"" Disruption to emergency service activities 
requiring emergency powers to be invoked 
(e.g., military assistance to the emergency 
services) to ensure delivery of expected 
levels of service

"" Major long-term impairment to the ability to 
investigate serious crime (as defined in 
legislation)

"" A number of criminal convictions to be 
declared unsafe or referred to appeal  
(e.g., through persistent undetected compro-
mise of an evidence-handling system) 

A specified individual only.
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Classification Considerations Dissemination

Top-secret Whether accidental or deliberate compromise of 
assets marked “TOP SECRET” would be likely to:

"" Lead directly to widespread loss of life

"" Directly threaten the internal stability of the 
country or of other countries leading to 
widespread instability

"" Cause major long-term impairment to the 
ability to investigate serious organized crime

"" Cause the collapse of the judicial system

A specified individual 
authorized to view such 
material.

Sharing at the international level

In investigations into the smuggling of migrants, sharing of information and intelligence inter-
nationally is often crucial. However, your local laws and policies may prevent this. For this reason, 
early consultation with a prosecutor, judge or senior officer is essential before you provide any 
information to an outside party.

When deciding if your information should be shared with an international partner, the first ques-
tion must always be, do they need to know? This is obviously a highly subjective issue but con-
sideration should be given to the protection of the source of intelligence and any techniques 
balanced against the possible benefit of sharing them.

In the first instance, sharing of information may occur with border countries, but expansion 
beyond these either to INTERPOL, Europol or other regional law enforcement agencies may 
provide even more benefit to an investigation, as it is likely that information will flow in both 
directions.

If you receive sensitive intelligence from an international partner, then you must be extremely 
careful how you handle this material. It should be securely stored and care should be taken to 
ensure that it is not disseminated any further than is deemed appropriate by the country that 
provided you with the intelligence.

? Questions and exercises

"" What laws govern information sharing in your country?

"" Is there a specific unit or person in your local context responsible for collating infor-
mation on the smuggling of migrants? 
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F.  Protection of intelligence

As stated earlier, intelligence can come from many sources. Some of these sources, like Google, 
are classified as open and, as such, do not need any protection. However, many other types of 
intelligence come from sources that may need to be protected.

Earlier modules have discussed the issues of covert tactics for evidence-and-intelligence gathering 
and the use of both undercover officers and informants. The protection of intelligence, too, is an 
important topic and requires additional information.

When you decide to use intelligence that has been obtained covertly, then you need to consider 
what the repercussions of using it will be and how you can minimize any possible risk. If you are 
using an informant, then you should have in place an exit strategy that aims, in advance, at deal-
ing with any problems associated with your informant, who may then need to be extracted from 
the environment, or at stopping the defence lawyers (for your subject) from becoming aware of 
the identity of your informant.

The less likely it is an informant’s identity will be protected, the fewer informants investigators 
will have.

Aside from the fact that an exit strategy is needed for informants, it is often the case that intel-
ligence obtained either from an informant or by other covert means can be obtained from other 
sources. The examples below give an indication of methods of source protection for an informant 
and for technical equipment.

Example: protecting intelligence

A covert audio (listening) device is placed in a cafe well known as a meeting place for 
criminals. It picks up a great deal of intelligence. Although the intelligence is good and 
keeping the equipment in place will provide additional opportunities for intelligence-
gathering, to disclose its existence would eliminate those opportunities.

The probe reveals that Mr. D is a smuggler of migrants who is to receive a delivery of 
$10,000, which represents a part of the payment he has received for his criminal activity. 
Once he has the money, he will arrange for Mr. A, a close associate, to take it to a safe 
house.

As part of your operational plan, you wish to seize that money. The intelligence is broken 
down into its main parts, namely:

1.	 Mr. D is engaged in the smuggling of migrants.

2.	 The sum of $10,000 is shortly to be moved to a safe house.

3.	 Mr. A is involved in money-laundering and cash transit.
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Protecting the source

It is usually best to share intelligence only among those who need to know, but due consideration 
must always be given to the protection of the source of information. If sharing this information 
with another colleague, unit or international partner could expose the source or a sensitive tech-
nique, then the information should not be disseminated. On the other hand, harm or even loss 
of life can result when information is not shared when it should be (for instance, if information 
pertaining to endangered lives is inappropriately withheld). These considerations must always be 
weighed. As has been regularly stated, the protection of the source of information should be one 
of an investigator’s top concerns.

One way of reducing the likelihood that the identity of the source of the intelligence will be 
deduced is to report all intelligence, regardless of its source, in a report of the same form. 

Once information is received, it should be collated into a form suitable for both those working 
within the intelligence arena and investigators. The intelligence can then be provided in a format 
that serves to protect both the source and the investigator. The actual format adopted is a matter 
for national consideration.

To protect the intelligence, you follow Mr. A for two days before he sees Mr. D, at which 
point a bag is handed over. Mr. A is arrested a distance away and the money is seized.

If revealed, this would appear to be unconnected to Mr. D and the probe. You have 
been following Mr. A, awaiting his next money-laundering operation, and have discovered 
one. Mr. D does not feature in this part of your investigation and the existence of the 
audio probe is not disclosed.

Example: an informant

Mr. U informs the police that Mrs. B has purchased a speedboat and intends to use it 
to smuggle migrants. It may well be that Mrs. B has told only one person (your inform-
ant) of the purchase of that boat, although she is widely known as a people smuggler, 
meaning that acting solely on that information may endanger your source.

The intelligence could then be broken down into two components, namely:

1.	 A person has just purchased a speedboat that is to be used for people smuggling;

2.	 Mrs. B is engaged in people smuggling.

If the two components of the intelligence are kept separate and then acted upon, the 
same result can be achieved, only your source would be distanced from the information. 
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G.  Using intelligence

When you commence an investigation, you should examine what you know and, more importantly, 
what you do not know. What you do not know is referred to as “intelligence gaps”.

Once you know the gaps, you can then formulate an intelligence-collection plan. The plan sets 
out what you need to know and how you will gather the intelligence. Starting from the plan, 
tasking can then be assigned to the various sources of intelligence; for example, you may seek to 
deploy undercover officers, use surveillance or simply conduct research on the open Internet.

The collection plan must be reviewed regularly to ensure that it remains focused on gathering the 
intelligence you require for your investigation.

It is sometimes useful to consider information in the context of an intelligence cycle, which begins 
with the collection (or receipt) of information. Information is collected from all sources and col-
lated in a location where it is analysed. As a result of this analysis, the information becomes 
intelligence, which is then disseminated as a series of needs and actions, as shown in figure III:

? Questions and exercises

"" What laws govern the use and protection of intelligence in your country?

"" Why is it important to protect sources of information? 

"" Do you have another simple example of steps that you have taken to protect against 
the discovery of technical surveillance equipment?

For instance: 

1.	� Acting on the first piece of intelligence, all local boat sellers are asked to provide 
details of anyone who has recently purchased a speedboat. Mrs. B is one of three 
people who have acquired such a boat within the last three months.

2.	� Intelligence exists only against Mrs. B and she becomes the focus of your 
investigation.

If challenged in court, it can be seen that the first intelligence was not specific to Mrs. 
B and would therefore serve to distance Mr. U from the information. The separate item 
of intelligence on Mrs. B being a migrant smuggler could have come from any source, 
given that she is well known.

By your having undertaken a few simple steps, some degree of protection has been added 
to your informant and operation.
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Figure III.  Intelligence cycle
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H.  Concluding remarks

Failing to plan is planning to fail. The provision of good intelligence is vital to the investigation 
of any offence. 

In investigations into the smuggling of migrants, the provision and use of intelligence often involve 
international partners.

The investigators must look for information and intelligence and not confine themselves simply 
to national boundaries. 

The information must be collated in such a way as to ensure that it can be accessed and used by 
whoever has a genuine need to do so. Intelligence that is too restricted is of no use. However, 

? Questions and exercises

"" Have you had experience of investigations into the smuggling of migrants where there 
were intelligence gaps? What plan did you devise to fill the gaps?
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security of information must also be maintained through the use of the need-to-know 
principle.

Protection of any intelligence obtained is the major issue. Protection of the intelligence also applies 
to collection and use. In particular, investigators must show due regard for any relevant laws or 
policies concerning the gathering, collation and use of intelligence. Early reference to your judge, 
lawyer or senior officer (as appropriate) is essential.

Also an important function of investigators is the collection of strategic intelligence, which should 
be subject to protection similarly to tactical intelligence and provided to the required parties. 
Preventing potential abuse is often much easier than investigating the abuse after it has occurred.

Self-assessment questions

"" What is the difference between information and intelligence?

"" What is the difference between strategic and tactical intelligence?

"" What are the main sources of the information you come across?

"" What is an open source? 

"" Why must information be assessed? 

"" What are the five simple questions you can ask to assess information? 

"" What does it mean to classify intelligence? What purpose does this serve? 

"" What methods could be used to gather, analyse and share information among col-
leagues nationally and internationally?

"" Why is it important to protect sources of intelligence?
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Module 7.  Legislative issues

A.  Learning objectives 

The present module looks at some of the legal issues that surround investigations into the smug-
gling of migrants. In particular, it will look at the legislative background with respect to the 
offence, and the alternative offences that could be prosecuted in cases where either no smuggling 
of migrants offences exist or there is insufficient evidence to support a charge of smuggling of 
migrants. At the end of this module, you should be able to:

"" Understand the legislative background with respect to investigations into the smuggling 
of migrants and related offences.

"" Identify other offences that may have been committed in the course of the smuggling of 
migrants.

"" Identify areas of potential strength and weakness to be considered when a case moves to 
prosecution.

B.  Legislative background

Your laws matter

By adopting the Smuggling of Migrants Protocol, countries become equipped to respond to the 
smuggling of migrants and have a strong basis for cooperating with other countries. To facilitate 
this process, UNODC has a model law on the smuggling of migrants. 

Investigations carried out in different jurisdictions will be governed by different legislative frame-
works. Ensuring that appropriate authority is sought and appropriate legislative procedures are 
followed can pose an investigative challenge to law enforcers who are seeking to mount investiga-
tions efficiently or apply investigative tactics creatively. 

In some jurisdictions, specific anti-migrant smuggling legislation exists, while in others the smug-
gling of migrants may be criminalized under the criminal code. In still others, the smuggling of 
migrants may not be criminalized in any legal instrument. In the last-mentioned situation, pros-
ecutors may have to rely on alternative offences to secure a conviction of smugglers of migrants.

When working with other jurisdictions, you must be aware of the rules and laws 
in that country. Failure to comply with rules and regulations could be fatal to 
your case!

!
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Criminalization

Article 6 of the Smuggling of Migrants Protocol sets out the types of criminal conduct that States 
parties are required to criminalize.

"" The procurement for material gain of the illegal entry of a person into a State party of 
which the person is not a national or permanent resident (article 6, paragraph 1 (a)).

"" Producing, procuring, providing or possessing fraudulent travel or identity documents 
when done for the purpose of enabling smuggling of migrants (article 6, paragraph 1 
(b)).

"" Enabling a person to remain in a country where the person is not a legal resident or 
citizen without complying with requirements for legally remaining by illegal means (article 
6, paragraph 1 (c)).

"" Organizing or directing any of the above crimes (article 6, paragraph 2 (c)).
"" Attempting to commit any of the above offences, subject to the basic concepts of the 

State party’s legal system (article 6, paragraph 2 (a)).
"" Participating as an accomplice in any of the above offences, subject to the basic concepts 

of the State party’s legal system (article 6, paragraph 2 (b)).

Article 3, subparagraph (b), further defines illegal entry as the crossing of (international) borders 
without complying with the necessary requirements for legal entry into the receiving State.

At this point, you need to refer to your own national legislation and judicial authorities for guid-
ance, but the above provisions of the Smuggling of Migrants Protocol clearly outline what has 
been internationally agreed on with respect to criminalization. It should assist you when examin-
ing the type of conduct you should be seeking to prove. 

In some jurisdictions, a person can be prosecuted for turning a blind eye to smuggling, that is, 
he or she may not actively participate in the offence but is guilty by virtue of his or her failure 
to do anything about it. 

Example: criminal legislation — the Netherlands

Criminal Code, article 197a, Smuggling of human beings.

1.  Whosoever provides assistance to another person to acquire entry to the Netherlands 
or to transit the Netherlands, another Member State of the European Union, Iceland, 
Norway or any State which has acceded to the Protocol against the Smuggling of Migrants 
by Land, Sea and Air concluded in New York on 15 November 2000 supplementing the 
Organized Crime Convention concluded on 15 November 2000 in New York, or provides 
that person with an opportunity or the means or information enabling him to do so, 
whilst cognizant of the fact or having serious reason to believe that the said entry or 
transit is illegal, will be guilty of the smuggling of human beings and receive a penal sen-
tence of a maximum of four years or a pecuniary penalty of the fifth category.
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Aggravating and mitigating factors

You should also consider the possibility that aggravating circumstances may be involved. Article 
6, paragraph 3 of the Smuggling of Migrants Protocol requires States parties to adopt legislative 
and other measures to establish aggravating circumstances, including those that:

"" Endanger or are likely to endanger the lives or safety of the migrants concerned; or
"" Entail inhuman or degrading treatment, including exploitation of the migrants. 

Examples of such circumstances include (but are not limited to): 

"" Abuse of a child or abuse of a position of trust or authority.
"" Connections with other crimes such as drug smuggling and trafficking in persons; for 

instance, migrants may be compelled to carry drugs when they are themselves smuggled.1 

"" Conditions in which migrants are smuggled: was the boat, bus or car particularly hot, 
cold, wet, dry or crowded? Was the current at sea particularly strong? 

2.  Whosoever in pursuit of gain provides assistance to another person to acquire resi-
dence in the Netherlands or another Member State of the European Union, Iceland, 
Norway or any State which has acceded to the Protocol mentioned in the first paragraph, 
or provides that person with an opportunity or the means or information enabling him 
to do so, whilst cognizant of the fact or having serious reason to believe that the said 
residence is illegal, will be punished with a penal sentence of a maximum of four years 
or a pecuniary penalty of the fifth category.

3.  If one of the offences described in the first and second paragraphs is committed 
whilst exercising any office or practising any profession, a penal sentence of a maximum 
of six years or a pecuniary penalty of the fifth category will be awarded and the holder 
may be disqualified from holding that office or practising that profession and the judge 
may order his/her sentence to be made public.

4.  If one of the offences described in the first and second paragraphs is committed by 
a person who makes a profession of doing so or who habitually does so, or by several 
persons acting in association, a penal sentence of a maximum of eight years or a pecuni-
ary penalty of the fifth category will be awarded.

5.  If one of the offences described in the first and second paragraphs results in severe 
bodily injuries or it is feared that a person’s life may be in jeopardy, a penal sentence of 
a maximum of twelve years or a pecuniary penalty of the fifth category will be awarded.

6.  If one of the offences described in the first and second paragraphs results in death, 
a penal sentence of a maximum of fifteen years and a pecuniary penalty of the fifth cat-
egory will be awarded.

1 It should be noted that the exploitation of a migrant by compelling him or her to carry drugs or perform other illegal activities 
in the course of being smuggled could mean that he or she is a victim of trafficking in persons.
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Some possible aggravating and mitigating factors that could influence sentences are:

Aggravating factor Mitigating factor

Methodology: high level of risk placed upon 
those smuggled, e.g., people sent unattended 
in a boat that is not sea worthy.

No risk is posed to smuggled migrants as a result 
of the smuggling methodology used.

High number of migrants involved. Low number of migrants involved.

Deaths of migrants. Migrants kept safe and secure.

Criminal record with pattern of repeated 
offences involving the smuggling of migrants.

One-off occasion (e.g., young offender with no 
criminal record).

Poor conditions of travel (lack of air, water, 
food, extremely hot or extremely cold  
temperatures, and unsafe sea conditions).

Good conditions of travel. 

High profit, e.g., sole income is profit. Low profit.

Use of violence against migrants,   
e.g.,assaulting migrants to control them  
during travel.

No use of violence. 

Exploitation of migrants or potential for 
trafficking in persons.

Resisting arrest, use of violence or otherwise 
uncooperative with law enforcers.

Cooperative with police; providing evidence against 
the smuggling network.

Presence of children.

Involvement of public officials.

Commission of other offences (for instance, 
violence against smuggled migrants,  
e.g., sexual assault during travel).

 
Non-criminalization

It is imperative to remember that the Smuggling of Migrants Protocol in no way criminalizes 
the involvement of the migrants themselves for having been smuggled, by virtue of article 5 of 
the Protocol, which reads:

“Migrants shall not become liable to criminal prosecution under this Protocol for the fact of 
having been the object of conduct set forth in article 6 of this Protocol.” 

On aggravating (and mitigating) circumstances see also module 3.
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? Questions and exercises

"" Does specific anti-migrant smuggling legislation exist in your country? 

"" If anti-migrant smuggling legislation does exist in your country, how does it differ 
from the Smuggling of Migrants Protocol? 

	 For instance, are the following criminalized:

Criminal conduct Criminalized? 
Yes/No

Relevant  
domestic law

Example of conduct

Procurement for material 
gain of the illegal entry of a 
person into a State party of 
which the person is not a 
national or permanent 
resident.

E.g., Mr. D receives $1,500 
for driving Mr. M five kilome-
tres over the border into a 
State that he knows Mr. M is 
entering illegally.

Producing, procuring, provid-
ing or possessing fraudulent 
travel or identity documents 
when carried out for the 
purpose of enabling the 
smuggling of migrants.

E.g., Mr. P provides Ms. M 
with Ms. O’s passport for a 
payment of $1,500 so that 
Ms. M can gain illegal entry 
into a country.

Enabling a person to remain 
in a country where the 
person is not a legal resi-
dent or citizen without 
complying with require-
ments for legally remaining, 
by illegal means.

E.g., Ms. A, a school adminis-
trator, personally receives 
$1,500 to register Mr. M as a 
student at the school, knowing 
that Mr. M has no intention of 
studying but wants merely to 
remain in the country. 

Organizing or directing any 
of the above crimes.

E.g., Mr. S arranges for Mr. P 
to provide a fraudulent pass-
port to Ms. M so that she can 
gain illegal entry into a country.

Attempting to commit any 
of the above offences.

E.g., Mr. D receives payment 
to drive Mr. M into a State 
that he knows Mr. M is 
entering illegally, but is 
intercepted at the border. 

Participating as an accom-
plice in any of the above 
offences.

Mr. B accompanies Ms. M on 
her journey into a country of 
destination in the event that 
she has difficulties crossing the 
border with a falsified passport. 

"" Provide one additional example of each crime in the “Example of conduct” column.

"" If no anti-migrant smuggling legislation exists in your country, what other offences 
are introduced to secure the conviction of the smugglers of migrants? 
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C.  Other offences

In the course of smuggling migrants, it is highly likely that other offences will have been com-
mitted. The investigators may need, depending upon national laws and policies, to investigate all 
such offences. Alternatively, they may seek to prove other offences where initial suspicion of the 
crime of the smuggling of migrants cannot be corroborated (with all of its components) or where 
there may be no national legislation criminalizing the smuggling of migrants as such.

The list below outlines many other offences, or types thereof, that may be committed during the 
smuggling of migrants. The list is not exhaustive and does not seek to cover all the different legal 
systems and national laws. Its purpose is purely to give you an idea of the types of crime that 
may be committed. It should also be borne in mind that where too many offences are part of the 
charge, the case can become unmanageable. 

Other offences can include: 

"" Transport-related offences:
Transportation without declaring goods in vehicle
Misrepresenting cargo or identity at a border

"" Document-related offences/crimes of dishonesty:
Document fraud/forgery
Dishonest handling (of stolen passports for example)

"" Immigration-related offences: 
Clandestine entry
False statements made to border officer

"" Does specific anti-migrant smuggling legislation exist in other countries that you typi-
cally partner with? 

	 If not, what other legislative provisions are relevant to your joint work?

"" If you do not know the relevant laws of the countries that you partner with, how 
would you go about finding out what those laws are? Who would you approach?

"" Is turning a blind eye to the smuggling of migrants a punishable offence in your 
country?

	 What would the consequences be if the person who turned a blind eye was a  
	 police officer or public official?

"" Does the legislation you work with balance criminalization against human rights 
considerations?

"" Are aggravating circumstances provided for in your legislation? If so, what are they?

"" Have you had any experience of investigating or prosecuting cases of the smuggling 
of migrants involving aggravating circumstances?

"" Where aggravating circumstances are involved in a case of the smuggling of migrants, 
how does sentencing change? 
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Harbouring an immigration offender
Not surrendering to immigration bail

"" Crimes of dishonesty:
Money-laundering
Theft (such as passports)
Forgery
Deception
Fraud
Corruption
Abuse of office

"" Other criminal offences: 
Murder
Involuntary manslaughter
Assault
False imprisonment or unlawful confinement
Kidnapping or abduction
Drug-related offences (possession, supply or trafficking)
Sham marriage
Perjury (in marriage cases)
Bigamy (as above)
Trafficking in persons
Participation in an organized criminal group
Bodily harm or injury
Sexual offences
Torture, or inhuman or degrading treatment
Weapons offences
Endangering lives contrary to dignity
Obstruction of justice
Interference with witnesses
etc.

When considering different offences, investigators need to be mindful that offences that have 
actually been committed and can be proved are not simply to be viewed as aggravating fac-
tors.2 Viewing those offences as such often leads to the undermining of the case to be made 
for their seriousness.

Unless the other potential offence(s) is or are more serious than the smuggling of migrants 
in terms of the maximum possible sentence, then care must be taken not to deviate too far 
from the primary investigative aims. Obviously, if your investigation into the smuggling of 
migrants becomes a murder enquiry, then the murder offence would take priority. Always look 
to prove the most serious offence with the evidence that you have or can obtain.

2 See section B above on aggravating and mitigating circumstances.
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The smuggling of migrants is a deadly business

Smugglers of migrants often conduct their illegal activities with little or no regard for the 
lives of the people they smuggle. 

The BBC reported that in 2006 alone, about 6,000 migrants from Africa died or went 
missing on the sea journey to the islands of one Western European country. 

Every year, thousands of people flee from conflict, violence, drought and poverty in the 
Horn of Africa, across the Gulf of Aden, in search of relative safety. Some 30,000 people 
undertook this journey in 2007, and another 20,000 made it alive in the first five months 
of 2008. Many of the people attempting this journey used the services of smugglers of 
migrants to cross the treacherous Gulf of Aden; the smugglers operating this route are 
notorious for their brutality. Fatality rates are very high. Survivors have told harrowing 
tales of their ordeal: more than 100 people crammed into boats designed to carry 30 or 
40, windowless storage spaces, people forced to sit without moving in urine, seawater, 
faeces or vomit, and being deprived of food and water, suffocation as a result of having 
other people sit on them, people being asked for more money to come out of the hold 
and being pushed back down when their money had been taken and men, women and 
children being assaulted by their smugglers with sticks, pipes, rifle butts or knives.

In April 2008, 54 people died in the back of a lorry after the air-conditioning system 
failed. Survivors told of how they had been just 30 minutes into their journey to the 
South-East Asian country of destination where they were hoping to find work, when 
conditions became unbearable and people began to suffocate. Passengers banged on the 
container’s walls and frantically called the driver’s mobile phone, but the driver, fearing 
that the police would be alerted, warned them to be quiet. When the driver finally 
stopped on a quiet road, he opened the lorry doors to discover that many of the migrants, 
most of whom were women, had collapsed. The driver ran away from the scene. One 
of the survivors from another South-East Asian country, 30 year-old Saw Win, said “If 
the truck had driven for 30 minutes more, I would have died for sure.”

In July 2008, 13 people were found dead near the capital of a West Asian country. They 
had suffocated in a packed truck and their bodies were dumped in a field.

? Questions and exercises

"" Are there any other offences in addition to those listed above that could be relied 
in prosecuting a smuggler of migrants in your country?

"" Consider the situation of Saw Win in the box above entitled “The smuggling of 
migrants is a deadly business” 

	 List as many offences as you can that the driver of the truck could potentially be  
	 charged with.

	 List aggravating circumstances that may apply in the driver’s case.

	 List any mitigating circumstances that may apply in the driver’s case. 
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D.  Prosecution matters

Actus reus requirement

The actus reus or material elements of the smuggling of migrants vary depending on the legisla-
tion of your country. In the case of the crime of smuggling, as defined in the Smuggling of 
Migrants Protocol, the actus reus requirement includes the following:

"" Procurement of illegal entry or illegal stay of another person.
"" Entry into another country by the other person who is neither a national nor permanent 

resident of that country.
"" Agreement to receive a financial or other material benefit.

The Smuggling of Migrants Protocol does not define “procurement”. Generally speaking, this 
refers to the act of bringing about a specific result; in the case of the smuggling of migrants, this 
is the illegal entry of another person into a country.

 
Mens rea requirement

The mens rea requirement reflects the state of mind of the person charged with an offence. Only 
those with a sufficiently “guilty mind” can be found liable for a criminal offence. In certain juris-
dictions and in certain cases, criminal liability may be imposed in “strict liability” offences, even 
in the absence of mens rea.

The requisite mental feature required in a case of the smuggling of migrants is that the person 
committed the material act(s) intentionally and in order to obtain a financial or other material 
benefit, directly or indirectly. Hence, smuggling for non-profit purposes does not fall within the 
scope of the Smuggling of Migrants Protocol. 

The mental element can be proved in a number of ways. It should be noted that the Smuggling 
of Migrants Protocol requires that countries criminalize smuggling of migrants only when con-
ducted intentionally, as per article 6, paragraph 1. This speaks to the mental element. However, 
countries are not precluded from allowing the mens rea requirement to be established through a 
lesser standard, that is, recklessness, wilful blindness or even criminal negligence, subject to the 
requirements of the domestic legal system. 

Again, it is important to remember that the obligation set out in the Smuggling of Migrants 
Protocol to criminalize smuggling of migrants does not require that domestic legislation use the 
precise language contained in the definition of “smuggling of migrants”. Rather, domestic legisla-
tion should be drafted in such a way as to be consistent with your domestic legal framework, 
provided it comprises a combination of the constituent elements contained in the definition. It is 
also important to note that migrants are not to be made liable to criminal prosecution under the 
Smuggling of Migrants Protocol for the fact of having been the object of smuggling, as per article 
5 of the Protocol.
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Preparing a case for prosecution and ensuring admissibility of 
evidence

At the beginning of your investigation, identify what potential offences may have been committed, 
and consider what you need to prove in order for evidence to be admissible and the offences to 
be charged. The table below illustrates the process.

Example of the preparation of a case for prosecution

Offence Facts Points to prove
Ways to obtain admis-
sible evidence

Smuggling of migrants Car stopped at border. 
Mr. B is driving. Ms. M 
is concealed under a 
blanket in the boot.

Mr. B is obtaining 
financial or material 
gain.

Searching the vehicle. 

Searching Mr. B. 

Financial investigations.

Searching Ms. M.

Ms. M is not a resident 
of the country of 
destination.

Looking for 
documentation. 

Consulting immigration 
authorities

Ms. M is entering the 
country illegally.

Obtaining statement 
from immigration 
officer. 

Finding documentation.

Mr. B is aware that  
Ms. M is entering the 
country illegally. 

Establishing that the 
boot was locked and 
Mr. B and Ms. M have 
each other’s mobile 
phone numbers on 
their phone.

 
The investigator should collect evidence of facts with a view to proving them and producing such 
proof in an admissible form in court. Written statements often form the basis for evidence.3 

Aside from facts that can be proved, investigators need to collect as much circumstantial and 
corroborative evidence as possible. While circumstantial evidence alone is unlikely to prove a case, 
an overwhelming amount pointing to the guilt of the offender could do so with little or no direct 
evidence. Below is an example of circumstantial evidence that was used to secure a conviction.

See module 2D for guidelines for witness statements taken for investigations into the 
smuggling of migrants.

 3 An example of a witness statement is contained in annex I.
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When preparing a case for prosecution, always ensure that you have collected all available and 
relevant evidence and have presented it in such a way as to render it compelling in court. If 
particular evidence cannot be obtained, but something similar and relevant can, then consider 
providing the “best available evidence”. An example of this is shown below.

Finally, when gathering your evidence always remember that the case may end in court. Evidence 
should be handled appropriately so as to avoid risks that would undermine your efforts to bring 
a smuggler of migrants to justice. 

Example: circumstantial evidence

A group of migrants were seen walking up a beach in January. They were dripping wet. Cell 
site analysis of the boat owner’s phone established that he was in the area. His boat was not 
in the harbour at the relevant time. Eventually, he was convicted of facilitating illegal entry.

Example: “best evidence”

A person arrives using a false passport. The passport is subsequently destroyed by police. 
However, a photocopy was retained by them. This photocopy becomes the best evidence.

Example

Person A identifies himself to officer at border with false identification.

The officer compiles the following checklist:

Facts:

"" Person A is present at border

"" Person A presents false documentation

"" Interrogated by officer

"" Officer concludes — based on fingerprints — that the person is person B

Proof:

"" Fingerprints were taken and compared and analysed by experts

"" Would call officer to give testimony at trial who would testify that he or she was 
first called to person A (who was actually person B)

"" Exhibit: false passport



12	 Basic Training Manual on Investigating and Prosecuting the Smuggling of Migrants

Using witnesses

In module 2 we looked at the issues surrounding the use of smuggled migrants as witnesses. These 
witnesses may often be your best resource and you should always look to use them, where pos-
sible. In doing so, due regard should be paid for their rights and safety. You may face a conflict 
between the need to keep the smuggled migrants in your country, if they have arrived at a des-
tination country or are in transit, and the requirement to deport them. Some jurisdictions allow 
for temporary visas to enable smuggled migrants to stay and give evidence. Other jurisdictions 
allow them to stay indefinitely. If, however, your country does not have these provisions you could 
consider:

"" Bringing the migrant back from his or her home country in time for the trial and return-
ing him or her afterwards; or

"" Using video or written testimony to transmit the testimony of the witness from his or 
her home country; or

"" In some countries, it is sometimes acceptable to replace the witness at trial with a non-
governmental organization representative or the law enforcer who interviewed the 
witness.

The above considerations are dependent, in the first instance, upon the legal requirements that exist 
within your country and the resources available to you. The latter two options may be beneficial for 
the physical protection of the witness. If such methods have not been considered or tried before, 
then it may be worth looking at them afresh, with appropriate consideration for how the safety of 
the migrant and his or her family can be protected when these techniques are being employed. 

When dealing with witnesses, it must always be borne in mind that witnesses and/or their families 
may have been threatened by smugglers. Other cultural considerations play a role here: some 
migrants are believers in juju or voodoo and may have sworn an oath or have some other reason 
why they cannot cooperate with the criminal justice process. In these situations, creative approaches 
must be taken. Law enforcers and prosecutors may work with people who understand traditional 
practices in order to release witnesses from the “spell” under which they have been placed that 
prevents them from speaking. 

Admissibility: 

Admissibility rules are different in different jurisdictions. Find out what the rules in your 
jurisdiction are. 

"" Ensure that legislation, constitution and rights protections have been adhered to

"" Officer acting under appropriate authority, followed proper legislation and procedure, 
provided notice, disclosure of good and bad facts

See module 2D for guidance on conducting interviews.
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Jurisdiction 

When seeking a criminal justice outcome, investigators should always be mindful that in inves-
tigations into the smuggling of migrants, offences have often been committed in more than one 
country and could therefore be prosecuted in any of the countries concerned. A person should 
not be prosecuted more than once for the same criminal conduct.4 It is therefore important to 
identify cases that can be prosecuted in more than one jurisdiction as soon as possible and then 
decide which jurisdiction is the best one to prosecute them in. Generally, prosecution takes place 
in the jurisdiction where most of the criminality or most of the loss took place, but the decision 
should always be made on a case-by-case basis guided by the following principles.

"" Existence of legislation
Does the legislation of the jurisdiction include the offence of smuggling of migrants? 

"" Sentencing powers
Does sentencing reflect the gravity of the offence? 

"" Location of the accused person
Is it possible to prosecute in that jurisdiction?
Are transfer or extradition proceedings possible? 

"" Division of prosecution
Cases may be complex and cross-border. Prosecution in more than one jurisdiction 
is not desirable.
What practical and realistic measures can be taken to allow a prosecution to take 
place in one jurisdiction? 

"" Witness attendance
Ensure measures are taken to give the best possible support to victim witnesses.
Where witnesses are in other jurisdictions, consider how evidence can be received in 
other forms (video link/writing).
Keep in contact with witnesses (by providing them with a mobile phone, checking 
on whether they can use e-mail etc.).

"" Witness assistance or protection
What assistance can a witness be given in a particular jurisdiction?
Does the jurisdiction have a legal framework allowing protection or assistance? 
If there is no such legal framework, is there a witness assistance programme or other 
protection available on a case-by-case basis?
What evidence is there that such a programme is effective? 
Is there a possibility that a migrant smuggler could harm a witness in a particular 
jurisdiction? 
Are there any other conflicts or potential conflicts that may affect the ability to protect 
witnesses?

4 This is captured by the Latin term ne bis in idem.
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"" Delay
Are there backlogs that would delay the case? Delays should be minimized where 
possible. 
What is the potential timescale for a case’s coming to trial in a particular 
jurisdiction? 

"" Interests of victims of crime
Would the interests of victims of crime be prejudiced by the changing of 
jurisdiction?

"" Evidential issues
Cases should proceed based on the best possible evidence. Admissibility of evidence 
varies from jurisdiction to jurisdiction.
Given the evidence available and the rules of admissibility, which jurisdiction would 
offer the best chance of successful prosecution? 

"" Legal requirements
Decisions on where to hear cases cannot be taken in order to avoid complying with 
legal requirements in one jurisdiction or another. 

"" Proceeds of crime
Where are assets held? 
Where is the best chance of securing asset seizure?
Will jurisdictions share recovered assets with other jurisdictions?
Do victims of crimes have access to any recovered assets as compensation?

"" Resources and costs of prosecuting 
This should be a consideration only when all other factors are balanced equally.

? Questions and exercises

"" Police search a house in Anyland where they find 10 migrants who are in the country 
irregularly. The house is owned by Mr. A. Complete the table below with a view to 
charging Mr. A with certain offences and ensuring that evidence is admissible: Officer 
concludes — based on fingerprints — that the person is person B

Offence	 Facts	 Points to prove	 Ways to obtain admissible  
			   evidence

"" Have you had any experience with a case of smuggling of migrants that did not succeed 
because of evidentiary issues? If so, compile a checklist as above for that case. 
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E.  Concluding remarks

When an investigation into the smuggling of migrants commences, it is important to remember 
the nature of the crime committed. Combine this with the consideration of other offences that 
may have been committed in the course of the smuggling of migrants, and the evidential standard 
of proof required within your legal system. 

Consider all offences that may have been committed and decide, in conjunction with prosecutors, 
judges or senior officers what charges should be brought and agree on the best possible evidence 
required to support that prosecution or prove the charges.

Finally, always remember that prosecutions do not always need to be brought into your own country. 
It may be as effective or more effective to prosecute smugglers of migrants in another country. Early 
work with prosecutors, judges and international partners will assist you in this regard. 

"" What challenges have you faced in working with witnesses in your country? 

	 How did you address these challenges? 

"" Are temporary visas available to smuggled migrants who are willing to remain in the 
country to give evidence? 

"" What are some low-cost measures that could be used to protect witnesses before 
and during the trial? 

"" With whom would you need to cooperate to protect the family of the witness if it 
is in another jurisdiction?

"" How would you learn what relevant rules and laws are applicable in other jurisdic-
tions? Whom would you contact?

In all the work you do in investigating and prosecuting smugglers of migrants, human 
rights considerations come into play. Take guidance from applicable treaties and your 
domestic legislation. Not only is respecting the rights of smuggled migrants and smug-
glers of migrants obligatory for humanitarian reasons, but it will also strengthen the 
likelihood of securing a prosecution by eliminating operational pitfalls in the course of 
investigation.

!

For more on human rights considerations, see module 9.
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Self-assessment questions

"" What international and domestic instruments provide the legislative framework for 
investigations into the smuggling of migrants? 

"" What are the constituent elements of the smuggling of migrants?

"" What other offences may have been committed in the course of the smuggling of 
migrants?

"" What legislative provisions are most relevant to the smuggling of migrants for you 
and your work in your domestic context? 

"" What can be considered aggravating and mitigating circumstances in cases of the 
smuggling of migrants? 

"" What factors should be considered in determining where a case on the smuggling 
of migrants should be tried? 

"" What is the value of conducting interviews and taking witness statements in cases 
of the smuggling of migrants? 
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Module 8.  International cooperation

A.  Learning objectives

The present module examines some of the issues of international cooperation that will feature in 
most, if not all, investigations. Despite its importance, international cooperation is often very dif-
ficult to achieve. At the end of this module, you should understand:

"" The types of international cooperation that can be provided, as defined by the Organized 
Crime Convention.

"" Different types of formal and informal cooperation.
"" How to request extradition and mutual legal assistance from international partners.
"" The basis for establishing a joint investigation team.
"" Some of the key issues associated with international cooperation, and the possible means 

of minimizing risks and overcoming challenges.

 
B.  Types of international cooperation

When international cooperation goes well, the results can be excellent, as shown by the case study 
below.

Case study

Successful international cooperation

Operation B in a Western European country began as an intelligence scoping exercise.

Over a period of 6 months, 10 targets were identified as the most significant human 
smugglers within a network. The 10 smugglers were of West Asian origin. Intelligence-
gathering began, followed by tactical analysis of this scoping and of the methodology of 
this network. The operational team carried out surveillance and began gathering evidence. 
Countries of high significance to this criminal network were identified and the intelligence 
dissemination process began.

Meetings were held at Europol and the European Union’s Judicial Cooperation Unit (Euro-
just), facilitating the sharing of intelligence.
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Formal and informal cooperation

As exemplified in the case study below, smuggling of migrants occurs transnationally, making 
international cooperation an essential prerequisite to preventing and combating the crime. Co-
operation between law enforcement authorities can be formal or informal. 

"" Formal international cooperation could be based on existing bilateral or multilateral agree-
ments, including agreements on mutual legal assistance in criminal matters, and on extra-
dition, or on the Organized Crime Convention, depending on the jurisdiction of the 
countries involved, followed by a formal letter of request made when an official investiga-
tion is under way or during the judicial proceedings. 

"" Informal cooperation involves operational police-to-police contacts requiring assistance 
for investigation before any judicial proceedings are in place. In such instances, the neces-
sary arrangements can usually be made between the relevant police officers or agencies 
without invoking mutual legal assistance agreements or conventions.

The heads of the criminal networks conducted their business in “secure cafes” in the capital 
of that Western European country. In these cafes, the subjects would make hundreds of 
telephone calls to their networks. They would call the irregular immigrants, sponsors, 
transport managers, drivers and overseas facilitators.

Foreign intercept evidence was used as part of the investigation.

Estimates are that 200,000 people were smuggled into that Western European country by 
this network. 

Enforcement

On 11 October 2005, the intelligence phase of operation B was concluded. Fourteen resi-
dential and business premises were raided, with 21 subjects arrested. Five hundred police 
officers took part in the raids. Approximately £70,000 in cash was seized. Large amounts 
of financial and human smuggling evidence and 100 SIM cards and handsets were seized as 
evidence. A press release was issued which was circulated throughout Europe.

Impact assessment

The smugglers of migrants were surprised by the arrests, as the principal subjects considered 
themselves untouchables.

The flow of false and forged documents was severely disrupted.

There was a general rise in the price of smuggling from the West Asian country of origin, 
with prices up to £7,000 from £3,500-£4,000.

Operation B resulted in sentences amounting to about 65 years of imprisonment. 
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The issue whether to cooperate formally or informally is often a difficult one to resolve. Laws 
may prohibit any type of cooperation or allow only one type. In reality, both forms of cooperation 
might be pursued in parallel. 

The investigator’s role

The investigator’s role in international cooperation is best summarized by the following actions:

"" Identify if or where cooperation is required.
"" Identify what evidentiary materials are required.
"" Identify what your legal constraints are.
"" Identify what approach is likely to produce what you seek.
"" Seek advice from senior officers, prosecutors or investigating judges, as appropriate, before 

embarking on a course of international cooperation.
"" Consider the use of INTERPOL/Europol or other regional law enforcement agencies.1 
"" Respond quickly to requests made to you by international partners.

Investigators must make full use of any liaison officers who are available in the countries where infor-
mation is sought and should consider using diplomatic channels or embassies, where appropriate.

Case study

Cases of the smuggling of migrants can involve several countries. For instance, in one of 
the biggest smuggling cases to be tried in a Western European country of destination, 
thousands of nationals of a South Asian country were brought to that destination country 
illegally, using the fake passports of a country in Southern Africa. 

The system used was extremely professional and sophisticated. Passport factories were 
uncovered in the destination country. Migrants would travel from the South Asian country 
to the Southern African transit country. There, they would pay US$ 500 for a genuine 
passport of that transit country, fraudulently issued by corrupt officials. They would then 
enter the destination country. With the passports of the transit country, the migrants could 
stay in the destination country for six months without a visa. Some would enter into sham 
marriages to extend their stay; others would register with colleges but not undertake any 
course of study. The migrants involved would pay up to US$ 30,000 for these services. 

The destination country’s arm of the migrant smuggling gang was led by two persons of 
South Asian background. One pleaded guilty and was given 10 years in prison. The other 
was also given a sentence of 10 years, issued with a deportation order and a US$ 100,000 
confiscation order.

1 For instance, consider consulting the West African Police Chiefs Committee, the Central African Police Chiefs Committee, 
the Southern African Regional Police Chiefs Cooperation Organization, the East African Police Chiefs Cooperation Organization, 
the Association of Southeast Asian Nations Chiefs of Police, the Commission of Chiefs of Police of Central American and the Carib-
bean, the South Pacific Chiefs of Police Conference and the Association of Caribbean Commissioners of Police.
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Considerations when commencing an investigation

When commencing an investigation into the smuggling of migrants, it is useful to identify which 
countries may be able to assist and how as illustrated in the table below:

Country Intelligence Information sought

Source Subjects arrested lived in a named 
town.

Information on financial aspects 
(accommodation), associates etc. 
Intelligence from the community.

Transit Transited by way of this country. May 
have remained there for several days.

Routes. Potential accommodation 
sites. Forgers. Tickets etc.

Destination Smuggled migrants and smugglers of 
migrants may exist in an ethnic com-
munity. Migrants may be exploited.

Financial intelligence. Associates. 
Possible connections to illegal work 
or exploitative situations.

 
C.  Framework for international cooperation

United Nations Convention against Transnational Organized Crime as a basis for international 
cooperation

Article 1 of the Organized Crime Convention states that the purpose of the Convention is to promote 
cooperation to prevent and combat transnational organized crime more effectively. Further to this, 
article 2 of the Smuggling of Migrants Protocol reiterates its purpose of promoting cooperation to 
prevent and combat the smuggling of migrants, while protecting the rights of smuggled migrants. 

The Organized Crime Convention contains different provisions on both formal and informal 
cooperation in criminal matters which are also applicable to the Smuggling of Migrants Protocol, 
namely: 

"" Extradition (article 16)
"" Mutual legal assistance (article 18)

? Questions and exercises

"" Does the law of your country allow for formal cooperation?

"" Does the law of your country allow for informal cooperation?

"" Explain what is meant by formal cooperation.

"" Explain what is meant by informal cooperation.

"" Explain the difference between formal and informal cooperation.

"" Is there a unit in your country responsible for facilitating international cooperation?



Module 8.  International cooperation	 5

"" Transfer of criminal proceedings (article 21)
"" Transfer of sentenced persons (article 17)
"" Cooperation for purposes of confiscation to deprive perpetrators of criminal assets (arti-

cles 13 and 14)
"" Cooperation between law enforcement authorities, including exchanging information and 

cooperation in conducting inquiries (article 27)
"" Joint investigations (article 19)
"" Cooperation in using special investigative techniques (article 20)

Article 27 of the Organized Crime Convention on law enforcement cooperation establishes the 
scope of the obligation to cooperate. Subject to their respective domestic legal and administrative 
systems, States parties are to cooperate closely in terms of law enforcement in the areas prescribed 
in paragraphs 1 and 2, by:

"" Strengthening channels of communication among law enforcement authorities  
(para. 1 (a))

"" Undertaking specific forms of cooperation in order to obtain information about persons 
and movements of the proceeds and instruments of crime (para. 1 (b))

"" Sharing items or substances for investigative purposes (para. 1 (c))
"" Promoting exchanges of personnel, including the posting of liaison officers (para. 1 (d))
"" Exchanging information on criminal means and methods used (para. 1 (e))
"" Other cooperation for the purpose of facilitating early identification of offences  

(para. 1 (f ))

This article also calls upon States parties to consider entering into bilateral or multilateral agree-
ments or arrangements on direct cooperation between their law enforcement agencies. Where no 
such agreement or arrangement is in place, the Convention may provide the basis for mutual law 
enforcement cooperation (para. 2).

In addition to the provisions in the Organized Crime Convention, the Smuggling of Migrants 
Protocol also contains several requirements on cooperation and assistance. Each State party to the 
Protocol is required to: 

"" Cooperate to the fullest extent possible to prevent the smuggling of migrants by sea 
(article 7)

"" Render assistance to a State party that has the right to board a vessel flying its State 
flag (article 8, para. 1)

"" Inform the flag State if it has boarded its vessel (article 8, para. 3)
"" Respond expeditiously to a request for determination if a vessel is entitled to claim that 

State as the State of its registry (article 8, para. 4)
"" Respond expeditiously to a request for authorization to board, search and take other 

measures with respect to a vessel flying its flag (article 8, para. 4)
"" Designate an authority to assist or respond to requests for assistance concerning such 

vessels (article 8, para. 6)
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"" Exchange information with other relevant States regarding the smuggling of migrants, 
consistent with domestic legal systems (article 10, para. 1)

"" Comply with conditions imposed upon it by States sending such information (article 10, 
para. 2)

"" Cooperate with each other and competent international organizations and non-govern-
mental organizations to ensure adequate training to prevent and eradicate smuggling of 
migrants (article 14, para. 2)

Bilateral and regional agreements

Memorandums of understanding and regional agreements may cover a wide range of investigative 
actions including:

"" Intelligence development
"" Activities such as controlled deliveries, surveillance or communication interceptions (see 

module 5)
"" Establishing what evidence is available before a formal request is made to obtain that 

evidence

Cooperation also exists through regional or international enforcement organizations such as 
Europol and INTERPOL or other regional law enforcement agencies, that have offices in every 
country. 

Where the Organized Crime Convention has not been signed or there is no other 
legal basis for international cooperation, the principles of reciprocity and courtesy should 
always be borne in mind. 

!

? Questions and exercises

"" Is your country party to any bilateral or multilateral international cooperation 
agreements? 

"" Has your country ever used the Organized Crime Convention as the basis for 
cooperation? 

"" Cooperation with which countries would you most benefit from when conducting 
investigations into the smuggling of migrants? Why?

"" Where no bilateral agreement is in place with a country that you need to cooperate 
with, how would you go about cooperating with it?

"" Does your country have any memorandums of understanding with other countries 
that could facilitate cooperation to combat the smuggling of migrants?
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D.  Informal cooperation

Informal cooperation (also known as police-to-police or agency-to-agency assistance) is the 
exchange of information between law enforcement and/or regulatory agencies and their foreign 
counterparts without the use of a formal mutual legal assistance request agreement. 

Informal cooperation can be engaged in before an investigation becomes official and before the 
commencement of court proceedings (for example, in conducting surveillance or taking voluntary 
witness statements). Where there are prosecutorial objectives, informal communications between 
police will need to be formalized so as to ensure the admissibility of communications in court.

Informal cooperation can be more efficient and less expensive than formal cooperation. Police-to-
police contact is arguably the fastest, cheapest and most flexible means of seeking information or 
intelligence and should be used wherever appropriate. This form of contact can be carried out 
through:

"" INTERPOL, Europol and other regional law enforcement agencies
"" Local crime liaison officers
"" Any applicable memorandums of understanding
"" Any regional arrangements (formal and informal)

Where the authorities of two States have built a relationship of trust, informal cooperation can 
lead to increased bilateral cooperation between the central authorities (such as exchange of officials 
at departments or ministries), or between local authorities on both sides of a border (such as 
police and customs authorities). Such cooperation may eventually be guided by bilateral executive 
agreements between the agencies involved. 

Informal cooperation should comply with local procedures. These vary from State to State but 
typically involve passing a request through a central liaison unit or officer. In urgent cases, it may 
be possible to make direct officer-to-officer contact, with the general requirement that the liaison 
unit or officer be informed of the contact. 

Informal requests, depending on the jurisdiction, should not be used if you intend to present 
admissible evidence from another jurisdiction in a court within your jurisdiction. However, if you 
are going to use evidence in court, it is safe to make a formal request. 

Always find out how informal requests are made in your country. Do not assume that arrange-
ments are the same in every circumstance or for every country for they can vary greatly. 

Where they exist, always take advice from your liaison units or officers and always inform central 
authorities of prior informal contacts. 

The INTERPOL website offers links to police agencies around the world. See http://
www.interpol.int/Public/Links/PolJust.asp. !
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E.  Extradition

Extradition principles and requirements

Extradition is a means of cooperating formally. 

Extradition is the surrender of a person sought by the requesting State for criminal prosecution 
or for the enforcement of a criminal sentence in relation to an extraditable offence. 

Extradition is addressed by article 16 of the Organized Crime Convention, which sets a basic 
minimum standard for extradition and encourages the adoption of a variety of mechanisms to 
streamline extradition processes.

Some of the most important extradition principles and requirements are the following:

"" There must be a legal basis for extradition
Some States require a treaty to extradite and some do not. In States that do require 
a treaty, bilateral and multilateral treaties can provide the basis for extradition. Mul-
tilateral treaties such as the Organized Crime Convention are efficient with regard 
to extradition, as they require an obligation involving many States at once.

Example: cross-border cooperation — transborder observations

European Union (EU) police teams are allowed to follow tracks or survey in another EU 
country when the perpetrators cross borders. The policemen are allowed to carry their 
weapons and use their police vehicles. The authorization for the observation is given by 
the liaison judge in Europol for 24 hours (emergency demand) or 30 days (ordinary 
demand). For instance, French police have followed criminals from Paris to Venice through 
Switzerland.

? Questions and exercises

"" In your country, what is the procedure for cooperating informally with another 
country? 

"" Is your country party to any regional agreements that could facilitate cooperation to 
combat the smuggling of migrants?

"" Are there any arrangements, similar to those described above, in place in your region 
to allow law enforcers in your country to follow perpetrators into other 
countries? 

"" What is the procedure for using these arrangements?
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"" Sufficient evidence of the alleged crime
In using the Organized Crime Convention as a legal basis for extradition in cases of 
the smuggling of migrants, the persons sought for extradition must be located in the 
territory of the requested State party and there must be overwhelming evidence of a 
person’s criminal conduct.

"" Dual criminality
The requesting State must prove that the criminal offence for which extradition is 
requested must be punishable under the domestic law of both the requested and the 
requesting State. This condition reiterates the need to criminalize smuggling of 
migrants.

"" Specialty
States must specifically detail the offences for which the extradition request is being 
made. The requesting State is obligated to prosecute only those offences.
With particular regard to migrant smuggling offences, it is essential to achieve con-
vergence in national laws so that relevant criminal conduct is defined in accordance 
with the definition contained in the Smuggling of Migrants Protocol (article 3 (a)).

"" Double jeopardy
A State may deny a request for extradition in cases where the person sought has 
already been tried for the offence contained in the request.

"" Non-extradition of nationals

Article 16, paragraph 11, of the Organized Crime Convention, makes possible the temporary 
surrender of the person sought on the condition that he or she will be returned to the requested 
State party to serve the sentence imposed. Where the requested State refuses to extradite on the 
grounds that the person concerned is its own national, the State is seen to have an obligation to 
bring the person to trial. This illustrates the principle of aut dedere aut judicare (extradite or pros-
ecute) and requires the establishment of an appropriate jurisdictional basis. Where extradition is 
requested for the purpose of enforcing a sentence, the requested State may also enforce the sen-
tence that has been imposed in accordance with the requirements of its domestic law.

Economic Community of West African States (ECOWAS) Convention 
on Extradition

Signed in Abuja in August 1994, the ECOWAS Convention on Extradition understands 
extradition to mean the surrender of all persons within the territory of the requested 
State: 

"" Who are wanted for prosecution for an offence or

"" Who are wanted by the legal authorities of the requesting State for the carrying out 
of a sentence
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Contents of the extradition request

The following information should always be included in extradition requests:

"" Identity of the person sought:
A description of the person sought and other information that may be relevant to 
establishing his or her identity, nationality or location

"" Facts and procedural history of the case:
An overview of the facts and procedural history of the case, including the applicable 
law of the requesting State and the criminal charge against the person sought

"" Legal provisions:
A description of the offence and applicable penalty, with an excerpt or copy of relevant 
parts of the law of the requesting State

"" Statute of limitations:
Any relevant limitation period beyond which prosecution of a person cannot lawfully 
be brought or pursued

"" Legal basis:
A description of the basis upon which the request is made (e.g., national legislation, 
the relevant extradition treaty or arrangement or, in the absence thereof, by virtue of 
comity (legal reciprocity))

 
F.  Mutual legal assistance

What is mutual legal assistance?

Mutual legal assistance is a type of formal international cooperation through which States seek 
and provide assistance in gathering evidence for use in the investigation, prosecution and adjudi-
cation of criminal cases. It covers a wide spectrum. 

According to article 18 of the Organized Crime Convention, mutual legal assistance may include:

"" Taking evidence or statements
"" Effective service of judicial documents
"" Executing searches and seizures
"" Examining objects and sites
"" Providing information, evidence and expert evaluations, documents and records
"" Identifying or tracing proceeds of crime, property, instrumentalities and other material 

for evidentiary purposes
"" Facilitating the appearance of witnesses
"" Any other kind of assistance not barred by domestic law
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Contents of mutual legal assistance requests

Drafting requests for mutual legal assistance requires some knowledge of the legislation, processes 
and requirements of relevant countries. As indicated in the box above, the UNODC Mutual Legal 
Assistance Request Writer Tool can make this process easier and more efficient. 

In general, the requirements of: 

"" Relevant international treaties such as the Organized Crime Convention
"" Domestic law
"" The requested State

must be taken into consideration in preparing a request for assistance. 

The written request for assistance will need to address the following points:

"" Identification:
Identify the office or authority making the request, and the authority conducting the 
investigation or prosecuting in the requesting State
Include contact details of responsible officials, including phone, fax and e-mail 
addresses, if possible

"" Prior contact:
Detail any prior contact between officers in the requesting and requested States per-
taining to the subject matter of the request

"" Use of other channels:
Where a copy of the request has been or is being sent through other channels, this 
should be made clear in the request

"" Acknowledgement of the request:
A cover sheet incorporating the acknowledgement for completion and return to the 
requesting State

UNODC Mutual Legal Assistance Request Writer Tool

UNODC has developed a Mutual Legal Assistance Request Writer Tool to help practi-
tioners streamline the process of lodging requests. This is a user-friendly computer-based 
tool which is easily adjustable to a State’s laws and practices. It requires almost no prior 
knowledge of or experience with mutual legal assistance and does not require Internet 
access. 

The Mutual Legal Assistance Request Writer Tool is available free of charge in English, 
French, Portuguese, Russian and Spanish and selected other languages.

For more information, visit www.unodc.org/mla/index.html.
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"" Indication of urgency and/or time limit:
A prominent indication of and reason for any particular urgency or time limit within 
which the request must be complied with

"" Confidentiality:
A prominent indication of any need for confidentiality and the reason for this, and 
the requirement of consulting with the requesting State, prior to execution, if confi-
dentiality cannot be maintained. More information about classifying information is 
contained in module 6.E

"" Legal basis for the request:
A description of the basis on which the request is made (e.g., bilateral treaty or 
multilateral convention or scheme or, in the absence thereof, reciprocity)

"" Summary of the relevant facts:
A summary of the relevant facts of the case including, to the extent possible, full 
identification details of the alleged offender(s)

"" Description of the offence and applicable penalty:
A description of the offence and applicable penalty, with an excerpt or copy of the 
relevant parts of the law of the requesting State

"" Description of the evidence or assistance requested:
A description of the evidence or other assistance requested

"" Clear link between the proceeding(s) and evidence or assistance sought:
A clear and precise explanation of the connection between the investigation, prosecu-
tion or proceedings and the assistance sought (that is, a description of how the 
evidence or other assistance sought is relevant to the case)

"" Description of the procedures:
A description of the procedures to be followed by the requested State’s authorities 
in executing the request, to ensure that the request achieves its purpose, including 
any special procedures to enable any evidence obtained to be admissible in the request-
ing State, and reasons why the procedures are required

"" Presence of officials from the requesting State at the execution of the request:
An indication of whether the requesting State wishes its officials or other specified 
persons to be present at or participate in the execution of the request and the reason 
for such a request

"" Language:
All requests for assistance should be made in or accompanied by a certified transla-
tion into a language specified by the requested State

The ECOWAS Convention on Mutual Assistance in Criminal Matters

The Economic Community of West African States (ECOWAS) Convention on Mutual 
Assistance in Criminal Matters was signed in July 1992 and entered into force on  
28 October 2003. The scope of the application of mutual legal assistance as defined by 
article 2 of the ECOWAS Convention includes:
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G.  Central authorities

Requests for assistance are to be made by designated central authorities. Designated central author-
ities are to have the responsibility and power to receive requests for assistance and to execute 
them, or pass them on to competent national authorities. A country may have a unit (generally 
staffed by law enforcement officers) that processes enquiries through “informal” arrangements such 
as memorandums of understanding, bilateral agreements and the like. This procedure is likely to 
be distinct from that of the central authority which deals only with “formal” requests as defined 
by the Organized Crime Convention. 

Where it becomes apparent that the request involves substantial cost, the requesting and requested 
States should consult with each other to determine the terms and conditions under which the 
request is to be executed and the manner in which the costs are to be borne. The sharing of 
confiscated assets between States is an important way to encourage cooperation, as encouraged 
by the Organized Crime Convention article 14, paragraph 3.

Staff at the central authority should ideally have the capacity to speak different languages, have 
access to reliable translation services and be able to apply creative solutions to language barriers. 
For example, staff at the central authority could seek assistance from other governmental depart-
ments and missions abroad or even from the requesting or requested State. 

In drafting written requests in accordance with the above requirements, it must be borne in mind 
that requests that are overly lengthy may not achieve the desired outcome. Bearing this in mind, 
the following basic steps should be considered:

"" Be highly specific.
"" Link the existing investigation or proceedings to the assistance required.
"" Specify the precise assistance sought.
"" Focus on the end result rather than on the method of securing it. It may be possible, for 

instance, for the requested State to obtain the evidence by means of a production or other 
court order, rather than by means of a search warrant.

"" Taking evidence or statements

"" Assisting in assuring the availability of detained persons or others to give evidence 
or assist in investigations

"" Effecting service of judicial documents

"" Executing searches and seizures

"" Forfeitures and confiscations of the proceeds of crime

"" Examining objects and sites

"" Providing information and evidentiary items

"" Providing originals or certified copies of relevant documents and records
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The basics that must be addressed in a request are as a minimum:

"" The legal basis for the request.
"" The type(s) of assistance you are requesting and details of each.
"" The national authority dealing with the case.
"" Prior case-related contact between you and the requested State’s authorities.
"" Alleged offences and related provisions in national laws.
"" Available information on suspects or alleged offenders and entities or organizations.
"" Summary of the facts and procedural history of the case.
"" Whether and why the request is urgent and/or confidential.
"" The particular execution and procedural requirements that the requested State should 

fulfil.

H.  Information-sharing 

States are required to share information

States are required to share information either on a voluntary basis or in accordance with existing 
agreements or arrangements. 

Without the presence of effective channels of communication, operational and general information 
cannot be obtained. Article 27 of the Organized Crime Convention encourages States to cooper-
ate closely with one another. Article 10 of the Smuggling of Migrants Protocol requires States 
to exchange information with each other about:

"" Embarkation and destination points as well as routes, carriers and means of transportation 
known to be or suspected of being used by smugglers of migrants.

"" The identity and methods of smugglers of migrants.
"" The authenticity and proper form of travel documents issued by a State party and the 

theft or related misuse of blank travel or identity documents.
"" Means and methods of concealment and transportation of persons.
"" Legislative experiences and practices and measures to prevent and combat the smuggling 

of migrants. 
"" Scientific and technological information useful to law enforcement, so as to increase the 

capacity of States to enhance each other’s abilities to prevent, detect and investigate the 
smuggling of migrants.

To enhance international cooperation in this respect, effective systems of information-sharing 
should be developed at regional and international levels. 

UNODC provides a database of competent national authorities at  
www.unodc.org/compauth/en/index.html. 
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The INTERPOL colour-coded notice system

INTERPOL has a colour-coded notice system which is used to inform all 187 member countries 
about a specific fact. The system can be a powerful law enforcement weapon as the notices are 
widely circulated and can be used to inform countries of individuals or methods involved in the 
smuggling of migrants. The details are as follows:

Colour of notice:	 Information to be shared:

Red	� A request to seek the arrest or provisional arrest of a wanted person with a view 
to extraditing such a person based on an arrest warrant.

Blue	� A request for additional information about a person’s identity or illegal activities in 
relation to a criminal matter.

Case study

Europol Analytical Work Files (AWFs)

Europol operates a system of Analytical Work Files (AWFs). AWFs are operational sup-
port tools for active investigations, in which information derived from investigations of 
Member States is stored. Europol can then analyse the information that enters the AWF 
and provide this analysis to Member States to add value to their investigations. For 
instance, an AWF specifically on smuggling networks operating from place A to place B 
could be established. All information about these particular networks would be fed into 
this dedicated AWF by participating Member States. A particular AWF has a minimum 
of 2 participating States but all 27 European Union (EU) Member States may participate. 
Participating Member States would decide whether to allow new members to enter the 
group. There is also the possibility that partners with operational agreements could join 
the Work File almost as full members. 

An AWF is the primary means by which Europol offers operational analytical support to 
investigations within Member States. AWF CHECKPOINT is the relevant database for combat-
ing the smuggling of migrants. Its purpose is to assist Member States in preventing and com-
bating the forms of criminality associated with the facilitation of irregular immigration within 
and into EU by organized criminal groups. AWFs utilize a “target group”-oriented approach. 

Information on how to request the opening of a target group is available in all EU lan-
guages via the Europol National Units. Operational and personal data can be exchanged 
between the members of an AWF, with analytical support provided by Europol. Any 
third State or international organization can contribute data to be used in an AWF and 
may, under special conditions, be invited to be an associated member of an AWF. Con-
tributions to the AWF have to be forwarded via the Europol National Units. Operational 
data accepted by an AWF can be shared only between the members of the AWF or 
the members of a specific target group.
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Colour of notice:	 Information to be shared:

Green	� Warnings or criminal intelligence about persons who have committed criminal offences 
and are likely to repeat those crimes in other countries.

Yellow	� A request for help to locate missing persons, especially minors, or to help identify 
persons who are not able to identify themselves.

Black	 Request for information about unidentified bodies.

Orange	� Warning to police, public entities and other international organizations of dangerous 
materials, criminal acts or events that pose a potential threat to public safety. 

	� The INTERPOL orange notice provides for a quick diffusion of information about 
smuggling of migrants. For instance, if INTERPOL learned of a new modus operandi 
for smuggling of migrants, the General Secretariat would disseminate an orange notice 
to all countries informing them of what it had learned. In this way, police from all 
countries can always contribute to improving international capacity to fight smuggling. 
When information is diffused on an international basis, countries are empowered to 
combat smuggling networks.

Principal considerations when sharing information

When sharing information with or receiving it from another State

"" Find out what procedures are in place in your State and follow them.
"" Do not share information in a way that would breach your domestic legislation.
"" Use information only in a way that complies with the sending State’s wishes.

INTERPOL Stolen and Lost Travel Documents Database 

The INTERPOL Stolen and Lost Travel Documents Database (INTERPOL SLTD) is a 
powerful tool for detecting the smuggling of migrants. Borders and ports around the 
world can be directly linked to the database through a secure INTERPOL channel. Coun-
tries can also contribute data to the database when they become aware of lost or stolen 
passports or travel documents. 

In July 2009, a man attempting to enter a country in Southern Africa was arrested at the 
airport after a check against the INTERPOL SLTD revealed that he was travelling on a 
passport that had been stolen in a West Asian country eight years previously. This country 
had registered the stolen passport in the INTERPOL SLTD, enabling front-line enforcers 
in the Southern African country to apprehend the man after running a direct check against 
the SLTD. 

The database currently contains nearly 19 million entries, of which 10.5 million are pass-
ports, submitted by 145 countries.
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"" Always look for opportunities to share information that may help stop or disrupt the 
smuggling of migrants in other jurisdictions.

"" When communicating through INTERPOL, if you wish to ensure that direct contact is 
made with you, be sure to include your personal contact details so that you are quickly 
and easily reachable. 

States that receive information are obliged to comply with any conditions placed on the use of 
information by the country that sent it. 

For more on classification of information, see module 6.E.

? Questions and exercises

"" Does your country use a system of information-sharing with respect to the smuggling 
of migrants?

"" Is your country a member of any regional information-sharing networks?

"" Scenario 1. You receive a phone call from a law enforcer of Anyland requesting infor-
mation about a smuggling network that smuggles migrants from and through your 
country, often using techniques that endanger the lives of migrants.

"" Scenario 2. You are tracking a migrant smuggling network that smuggles people from 
your country into Anyland, often endangering the lives of migrants. You would like 
information about this group from Anyland. 

	 What do you do? 

	 Whom do you contact? 

	 Are permissions needed? 

	 What are the risks of cooperating in these situations? 

	 How do you minimize risks? 

	 Why should you cooperate with Anyland? 

	 Why should you not cooperate with Anyland? 

	� What arrangements must be entered into before cooperation with Anyland can 
proceed?
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I.  Joint investigation teams

Principal considerations when establishing joint investigations

There are some key points to keep in mind when planning joint investigations, namely:

"" You need not have in place large-scale multilateral agreements or investigative teams in 
order to conduct joint investigations.

"" If you have no previous experience of joint investigations, consider running one on a 
case-by-case basis. This is allowed by the Organized Crime Convention and may be a 
basis for a more formal bilateral or multilateral agreement in future.

"" Always ensure that the relevant authorities are involved in developing agreements or 
agreeing to the conduct of case-by-case joint investigations.

Highly informal and local joint investigation practices run the risk of causing problems for par-
ticular investigations and, possibly, between States. Always ensure that the relevant authorities 
within each participating State are aware of what is happening. It may be possible to formalize 
these joint investigations by referring to or relying on the Organized Crime Convention. 

The means of establishing joint investigation teams operating between countries varies greatly. 
However, certain emerging practices or models of joint investigation have emerged around the 
globe.  

Co-located and non-co-located joint investigation teams

Joint investigation teams can be co-located in either or both of the countries involved, while 
non-co-located virtual teams can conduct parallel investigations in close cooperation with each 
other. The decision on what type of joint investigation team is deployed will depend on the laws 
of the countries involved, the primary needs for having a joint investigation team, and the cost 
and resource implications. A joint investigation team does not need to be co-located if it has 
ready and open lines of communication.

Article 19 of the United Nations Convention against Transnational 
Organized Crime, joint investigations

“States Parties shall consider concluding bilateral or multilateral agreements or arrange-
ments whereby, in relation to matters that are the subject of investigations, prosecutions 
or judicial proceedings in one or more States, the competent authorities concerned may 
establish joint investigative bodies. In the absence of such agreements or arrangements, 
joint investigations may be undertaken by agreement on a case-by-case basis. The States 
Parties involved shall ensure that the sovereignty of the State Party in whose territory 
such investigation is to take place is fully respected.”
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Non-co-located

Non-co-located joint investigation teams are not physically in the same location. 

This model encompasses parallel coordinated investigations operating from their respective juris-
dictions with a common goal, assisted by a liaison officer network or through personal contacts 
and supplemented by formal mutual legal assistance requests aimed at obtaining evidence. The 
officials involved are non-co-located and are able to work jointly on the basis of long-standing 
cooperative practices and/or existing mutual legal assistance legislation. This depends on the nature 
of the legal system(s) involved. 

 
Co-located 

Co-located joint investigation teams work together in the same location. 

This model comprises integrated joint investigation teams with officers from at least two 
jurisdictions. 

"" This structure can be further divided and characterized either as passive or as active. In 
this regard: An “integrated passive” team could, for example, involve the integration of a 
foreign law enforcement officer with officers from the host State in an advisory or con-
sultancy role or in a supportive role based on the provision of technical assistance to the 
host State.

"" An “integrated active” team would include officers from at least two jurisdictions with 
the ability to exercise operational powers under host State control in the territory or 
jurisdiction where the team is operating. The integrated active model could best be 
described as a specially created infrastructure enabling officials from at least two coun-
tries to work in one jurisdiction with at least some equivalent operational powers.  

Integrated passive teams are usually co-located on the basis either of national legislation enabling 
an officer to be appointed or designated or of a technical assistance agreement. In the case of 
the integrated active team, officers may also be designated based on an existing agreement or 
national legislation.

 
Cooperation on a case-by-case basis

This third model of cooperation may be subsumed under the two models above. The cases 
concerned may be either reactive or proactive. In general, cooperation will be relatively limited 
but it will involve some mutual exchange of information and coordination of activities directed 
against a particular criminal group. A form of agreement that defines roles and responsibilities 
may already exist or be established; but, more commonly, cooperation will entail the use of 
existing mechanisms to exchange information. Establishing some form of agreement is the 
recommended approach.
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Practical guidance: establishment of joint investigation teams

In investigating cases of the smuggling of migrants, there is often a need to act quickly, owing 
to the fact that the operational information upon which a joint investigation can be based is 
of value only for a limited period. The relevant practical guidance can facilitate the process.

When considering the establishment of a joint investigation team:

"" Identify contacts for the purposes of initiating discussions and making decisions on the 
establishment of joint investigations. There are instances where investigations have been 
found to be linked to other countries but no action can be taken to develop cooperation 
owing to lack of infrastructure and identifiable contacts within the other country.

"" Aim to establish trust, preferably before the start of the joint investigation.
"" Establish common goals for the joint investigation at the outset. Planning must be sup-

ported at the strategic, tactical and political levels.
"" Ensure commitment at all levels so as to guarantee that assistance will continue to be 

available when the investigation develops into a prosecution.

Case study

EU-wide operation

A network responsible for recruiting illegal migrants and transporting them to various EU 
Member States was uncovered. The migrants had to pay between €2,000 and €20,000, 
depending on their means of transportation and the destination country. At the end of 
2007, enough intelligence had been gathered to make operation planning possible. Parallel 
and mirror investigations aiming for a joint action day were planned with a view to dis-
mantling as much of the organized criminal network as possible. The undertaking in question 
was referred to as operation XY. In advance of the operation XY action day (23 June 
2008), an international coordination centre was set up and hosted by the Central Office 
for the Repression of Illegal Immigration and Employment of Foreigners without Residence 
Permits (OCRIEST) in Paris. The coordination centre was manned by staff from OCRIEST, 
as well as by Europol Liaison Officers from France, Germany, Italy, the Netherlands, Sweden 
and the United Kingdom, together with bilateral foreign liaison officers from Belgium, 
Greece, the Netherlands and Spain already stationed in France.

On the action day, Belgium, France, Germany, Greece, Ireland, the Netherlands, Norway, 
Sweden and the United Kingdom arrested a total of 77 persons and carried out numerous 
house searches over a period of 24 hours. In total, more than 1,300 EU law enforcement 
officers were involved, including 6 officers from Europol. Many different types of items 
were seized during the house searches, such as mobile phones, notebooks, computers and 
address books and directories. Operation XY resulted in 27 arrests in France, 13 in Swe-
den, 12 in Germany, 11 in Belgium, 7 in the United Kingdom, 3 in the Netherlands, 2 in 
Greece, 1 in Norway and 1 in Ireland. This joint action demonstrates what transnational 
law enforcement cooperation can achieve.
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"" Consider the availability and sharing of resources at the outset, as these factors can 
determine the extent of the cooperation possible.

"" Decide on the working language for the joint investigation.
"" Negotiate and document your agreements.
"" Reduce bureaucracy to the minimum level.

 

J.  Challenges of international cooperation

General challenges

There are several challenges associated with international cooperation in the smuggling of migrants 
and other criminal investigations. Both formal and informal law enforcement cooperation has been 
hampered by issues such as:

"" Lack of trust
"" Diversity of legal systems
"" Diversity of law enforcement structures

Example: joint investigation team

After a protocol for a specific case has been signed between the judicial authorities of 
two EU countries, teams of investigators from the two countries can be mixed. The 
processes that evolve and the information provided by the two parties can be integrated 
under the umbrella of a single case and have the same judicial value. Such a joint inves-
tigation team targeting an Asian network of migrant smugglers has been formed between 
France and Germany.

? Questions and exercises

"" What authorities are relevant in your country for facilitating joint investigations?

"" Has your country been involved in the operations of any joint investigation teams? 

	 In what ways was the joint investigation team successful? 

	 In what ways could the joint investigation team have been more successful? 

"" What were the biggest challenges you encountered in establishing the joint investiga-
tion team? 

"" What were the biggest challenges you encountered during joint investigations? 

"" If your colleague asked you for advice on establishing a joint investigation team, what 
advice would you give?
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"" Misuse of or failure to use existing channels of international communication
"" Non-existent or poorly established direct channels of communication between countries
"" Diversity in approaches and priorities
"" Resource-intensity of operations

The most important component of international cooperation is the role played by individuals. All 
the laws and policies that allow for international cooperation count for little if individuals do not 
cooperate with each other proactively and appropriately. 

You might face a situation in which a country holding information that would be of great use to 
you is reluctant to share that information. This is often owing to concerns about the security of 
information. When seeking cooperation, an investigator must be mindful of these concerns.  
Having suitable methods in place to protect the information passed on may encourage a better 
flow of information.

Challenges of formal cooperation

The main advantage of well-developed formal cooperation is the acquisition of evidence that is 
admissible in court. 

However, legal issues pose a significant challenge to formal cooperation, given that different laws 
and different legal systems are often involved. Often, the bureaucratic structure is significant and 
sometimes interferes with the timeliness of results. 

It is unlikely that a formal letter of request will be appropriate in cases where a person’s safety is 
at risk, given the significant amount of time that may be needed to achieve the desired result.

Challenges of informal cooperation

The fact that informal cooperation (direct officer-to-officer contact) often proceeds more rapidly than 
formal cooperation can have many benefits, particularly with respect to operations related to the 
smuggling of migrants, as it can yield prompt responses in situations that pose risks to people.

However, there are certain risks and challenges associated with this form of cooperation, such as:

"" Exposure of law enforcers in other countries to risks if they cooperate with you
"" Diplomatic incidents when action is not properly thought out
"" Exposure of victims and others to increased risks through unwitting or deliberate leakage 

of information from the agency involved
"" Increased risk of compromising other operations and law enforcement staff

Such risks can be minimized by:

"" Prohibiting individual officer-to-officer contact if this is specifically forbidden by one of 
the jurisdictions concerned

"" Determining what arrangements for cooperation exist between your countries. Where 
liaison officers or units exist, their advice should be sought
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"" Never passing on information that may expose someone to danger without first establish-
ing the risks involved in contacting a particular unit or 

"" Keeping liaison units informed of what you are doing

It may be difficult to assess the level and impact of the risk at a distance. Where possible, speak 
to liaison departments and officers in order to identify whom you can contact safely. 

K.  Concluding remarks

It is often the case that international cooperation is often difficult to achieve and may be viewed 
as an area fraught with challenges. Nonetheless, in investigations into the smuggling of migrants, 
effective international cooperation can often be the key to a successful prosecution and is usually 
essential for the complete disruption of an organized criminal group.

International cooperation can be either formal or informal. There are benefits and risks associated with 
both types of cooperation and neither should be entered into before full consideration has been given 
to which would be the most appropriate means of achieving clear criminal justice objectives.

As was seen earlier, the results are excellent in cases where international cooperation has been 
achieved. While lawmakers and policymakers have key roles to play in the process of bringing 
about effective cooperation, the role of investigators is also vital. Clearly identifying your objectives 
in seeking a particular form of assistance, and responding with timeliness and in good faith to 
the requests made, will help strengthen the criminal justice response of all parties concerned.

For more on risk assessment see annex II and module 5 of the UNODC Anti-Human Traf-
ficking Manual for Criminal Justice Practitioners, available at http://www.unodc.org/unodc/en/
human-trafficking/anti-human-trafficking-manual.html

? Questions and exercises

"" Have you had any experience of formal cooperation in investigations into the smug-
gling of migrants? Write a short case study based on your experience. On a separate 
page, list the challenges involved and the methods utilized to address them. 

"" Are there liaison units or officers in your country that can facilitate formal interna-
tional cooperation? 

	 If so, how do you contact them? 

	� If not, whom would you contact in the event that you needed to seek coopera-
tion with another country? 

	 If you do not know the answer, how would you find out?
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Self-assessment questions

"" What types of international cooperation are supported by the Organized Crime 
Convention?

"" What is the difference between formal and informal cooperation?

"" What are the pros and cons of formal cooperation? 

"" What are the pros and cons of informal cooperation? 

"" Who is responsible in your country for making a request for extradition or mutual 
legal assistance?

"" What is the basis for establishing a joint investigation team?

"" What are the possible challenges posed by international cooperation? 

"" How can the risks associated with international cooperation be minimized?
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Module 9.  Human rights

A.  Learning objectives

The present module examines selected human rights issues that should be considered when investigat-
ing and prosecuting the smuggling of migrants. At the end of this module, you should understand:

"" Which human rights are relevant in investigations into the smuggling of migrants
"" The human rights of smuggled migrants
"" The human rights of suspected smugglers of migrants
"" The principles relating to the protection of refugees
"" The nature of your role is in protecting and promoting human rights
"" How human rights can be legally limited temporarily 

B.  Human rights and law enforcement

Law enforcers constitute the first line of defence in protecting human rights. They uphold the 
law, including human rights law. However, they are sometimes in situations that require them to 
infringe on human rights and balance competing considerations. In its resolution 34/169, the 
General Assembly adopted a Code of Conduct for Law Enforcement Officials.1 

All investigations, including interviewing of witnesses, victims and suspects, personal searches, 
searches of vehicles and premises, interception of communications: 

"" Shall not be unlawful, arbitrary, unduly intrusive or biased
"" Shall be competent, thorough, prompt and impartial and lawful
"" Shall include careful processing of crime scenes
"" Shall seek to collect and preserve evidence

Such principles are laid out in codes of conduct such as that below. 

1 See General Assembly resolution 34/169 available from www.unhchr.org.

Code of Conduct for Law Enforcement Officials

Article 1

Law enforcement officials shall at all times fulfil the duty imposed upon them by law, by 
serving the community and by protecting all persons against illegal acts, consistent with 
the high degree of responsibility required by their profession.
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Non-discrimination

It is a fundamental principle of international human rights law that all persons have a right to 
be recognized as a person before the law, are to be treated as equal before the law and are entitled 
without any discrimination to equal protection of the law. 

Law enforcers shall not unlawfully discriminate on the basis of race, gender, religion, language, 
colour, political opinion, national origin, property, birth or other status. 

The fact that everybody is equal before the law does not mean, however, that everybody is identi-
cal. Hence, it is not considered to be discriminatory for a law enforcer to apply certain special 

Article 2

In the performance of their duty, law enforcement officials shall respect and protect 
human dignity and maintain and uphold the human rights of all persons.

Article 3

Law enforcement officials may use force only when strictly necessary and to the extent 
required for the performance of their duty.

Article 4

Matters of a confidential nature in the possession of law enforcement officials shall be 
kept confidential, unless the performance of duty or the needs of justice strictly require 
otherwise.

Article 5

No law enforcement official may inflict, instigate or tolerate any act of torture or other 
cruel, inhuman or degrading treatment or punishment, nor may any law enforcement 
official invoke superior orders or exceptional circumstances such as a state of war or a 
threat of war, a threat to national security, internal political instability or any other public 
emergency as a justification of torture or other cruel, inhuman or degrading treatment 
or punishment.

Article 6

Law enforcement officials shall ensure the full protection of the health of persons in their 
custody and, in particular, shall take immediate action to secure medical attention when-
ever required.

Article 7

Law enforcement officials shall not commit any act of corruption. They shall also rigor-
ously oppose and combat all such acts.

Article 8

Law enforcement officials shall respect the law and the present Code. They shall also, 
to the best of their capability, prevent and rigorously oppose any violations of them.
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measures designed to address the special status and needs of women (including pregnant woman 
and nursing mothers), juveniles, the sick, the elderly, people with special needs and others requir-
ing special treatment in accordance with international human rights standards. 

 
C.  Human rights of smuggled migrants 

General principles

Regardless of their immigration status, smuggled migrants have the right to expect that their 
human rights and dignity will be upheld and prioritized at all stages by those who intercept and 
identify them, those who detain them, those who remove them from the country and, where 
relevant, those who grant them asylum. 

While States can detain and remove irregular migrants in certain circumstances and on certain 
conditions (assuming they are not found to be refugees or are protected from removal by other 
human rights such as those derived from the prohibition of torture or cruel, inhuman or degrad-
ing treatment or punishment), they also have a responsibility to do so using measures that dem-
onstrate respect for human rights and the safety and dignity of the migrants concerned. 

Police also have a role to play in the prevention of migrant smuggling by protecting the human 
rights of nationals and thereby reducing the discontents at the root of the desire to leave. 

Remember: human rights are always relevant throughout the process of investigating 
smuggling of migrants and any other crime. !

? Questions and exercises

"" Mr. Officer must detain four smuggled migrants overnight at the border office before 
they are relocated the following day. Three of the smuggled migrants are men and 
one of them is a woman. There are two rooms at the border office. Mr. Officer 
puts the three men in one room and the woman in the other room. Is this discrimi-
natory? Why or why not? 

"" Do you have a code of conduct or disciplinary code in your country? How does it 
compare with the United Nations Code of Conduct for Law Enforcement Officials?

"" How could the above Code of Conduct be tailored to the needs of law enforcers 
specifically working in the area of smuggling of migrants?

"" Do codes of conduct still need to be abided by when one is dealing with 
non-nationals?
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Rights of smuggled migrants who are victims of crime

Law enforcers who are likely to encounter victims of crime should do the following:

"" Respond promptly, especially to complaints of violence.
"" Inform victims of the assistance (legal, material, medical, psychological and social) that 

is available to them.
"" Investigate, report and follow up thoroughly and professionally.
"" Keep a roster of contacts handy, with all the relevant information on services available 

to assist victims.

Smuggling of Migrants Protocol, article 16 (Protection and assistance 
measures)

1. � In implementing this Protocol, each State party shall take, consistent with its obliga-
tions under international law, all appropriate measures, including legislation if neces-
sary, to preserve and protect the rights of persons who have been the object of 
conduct set forth in article 6 of this Protocol as accorded under applicable interna-
tional law, in particular the right to life and the right not to be subjected to torture 
or other cruel, inhuman or degrading treatment or punishment.

2. � Each State party shall take appropriate measures to afford migrants appropriate pro-
tection against violence that may be inflicted upon them, whether by individuals or 
groups, by reason of being the object of conduct set forth in article 6 of this 
Protocol.

3. � Each State party shall afford appropriate assistance to migrants whose lives or safety 
are endangered by reason of being the object of conduct set forth in article 6 of 
this Protocol.

4. � In applying the provisions of this article, States parties shall take into account the 
special needs of women and children.

5. � In the case of the detention of a person who has been the object of conduct set 
forth in article 6 of this Protocol, each State party shall comply with its obligations 
under the Vienna Convention on Consular Relations,a where applicable, including that 
of informing the person concerned without delay about the provisions concerning 
notification to and communication with consular officers.

a United Nations, Treaty Series, vol. 596, No. 8638.

Remember, smuggled migrants may be victims of human rights abuse during the smug-
gling process. !
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"" Establish close cooperative procedures with medical, social, legal and other victim assist-
ance providers.

"" Endeavour to ensure that a female officer is present during all contact with female victims 
of crime, especially violence.

"" Explain to victims their rights, their role in legal proceedings, and the nature of legal 
proceedings.

"" Provide transportation to a safe place and to medical services or arrange for providers of 
medical services to travel to the victim.

"" Keep records secure and carefully protect confidentiality of victims.
"" Establish victim assistance guidelines to ensure prompt, proper and comprehensive atten-

tion to the legal, material, medical, psychological and social assistance needs of victims.

 
Rights of smuggled migrants who are refugees or asylum-seekers

Everyone has the right to seek and to enjoy, in another country, asylum from persecution.

Refugees and asylum-seekers sometimes use the services of smugglers of migrants. 

The illegal entry of a person is not to affect negatively their claim to asylum and the Smuggling 
of Migrants Protocol is not to be read in such a way as to be discriminatory with respect to the 
smuggled migrants (article 19).

Article 1 of the 1951 Convention relating to the Status of Refugees,2 defines a refugee as any 
person who, “owing to a well-founded fear of being persecuted for reasons of race, religion, 
nationality, membership of a particular social group or political opinion, is outside the country of 
his nationality and is unable or, owing to such fear, is unwilling to avail himself of the protection 
of that country; or who, not having a nationality and being outside the country of his former 
habitual residence as a result of such events, is unable or, owing to such fear, is unwilling to return 
to it”.

Simply put, a refugee is a person who, owing to a well-founded fear of persecution on the grounds 
of race, religion, nationality, membership of a particular social group, or political opinion or politi-
cal reasons, including conflict and war, is unable or unwilling to return to his or her country of 
origin (or, if stateless, to his or her country of habitual residence). 

An asylum-seeker is a person seeking admission to a country as a refugee and awaiting a decision 
on his or her application for refugee status under relevant international and national instruments. 
In the case of a negative decision, he or she must leave the country or may be expelled, as may 
any alien in an irregular situation, unless permission to stay is granted on humanitarian or other 
related grounds.

Each country should have a dedicated entity for processing asylum claims and administering refu-
gee issues.

2 United Nations, Treaty Series, vol. 189, No. 2545.
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Principle of non-refoulement

A key consideration to keep in mind when investigating or prosecuting a case of the smuggling 
of migrants is the principle of non-refoulement.

According to the principle of non-refoulement, a State cannot send a person back to a country 
where his or her life is in peril when there are substantial grounds for believing that he or she 
would be in danger of being subject to other elementary human rights violations (such as torture 
or cruel, inhuman or degrading treatment or punishment). In respect of this principle, States are 
also obligated to examine whether such a risk could be posed to the migrant through “chain 
deportation” (that is, his or her further deportation to State or States different from that to which 
they have been sent).

The principle of non-refoulement is laid down in the 1951 Convention and other human rights 
instruments. According to the 1951 Convention: 

“No Contracting State shall expel or return (‘refouler’) a refugee in any manner whatsoever 
to the frontiers of territories where his life or freedom would be threatened on account of his 
race, religion, nationality, membership of a particular social group or political opinion” (article 
33, para. 1).

However, the benefit of this principle cannot be “claimed by a refugee whom there are reasonable 
grounds for regarding as a danger to the security of the country in which he is, or who, having 
been convicted by a final judgment of a particularly serious crime, constitutes a danger to the 
community of that country” (article 33, para. 2).

Article 19 of the Smuggling of Migrants Protocol states that the Protocol shall not affect any 
other rights, obligations or responsibilities of States and individuals under international law, includ-
ing humanitarian, human rights and refugee laws. This means that the illegal entry of a person 
is not to negatively affect his or her claim for asylum and the Protocol is not to be read in a way 
that is discriminatory to the smuggled migrant.

It must be remembered that, while some smuggled migrants make legitimate asylum claims and 
are correctly accorded the status of refugees, this does not make the actions of the smugglers of 
migrants any less criminal when they are smuggling the migrants for their own financial gain. In 
fact, their taking financial advantage of persons who are in vulnerable positions could be considered 
an aggravating circumstance. 

More information about aggravating circumstances is contained in module 7.

Regardless of whether a person is a refugee or a migrant, a citizen or a non-citizen, 
whether he or she is fleeing persecution, armed conflict, threats to his or her life or 
abject poverty, that person is entitled to have his or her human rights upheld and to 
be assured that his or her treatment adheres to certain standards. 

!
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Repatriation considerations

Because of the principle of non-refoulement, a refugee cannot be repatriated.

If an asylum-seeker’s claim for refugee status is unsuccessful, he or she may be expelled, as an alien 
is, unless he or she is granted permission to stay on humanitarian or other related grounds. 

Countries seeking to repatriate a person to another country should also be mindful of other human 
rights considerations. For instance, repatriation of a migrant to a safe country, which may in turn 
repatriate the migrant to a non-safe country, could ultimately amount to a breach of the migrant’s 
human rights. As mentioned above, this action, known as chain deportation, is prohibited by the 
principle of non-refoulement. 

Smuggling of Migrants Protocol, article 18 (Return of smuggled 
migrants)

    1.  Each State party agrees to facilitate and accept, without undue or unreasonable 
delay, the return of a person who has been the object of conduct set forth in article 6 
of this Protocol and who is its national or who has the right of permanent residence in 
its territory at the time of return.

    2.  Each State party shall consider the possibility of facilitating and accepting the 
return of a person who has been the object of conduct set forth in article 6 of this 
Protocol and who had the right of permanent residence in its territory at the time of 
entry into the receiving State in accordance with its domestic law.

    3.  At the request of the receiving State party, a requested State party shall, without 
undue or unreasonable delay, verify whether a person who has been the object of conduct 
set forth in article 6 of this Protocol is its national or has the right of permanent resi-
dence in its territory.

    4.  In order to facilitate the return of a person who has been the object of conduct 
set forth in article 6 of this Protocol and is without proper documentation, the State 
party of which that person is a national or in which he or she has the right of permanent 
residence shall agree to issue, at the request of the receiving State party, such travel 
documents or other authorization as may be necessary to enable the person to travel 
to and re-enter its territory.

    5.  Each State party involved with the return of a person who has been the object 
of conduct set forth in article 6 of this Protocol shall take all appropriate measures to 
carry out the return in an orderly manner and with due regard for the safety and dignity 
of the person.

    6.  States parties may cooperate with relevant international organizations in the 
implementation of this article.
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Considerations where minors and other people with special needs 
are involved

Children are often the object of migrant smuggling activity and may be smuggled with adult migrants, 
who are less likely to be deported in cases where the children are claimed to be their own. 

In the event that minors or other people with special needs are discovered, officers must act in 
accordance with the local laws and policies. At an absolute minimum, minors should:

"" Be removed, immediately, from the source of any danger
"" Not be allowed further contact with any suspects
"" Be seen by a medical professional (for health issues but also for possible evidential issues)
"" Be provided with additional clothing or nappy changes (if required), fed, given refreshments 

and if old enough, given at least a pencil and paper to provide them with something to do
"" Be dealt with thereafter by trained officers

When there is some doubt about whether or not a person is a child and the person’s age cannot 
be verified, the best practice is to assume that he or she is a child.

Similar actions should be taken with regard to any special needs. This could include the provision 
of interpreters, signers (those who speak in sign language) and medical assistance. 

    7.  This article shall be without prejudice to any right afforded to persons who have 
been the object of conduct set forth in article 6 of this Protocol by any domestic law 
of the receiving State party.

    8.  This article shall not affect the obligations entered into under any other applicable 
treaty, bilateral or multilateral, or any other applicable operational agreement or arrange-
ment that governs, in whole or in part, the return of persons who have been the object 
of conduct set forth in article 6 of this Protocol.

When children are involved in smuggling situations, law enforcers should be mindful of 
the obligations set out in the Convention on the Rights of the Child,3 available at http://
www2.ohchr.org/english/law/crc.htm. 

!

When people with special needs are involved in smuggling situations, law enforcers 
should be mindful of the obligations set out in the Convention on the Rights of Persons 
with Disabilities,4 available at: http://www.un.org/disabilities/default.asp?id=150. 

!

3 Ibid., vol. 1577, No. 27531.
4 General Assembly resolution 61/106, annex 1.
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Inasmuch as your local policies and/or laws may require these different categories of migrants to 
be dealt with differently, they should be identified as early as possible. However, it may often be 
the case that decisions cannot be taken at the very first encounter. Partners such as the Office of 
the United Nations High Commissioner for Refugees and the United Nations Children’s Fund 
should also be engaged as soon as practicable.

Care must also be taken to identify trafficking victims among smugglers of migrants. Trafficking 
victims are victims of crime (see above for more information on the rights of smuggled migrants 
who are victims of crime).5  

5 For in-depth information about responding to situations of trafficking in persons, see the UNODC Anti-Human Trafficking 
Manual for Criminal Justice Practitioners, available at http://www.unodc.org/unodc/en/human-trafficking/anti-human-trafficking-man-
ual.html

? Questions and exercises

"" How would you further tailor the list of rights mentioned above to situations involv-
ing the smuggling of migrants in your local context? What items would you add to 
the list? 

"" Respond to the following checklist with reference to your local context:

	 What assistance is available to smuggled migrants who are victims of crime?

	 Do you have a roster of contacts? Who is on this list? 

	� What are victims’ rights at the point when you first come into contact with them?

	� Do you have the facilities necessary to transport victims to service providers or 
arrange for service providers to come to victims? 

	� What records do you keep of victims? How do you protect their confidentiality?

	 What procedures for cooperation with assistance providers are in place?

	 Are victim assistance guidelines in place? What are they?

	 How would you find the answer to those questions you could not respond to? 

"" Based on your responses to the above checklist, formulate 10 clear points that law 
enforcers could post on their wall as a quick reference when placed in situations 
where they encounter migrants. 

"" What is the difference between a refugee and an asylum-seeker?

"" What does non-refoulement mean? 

"" What is the process in your country for determining whether the principle of non-
refoulement applies to a particular person? 

"" In your country, what happens to a person who cannot be returned to his or her 
country of nationality or permanent residence for reasons of non-refoulement?

"" In cases where the principle of non-refoulement does not apply, how is a person 
returned to his or her country of nationality or permanent residence?
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D.  Human rights of (suspected) smugglers of migrants 

Rights of suspected smugglers of migrants upon arrest

Every person who is arrested has certain rights that apply immediately upon arrest and after arrest. 
This places an obligation on police officers to respect and protect the basic rights of people who 
are arrested, namely:

"" The right to liberty or freedom and security of persons and to freedom of movement.
Under the principle of legality, a person can be arrested only on legal grounds. Arrest 
without legal grounds amounts to arbitrary detention.

"" The right to be treated with dignity and respect.
For instance, swearing or using abusive language during arrest may infringe on a 
person’s dignity.

"" The right to be informed of the reasons for arrest, at the time of arrest.
"" The right to remain silent (related to the right to not incriminate oneself ).

Arrested persons should not be compelled to confess or testify against themselves. 
This right does not include the provision that a person should not supply basic details 
about him- or herself (such as name and address).

"" The right to be promptly informed of the charges against him- or herself.
"" The right to be informed of one’s rights.
"" The right to be presumed innocent until proved guilty.
"" The right to be brought to a place of custody.
"" The right to have access to a lawyer.
"" The right to be brought promptly before a judge or other officer authorized by law.
"" The right not to be tortured or treated in a cruel, inhuman or degrading way.
"" The right to a fair trial within a reasonable time.
"" The right to notify family members and other appropriate persons about detention.
"" The right to legal assistance and to communicate with legal representative.
"" The right for women to be segregated from men and children from adults who are not 

their parents, when practicable. 

"" Who are the people and what are the units, agencies and organizations in your 
country relevant to situations where a smuggled migrant claims asylum? How do you 
contact them?

"" Who are the people and what are the units, agencies and organizations in your 
country relevant to situations where a person is to be returned from or to your 
country?
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Duties of law enforcers when carrying out arrest 

"" To inform the suspect of his or her rights.
"" To keep a record of relevant data.
"" To ensure that the arrest record shall be communicated to the detainee or his or her 

legal counsel.
"" To ensure that, where necessary, an interpreter shall be provided during the interview.

Conditions of detention

"" Persons should be detained only in officially recognized places of detention.
"" Detainees should be kept in facilities that are as humane as possible and designed to 

accommodate human beings, and should be provided with adequate food, water, shelter, 
clothing, medical services, exercise and items of personal hygiene.

"" Women must be separated from men, and children from adults.
"" Detained persons should be allowed to inform their family of detention, and should be 

given reasonably satisfactory facilities for communicating with their legal 
representatives.

"" Religious and moral beliefs of detainees shall be respected.
"" Persons arrested or detained without charge shall be accorded the same protection and 

facilities as pretrial prisoners and those awaiting trial.

For more information about administering justice in situations where suspected smug-
glers of migrants are detained, please refer to the United Nations Standard Minimum 
Rules for the Treatment of Prisoners6 available at http://www2.ohchr.org/english/law/
treatmentprisoners.htm.

!

6 Human Rights: A Compilation of International Instruments, Volume 1 (First Part): Universal Instruments (United Nations publica-
tion, Sales No. E.02.XIV.4) (vol. 1, Part 1), Sect. J, No. 34.

Vienna Convention on Consular Relations

In the case where foreign nationals are arrested or detained, article 36 of the Vienna 
Convention on Consular Relations, 1963,a provides that, if requested, the authorities of 
the receiving State must notify the consulate of the sending State without delay that its 
national has been deprived of his or her liberty. Any communication shall be facilitated 
and consular access to the detainee shall be granted.

a United Nations, Treaty Series, vol. 596, No. 8638.
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E.  Limiting human rights 

In the course of investigations and operations dealing with the smuggling of migrants, you may 
be in a situation where human rights need to be limited. Certain human rights can be limited 
only lawfully, that is, they can never be limited without legal justification. 

Other human rights can never be derogated from under any circumstances, even in a state of 
emergency. For derogations to apply, the state of emergency must pose a threat to the life of the 
nation and the State must have officially declared the state of emergency. Measures that derogate 
from human rights standards must be officially notified to other States through the competent 
international organization. Furthermore, derogations are permissible only to the extent strictly 
required by the situation and only for as long as the state of emergency is in place. Even when 
these conditions are fulfilled, there are certain rights that can never be derogated from. Such rights 
are called non-derogable.

Examples of rights that can never be derogated from (non-derogable rights) include:

"" Right not to be subject to torture, or cruel, inhuman or degrading treatment or punishment
"" Right not to be held in slavery or servitude
"" Right to equality before the law
"" Right to be presumed innocent until proved guilty

? Questions and exercises

"" Do you believe that the rights of smugglers of migrants and the duties of law enforc-
ers listed above are appropriate? Would you modify any of those rights or duties? 
Would you include any others?

"" Are the standards of arrest and detention mentioned above practicable in your local 
context?

"" What data do you think should be recorded upon arrest? Design a questionnaire to 
be filled out by law enforcers upon the arrest of suspected smugglers of migrants.

"" In your country, which authority can “prove guilt” of a suspected smuggler of migrants?

"" Explanations and/or examples have been provided for some of the above-mentioned 
rights. Offer explanations and/or examples for the others.

"" Are the standards for the conditions of detention listed above practicable in your 
local context? 

"" What is the difference between a detained person and a prisoner?

"" In your local context, what are the challenges in meeting basic minimum standards 
of human rights for both smuggled migrants and smugglers of migrants?

"" In addition to the rights of smuggled migrants and smugglers of migrants, the rights 
of which other persons are to be considered in investigations into the smuggling of 
migrants?
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Examples of rights that can be temporarily limited under certain conditions include: 

"" Right not to be deprived of liberty
"" Freedom of movement
"" Freedom of religion
"" Freedom of expression
"" Right of peaceful assembly
"" Freedom of association

Human rights can be limited only to a certain extent. For example, using force to arrest an 
unarmed smuggler who does not resist arrest would be excessive, as would the detention of smug-
gled migrants in inhumane conditions or for too long. The excessive limitation of rights becomes 
a breach of human rights. 

The following (P.L.A.N) principles can be regarded as a means of checking whether rights are 
limited lawfully:

Proportionality:	� Any limitation to rights should be proportionate to whatever objective is 
legally being sought.

Legality:		  Any action to limit rights should be justifiable by a valid law.

Accountability:	� Review systems and reporting procedures should be in place to account 
for any limitation of rights. 

Necessity:		�  Where other measures are inadequate, rights should be limited only to 
the extent necessary. 

Examples: limitations

A police officer uses force against a smuggler of migrants who threatens him physically 
or resists arrest. 

Another example of a limitation with respect to the smuggling of migrants may be the 
temporary administrative detention of smuggled migrants on certain grounds.

To the above principles should be added the following: all limitations of human rights 
must be non-discriminatory.!
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F.  Concluding remarks

Every person, regardless of his or her nationality, residence or other status, has human rights. Law 
enforcers are in a particularly important position with respect to human rights: they are charged 
with the responsibility of protecting the rights of others, yet sometimes, when there are competing 
interests involved, they may have to temporarily limit those rights. 

This requires that law enforcers perform a careful balancing act, ensuring that human rights are 
limited only to the extent that such limitation is proportionate, legal, accountable and necessary. 

Some rights, however, can never be limited under any circumstances and any attempt to limit 
them would constitute a breach of human rights.

Where human rights are breached, not only does this represent a human tragedy and crime against 
international and domestic law, but it may also potentially undermine investigations and prosecu-
tions in relation to the smuggling of migrants.

? Questions and exercises

"" Can you think of any cases where rights may need to be limited in investigations into 
the smuggling of migrants? Whose rights would they be?

"" Have you had an experience where rights were limited in the course of an investiga-
tion into the smuggling of migrants?

	 In the situation you described, were the limitations:

	 - Proportionate? 

	 - Legal?

	 - Accountable?

	 - Necessary?

	 Was there a process for reporting the temporary limitation of human rights? 

"" In your country, what consequences must a law enforcer face when he or she breaches 
the human rights of a migrant or smuggler?

"" You are a border official who has just intercepted five smuggled migrants: three are 
men, one is a male child and one is a woman. You have arranged for transportation 
to a facility where they can be properly cared for and debriefed, but they must stay 
at the border post overnight. You have two rooms equipped for sleeping. One is 
the room you sleep in, with a sink with running water; the other room contains one 
bed. Both rooms can be locked from the outside. 

	 How do you accommodate the five migrants? Give reasons for your answer.
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Self-assessment questions

"" What are human rights? Why are they important?

"" What is the source of human rights?

"" Name some human rights that are relevant to your work in investigating the smug-
gling of migrants.

"" Why is the United Nations Code of Conduct for Law Enforcement Officials important 
for police officers?

"" What is a refugee? What is an asylum-seeker?

"" What is the principle of non-refoulement? 

"" Name some of the considerations to be taken into account when dealing with people 
with special needs.

"" What are the rights of a person upon his or her arrest? 

"" Provide three examples of duties of law enforcers towards arrested persons.

"" What does it mean to limit human rights? 

"" Under what circumstances can human rights be limited? 

"" To what extent can human rights be limited?

"" Explain the P.L.A.N. principles and their use.
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Annex I.  Witness statement

The following is a fictionalized witness statement. All names and places have been changed to 
protect the identity of the persons concerned.

Statement of: 	 Mr. Smuggled Migrant (Mr. M)

Age:	 		  Over 18

Occupation: 	 Mechanic

This statement is true to the best of my knowledge and belief and I make it knowing that, if it 
is tendered in evidence, I shall be liable to prosecution if I have wilfully stated anything in it that 
I know to be false, or do not believe to be true. 

My name is Smuggled Migrant. I am from Homeland in Asia, where I have lived all my life. My 
parents got divorced when I was 2 or 3 years old. I lived with my Mum afterwards. My Mum 
passed away when I was 13. I have lived by myself since then. 

I heard my father (Mr. M Senior) was now in Anyland in Europe. At the beginning of 2006, I 
started thinking about coming to Anyland. First, I wanted to come to look for my father; second, 
I wished to have a better life. This statement describes how I came to Anyland. 

In July 2006, my friend (Mr. F) introduced me to a Mr. Y (he is about 30 years old). Mr. Y asked 
me if I wanted to come to Anyland. I said yes, so he told me I could fly from Homeland to 
Anyland in a week. He said it would cost me about £21,000. He took my ID to do the passport, 
he said. One or two months later, I paid him the £21,000. My Uncle, Mr. G, helped me get the 
money together: half of the money came from selling the house and land belonging to my Mum 
and the other half was borrowed from the people in the village, again with the help of my Uncle. 
I promised I would pay them back after I had come to Anyland. 

In the middle of October, Mr. Y collected me in a car and we drove for a long time until we 
arrived at a port. Mr. Y told me to get on a boat. It was a small boat and didn’t have a ladder 
or staircase. He told me to hide in the hull of the boat; it had three or four other people from 
Homeland at the bottom of the boat. I was hidden in the boat for about 10 days. When we 
arrived in another country, Mr. Y told me it was Anotherland. A car then took us to a house; I 
asked Mr. Y why aren’t we flying? He told me to be quiet and not ask too many questions; just 
wait there. Then he left. 

I stayed in that house for about one or two months. In the meantime, they gave me bread, water 
and clothes. One day Mr. Y came back and told me we were leaving that night. We took a car 
to the port and got on a boat; again, I was hiding under the boat, I couldn’t see the sun and it 
felt like a very long time. After about 10 days (I think), we landed and I was hidden in the back 
of a truck. Mr. Y was in the front and we drove for about one day. Then we got on another boat. 
I guess it was for about 20 days that we were on that boat. We arrived at a place that I guessed 



2	 Basic Training Manual on Investigating and Prosecuting the Smuggling of Migrants

was in Africa. I think there are only four different skin colours in the world (white, black, yellow 
and brown) and the people were black. 

I then stayed in a house for about two months. Mr. Y came and went in the meantime. There 
were three other people in the house and no one could speak my language. I saw Mr. Y about 
two or three times during that whole time. Then he came and took me to a bus; there were local 
people on the bus and the bus drove for about two to three hours. When we got off the bus, we 
started to walk. We walked for about 10 days, up and down the mountains. We passed one or 
two villages along the way. We all carried our own rucksack, which had food, water and a blanket. 
Most of the time we slept in the open air. Then we arrived at a house; only Mr. Y and I stayed 
in the house. Some local people gave us water and food or sometimes Mr. Y went out and came 
back with food. We stayed there for about one or two weeks. 

After we left the house, we took a car to go to a boat. It was about a one-day journey in the car. 
When we got to the boat, I again had to hide under the deck of the boat. There were another 
three people with me. I guess Mr. Y was on top of the boat. I am not sure what the other three 
looked like. I can describe them only as follows: one was a black person and the other two persons 
had brown-coloured skin. We were hiding under the boat for 10 days, and then we arrived in 
Europe. I knew it was Europe because the people there looked like white people. I went on a 
truck, hiding in the back of it. It was all sealed up. I couldn’t see outside. It was about 10 hours 
on the truck. After that, we went on to hide on a train. It was a cargo train and Mr. Y and I 
were hiding in a container. We stayed on the train for a few hours, and then we changed to a 
car. The driver was white. They took me to a house and I stayed there for one or two months. 
People came and went in the meantime, none were from Asia, and their skin colours were black 
or brown. Someone with brown skin would give me food and water. 

One day another man who also looked like he had brown skin — he had shoulder-length hair, 
which curved out at the end — came and passed me a mobile phone. I talked to Mr. Y on the 
phone and he told me to go with that man today and he would take me to Anyland. That was 
the last conversation I had with Mr. Y. 

It was about 6 or 7 a.m.; I got in a car, which was blue in colour. It didn’t look very new. We drove 
for about 10 hours and I sat in the back seat. Until the end of the journey, I felt like the car was 
driving around in circles waiting for a time. At around 7 or 8 p.m., it was dark; we drove to a petrol 
station where there were lots of lorries parked at the side. The driver pointed to a lorry that had 
English letters written on it, starting with “B”. This lorry was the one I got arrested in. 

I ran across to the lorry and climbed onto the driver’s seat. The driver was in it and he told me 
to hide behind the driver’s seat in the sleeping cab. I would describe the driver as having brown-
coloured skin with short hair. Because it was dark and there was no light on in the lorry, I couldn’t 
see properly what he looked like. I knew that apart from the driver and me, there were another 
two persons in the sleeping cab. We drove and stopped a few times, I knew the driver went out 
and back because I could feel his chair moving up and down. 

Halfway through the journey, I felt someone else come in, because he brushed over me.

I will describe this last journey as the worst part of the whole journey. This was because I couldn’t 
breathe; it felt like I was suffocating. There was something heavy on top of me, I couldn’t turn 
around. I was also next to the stereo, and the music was very loud, so I could not hear anything. 
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When we stopped still for the two hours before we got arrested, I now know we were on a ferry. 
I felt the lorry starting to move again for a short while, then I heard the driver talking to some-
one, then he started to drive again, and then we stopped again and the police found us. 

After I got off the lorry, I realized there were actually four people including me in there. The 
man standing next to me told me we were in Anyland now; that’s how I knew here is 
Anyland.

I felt the whole journey from Homeland to Anyland was “bitter”; very tiring and extremely hard. 
I feel lucky I am still alive. I would not wish to do this for a second time, I believe there won’t 
be a second time anyway as I have no money left.
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Annex II.  Planning and strategizing

A.  Setting objectives

Investigations into the smuggling of migrants are, in general terms, no different from any other 
types of criminal investigation. They should be approached as such, from the outset. As in any 
type of investigation, someone needs to be appointed as the team leader. This applies equally to 
those legal systems where police act totally independently of the prosecutor, and those systems 
where judges or magistrates play a key part in investigations. The team leader is responsible for 
setting the operational objectives and for putting in place strategies to support the achievement 
of the objectives.

 
Purpose and nature of objectives

Objectives should be set for all investigations and operations in order that: 

(a)  The team leader’s supervisors (or prosecutor) may know what is being done and why;

(b)  The operational team may understand why they are carrying out particular duties. 

Operational objectives must be achievable by the investigation team and may also need to link 
up with overarching strategies put in place through direct judicial involvement or, in many cases, 
by political will. For objectives to be effective they need to be specific, measurable, realistic, time-
bound, and capable of being evaluated and reviewed periodically.

The actual objectives to be set for an investigation into the smuggling of migrants largely depend 
upon what is envisaged when the investigation commences. Obviously, an operation that seeks 
only to disrupt a criminal enterprise will have very different objectives from one that seeks the 
conviction of criminals. Below is a list of some key objectives frequently governing investigations 
into the smuggling of migrants, which do not appear in any particular order and are not mutually 
exclusive:

"" Prosecution of persons involved
"" Disruption
"" Enhancement of intelligence
"" Minimization of risk to those smuggled and officers involved
"" Target hardening
"" Financial investigations.

In setting objectives, you must consider what is possible within your system. 
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Defining objectives

The approach detailed below, which is in wide use and bears the acronym SMARTER, may assist 
you in formulating objectives. SMARTER encompasses the following features:

Specific About what you need to achieve 
(linked to the operation)

You wish to arrest a proved smuggler, 	
Mr. B. 

Measurable In terms of quality, quantity, financial 
and time limits and any interim 
deadlines

You lawfully enter premises where Mr. B 
is to be found and arrest him

Achievable An objective must be achievable, even 
if it poses challenges

Do you know where Mr. B is? 

Realistic In terms of the resources available and 
factors within your control

Can you locate Mr. B? 

Time-limited To be completed by a certain date or 
within a defined review period

Mr. B is due to leave the country in one 
week. Can you arrest him before then?

Evaluated Carry out an assessment to determine 
whether they have been achieved. 
Either you, a senior officer, colleague 
or outside agency can conduct the 
assessment

Does a senior officer oversee this process 
to ensure that the arrest has been carried 
out lawfully? 

Reviewed At any time during or at the end of 
an investigation. For example a review 
could be conducted at the end to 
identify best practices and any lessons 
that have been learned

Prosecuting authority or magistrate would 
review the process. 

 
Examples of objectives

Below are five examples of SMARTER objectives, which relate to the above. 

Prosecution objective

Objective: to establish the guilt, or otherwise, of X and to prosecute him accordingly for being 
involved in the smuggling of migrants or any other offences that are identified (Specific)

"" For such evidence to be collected that is sufficient to support a prosecution, with a realistic 
prospect of conviction, as expediently as possible from the commencement of this opera-
tion, in a way that adheres to all constitutional and human rights provisions (Measurable, 
Achievable, Realistic)

"" There will be reviews of the investigation by a senior officer twice a month to ensure 
that this objective remains achievable and realistic (Time-limited, Evaluated)

"" At the end of the operation (or within a set time frame), investigators and prosecutors will 
meet to review the evidence and decide upon any further course of action (Reviewed)



Annex II.  Planning and strategizing	 7

Intelligence objective

Objective: to receive and act upon tactical intelligence in a timely manner so as to enable this 
operation to be intelligence-led (Specific)

"" Intelligence must be collated and entered within the designated system within 12 hours 
of receipt (or as expeditiously as possible, taking into account weekends, holidays and 
other considerations relating to the specific operation), unless identified as operationally 
urgent (Measurable, Achievable, Realistic, Time-limited)

"" The handling of the intelligence is to be reviewed by the intelligence manager and the 
senior investigating officer twice a week (Evaluated)

"" At the conclusion of the investigation, the means of collation, logging and use of the 
intelligence gathered during this investigation will be formally reviewed by the senior 
investigating officer and the intelligence manager, with a view to identifying weaknesses 
and formulating a “lessons learned” report (Reviewed)

 
Risk objective

Objective: to identify and manage the risks posed by the suspect X and his previous attempts to 
corrupt law enforcement officers (Specific)

"" All officers involved in this investigation will have signed security or indoctrination docu-
ments before being engaged and all intelligence will be shared solely on a need-to-know 
basis (Measurable, Achievable, Realistic)

"" The risk of corruption and compromise will be regularly evaluated by the senior investi-
gating officer and the risk adviser (where there is one) or the intelligence manager 
(Evaluated)

"" Continuous review of the investigation evidence obtained from searches, communication 
intercepts and the like will be examined for any indication of compromise of staff and 
duly reported (Reviewed)

 
Target-hardening objective

Objective: to receive and collate strategic intelligence concerning the security of Anyland’s borders, 
with a view to informing Ministers of any identifiable weaknesses (Specific)

"" The tactical intelligence gathered will inform strategic intelligence. Obvious weaknesses 
will be reported as soon as possible after they have been identified and confirmed;  
otherwise, a report will be submitted within three months of the conclusion of this 
operation (Measurable, Achievable, Realistic, Time-limited)

"" Collection of strategic intelligence will be evaluated by the intelligence manager or pre-
vention officer and senior investigating officer on a monthly basis (Evaluated)

"" Senior officers and representatives will be invited to contribute when the report is being 
drafted (Reviewed)
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Financial objective

Objective: to identify all those involved in the laundering of assets and seize the assets, where 
obtainable (Specific)

"" All evidence or intelligence concerning finances will be provided to the financial inves-
tigator as expeditiously as possible for the financial investigator to act upon as he or she 
see fit (Measurable, Achievable, Realistic)

"" The financial investigation should be completed within 6 months of X’s conviction (or 
as appropriate) or if no conviction is to take place, within 12 months of the commence-
ment of this investigation (Time-limited)

"" The senior investigating officer, financial investigator and intelligence officer will meet 
twice a month to ensure that intelligence and evidence are being provided, as outlined 
above (Evaluated)

"" The financial investigation will be reviewed with senior officers or prosecutors, as appro-
priate, within three months of its conclusion (or as appropriate) to identify good practices 
and any lessons learned (Reviewed)

Disruption objective

Objective: to disrupt the activity of the organized criminal group by organizing regular enforce-
ment action against the individuals, and against businesses run by this criminal group

"" To liaise with other law enforcement agencies and to establish enforcement operations 
twice per month

"" To conduct a review with the other agencies after each raid to ascertain the number of 
arrests and any intelligence gathered

"" To review at the end of the investigation the conduct, results and usefulness of the raids 
and to assess the value of future enforcement raids with the other agencies.

Success

Success depends upon what you are seeking to achieve and can be measured accordingly. Successes 
can include, but are not limited, to:

"" Arrests and prosecutions, e.g., the arrest of your main suspect subject or of his associates
"" Protection of intelligence, e.g., by ensuring that a need-to-know basis is adhered to and 

that intelligence is properly security-marked and stored (i.e., that the intelligence gathered 
and collated during this investigation has remained secure)

"" Disruption of criminal activity, e.g., deploying law enforcement assets to interfere with 
the activities of the criminal enterprise, for example, X-ray scanners at border crossings 
or road checks in the areas in which they live or work

To collate is to bring together different pieces of information so that the similarities and 
differences can be observed. 
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"" Seizure of assets, e.g., any cash being moved outside of the jurisdiction or being gathered 
as a result of the criminal activity

"" Increasing political or judicial awareness, e.g., reporting on findings identifying both 
national and international weaknesses with a view to changing policy

"" Increased intelligence, e.g., the collation and recording of intelligence that can be used 
to risk-assess future smuggling routes or methods

"" Enhanced investigator or investigation skills, e.g., dealing with a different or new type of 
criminality and the use of different tactics to counter it.

Reviewing objectives

During the course of the investigation, it is essential that progress, as measured against the objec-
tives, is regularly reviewed. This can usually be carried out by the team leader, but sometimes it 
may be appropriate for the judiciary prosecutor or a senior officer to undertake the review. A 
major point to keep always in mind when reviewing this type of investigation is that the objects 
of smuggling are human beings. Investigations into the smuggling of migrants involve people and 
timeliness is key to preventing harm and even death. Slow progress in investigating illicit drugs 
importation may result in the entry of illegal substances into a country. An equally slow operation 
to smuggle migrants could result not only in the illegal entry of people but also, and more impor-
tantly, in the endangerment or loss of life. If such a tragedy results, investigators can expect 
extremely close judicial and media scrutiny of what they did and why.

B.  Key investigative strategies

A strategy is a detailed plan outlining specific measures needed for the attainment of a specific 
goal. The strategies that you may employ in an investigation into the smuggling of migrants  
will be strongly influenced by the primary objective and by what is possible within your jurisdic-
tion. For information on the types of investigative approaches that may be employed, refer to 
module 3 on investigative approaches. 

Ultimately, we need to stop the smuggling of migrants. Your objectives should be based on this gaol. 
Whatever your objectives, strategies need to be put in place to ensure that you are able to achieve 
those objectives. If your primary objective is to arrest and prosecute criminals, then strategies need 
to be put in place to ensure best practices for obtaining evidence. While strategies can be generic 
and are often identical in different investigations, they exist to provide a framework. They will also 
prove useful should the team leader or key members of an investigative team change.

Case files and organizational logs

A good organizational tool in planning and strategizing is the case file, in which all records, 
documentation and investigative notes are combined with intelligence to assist in present 
— and perhaps future — investigations. Further to this, an organizational log can be used; 
a decision log can be kept, in which each decision is recorded, with the date and time 
it was made, and the name of the person who made it.
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Here are some of the key strategies to be used in investigations into the smuggling of migrants, 
with explanations of the role they play in those investigations. Most strategies will provide the 
method to be used in addressing specific issues, as follows:

Strategy	:	 Role in investigations:

International strategy	 �In module 1 you will have seen that a key element in proving the occur-
rence of the smuggling of migrants is the fact that the illegal entry of a 
migrant has been facilitated or effected by a smuggler. International coopera-
tion is usually required in this type of investigation.

Forensic strategy	 �All too often, forensic opportunities are missed in investigations into the 
smuggling of migrants. Early recognition of the evidence that forensic science 
can provide can often be key to a successful prosecution. 

Media strategy	 �No country or law enforcement agency can stop the smuggling of migrants. 
Officers may need to use the media to support what they are doing or to 
undertake to disrupt the efforts of their targets. Officers may also need a 
strategy to ensure that the media does not undermine investigations. Con-
versely, they may have difficult questions to answer if something goes wrong! 
Media strategies can also be utilized to raise awareness in vulnerable com-
munities of the risks of the smuggling of migrants

Witness strategy	 �How are witnesses, who may be illegal immigrants, going to be dealt with 
or cared for? Are other agencies, such as the border guard or non-govern-
mental organizations, to be consulted? Will witness interviews be recorded 
(video or audio recording)? What are the witness protection issues? How 
will those issues be handled?

Financial strategy	 �Again, from module 1, you will know that financial or other material gain is 
required to prove an offence. It is important to remember that financial inves-
tigations can be conducted even within a context of very small amounts of 
money. How is the existence of this gain to be substantiated and by whom?

Information-sharing strategy	 �There are often different police forces involved (local, regional, national) 
plus border guards. As there is often a lack of internal communication 
between partners, a strategy should exist to provide for this.

C.  Operational risks

As in any operation, there are a variety of risks that need to be managed in order to ensure a 
successful outcome. Some of these risks can be managed with the assistance of a suitable objective 
and strategy. Some risks are increased owing to the specific nature of investigations into the 
smuggling of migrants. The present section will highlight some of these risks. It does not, however, 
provide comprehensive guidance on risk assessment; more information on this can be found in 
the UNODC specific training module on risk assessment.a 

a See module 5 of the UNODC Anti-Human Trafficking Manual for Criminal Justice Practitioners, available at http://www.unodc.
org/unodc/en/human-trafficking/anti-human-trafficking-manual.html.
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The four biggest risk factors affecting the successful completion of an operation on the smuggling 
of migrants have been identified based on experiences of different countries. These risk factors are 
set out below:

Risk factor	 Explanation

Time	 �We are dealing with people. They cannot be left in the back of a lorry or in 
the open for days on end, as other commodities can be. The need for speed 
can lead to errors if not properly managed. Evidence can be destroyed or lost 
where, for example, vessels that have been used to smuggle migrants have been 
returned to their lawful owners without a proper examination. There have also 
been reports that smugglers throw their human cargo overboard on the high 
seas to avoid being detected by law enforcers. Often, there may be a require-
ment of specific legal approval and the time needed to fulfil this requirement 
could also impact upon the factor of timeliness.

International scale 	 While there is always the possibility of law enforcement cooperation no	
of the investigation, 	 matter how challenging the environment, there can still be major difficulties	
including language	 �associated with information-sharing between States. Those difficulties may cause 

delays or hinder the provision of what was sought. Language is frequently a 
barrier to successful outcomes. Several languages may be involved, entailing the 
recruitment of appropriately trained interpreters.

Resources	 �In many countries, the fact that preventing and combating the smuggling of 
migrants are not a policing priority results in an insufficient number of human 
resources (officers, prosecutors) and other resources (including technical and 
financial). Limited technological resources can be a hindrance when, for example, 
smugglers of migrants are more advanced technologically than law enforcement 
officers, which is often the case.

Corruption	 �There are several occasions throughout the process of the smuggling of migrants 
and the investigation into the smuggling of migrants and related activities when 
the factor of corruption can play a role in countries of origin, transit and des-
tination. For instance, smuggling often encompasses the proper issuance of visas 
and passports that have been obtained improperly, through corruption. The fact 
that operations involving the smuggling of migrants are of an international nature 
can lead to a reduction of control and an increase in the risk of investigations 
becoming compromised through corruption.

 
 
Some risks cannot be eliminated by the team leader or his or her team. However, through being 
aware of possible operational risks, you become more prepared. If you are aware of the nature of 
the risks to the investigation, and what is occurring in that regard, then you can seek to manage 
or reduce those risks. As is the case in many areas, you cannot confront challenges of whose 
existence you are unaware. Investigators must approach operations with a focus on the goals that 
they wish to achieve, but they must also be mindful of what could hinder them from achieving 
those goals. This includes being aware of risk management approaches that require legislative 
approvals and ensuring that all such approvals are sought in a timely fashion. The establishment 
of appropriate objectives and strategies will help facilitate this course of action.
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D.  Concluding remarks

Inseparable from the setting of objectives is the need to pursue them on a case-by-case basis. A 
number of your objectives may be identical to those set by other investigations, while some will 
be unique to your own. Clearly defined objectives may prevent investigators from changing course; 
but if properly pursued, they can be reviewed and redrafted and thereby adapted to changing 
circumstances. 

Success is all-important and if you can demonstrate that you have achieved what you set out to 
achieve, then you, and the investigation, will have succeeded.

How strategies are put in place and whether they are maintained in written form are ultimately 
dependent on local procedure and practice. Given the international scale and often complex nature 
of operations on the smuggling of migrants, it may be advisable to have documents in place to 
allow for continuity planning (in cases where someone new has to take over an investigation or 
part of it, usually at short notice) and for transparency. Practitioners must always consider what 
tools they need to support and achieve their aims.

Risk assessment and management are key to all investigations and, again, must be undertaken on 
a case-by-case basis. The process usually starts with the development of an awareness of the risks 
involved. There have been many situations where officers failed to detect obvious risks and threats; 
investigators must therefore remain alert to those challenges in the course of their investigations. 
Once a risk is clearly perceived, it can be managed or reduced.
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Glossary 

The definitions provided in the present glossary are neither official nor universal. They are provided 
solely for the purpose of facilitating the use of the UNODC Basic training manual on investigating 
and prosecuting the smuggling of migrants. 

Term Definition

Admissible Acceptable or allowable by a court of law at trial.

Aggravating factor 	
or circumstance

A factor or circumstance that makes a situation or action more serious 
than it would otherwise be.

Anti-surveillance Actions that attempt to evade surveillance.

Asset seizure Assuming custody or control of property on the basis of an order 
issued by a court or other competent authority.

Asylum-seeker A person seeking to be admitted to a country as a refugee.

Case file File containing papers, evidence, transcripts, intelligence reports etc. that 
are relevant to a particular case. 

Cell site analysis The analysis and marking on a map of the transmitter (mast) locations 
at which a mobile phone has been used. Often, this can demonstrate 
that the telephone was used in various areas and can facilitate the 
mapping out of routes and the narrowing down of possible locations of 
safe houses or similar sites.

Classified information 	
or communication

Information or communication that is arranged in classes or categories 
so as to be available to authorized persons only. 

Collate To bring together different pieces of information so as to reveal or 
establish similarities and differences.

Confidential Done or communicated in confidence or secrecy.

Controlled delivery The technique of allowing illicit or suspect consignments to pass out of, 
through or into the territory of one or more States, with the knowl-
edge and under the supervision of its or their competent authorities, 
with a view to investigating an offence and identifying persons involved 
in the commission of the offence (United Nations Convention against 
Transnational Organized Crime, article 2, para. (i)).

Corroborate To confirm and sometimes add substantiating value to the testimony of 
a witness or party in a trial.

Counter-surveillance Actions that attempt to identify those conducting surveillance.
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Term Definition

Covert Discreet or hidden. A term used in operational work. For example, 
covert policing is discreet policing whose primary aim is to prevent 
suspects from knowing that police are engaging in such an operation. 

Criminal enterprise Engagement by an organized criminal group in criminal activity.

Debrief To question for the purposes of obtaining knowledge or information, or 
to provide information or instruction.

Decision log Document recording all decisions made and policies and objectives set 
with respect to a particular investigation.

Disrupt To interfere with the activities of a criminal group without necessarily 
arresting the ringleaders, for example, by arresting the forger of the 
passports used by migrants.

Drop-down device A portable audio recorder, concealed in an everyday object (such as an 
empty Coke can) dropped or placed at a point near to where a crimi-
nal meeting is to be held.

Entrapment Action by a law enforcement officer or government agent aimed at 
inducing or encouraging a person to commit a crime. 

Exit strategy Strategy by which a person can be removed from a situation in which 
changed circumstances or events put him or her or an operation in 
danger. 

Forensic Entailing the science or technology used in the investigation and estab-
lishment of facts or evidence in a court of law.

Green border A land border between State checkpoints. 

Hard-wired device An audio recorder or transmitter (or location device) concealed within 
a vehicle or premises. Provides a longer battery life and the possibility 
of real-time listening or tracking.

Illegal entry Crossing borders without complying with the necessary requirements 
for legal entry into the receiving State (Article 3, Smuggling of Migrants 
Protocol)

Informant Someone who provides information to law enforcers on an ad hoc or 
regular basis, and is often recruited for that purpose.

Information Raw data that are received by law enforcement agencies.

Intelligence Information that has been operated upon to render it more meaningful 
(for example, through corroboration, analysis, evaluation or dissemina-
tion) and is then passed on to or used by another person, agency or 
unit.

Investigation Process carried out by law enforcement personnel entailing enquiry into 
a matter through research, follow-up, study or formal procedure.

Irregular migrant Someone who, because of illegal entry or the expiry of his or her visa, 
lacks regular status or authorization to remain in a transit or destina-
tion country.

Irregular migration Movement that takes place outside the regulatory norms of origin, 
transit or destination countries.



Term Definition

Minor According to international law, any person under 18 years of age.

Mission creep The situation in which one starts off along one line of investigation 	
and becomes drawn into another, without adequate preparation or 
planning.

Mitigating factor or 
circumstance

A factor or circumstance that makes a situation or action less serious 
than it would otherwise be. 

Non-refoulement The principle according to which a State cannot expel or return a 
person to the frontiers of territories where his or her life or freedom 
is threatened because of his or her race, religion, nationality, member-
ship of a particular social group or political opinion.

Open source Information that is made freely available to the public.

Operation Process or series of acts undertaken to achieve a law enforcement goal.

Organizational log Document recording all actions taken with respect to a particular 
investigation.

Proactive investigation An investigation commenced in response to the receipt of information, 
a complaint or intelligence. 

Profiling Analysis of information or intelligence for the purpose of developing 
indicators to enable easier identification of, inter alia, smuggled migrants, 
smugglers of migrants, routes, communication methods, false passports 
etc.

Property Assets of every kind, whether corporeal or incorporeal, movable or 
immovable, tangible or intangible, and legal documents or instruments 
evidencing title to, or interest in, such assets (Organized Crime Con-
vention, article 2, para. (d)).

Pull factors Factors that draw would-be migrants towards particular countries. For 
example: language, family ties, employment, benefits, schooling, health 
care etc.

Push factors Factors that push would-be migrants away from particular countries. For 
example: war, poverty, conflict, natural disaster, lack of employment, 
crime etc.

Reactive investigation An investigation commenced as a law enforcement response to a 
particular incident.

Refugee A person who, owing to a well-founded fear of persecution on the 
grounds of race, religion, nationality, membership in a particular social 
group, or political opinion or for political reasons, including conflict and 
war, is unable or unwilling to return to his or her country of origin 
(or, if stateless, to his or her country of habitual residence).

Resources The human, financial, technical, logistic, informational and other assets 
that can be utilized in combating the smuggling of migrants.

Risk The possibility of suffering harm, loss or danger.

Sham marriage A marital union entered into for the purpose of circumventing immigra-
tion laws. 
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Term Definition

Smuggled migrant A person whose illegal entry or stay in a country of which he or she is 
not a national or permanent resident has been facilitated by another 
person, for the purpose of deriving financial or other material benefit. 

Strategic intelligence Intelligence that contributes to producing a bigger picture in respect of 
the smuggling of migrants than that produced by a specific investigation 
or investigations.

Strategy A detailed plan outlining specific measures devised to enable the attain-
ment of a specific goal.

Surveillance Observation of persons engaged in criminal activity through the use of 
static methods (observation posts), mobile methods (the following of 
those persons on foot, in a car etc.) or technical ones (tracking 
devices).

Tachograph A device that measures the speed of a vehicle and the distance that it 
covers, and then produces a record (or tachogram) of its readings.

Tactic An operational procedure or approach used to achieve a goal. For 
example, use of covert monitoring. 

Tactical intelligence Intelligence that supports investigations.

Target hardening Making an object being targeted by a crime group more difficult to 
access or attack. For example, through installing scanning devices at 
ports for the purpose of scanning lorries in the hope of detecting 
concealed migrants.

Technique The means by which a tactic is implemented. For example, wiretapping. 

Top-up information Information obtained by exploiting the fact that some mobile telephones 
do not operate on a contract basis and must be paid for in advance. In 
cases where these phones are topped up, regular locations or shops 
used may be revealed and usage indicated.

Trauma Psychological or emotional injury that creates substantial, lasting psycho-
logical damage to a person.

Victim of crime Person who has been harmed by a perpetrator of a crime according to 
international and/or domestic law. 

Wiretapping Also known as telephone interception. The listening engaged in by law 
enforcement agencies to the telephone calls of criminal suspects or the 
reading by those agencies of the e-mail/SMS messages of such suspects.

Insert below any other terms that you come across during training
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