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TOOLS TO UNDERSTAND HUMAN RIGHTS AND GENDER
EQUALITY CONSIDERATIONS WHEN PREVENTING AND
ADDRESSING TRAFFICKING IN PERSONS AND SMUGGLING OF MIGRANTS

As part of the wider effort to strengthen 
investigative capacity, increased effort is being 
invested into strengthening criminal justice 
data on smuggling of migrants and trafficking 
in persons and to disaggregate this data in 
ways that can offer useful insights as a basis 
on which to design appropriate responses. 
Police or prosecutors may collect data about 
perpetrators of crime and ongoing cases, as 
well as about victims. Border and immigration 
officials may record entries or exits, and 
attempts to irregularly cross borders. Service 
providers may also have case management 
data pertinent to services offered and provided 
to victims of trafficking or smuggled migrants 
in need of assistance. Where data is brought 
together it may offer a wider picture both 
within a given country or even more broadly 
across routes or regions.

The ability of such data to offer actionable 
insight depends on common understandings 
of crimes such as trafficking in persons 
and smuggling of migrants in line with 
international definitions, as well as phenomena 
such as what constitutes an irregular border 
crossing or facilitation thereof. Data is also 
more useful to shape response where it 
has been disaggregated in the same ways 
and is sufficiently nuanced to capture the 
various dimensions of the phenomenon. An 
important component of this is that gender-
sensitive research and data collection efforts 
be deployed to learn about the role of people 
of all genders in both crimes, the drivers that 
lead to their involvement and the impact on 
these crimes on their lives, in order to develop 
targeted, evidence-based and gender-
sensitive responses. Data on modes of coercion 
and control are also important to gather, 
including to show the gendered differences 
between means of control of victims of labour 
exploitation and sexual exploitation that can 
inform gender-sensitive responses. In the case 
of trafficking in persons, sexual orientation 

1.7 Criminal justice and other data

and gender identity is generally not captured 
in trafficking victim, yet a growing body of 
research suggests that LGBTQI+ are individuals 
are at higher risk of becoming victims of 
trafficking. 

Depending on the context, the methods 
involved, and who is gathering data or 
conducting research, there may be legal and 
ethical requirements that must be adhered to 
in designing the data collection methodology, 
protecting the data that is collected, and in 
imposing conditions on how the data can be 
shared and with whom. This latter consideration 
is pertinent in the context of international 
cooperation, which may require criminal 
justice data to be shared across borders. Key 
human rights considerations relevant to data 
collection are privacy, data protection and 
confidentiality. Failures in these respects 
can have severe human rights implications. 
There have been situations where police have 
revealed the identity of trafficked persons to 
media, resulting in their stigmatization or even 
retaliation against them by traffickers. Where 
identities of informants become known, their 
lives and safety may be in danger. Beyond 
violating rights, the failure to safeguard the 
privacy of people involved in criminal justice 
processes can dissuade reporting of crime 
and undermine effective functioning of the 
criminal justice system in general.  Information 
that is relevant to trafficking in persons settings 
affected by conflict should be securely and 
efficiently shared with UN entities, State and 
non-State actors that can effectively use it to 
identify and address trafficking.     
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Table: Example of advocacy points Tool 3.7 on criminal justice and other data 

Human rights / gender concern

User to specify issue that arose in advocating 
for a human rights-based / gender sensitive 
approach

Advocacy point to address concern

User to outline arguments that persuaded 
stakeholders of the value of human rights-based / 
gender sensitive approach

Authorities believe that adherence to human 
rights obligations in data collection and 
protection hampers effective data collection

Data that is collected in ways that are in accordance 
with human rights principles are more accurate 
and therefore offer a stronger evidence base for 
response

Data collecting authorities do not collaborate 
in or harmonize data collection efforts and 
approaches

Where data collection is harmonized with 
domestic, regional and international counterparts 
and partners, data is easier to share and 
aggregate, towards informing evidence-based 
and collaborative response

Compliance with ethical requirements, 
privacy and confidentially laws in data 
collection is not considered necessary or 
important

Data that is not collected in compliance with 
ethical requirements, privacy and confidentiality 
laws may not accepted by counterparts elsewhere.
Data privacy / confidentiality requirements may 
result in retaliation against victims, disposal of 
evidence, and / or hiding of assets, detrimentally 
impacting responses against TIP / SOM.
Data quality may be reduced / impaired where 
potential subjects are not willing to participate 
owing to concerns about data collection 
approaches.

OHCHR outlines key principles of relevance to ensuring that approaches to data are human rights 
based (extracted in the table below) that should be considered alongside any applicable legal and 
ethical requirements.



58

TOOLS TO UNDERSTAND HUMAN RIGHTS AND GENDER
EQUALITY CONSIDERATIONS WHEN PREVENTING AND
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Table: Human rights and gender-based approach to data  

Approach Key principles TIP and SOM specific considerations

Participation: Participation of relevant 
population groups in data collection 
exercises, including planning, data collection, 
dissemination and analysis of data

 ◼ Consider a range of processes that facilitate 
and encourage participation

 ◼ Identify and address potential barriers 
to participation including in relation to 
language, culture, gender, social status and 
vulnerability 

 ◼ Clearly communicate how participatory 
processes are conducted and the outcomes 
of these exchanges shared

 ◼ Ensure that the views of vulnerable or 
marginalized groups, and groups who are at 
risk of discrimination, are represented 

 ◼ Maintain knowledge holdings and 
institutional memory in relation to 
information gathered through participatory 
processes

 ◼ Relevant populations may be incarcerated 
or detained, whether for perpetrating TIP 
and SOM-related offences, for irregular 
migration or involvement in activities that 
may be illegal, or in the case of victims of 
trafficking, for criminal activities resulting 
from being trafficked, increasing the need 
to cooperate with authorities including to 
uphold the principle of non-punishment of 
victims of trafficking. 

 ◼ Relevant populations may have been 
deported or returned Tool 1.5, raising 
challenges as to how to access them when 
they are no longer in the jurisdiction, 
requiring international cooperation to 
achieve their participation.

 ◼ Relevant populations may be reticent to 
participate owing to concerns about being 
identified as being in irregular situations, or 
due to fear of persecution, increasing the 
need for protection of confidentiality and 
anonymity 

See: Planning and design checklist Tool 3.1; 
Strategy and policy risk assessment and 
mitigation Tool 3.2; Monitoring checklist Tool 
4.1 and evaluation checklist Tool 4.2
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Approach Key principles TIP and SOM specific considerations

Data disaggregation: Disaggregation of data 
allows data users to compare population 
groups, and to understand the situations of 
specific groups. Disaggregation requires that 
data on relevant characteristics are collected

 ◼ More detailed data than national averages 
is key in identifying and understanding 
inequalities

 ◼ Data should be disaggregated by key 
characteristics identified in international 
human rights law (including gender)

 ◼ Collection of data to allow disaggregation 
may require alternate sampling and data 
collection approaches 

 ◼ Birth registration is foundational for robust 
data sets that allow accurate disaggregation 

 ◼ Conclusions should not be drawn in the 
absence of comparative data. For example, 
data may show that trafficked persons from 
a given community have low education 
but this might be true for the community 
overall.

 ◼ Inconsistent definitions and poor 
understanding of trafficking in persons 
and smuggling of migrants may mean 
that relevant data is not collected, or not 
appropriately disaggregated. 

 ◼ Prosecution of traffickers under other 
laws, while sometimes the most effective 
response, may create difficulties in capturing 
data on the victims concerned.     

 ◼ Lack of documentation or fraudulent / 
falsified documentation among smuggled 
and trafficked persons hampers data 
collection 

 ◼ Lack of birth registration as a vulnerability 
factor to trafficking means that some 
migrant populations may not be registered 

See: Planning and design checklist Tool 3.1; 
Monitoring checklist Tool 4.1 and evaluation 
checklist Tool 4.2
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Approach Key principles TIP and SOM specific considerations

Self-Identification: For the purposes of data 
collection, populations of interest should be self-
defining. Individuals should have the option to 
disclose, or withhold, information about their 
personal characteristics. They should be clearly 
informed about the purpose of data collection 
and the risks involved in collection of their data

 ◼ Data about personal characteristics should 
be provided by the individuals to whom the 
data refers (at the individual’s discretion)

 ◼ Data collection activities should be 
conducted in accordance with the human 
rights principle of ‘doing no harm’. 

 ◼ People who have been trafficked may 
not identify themselves as having been 
trafficked, and may not recognize that they 
are trafficked even when identified    

 ◼ Groups who are subjected to data collection 
activities should be involved in the design 
of those activities to ensure that their needs 
and rights are protection and no harm is 
done.

 ◼ Smuggled migrants may have little incentive 
to identify themselves as having been 
smuggled, and may be seeking asylum for 
personal circumstances that they may not 
wish to disclose.

See: Planning and design checklist Tool 3.1

Transparency: Data collectors should provide 
clear, openly accessible information about their 
operations, including research design and data 
collection methodology. Data collected by State 
agencies should be openly accessible to the 
public

 ◼ Official Statistics are part of the public’s 
right to information 

 ◼ Information about how data is collected 
should be publicly available 

 ◼ Data should be disseminated as quickly as 
possible after collection 

 ◼ Where state agencies collect data in relation 
to law enforcement operations on crimes of 
human trafficking and migrant smuggling, 
data may be classified. This speaks to the 
need to ensure that law enforcement 
officials have sufficient capacity Tool 3.4 
to collect and share data in a way that 
upholds privacy and confidentiality, so it 
can be transparent without jeopardizing 
investigations and prosecutions. 

See: Monitoring Checklist Tool 4.1; Evaluation 
Checklist Tool 4.2 and strategy and policy 
indicators Tool 4.3.1.
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Approach Key principles TIP and SOM specific considerations

Privacy: Data disclosed to data collectors 
should be protected and kept private, and 
confidentiality of individuals’ responses and 
personal information should be maintained

 ◼ Privacy and confidentiality must be 
considered alongside access to information

 ◼ Ensure that any risk of violation of privacy is 
explained to participants, and that they can 
give, refuse or withdraw consent 

 ◼ Information that identifies individuals 
or discloses an individual’s personal 
characteristics should not be made public 
as a result of data dissemination 

 ◼ Data collectors must have robust data 
protection mechanisms and procedures 

 ◼ When personal data is released, this should 
only be done with the permission of the 
individual concerned (or their appropriate 
representatives)

 ◼ Where privacy is violated in relation to 
data collected on persons who have been 
trafficked, stigmatization can result, with 
individuals not being accepted by their 
families or communities following their 
trafficking experience.

 ◼ Where smuggled migrants have paid 
smugglers in a bid to seek asylum, violations 
of their privacy may raise the risks that they 
will be harmed, whether in the country they 
are seeking asylum or upon return if their 
asylum claims are unsuccessful. 

Accountability: Data collectors are accountable 
for upholding human rights in their operations, 
and data should be used to hold States and 
other actors to account on human rights issues

 ◼ Data can, and should, be used to hold 
human rights actors to account 

 ◼ National Statistical Offices are human 
rights duty-bearers and are accountable for 
respecting, protecting and fulfilling human 
rights

 ◼ Data collection can offer insights into State 
actions that violate human rights of victims 
of trafficking and smuggled migrants 
(such as interference with their freedom of 
movement, refoulement of persons who 
may be in need of protection, or treatment 
of children contrary to their rights). 

 ◼ Similarly, data may reveal that persons 
charged with trafficking or smuggling 
offences are not treated in accordance 
with their rights. Such data should be 
appropriately acted upon to hold duty 
bearers to account. 

Source: Columns one and two extracted from: A Human Rights-Based Approach to Data (OHCHR, 2018)
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